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BEIXHRATTR :

1. MISE GUIS N ZE Administration > Network Resources > Network Devicesi% 3 Addo
2. FAWLCEREIP# it FIWLCHISEZ BIFWRADIUSHERATHREE , MEFIR :

il Identity Sefvices Engine Home  » ConlextVisiblity  » Operations b Policy (R uneil]

» System  » |dentity Management = = Network Resources v Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
= Netwaork Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  MAC Managers  External MD
I
o
Metwork Devices List > New Network Device

Network Devices

Metwork Devices

Default Device

I- Mame [WLC-C9800-CL II
Device Secunty Settings

Description | vWLC-9800 |

[P address  ~| *IP: [10.10.1.17 | 32 |

* Device Profile 2% Cisco |« | &

Software Version :l

* Metwork Device Group

Location |ﬂ.l| Locations ] Set To Default
IPSEC [no | | set To Default
Device Type [w1C | [ Set To Default

» RADIUS Authentication Settings

RADIUS UDP Settings

Protocol  RADIUS

* Shared Secrel | ....... d | Show

Use Second Shared Secret ||

| Show

CoAPort [ 1700 [ Set To Default

P2 EEPSELRBATBAF
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1. MISE GUISfRZE Administration > Identity Management > Identities 1%£3% Addo

2. ERAFE, BRNAFATKERE , MEMR :

“Hiek- ldentity Services Engine Home  » ContextVisbiity  » Operations  » Policy [EICRLECTLEl * Work Centers

» System J ~ Identity Management ¥ Metwork Resources » Device Portal Management  pxGrid Services » Feed Semvice » Threat Centric NAC

~ldentities | Groups  External Identity Sources  Identity Source Sequences  » Settings

@  Network Access Users List > New Network Access User

Users * Network Access User

Latest Manual Metwork Scan Results * Mame | jonathga-102

Status Enabled

Email |

¥ Passwords

Password Type: | Internal Users hd

Password Re-Enter Password

* Login Password PryTT. | | Generate Password :| i

Enable Password | PryTT. | | Generate Password :| i

¥ User Information

First Name | |

Last Name | |

¥ Account Options

Description |

Change password on next login O

* Account Disable Policy

O Disable account if date exceeds 2021-05-18 (yyyy-mm-dd}

¥ User Groups
[VLAN102

(Gnca)

SH3.EEATEHAVLANS ERRADIUS(IETF)R 14
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1. MISE GUISMRZE Policy > Policy Elements > Results > Authorization > Authorization profiles JE3¥ add B2

B E XXM,
2. FAMMNANVLIANEEEXBENEEXHEE. LB E R jonathga-vLAN-102 HE EIRE,



bl Identity Services Engine
Policy Sets  Profiing Posture  Client Provisioning

Dictionaries ¢ Conditions

Authorization Profiles = jonathga-VLAN-102
b Authenticati - -
festen Authorization Profile
*Mame | jonathga-VLAN-102 |

= Authorization

Description |Dynamic—‘.flan-.ﬂ«5ignn'ent

Access Type | AQCESS_ACCEPT - |

Authorization Profiles

Downloadable ACLs

¥ Profiling Matwork Device Profie & Cisco | v | B
¥ Posture Senvice Template [

¥ Client Provisioning Track Movement 7] 3

Passive |dentity Tracking 7] ;

* Common Tasks

O DaCL Mame

O ACL (Filter-ID)

Security Group

TagID 1 [ EditTag | IDName 104 |

= Advanced Attributes Settings

Salact an item

= Attributes Details

Arcess Type = ACCESS,_ACCERT
Tunnel-Private-Group-ID = 1:102
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6

[S]=

BERNEENHE  FENTLAFUERSHRIERMK, SAILEA custom RS K Default 3]
BEER, EAHIP QBT AENEEN .

3. E’rﬂﬁi Policy > Policy Sets :\&F% Add Eﬁ“@%ﬁ%ﬁﬁ ) ﬂuﬁﬁ'/'.l_‘ :



‘dues Identity Services Engine Home  » ComlextVisibiity  » Operatons (IRl * Adminstration  » Work Centers

Profiling Postura Client Provisioning » Policy Elements
Poly Set o

+ Status  Pualicy Set Name Description Conditians Allowed Protocols / Server Sequence Hits Actions  View
~ DEWVI Device Typa EC 5 Al ice . a
rd @ Jonathga-Policy Diynamic-Vian-Asignment L‘.! T "_.C_‘E_ e - b AL De Default Network Access . .D )
¥ Authent P
+ e Mar dit
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WiE , ERENAFCIREICRE , WERBARR S 00 EHENNRNEEX .

5. $TFF Authorization policy S8 H BIEZRELUFRZER , BT :
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Status  Rube Name

E
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) D + + o

JE4 VLAN BB 34
EATSMVIANEL YL, AEBEXHUATHHRBEEZTLH RO RGO -

Switch(config-if)#switchport mode trunk

Switch(config-if)#switchport trunk encapsulation dotlqg
A RABERT , RSB BMAVE SR LBEE P dim O IR FTE VLAN, R

BEMEEETIRAL , WA LOF I EREEN A TEEIFLMENRIKO, XHEFE
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1. \EB#HIZBSGUIS M ZE configuration > Security > AAA > Servers / Groups > RADIUS > Servers > + Add F#i A
RADIUSERF2R1EE. , WEAFIT :

Authentication Authonzation and Accounting

53 Dashboard

) Maonitoring

-, Configuration

| Administration ; RADILS

% [roubleshooting TAGACSs

| RAD Hame < Address

Create AAA Radius Server x
Name"® Cisco-ISE Support for CoA meeeo | @

:

Server Address” 10.10.1.24 CoA Server Key Type Clear Text v
PAC Key D CoA Server Key O

Key Type Clear Text - Confirm CoA Server Key

keyy ® | e Automnate Tester ]

Confirm Key® | eesees 1

Auth Port 1812

Acct Port 1813

Server Timeout (seconds) 1=1000

Retry Count

2. EJRADIUSHRS 22 INEIRADIUSA , iES M ZE configuration > Security > AAA > Servers / Groups >
RADIUS > Server Groups >+ Add S1EF7/R:



Create AAA Radius Server Group x

Mame™® ‘ ISE-SERVER ‘
Group Type ‘ RADIUS ‘
MAC-Delimiter | none v |
MAC-Filtering | none v
Dead-Time (mins) ‘ 5 ‘
Load Balance [. DISABLED ]

Source Interface VLAN 1D | none v |

Available Servers Assigned Servers

sernver-201%9 -

Cisco-15E N

AEEE
NEEE

'D Cancel =l Apply to Device

3. gﬁ“ﬁ%ﬁgﬁlﬁﬁﬂiﬂﬁ , "L%Te'rﬂﬁfz Configuration > Security > AAA > AAA Method List > Authentication >
+Add TIRPRR :

Authentication Authorization and Accounting

\=1 Dashboard

- B AlLA Method List Servers [ Groups
¢ £) Monitoring

.. Configuration
" [ + Add ]

Aurthenbeston

Iilg

{07 Administration

Btk rating Mamea



Quick Setup: AAA Authentication

Group Type group . @

Fallback to loca D
Available Server Groups Assigned Server Groups

fachus &

Idap ]
[acacs+ |
radgrp_SykesLab —
server2019 [»

«

tacacqrp_SykesLab

E=3

SM2.ERBVLAN

I 25 B8 15 BA 40 {a] #£ Catalyst 9800 WLC LB BVLAN, AR #4s E AR , WLC Rt MM EHFE
RADIUS R85 Tunnel-Private-Group ID B4 T#EM VLAN ID,

EAFIF | B FPjonathga-1026E 8 Tunnel-Private-Group ID of 102 (VLAN =102) fERADIUSIRE88 L,

1. B/ E configuration > Layer2 > VLAN > VLAN > + Add S0EF/R:

Q, Search Menu ltems VLAN

. svi VLAN VLAN Group
= Dashboard

(Z) Monitoring | +Add |

h‘z‘t\\,‘ Configuration VLAN ID v~ Name
1 defaL
100 VLA
210 WLAM
2602 VLA

2. WMAFREREE , MEMR :



& Create & single VLAN

0,
State |actvaten [
GhP IOPING . D
ARP Broadca . DiSABLEL
Port Members Q. Search
Available (2) Associated (0)
= 4
Gi2 N
Croate a range of VLANS
VLAN Range® Ex:5=7)
oC

=] Apply 1o Device

FEE  MRFIBESER , VLANF BEFRBVLANXXXHIZ # , HBXXXXEVLAN ID.

NATBERENVLANESESRIMN2 , TG , B UHRELSRS,

3. WIFHIEEOPEEAFVLAN, MEBREEFMAIROBE , ESME configuration > Interface >

Logical > PortChannel name > Generalo ZZD%/“J‘\EEIJEEEE% Allowed VLAN = All EEIE?EEEO puii@é

Zl| Allowed VLAN = VLANs IDs , S HIFFEEMIVLAN |, ARFFIEFR update & Apply to Deviceo NRIEE FEH

ik AEE ) '\Lﬁ%ﬂﬁfz Configuration > Interface > Ethernet > Interface Name > Generalo ﬂu%"é‘EEUEEEE

E4A\Y
 Allowed VLAN = All BEB T INRBE 2 Allowed VLAN = VLANs IDs , SNINAFEMIVLAN |, REE
1% Update & Apply to Deviceo

MREAAIFFEVLANID , HEGEREZEARERRNEE,



General Advanced

Interface GigabitEthernet3

Description ‘ (1-200 Characters)
Admin Status up n]

Part Fast dizable v |

Enable Layer 3 Address . DISABLED ]

Switchport Mode | trunk i |

Allowed Vlan o Al ) Vian IDs

Mative Vlan | v |




General Advanced

Interface GigabitEthernet
Description ‘ ‘ (1-200 Characters)
Speed | 1000 v
Admin Status | up ‘
Enable Layer 3 Address |. DISABLED |
Switchport Mode | trunk v |
Allowed Vlan O A @ Vianlbs
Vian IDs | 551,102,105 | (e.g. 1,2,4,6-10)
Native Vian | 251 v |
S IR3. B MWLAN(SSID)

IS 2 B EA A WLC HESE WLAN,
BERATER

1. BLBIZBWLAN, SMZE configuration > Wireless > WLANs > + Add HF1IRIEEEREMNSE , AR :

Q Search Menu ltems WIRELESS NETWORKS

+ Add

Mame w

E‘" Dashboard

“\! Monitoring

TN L T U

2. AWLANE R , MEMR :



Add WLAN x

General Security Advanced
Profile Name™ | Dinamyc-VLAN Radio Policy | All v |
Nl | Dinamyc-VLAN Broadcast S5I1D
LAN ID* | 6
Btatus

=l Apply to Device

3. #ME security W+ , RFEBEFAFENZEHGE, EARGIH , WPA2 + 802 1x PR :

Agid WLAMN

L &1 ] MR LT 5 = s o .
i L] - v,
Pragaciad Marsgersr Frams Bmazrocton Tirseg? 10
PLAF Dol faiaas "
WIPA Paramsters
Tl D =

") Canee = Save B ADphy o Denos




Add WLAN x

PMF Disabled v
WPA Parameters
WPA Policy
WPAZ Policy v
WPAZ Encryption AES(CCMP128) |/
CCMP256
GCMP128
GCMP256 '
Auth Key Mgmt 802.1x -
Save & Apply to Device

ﬁ'ﬁ:ASecurity > AAA :&Iﬁ‘F , M Configure the WLC with the Details of the Authentication Server %Bﬁ:l\ ) ﬂﬂﬁﬁ'
™

Add WLAN x

General Security Advanced

Layer2 Layer3 | AAA
Authentication List | ISE-SERVER| v |I®
Local EAP Authentication D

S4B R R R B 4
133 72 15 B AR FE WL C HP B B SRR i I8 3 F o
BERERATHR

1. M= Configuration > Tags & Profiles > Policy Profile o £ default-policy-profile o B E HTER &R ) WA PR



Falicy Profile

Dashboard \

Policy Profile Mame ~  [escription

<) Monitoring

.....

-, Gonfiguration ; | defaul-poicy-grofie | defaut policy profie

L 1 10w
Administration

Edit Policy Profile

General Access Policies QOS and AVC Mobility Advanced

& Configuring in enabled state will result in loss of connectivity for clients associated with this profile,

Name* default-policy-profile WLAN Switching Policy

Description default policy profile Central Switching v
Status | Central Authentication v
Passive Client . DISABLED Central DHCP v
Encrypted Traffic Analytics Bisas l Central Association Enable v

Flex MAT/PAT
CTS Policy

Inline Tagging
SGACL Enforcement

Default 5GT 2-65519

2. M Access Policies T 2 BL o4k B P imE BRIATE IR THIEZE R EWLANR 2 B EIAVLAN |, 1nE
iR



Edit Policy Profile
General | Access Policies I Q0S5 and AVC Mobility Advanced

WLAN Local Profiling WLAN ACL
7 HTTP TLV Caching IPvd ACL v
s
RADIUS Profiling IPvE ACL ¥
DHCP TLV Caching
URL Filters
Local Subscriber Policy Name v
Pre Auth -
VLAN
Past Auth v
VLAN/MNVLAN Group VLAMNZEDZ ¥
Multicast VLAN Enter Multicast VLAN

AR FREMEMRMIT |, RADIUSERS BN I ERES ORISR LEE, KD BEAISE
VLAN , Rt K E B X 4 LB EMVLANT L B5EAVLAN , RADIUSIRS B8 &8 = ik 5t

, FFEE ZWLANK A F 2 B4 RADIUS BR %585 7 A 2 Tunnel-Group-Private-IDF & N E
HVLAN,

3. M Advance I F Allow AAA Override IR ELLBEWLCHE E , HRADIUSIRS 25IR B & F i
BT EBWVLANFTENE M , EAR



Edit Policy Profile X
General Access Policies Q05 and AVC Mobility ‘

WLAN Timeout Fabric Profile v

Session Timeaout (sec) 1800 Umbredla Mot Configured v
Parameter Map

ldle Timeout (sac) 300 mMDMS Service detfault-mdns-senici »
Policy
Idle Threshald (bytes) W]
WLAN Flex Policy
Client Exclusion Timeout (sec) | &0
V0LAN Central Switching
DHCP
Split MAC ACL v

[Pvd DHCP Required o
Air Time Faimess Policies
DHCP Server IP Addross

2.4 GHz Policy v

5 GHz Policy v

AAA Policy

Allow AdA Override v

MAC State

Policy Mame defaislt-aaa-poEcy x! »

i

| o Ccancel | &5 Update & Apply to Device

SR B R MEARIC

eI 2 15 B I FEWLC P BE B SR RE AR 1T
BERATEIR :

1. M ZE Configuration > Tags & Profiles > Tags > Policy MEMR , MRFEE | FII—NFH -

Manage Tags

shboard

1 Monitoring

'\ Configuration

Dascription

T Administration
detaut-poicy-tag default polcy-1g

' Troubleshooting 1 0o



2. RAHPINERMEFRICHIEER +Add, 0E PR
Add Policy Tag

Name™ Dynamic-VLAN ‘

Description Enter Description ‘

Vv  WLAN-POLICY Maps: 0

WLAN Profile Y Policy Profile Y

0 1o.|-_.

3. FWLANEL B N 422 B P SRRV RS BLE 4 |, JE PR ¢
Add Policy Tag

Name™ Dynamic-VLAN

Description Enter Description

Vv WLAN-POLICY Maps: 0

-+ Add

WLAN Profile Y Policy Profile

Map WLAN and Policy

Policy Profile* default-policy-profil |

WLAN Profile* | Dinamyc-VLAN v




Add Policy Tag x

Name* Dynamic-VLAN

Description Enter Description

Vv WLAN-POLICY Maps: 1

+ Add

WLAN Profile ~  Policy Profile v
O Dinamyc-VLAN default-policy-profile
1 10 »

RLAN-POLICY Maps: 0

[ ) Cancel | = Apply to Device |

HI6FRBITICH EEAP

I3 72 1 BA AN FEWLC H L B SR BEFR 18 o
BERERATESR

1. %ﬂﬁ.g Configuration > Wireless > Access Points > AP Name > General Tags ﬁﬁﬂ*ﬁ*%%ﬁ‘lﬂ , %Eﬁ?%
Update & Apply to Device 21 & FF7R:



Edit AP »

-

General Interfaces High Availability Inventory ICap Advanced
—
General Version
AP Name* AP2802I-B-K9 Primary Software Version 16.12.4.31
Location™ default location Predownloaded Status MNIA
) Predownloaded Version NfA
Base Radio MAC 10b3.d677.a8c0
Mext Retry Time MIA
Ethernet MAC 0B4f.a89a2 Bedd :
) Boot Version 1.1.2.4
Admin Status
105 Version 16.12.4.31
AP Mode Local
Mini 10S Version 0.0.0.0
Operation Status Registered
. : IP Config
Fabric Status Disabled
LED State CAPWAP Preferred Mode  |Pv4
LED Brightness 8 v DHCP IPv4 Address 10.10.102.101
Level
Static IP (IPv4/IPv6) O
CleanAir NSI Key
Time Statistics
Tags
Up Time Odays 0 brs 4
Palicy Dynamic-VLAN \ mins 52 secs
Site default-site-tag v Controller Association Latency 1 min 36 secs

| [=] Update & Apply to Device

W EEE ) HAPLHNERBARCERN , EREFSWLCHXEKRHEFMA.

LA
ERRHS THARBEEERET.

AHE5Windows 10MAMIERFHERE , YRERREMARFBNEBG , W AISELBREZ
VLANBY A FE R

£ E—/2RElH | EEEjonathga-102EB 2 B A RADIUS RS 22 R I8 EMIVLAN102, A RABIEH I
APZERSHRIE , FHRADIUSIRS 880 BL4AVLAN:

EREFORIEE , EREEREFELENHRADIUSEMRIEREFEF im0 BRI EFWAIVLAN, FTERELT
HRRELTER LIRS -

1. ME%U%%GU|%%§ Monitoring > Wireless > Clients > Select the client MAC address > General > Security



information FEKVLANFER , WIEFIR :

Monitoring ™ > Wireless~ > Clients Client
360 View QOS Statistics ATF Statistics

Clients Sleeping Clients Excluded Clients
Client Properties AP Properties I Security Information
IIF 1D 0x30000008
Authorized TRUE
Total Client(s) in the Network: 1 Common Session ID 33020A0A0000003
Number of Client(s) selected: 0 Acct Session ID 0x00000000
O CientMACAddress - IPva Address - IPv6 Address Aluth ethod Btatus Lt
Method Dotlx
(8] b88a.6010.3c60 & 10.0a02327 feBD::dBaZ:ch:}:Q?SB:(_ SM State AUTHENTICATED
1 10 w SM Bend State IDLE
Protocol Map 0x 000001 (OUI)

Local Policies

Service Template wilan_svec_default-f
Absolute Timer 1800
Server Policies
VLAM 102
Resultant Policies
VLAM Mame VLANO102
VLAN 102

FEtBEOH |, SRR E FmRERADIUSIRS 85 LB B HRADIUSE 2 B4
VLAN102, fECLI® , &R LAfE F show wireless client summary detail BEEE SR T RERNE

7N

2. AT LA/ A Radioactive traces TRRADIUSE R INE M BIWLC, At , BEHRITUTESER . M2
#BRGUIS M ZE Troubleshooting > Radioactive Trace > +Add. M ATTLEFiwHIMacibit, %#F
Starto fFEF IR SWLANEHE, %ﬂﬁg Stop > Generate > Choose 10 minutes > Apply to Device > Select

the trace file to download the logo

HRER 0 Hi 91X —#00 HRRADIUSE M R Sh & 5

2021/ 03/ 21 22:22:45.236 {wncd_x_RO-0}{1}: [radius] [25253]: (info): RADI US: Received fromid
1812/ 60 10.10.1.24:0, Access-Accept, |en 352

2021/ 03/ 21 22:22:45.236 {wncd_x_RO-0}{1}: [radius] [25253]: (info): RADIUS: authenticator e5 5e
58 fa da O0a c7 55 - 53 55 7d 43 97 5a 8b 17



2021/ 03/ 21 22: 22: 45.

[1] 13
2021/ 03/ 21 22:
[ 24] 40 ..
2021/ 03/ 21 22:
[ 25] 54 ..
2021/ 03/ 21 22:
2021/ 03/ 21 22:

[64] 6
2021/ 03/ 21 22:
2021/ 03/ 21 22:
[65] 6 ALL 802

2021/ 03/ 21 22: 22: 45.

[ 79] 6

2021/ 03/ 21 22: 22: 45.

Aut hent i cat or [ 80]

2021/ 03/ 21 22: 22: 45.
2021/ 03/ 21 22: 22: 45.

Group-Id[81] 6

2021/ 03/ 21 22: 22: 45.

[102] 67 *

2021/ 03/ 21 22: 22: 45.

[ 16] 52

2021/ 03/ 21 22: 22: 45.

[17] 52 *
2021/ 03/ 21 22:
nane: PEAP on handl

2021/ 03/ 21 22: 22: 46.

H username

2021/ 03/ 21 22: 22: 46.

cl ass

22:45.

22:45.
22:45.

22:45.
22:45.

22:45.

236
236

236
236
VLAN
236
236

[6]
236

236

18
236
236
n102"

e 0x0C000008

700 {wncd_x_RO-0}{1}:
0 "jonathga-102" ]

700 {wncd_x_RO-0}{1}:

236 {wncd_x_RO-0}{1}:
"jonathga-102"

22:45. {wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x R0-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x R0-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x R0-0}{1}:

236 {wncd_x_RO-0}{1}:
237 {wncd_x_RO-0}{1}:
237 {wncd_x_RO-0}{1}:

238 {wncd_x_RO-0}{1}:

[radius] [25253]: (info): RADIUS: User-Name

[radius] [25253]: (info): RADIUS: State

[radius] [25253]: (info): RADIUS: d ass

[radius] [25253]: (info): 01:

[radius] [25253]: (info): RADIUS: Tunnel-Type

[13]

[radius] [25253]: (info): 01:

[radius] [25253]: (info): RADIUS: Tunnel-Medium-Type
[radius] [25253]: (info): RADIUS: EAP-Message
[radius] [25253]: (info): RADI US: Message-

[radius] [25253]: (info): 01:

[radius] [25253]: (info): RADIUS: Tunnel-Private-
[radius] [25253]: (info): RADI US: EAP-Key-Nane
[radius] [25253]: (info): RADI US: M5- MPPE- Send- Key
[radius] [25253]: (info): RADI US: M5- MPPE- Recv- Key
[ eap-auth] [25253]: (info): SUCCESS for EAP net hod
[aaa-attr-inf] [25253]: (info): [ Applied attribute
[aaa-attr-inf] [25253]: (info): [ Applied attribute

0 43 41 43 53 3a 33 33 30 32 30 41 30 41 30 30 30 30 30 30 33 35 35 36

45 32 32 31 36 42 3a 49 53 45 2d 32 2f 33 39 33 33 36 36 38 37 32 2f 31 31 32 36 34 30 ]

2021/ 03/ 21 22: 22: 46.

H tunnel-type

2021/ 03/ 21 22:22: 46.
tunnel-medium-type

2021/ 03/ 21 22:22: 46.
:tunnel-private-group-id
700 {wncd_x_RO-0}{1}:

2021/ 03/ 21 22: 22: 46.
timeo
2021/ 03/ 21 22:22: 46.

TP B BR

HXRfER

RARFERM

700 {wncd_x_RO-0}{1}:

1 13 [vlan] ]

700 {wncd_x_RO-0}{1}:
1 6 [ALL_802] 1]

1 »102" ]

ut 0 1800 (0x708) ]

700 {wncd_x_RO-0}{1}:
[ 0000. 0000. 0000: unknown] AAA override is enabl ed under

B R BEHERRE B

700 {wncd_x_RO-0}{1}:

[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]

[aut h-ngr-feat _wi rel ess]

[ 25253] :
policy profile

[25253]: (info): [ Applied attribute
[25253]: (info): [ Applied attribute :
[25253]: (info): [ Applied attribute
[25253]: (info): [ Applied attribute

(info):
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