BEBRCisco DNA Center B TS B & i 1Al i
B

B =%

E

IR GT T ESS
AireOS WLC B RIDNA L&
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UTREHTR, BETR, TLRBEMESZR(WLC)MEAR(AP) L XBRERN T TETE,

EHTR

« show lisp instance-id <L2 ap instance id>EA A R %5 85- MACEI 4 im#R 12 (EID)BR &Y

+ show lisp instance-id <L3 ap instance id> ipv4 server - IPZIEIDBR &}

« show lisp instance-id 8188 ethernet server address-resolution — 4% X6 IDAIMACE] 1P AR &
» show lisp site

» show tech-support



» show tech-support lisp
BETR

» show lisp instance-id <L2 ap instance id> ethernet database wic

+ show lisp instance-id <L2 client instance id> ethernet database wic

+ show access-tunnel summary

» show platform software fed switch active ifm interfaces access-tunnel

» show platform software access-tunnel switch active RO

» show platform software access-tunnel switch active RO statistics

» show platform software access-tunnel switch active FO

» show platform software access-tunnel switch active FO statistics

» show platform software object-manager switch active FO statistics

» show platform software object-manager switch active FO pending-issue-update
» show platform software object-manager switch active FO pending-ack-update
» show platform software object-manager switch active FO error-object

» show tech-support

» show tech-support lisp

WLC(AireOS):

» show fabric ap summary

» show fabric summary

» show fabric map-server summary
 show run-config

« show run-configin &

+ show tech

WLC(IOS-XE)

+ show ap summary

» show fabric ap summary

» show wireless fabric summary

» show wireless client summary

» show tech-support wireless

» show tech-support wireless fabric

« show tech-support lisp ( #15R9300/9400/9500 L3z 1THI RHLFE P I IR MEER R AR TL )
« show tech-support ( 215£9300/9400/9500 Eiz1THI LA F I R IRIEFESR R AR TTL )

=W

» show ip tunnel fabric
» show tech-support

AireOS WLCM B RIDNAR IR EL &

AL B R VAELE MCisco DNA Center#fixBJAireOS WLCEB (XX : ESZ4EH 3504 WLC),



EWLCHE/FE RradiusiBE :

(sdaw1c3504) >show radius summary

Vendor Id Backward Compatibility................. Disabled
Call Station Id Case.......vvviiinnnnnnnnnnnnnnns Tower
Accounting Call Station Id Type........cvvvvvunn. Mac Address
Auth Call Station Id Type...uviiiiiiinnnnnnnnnnn AP's Radio MAC Address:SSID
Extended Source Ports Support...........covvuvunnn Enabled
Aggressive Failover.....ooueiiiiiiiinnnnnnnnnnnnns Disabled
234 L - 1o T Disabled
Fallback Test:
Test Mode. . ...ttt ittt eenennnnnnnnnnns Passive
Probe User Name........cuiiiiiniinnnnnnnnnnnnn cisco-probe
Interval (in seconds)......ivviiiinrnnnennnnn 300
MAC Delimiter for Authentication Messages........ hyphen
MAC Delimiter for Accounting Messages............ hyphen
RADIUS Authentication Framed-MTU................. 1300 Bytes

Authentication Servers

Idx Type Server Address Port State Tout MgmtTout RFC3576 IPSec - state/Profile Name/Radi
1 * NM 192.168.2.193 1812 Enabled 2 5 Enabled Disabled - /none
2 M 172.27.121.193 1812 Enabled 2 5 Enabled Disabled - /none

WLANEL & #t 3% fEshow wlan summary T & Ro

(sdaw1c3504) >show wlan summary

Number of WLANS. .. ...t e e e nanneeenns 7

WLAN ID WLAN Profile Name / SSID Status

1 Test / Test Enabled
17 dnac_guest_F_global_5dfbd_17 / dnac_guest_206 Disabled
18 dnac_psk_2_F_global_5dfbd_18 / dnac_psk_206 Disabled
19 dnac_wpa2__F_global_5dfbd_19 / dnac_wpa2_206 Enabled

20 dnac_open__F_global_5dfbd_20 / dnac_open_206 Enabled

21 Test!23_F_global_5dfbd_21 / Test!23 Disabled

BRIDNAF LHIWLCH & #i%
AL B R T HWLCR 1N B 33 #2548 BF /5 Cisco DNA CenterfWLCEL B H#Eix,
R ERF RS 2R A ?

FFWLCH N3 # 4B B f5 show fabric map-server summary.,

Interface N
management
management
management
management
management
management



(sdaw1c3504) >show fabric map-server summary

MS-IP Connection status

192.168.4.45 up

192.168.4.66 up

813t 3R RE P R 5 IR S5 BRI 4
HT&RMER |, 25 FEH(CP)EZEAEELXAHREFRMA.

o MRCPAXAEMME, (AHFIHIEMLL )

« EEWLCHCPHIHET = , flingt&KMas.

. MRCPEWLCHERERERKXAMP R, XAUERWLCHIEREZLE , RECPIIEEALES
WLC.

show fabric map-server detail

show fabric TCP creation-history <Map-Server IP>
AURHESEENFE

debug fabric lisp map-server tcp enable

debug fabric lisp map-server all enable
MARERREFEREEEAURTHHERTA?
FWLCHMBI R IERE I E RRREERHE,

(sdaw1c3504) >show fabric summary
Fabric SUpport. ... .o e e e enabled

Enterprise Control Plane MS config

Primary Active MAP Server
IP AdAress. ..o e et 192.168.4.45

Secondary Active MAP Server
IP AdAresSsS. .. iii ittt ettt et e 192.168.4.66

Guest Control Plane MS config



Fabric MS TCP timeout configured ............
Fabric MS TCP keep alive interval configured ....
Fabric Interface name configured ............
Fabric Clients registered ...................
Fabric wlans enabled ............. .. . i.t.
Fabric APs total Registration sent ..........
Fabric APs total DeRegistration sent ........
Fabric AP RLOC reguested .........ccviuuun...
Fabric AP RLOC response received ............

Fabric AP RLOC send to standby ..............

Fabric APs registered by WLC ................

VNID Mappings configured: 4

Name L2-Vnid

182_10_50_0-INFRA_VN 8188

.... 10

10

L3-Vnid

management

IP Address/Subnet

10_10_10_0-Guest_Area
182_10_100_0-DEFAULT_VN
182_11_0_0-DEFAULT_VN

Fabric Flex-Acl-tables

DNAC_FABRIC_FLEX_ACL_TEMPLATE

Fabric Enabled Wlan summary
WLAN ID SSID
19 dnac_wpa2_206
20 dnac_open_206

Applied

Type L2 Vnid SGT

WLAN 8189 0
WLAN 8189 0

ERIDNAAR LEIWLANEL & #Eix

FFWLCHR B3 4ERE S , MCisco DNA CenterfJshow fabric wlan summary R Al A B EISRE
WLANEIWLANEL B #EiX |, H B & Fi%IP#EProvision > Fabric > Host Onboarding T 2 Bt 45 32 i 48

BETLZLAN(WLAN),

R AEMFRES AR ERFwanH E,

(sdaw1c3504) >show fabric wlan summary

WLAN ID SSID

19 dnac_wpa2_206
20 dnac_open_206

Type L2 Vnid SGT RLOC IP
WLAN 8189 0 0.0.0.0
WLAN 8189 0 0.0.0.0

Clients VNID Nam

0 182_11
0 182_11

Clients VNID Nam
0 182_11_
0 182_11_



181 Fo &k [A] &%

AP /4 A BEE T A8

1. REAPREIREIPHL,

E R AEREID 4 £ & ~ip dhep snooping binding

MRREREZENAPEONIP , FEXBRIN LERARXERER | AREAPREBIREIP,
debug ip dhcp snooping packet

debug ip dhcp snooping event

| B AR SO B A AE T E -

T~

Floor_Edge-6#sh ip dhcp snooping binding
MacAddress IpAddress Lease(sec) Type VLAN Interface

0C:75:BD:0D:46:60 182.10.50.7 670544 dhcp-snooping 1021 GigabitEthernetl/0/7 » AP interface should be havi

2 EAPEREMAWLC,

* show ap summary - On WLC
» show ap join stat summary - On WLC

WRAPMARIMAWLC , FEWLC EEAXLEREH,

* debug capwap events enable
» debug capwap errors enable

3. MRAPFHKCAPWAP |, EAPHIR N Z B ARG RIPEE , BHITXLERE
SER1MEWLCHHAPKRERLOC IP , BEMKALKEES,

1A TERGEMEFHIFTEDPNEEERNMED , BIRBREFTRANERERBERDPAAEER
MWLCH4SERH, BRIWLC IPH#bit Y AN EH 9 & B8 RAWEMIGPIMUF |, REEINMNTR
WESEE, UFE , WLCTRIET BRI\ B EE,

FSE2.MEBWLCHMWAPE RIEFAIRLOC , FEshow fabric summary T & R1ER TRLOC H K HY
RLOCEHIEER , BREXLISR

2. KW ERFIFET R , show lisp instance-id <L2 ap instance id> ethernet server-& NZSAPHE
KT EBMAC,



EXHREERED &Y S Lk |, show lisp instance-id <L2 ap instance id> ethernet database wic -
ENEESAPHERTLLBEMAC , MARAPHILLAXMMAC,

MR 2N B RERAPHEARTLBMAC , BRERIZARRE, £#2%FHE LS Adebug lisp
control-plane all , ## B R IEFZHPIEREARTL BHMAC,

%ﬁ JEE : debug lisp control-plane all on Control plane is trally chatty , please disable console
logging before turn on the debugs.

MRIEB DAL FI RN S HRIERNK , EREWLCHCPT RZE/ & B RIERH,

Dec 7 17:42:01.655: LISP-0: MS Site EID IID 8188 prefix any-mac SVC_VLAN_IAF_MAC site site_uci, Regist

Dec 7 17:42:01.659: LISP-0: Building reliable registration message registration-rejected for IID 8188

WA EWLCHICP Z B K 3R AEREEL B £ 1Y B P R 4R
EWLC_L , iFTEController > Fabric Configuration > Control Plane >(Pre Shared Key)

On CP, please check on switch using sh running-config | b map-server session CP#sh running-config | b
map-server session map-server session passive-open WLC site site_uci description map-server configured
from apic-em authentication-key

(Ensure that the Pre shared key on WL C should match with this authentication key on CP)

% : & |, Cisco DNA Center&#iA k%247 |, Atk |, BRIFFEH BHMNEBECP/WLC EEE T 11
/, J”JJTEEE&JH:&‘%H]

4.1 R BRER B AL E Mshowdi 7o

+ show access-tunnel summary

Floor_Edge-6#sh access-tunnel summary

Access Tunnels General Statistics:
Number of AccessTunnel Data Tunnels = 5

Name SrcIP SrcPort DestIP DstPort VrfId
Ac4 192.168.4.68 N/A 182.10.50.6 4789 0
Ac24 192.168.4.68 N/A 182.10.50.5 4789 0
Acl19 192.168.4.68 N/A 182.10.50.8 4789 0
Acl5 192.168.4.68 N/A 182.10.50.7 4789 0
Acl4 192.168.4.68 N/A 182.10.50.2 4789 0



Name IfId Uptime

Ac4 0x00000037 2 days, 20:35:29
Ac24 0x0000004C 1 days, 21:23:16
Ac19 0x00000047 1 days, 21:20:08
Ac15 0x00000043 1 days, 21:09:53
Acl4 0x00000042 1 days, 21:03:20

» show platform software fed switch active ifm interfaces access-tunnel

Floor_Edge-6#show platform software fed switch active ifm interfaces access-tunnel

Interface IF_ID State
Ac4 0x00000037 READY
Acl4 0x00000042 READY
Ac15 0x00000043 READY
Acl9 0x00000047 READY
Ac24 0x0000004c READY

Floor_Edge-6#

MR Hb) THAccess-tunnelsis Fa) , MFEMB, A , IREMDL SR ERERFed®E ,
bt , SI0SHtE , Fed EESNMHRIBBESR B, MITHAFTRHGSE , LREMNIP, MEZMNEA
BEEHZMRMNBFRIP , NHEESHI L EE,

» show platform software fed switch active if-id <Each AP IF-ID>

N B EANFIDBTLUME— ISR,

Floor_Edge-6#show platform software fed switch active ifm if-id 0x00000037

Interface IF_ID : 0x0000000000000037
Interface Name : Ac4
Interface Block Pointer : OxffcOb04c58
Interface State : READY
Interface Status : ADD
Interface Ref-Cnt 2
Interface Type : ACCESS_TUNNEL
Tunnel Type : L2Lisp
Encap Type : VxLan
IF_ID : 0x37

Port Information

Handle ............ [0x2e000094]

Type ..o [Access-tunnel]

Identifier ........ [0x37]

Unit oooeniinnnnn [55]

Access tunnel Port Logical Subblock
Access Tunnel 1id : 0x37
Switch Num 1
Asic Num : 0



PORT LE handle : OxffcOb03c58
L3IF LE handle : Oxffc0e24608
DI handle : Oxffc02cdf48
RCP service id : 0x0
HTM handle decap : Oxffc0e26428
RI handle decap : OxffcOafblf8
SI handle decap : OxffcOe26aad
RCP opq info : Ox1
L2 Brdcast RI handl : Oxffc0e26808
GPN : 3201
Encap type : VXLAN
L3 protocol : 17
Src IP : 192.168.4.68
Dest IP : 182.10.50.6
Dest Port : 4789
Underlay VRF : 0
XID cpp handle : Oxffc03038f8
Port L2 Subblock
Enabled ............. [No]
Allow dotlg ......... [No]
Allow native ........ [No]
Default VLAN ........ [0]
Allow priority tag ... [No]
Allow unknown unicast [No]
Allow unknown multicast[No]
Allow unknown broadcast[No]
Allow unknown multicast[Enabled]
Allow unknown unicast [Enabled]
IPv4 ARP snoop ....... [No]
IPv6 ARP snoop ....... [No]
Jumbo MTU ............ [0]
Learning Mode ........ [0]
Port QoS Subblock
Trust Type ....viiiiiinnnnnnn. [0x7]
Default Value ................. [0]
Ingress Table Map ............. [0x0]
Egress Table Map .............. [0x0]
Queue Map ......ciiiiiinnanann. [0x0]
Port Netflow Subblock
Port CTS Subblock
DisabTe SCGACL ......coviiiiiirnnn.n [0x0]
TrUST ot ittt it e et e e [0x0]
Propagate ..........ciiiiiiiinin., [0x1]

%Port SGT
Ref Count : 2 (feature Ref Counts +
IFM Feature Ref Counts

FID : 91, Ref Count : 1
No Sub Blocks Present

D

» show platform software access-tunnel switch active RO

Floor_Edge-6#show platform software

Name Srclp DstlIp

Ac4 192.168.4.68 182.10.50.
Acl4 192.168.4.68 182.10.50.
Acl5 192.168.4.68 182.10.50
Acl9 192.168.4.68 182.10.50.

6
2
.7 0x12b5
8

access-tunnel switch active RO
DstPort Vrfld Iif_id
0x12b5 0x0000 0x000037
0x12b5 0x0000 0x000042

0x0000 0x000043

0x12b5 0x0000 0x000047



Ac24 192.168.4.68 182.10.50.5 0x12b5 0x0000 0x00004c

« show platform software access-tunnel switch active RO statistics

Floor_Edge-6#show platform software access-tunnel switch active RO statistics
Access Tunnel Counters (Success/Failure)

Create 6/0
Create Obj Download 6/0
Delete 3/0
Delete Obj Download 3/0
NACK 0/0

» show platform software access-tunnel switch active FO

Floor_Edge-6#show platform software access-tunnel switch active FO

Name Srclp DstIp DstPort Vrfld Iif_id Obj_id Status
Ac4 192.168.4.68 182.10.50.6 0x12b5 0x000 0x000037 0x00d270 Done
Acl4 192.168.4.68 182.10.50.2 0x12b5 0x000 0x000042 0x03cbca Done
Acl5 192.168.4.68 182.10.50.7 0x12b5 0x000 0x000043 0x03ch9b Done
Ac19 192.168.4.68 182.10.50.8 0x12b5 0x000 0x000047 0x03cb6b Done
Ac24 192.168.4.68 182.10.50.5 0x12b5 0x000 0x00004c 0x03caf4 Done

» show platform software access-tunnel switch active FO statistics

Floor_Edge-6#show platform software access-tunnel switch active FO statistics
Access Tunnel Counters (Success/Failure)

Create 0/0
Delete 3/0
HW Create 6/0
HW Delete 3/0
Create Ack 6/0
Delete Ack 3/0
NACK Notify 0/0

» show platform software object-manager switch active fO statistics

Floor_Edge-6#show platform software object-manager switch active f0 statistics
Forwarding Manager Asynchronous Object Manager Statistics

Object update: Pending-issue: 0, Pending-acknowledgement: 0



Batch begin: Pending-issue: 0, Pending-acknowledgement: 0
Batch end: Pending-issue: 0, Pending-acknowledgement: 0
Command: Pending-acknowledgement: 0

Total-objects: 987

Stale-objects: 0

Resolve-objects: 3

Error-objects: 1

Paused-types: 0

» show platform software object-manager switch active fO pending-issue-update
« show platform software object-manager switch active fO pending-ack-update
« show platform software object-manager switch active fO error-object

5. FBWEMREMAR,
SR1ERRARE AR ZAREFEBE

request platform software trace archive target flash: <X %>

Floor_Edge-6#request platform software trace archive target flash:Floor_Edge-6_12_14_18
Waiting for trace files to get rotated.

Creating archive file [flash:Floor_Edge-6_12_14_18.tar.gz]

Done with creation of the archive file: [flash:Floor_Edge-6_12_14_18.tar.gz]

Step 2. EMBAXBEREFXAREREHE,

Floor_Edge-6(config)#logging buffered 214748364
Floor_Edge-6(config)#no Togging console

HIR3IRBRER.

+ set platform software trace forwarding switch active RO access-tunnel verbose
+ set platform software trace forwarding switch active FO access-tunnel verbose
+ set platform software trace fed switch active ifm_main debug

+ set platform software trace fed switch active access_tunnel verbose

+ set platform software trace forwarding-manager switch active FO aom verbose

H]4. B RAER.

» debug 2lisp all
* debug lisp control-plane all

o FiRFERHF2ispEH
54 KA/AKRAAPFIERENIEDRKO,



SRE.MEATRN B RESIRIMBNERBE T,
75 NESXHEE@TNE.

Floor_Edge-6#show logging | redirect flash:<Filename>

Floor_Edge-6#show logging | redirect flash:console_logs_Floor_Edge-6_12_14_18

& P umiE

#£SDA FEW L B4 & Finty R AT s 2 R F .
BERRBRETIEREZE —ER—B1RE,

1. WLC

2. 3R RE B 1D 2

BEAR (MREXREMLLL LRIRIER@AP )
ARFZLARTIR. (MMRBEREFEA )
5.2FFETR. (WRHIEEFIEEREE )

WLCEH

FNFEFPIHEZRE , FEIWEWLCENER ( 2fFEshow AR ) FHRIBR,
AireOS WLC showfs$ :

* show run-config

» show tech

+ show wlan summary

« show wlan <id> —>IEMESSIDH AL , EDKREANIE
» show fabric summary

» show fabric map-server summary

* show client summary

» show client detail <mac_id>

MEEHEBITH

Tk
B
di

AireOS WLCAHH$ :

» debug client <mac1> —> Client assoc, roaming, debugs.
« debug fabric client detail enable —>iX 12t R IERFFAHEEEE



EWLCLERAHAMERE IR EESEFFHEEME W RE, EFimMAssoc, Authentication®
H, HEAERNSGTIRIERAAASEIEITIRES , ARBRE TR —SREE R,

ERRNE —HERHRBERERSER , W1 LIRAPRIRE 2 TR,
AT RIEMshowd$ :

MEKL2 lisp3RFIID ( N\ LEE REFimiF 15 E<mac_id> )

<tfroot>

show i sp instance-id

et hernet dat abase wc

--> This Tists all WLC associated clients for that specific L2 Tisp instance ID. A number of sources s

show i sp instance-id

et hernet dat abase wc

--> This shows the detail for the specific client
show devi ce-tracking database | i M
--> Find Specific SVI where the client is connected and needs to be present.

show devi ce-tracki ng database | i

--> Find the client entry, should be against correct VLAN, Interface, State, and Age.

show nac address-tabl e dynam c vlan

--> The entry for the mac should match the device-tracking database, if it does please check mac addre

show i p dhcp snoopi ng bi nding vlan



show ip arp vrf

show mac address-table vlan

show platform software fed switch active matm nmacTabl e vl an

-->|f this is correct, programmng for wireless client is happening correctly on local swit
show pl atform software matm swi tch active FO mac

RIGEEREID % L Hdebugi &

MRRGEFLE ENEFRFENRFEREHAFRE , WFBRERERE. BRAXEREHRE , AW
Fp 75 35 B LA 5E AR B R 4E

AL , #% =S AdebugsMsetin o

+ set platform software trace fed switch active all-modules emergency
* set platform software trace fed switch active 12_fib_entry verbose

+ set platform software trace fed switch active 12_fib_adj verbose

+ set platform software trace fed switch active inject verbose

+ set platform software trace fed switch active matm verbose

debug (ARZAZEF A BSCFHAEMBETEZFENKX)



» debug device-tracing
debug lisp control-plane all
debug platform fhs all

B 2R 12lispEf
debug matlab all

il AR RS EE P RN TS E N RE .
N E®  MEDHCPEE | BRI A

F 15 0] R E R X

debug platform condition mac <mac-id> control-plane

debug platform condition start

debug platform condition stop

+ request plat soft trace filter-binary wireless context mac <mac-id>

EYEESRE , FiEs s B EEE[EIAF,

FE2. B RER EREFHEERE B S,

F 150 B E R E X

request platform software trace archive

W EE LA AR HE B A H 2 AT P iimackifed. ios, fman A&
EYEER , FEH & BEEERRNF.

BEARRER

2800/3800/1562 APE & F i1 :

X FAPIREIRR , FRAREREAPH B S HINEISRZBTHEFIBWLC showss M H &,
FREUTSIRERZ S RIESSHERAXNRE,

1. EEAP showin & : ( MR BIE2-3% )

» show clock

« termlen 0

- FHIEH—

» show tech

» show logging

» show controllers nss stats show controllers nss status
» show ip tunnel fabric

MRCWAHIIEE , BRELT BEUREEG T, AT SREENATH A FRE—IR,



» show client access-lists pre-auth all

» show client access-lists post-auth all <client mac>
» show ip access-lists

» show controller d [0/1] client

« show capwap cli detailrcb

» show tech support

2. AP ( EMACHEUEIEIE )
P iR AR

» debug dot11 client datapath eapol addr <mac>
» debug dot11 client datapath dhcp addr <mac>
» debug dot11 client datapath arp addr <mac>

B ImAPRER :

 config ap client-trace address add <mac>

+ config ap client-trace output console-log enable
+ config ap client-trace filter all enable

+ config ap client-trace filter probe disable

« config ap client-trace start

- FHIEH—-

* exec-timeout 0 0

CWAI[R & :

« debug capwap client avc all

» debug capwap client acl

» debug client <client mac>

» debug dot11 client level info address <mac>

* debug dot11 client level events address <mac>
 debug flexconnect pmk

3 ESIRIEREY
Z P igCWAER
AEEID

- ESDARERECWART , HHLERADNACH BB E.
- SEFIDNACERE /G , BOURRE, 51010 UE SR M AR ANEL B Xt fF HDNACHEEISE Lo
- SORIENRATZTEFHEE , BEAEX Dot xP iKY ARE

K H B3 IR B ER
SB1.ZFim2 B REUPHE I H 3 FlWebauth Pending?

1. MRR , BRET -5,



2. NRE | WEBEEELBR AR,

3. REWLCHAP LW E B,

4. KREAP EHIEMACLER EWLC LR ITE

5. MR RIEWHIEACL , FEHFMEAP , HBARELA TRHEEEEN MRS, E11MNAPLE
NG , BREZDNACTE RAPREHE .

S22 EFEFIRBEER MV EE R TE ?

1.MRR  BRET—F,

2. MBEFRE , WEBEATgEHRES NS,

3. REWLCHMAPEHEE.

4. WEAP LHEMNACLES EWLC LAY TEL

5. MRRIEBWHIZACL , BEHMBAP , HARECL FAREEXEENIBITRS. E11MNAPLEA
NG, BREIDNACTERAPEH .

6. REMWLCEIISEM AIIAM |, K BEAPEETISEMN TN, WRFEIEER ALE

7. REDNSEER B ER,

SEWIEFFIREDBEMRT , BRARBEREREKY ?

1. BRFARESTRINSR2EE,

2. HRBENEEXH. HHRIERENRUREER,

3. REISEXRAE

4. BREISER O EREER - B/FWE,

5. MIR—YIEE , FRUOMTAIREEWLCHAP LR E,

1. WLC ERIAIR :
o DRI ELL T AireOSFIPolarisByshowdi § :
AireOS:

* show run-config

* show wlan summary

+ show wlan <id_for_Guest>

» show flexconnect acl summary

» show flexconnect acl detailed <ACI_from_previous_command>

R E -

* show running

» show tech-support wireless

» show tech-support wireless fabric

* show wlan summary

* show wlan id <id_for_guest>

* show ap name <AP_name> config general

» show running-config | sec ACL

» show wireless profile flex summary

» show wireless profile flex detailed <profile_name_from_above>



« f£AiIreOSHPolaris k5 FiX LA,

AireOS:

+ debug client <client_mac>
» debug aaa all enable
EE)

W g2 &l & /sshitelnet B &

Polaers(9300/9400/9500):

set platform software trace wncd switch active rO all-modules debug

ESUU)

show platform software trace message wncd switch active RO reverse | redirect flash:<filename>
request platform software trace archive

MR F I EX P A4

2. APLHYAR :

WEACLEER :

show ip access-lists

MAPWE L TR :

» debug capwap client avc all

* debug capwap client acl

» debug client <client mac>

debug dot11 client level info address <mac>
debug dot11 client level events address <mac>
debug flexconnect pmk

& P i%DHCPIER

A LA A IX L2 8 15 SR 1 i B L B

1. ERRH LEFEIDHCPRIUE R

2. T4 BE P imARIREDHCPIR M, f£debug ip dhcp snooping packet H &M EEIDHCP A I,

SMEEAPEZNRO, 178K 0K SFusionin I DHCPARSS 27 MY im O LAY B 4E 23R
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Instructions for collecting over-the-air packet captures:

Here you find the guide how to set up an Over-The-Air packet capture, you can use a windows client mach
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/80211/200527-Fundamentals-of-802-11-Wirele

There are few things we need to consider:

+Use an Open L2/L3 security SSID to avoid encryption on the packets through the air.

+Set client-serving-AP and sniffer AP on the same channel.

+Sniffer AP should be close enough to capture what serving-client-AP 1is receiving or sending.

SPAN session should be taken at the same time than OTA pcap for a proper analysis, how to configure a S

Nexus switches:
https://www.cisco.com/c/en/us/support/docs/switches/nexus-7000-series-switches/113038-span-nexus-config
I0S switches:
https://www.cisco.com/c/en/us/td/docs/switches/Tan/catalyst2960x/software/15-0_2_EX/network_management/
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Logs to be collected from 3800 AP:

A) Run following commands once before starting the test. [Once all commands are tested, copy all comman

Step A
Devshell commands on AP - Use SSH.

1) To Get wiredO 1input packet count

date
cd /click/fromdev_wired0/
cat icounts ocounts calls

2) Fabric gateway and clients

cat /click/client_ip_table/cli_fabric_clients
cd /click/fabric_tunnel/
cat show_fabric_gw

3) Tunnel Decap stats

cd /click/tunnel_decap/
cat icounts ocounts tunnel_decap_stats tunnel_decap_no_match decap_vxlan_stats
cat tunnel_decap_Tist

4) Tunnel Encap stats

cd /click/tunnel_encap/
cat icounts ocounts tunnel_encap_stats encap_vxlan_stats tunnel_encap_discard
cat get_mtu eogre_encap_list

5) Wireless client stats

N oaE FEEEHENLTEBvapd e LA HXEREF—HTT. i, MREFKELELSE
1L , Mlvap 1:cat /click/client_ip_table/list =& HH & | *\AEEF mIEEMN G O/4ZO
aprXvY , EHRHEBEN G SIREUAT#E. cd /click/fromdev_ apr1v3/ cat igues ocounts calls
cd /click/todev_ apr1v3/ cat igues ocounts callsizFWB E B)EAPZEIE3I0TA, B imH.M/3
ELPCAP ( BEFIREENERBEARRD ), ( PHNEEGL ML Lpcap. ) C){EFHTF
B ERRIEWLAN (RELZEH24#OTA pcap ) » Babiperfllid | HIFL&L=1T10-15%
t, D)EAdaten T BRAIHEETRA. HITORFEZRIER. EYURTRE — N
AP £ show tech,
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1.1%&# Authentication#E 7 No Authentication.

2. AP IPE EInfra_VN , T4 % P imIPitEL & Default_VN.
3.EEAPEInfra_VNEER B LIZENKO,

4. —BAPREBIPHMAWLC , BI&EERE~HRINE,

5. EFAPHFH S B AR E L S HAEAP,

6.8EE , AP D ELHERFWLCH N 2 3R 45 B HA 16 01 VAP
B4 BN A /1 ARAP T

AP Vian3t B E 1§ M Cisco DNA CenterfVi£ 43, ZEBDNACIEREELEAP PNP
R FERE D &M -
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» debug ip dhcp snooping packet
» debug ip dhcp snooping event
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https://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-5/b_SD_Access_Wireless_Deployment_Guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-5/b_SD_Access_Wireless_Deployment_Guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-6/b_Cisco_Wireless_LAN_Controller_Configuration_Best_Practices.html
https://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/products-technical-reference-list.html
https://www.cisco.com/c/en/us/solutions/enterprise-networks/software-defined-access/compatibility-matrix.html
https://www.cisco.com/c/en/us/solutions/enterprise-networks/software-defined-access/compatibility-matrix.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html
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