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. RADIUS

LR AT
AP HEBET U TREMELRA :

. Cisco 5760 R FIWLCARA:3.3.2 (T — R E L& E[NGWC])

. Cisco 3602RFIREHEA R (AP)

. BE45/RPROsetE K 75 By Microsoft Windows XP
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STERIXESTRA TEESCLIBIWLC

1. BRAEWLCHAAARS :

aaa new node

2. B SOANEFEE :

aaa | ocal authentication eapfast authorization eapfast

aaa aut hentication dotlx eapfast |ocal
aaa aut horization credential -downl oad eapfast |oca
aaa aut hentication dotlx default |oca

3. BLE A #Eap profilefl 5 E(EAP-FASTA T Lt = 4l) -

eap profil e eapfast

nmet hod f ast
!

4. BEK#HMEAP-FASTSH :

eap nethod fast profil e eapfast
description test

authority-id identity 1
authority-id information 1

| ocal -key 0 ciscol23

5. BLIEWLANF B BR 5T 2 3t 3R AN EL B AT WLAN

w an eapfastlocal 13 eapfastloca
client vlan VLANOO20
| ocal -auth eapfast
sessi on-ti meout 1800
no shut down

6. BLEEMIREN T IFFFIRER

i p dhcp snooping vlan 12, 20, 30, 40, 50
i p dhcp snoopi ng

|

ip dhcp pool vlan20

net wor k 20. 20.20.0 255. 255.255.0
defaul t-router 20.20.20.251
dns-server 20.20.20.251

interface TenG gabitEthernet1/0/1
switchport trunk native vlan 12
swi tchport node trunk

ip dhcp relay information trusted
i p dhcp snooping trust

ERESGUIBWLC
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1. BBRIEM A ETIR
Fit (& eapfast2< 2 /£ I Dot1x,

il Eeapfast R E/EH A M,

2. BERNMAGEIR
Ei EeapfastX HERFIE TR,

i iEeapfastA 3 B /EJ A,

3. BLE At Eap profile :

4. BIEFEC B X B REAPRE !

Bl & X 4 & ¥ Reapfast , H Bk EEAPEKEEAP-FAST :

5. Bt BEAP-FASTH S5 -

R85 % £A Bl E E N Cisco123,

6. K EDotI xR G WIFF$I S 1542 H HikiF 5 1% KN eapfast, X #BH &3 TR EAPK L,

7. BEEWPA2 AESINZERIWLAN :

8. EAAABRSBRIETNF |, B ST Eap profile® #reapfastiIWLAN :
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1. BREZZE P im XN WLAN

2. RIEZERF N IFEFIE(PAC) R ENEI |, ABELITIEEZ N T RINWIE :

P B BR

BREBEWEERAREN THREELTLHE, REEENETXRFHFETRBENLERS.
X LR ER N T 3R ElLayer2 (L2)RIE A :

- R BtraceA TR R LR F A

. R RtracelA TX T2 I8FMac0021.6a89.51ca
fEX L ER IR TIRENDHCPE# A ¢

. i% Etrace dhcpEH-4 B8,

- 1% {Btrace dhcp=E 43t BEmac 0021.6a89.51ca

X 2 A D Y BR B — £ R

[04/10/ 14 18:49:50.719 I ST 3 8116] 0021.6a89.51ca Associ ation received from
nmobil e on AP c8f9.f983. 4260

[04/10/ 14 18:49:50.719 | ST 4 8116] 0021.6a89.51ca qos upstreampolicy is
unknown and downstream policy is unknown

[04/10/ 14 18:49:50.719 I ST 5 8116] 0021.6a89.51ca apChanged 1 w anChanged 0
nscb i pAddr 20.20.20.6, apf RadiusOverride 0x0, nun Pv6Addr=0

[04/10/ 14 18:49:50.719 | ST 6 8116] 0021.6a89.51ca Applying WLAN policy on MSCB.
[04/10/ 14 18:49:50.719 I ST 7 8116] 0021.6a89.51ca Applying W.LAN ACL policies
to client

[04/10/ 14 18:49:50.719 I ST 9 8116] 0021.6a89.51ca Applying site-specific |Pv6
override for station 0021.6a89.51ca - vapld 13, site 'default-group',
interface ' VLANOO20

[04/10/ 14 18:49:50.719 I ST a 8116] 0021.6a89.51ca Applying local bridging
Interface Policy for station 0021.6a89.51ca - vlan 20, interface ' VLANO020'

[ 04/ 10/ 14 18:49:50.719 | ST b 8116] 0021.6a89.51ca STA - rates (8):

140 18 152 36 176 72 96 108 48 72 96 108 0 0 0 O

[04/10/ 14 18:49:50.727 | ST 2f 8116] 0021.6a89.51ca Sessi on Manager Call dient
57ca4000000048, uid 42, capwap id 50b94000000012, Flag 4, Audit-Session ID
0a6987b253468ef b0000002a, nethod Ii st



[04/ 10/ 14 18:49:50.727 |1 ST 30 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF:
[ 0021. 6a89. 51ca, Ca3] Session update fromdient[1] for 0021.6a89.51ca,
ID list 0x00000000

[04/ 10/ 14 18:49:50.727 |1 ST 31 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF:
[0021. 6a89. 51ca, Ca3] (UPD): method: Dot1X, method list: none, aaa id:
0x0000002A

[04/ 10/ 14 18:49:50.727 | ST 32 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF:
[ 0021. 6a89. 51ca, Ca3] (UPD): eap profile: eapfast

[04/10/ 14 18:49:50.728 | ST 4b 278] ACCESS- METHOD- DOT1X- DEB: [ 0021. 6a89. 51ca, Ca3]
Posting AUTH _START for OxF700000A

[04/10/ 14 18:49:50.728 | ST 4c 278] ACCESS- METHOD- DOT1X- DEB: [ 0021. 6a89. 51ca, Ca3]
OxF700000A: enteri ng request state

[04/10/ 14 18:49:50.728 | ST 4d 278] ACCESS- METHOD- DOT1X- NOTF: [ 0021. 6a89. 51ca, Ca3]
Sendi ng EAPCL packet

[04/10/ 14 18:49:50.728 | ST 4e 278] ACCESS- METHOD- DOT1X- | NFO. [ 0021. 6a89. 51ca, Ca3]
Pl at form changed src mac of EAPOL packet

[04/10/ 14 18:49:50.728 | ST 4f 278] ACCESS- METHOD- DOT1X- | NFO. [ 0021. 6a89. 51ca, Ca3]
EAPOL packet sent to client OxF700000A

[04/10/ 14 18:49:50.728 |1 ST 50 278] ACCESS- METHOD- DOT1X- DEB: [ 0021. 6a89. 51ca, Ca3]
OxF700000A: i dl e request action

[04/10/ 14 18:49:50.761 |1 ST 51 8116] 0021. 6a89.51ca 1XA: Received 802.11 EAPOL
message (len 5) fromnobile

[04/10/ 14 18:49:50.761 |1 ST 52 8116] 0021. 6a89.51ca 1XA: Received EAPOL- Start
from nobil e

[04/10/ 14 18:49:50.761 |1 ST 53 8116] 0021. 6a89.51ca 1XA: EAPOL-Start -
EAPOL start message fromnobile as nmobile is in Authenticating state, restart
aut henticating

[04/10/ 14 18:49:50.816 | ST 95 278] ACCESS- METHOD- DOT1X- DEB: [ 0021. 6a89. 51ca, Ca3]
OxF700000A: ent eri ng response state

[04/10/ 14 18:49:50.816 | ST 96 278] ACCESS- METHOD- DOT1X- NOTF: [ 0021. 6a89. 51ca, Ca3]
Response sent to the server from OxF700000A

[04/10/ 14 18:49:50.816 | ST 97 278] ACCESS- METHOD- DOT1X- DEB: [ 0021. 6a89. 51ca, Ca3]
OxF700000A: i gnore response action

[04/10/ 14 18:49:50.816 |1 ST 98 203] Parsed CLID MAC Address = 0:33:106: 137: 81: 202

[04/10/ 14 18:49:50.816 | ST 99 203] AAA SRV(00000000): process authen req

[04/10/ 14 18:49:50.816 |1 ST 9a 203] AAA SRV(00000000): Authen met hod=LOCAL

[04/10/ 14 18:49:50.846 | ST 11d 181] ACCESS- CORE- SM CLI ENT- SPI - NOTF:
[ 0021. 6a89. 51ca, Ca3] Session authz status notification sent to Client[1] for
0021. 6a89. 51ca with handl e FE0O00052, |ist 630007B2

[04/ 10/ 14 18:49:50.846 | ST 1le 181] ACCESS- METHOD- DOT1X- NOTF: [ 0021. 6a89. 51ca, Ca3]
Recei ved Aut hz Success for the client OxF700000A (0021.6a89.51ca)

[04/ 10/ 14 18:49:50.846 |ST 11f 271] ACCESS- METHOD- DOT1X- DEB: [ 0021. 6a89. 51ca, Ca3]
Posting AUTHZ_SUCCESS on dient OxF700000A

[04/ 10/ 14 18:49:50.846 | ST 120 271] ACCESS- METHOD- DOT1X- DEB: [ 0021. 6a89. 51ca, Ca3]
OxF700000A: entering authenticated state

[04/ 10/ 14 18:49:50.846 | ST 121 271] ACCESS- METHOD- DOT1X- NOTF: [ 0021. 6a89. 51ca, Ca3]
EAPOL success packet was sent earlier.

[04/10/ 14 18:49:50.846 | ST 149 8116] 0021. 6a89. 51ca 1XA: authentication succeeded

[04/ 10/ 14 18:49:50.846 |ST 14a 8116] 0021.6a89.51ca 1XK: Looking for BSSID
c8f9.f983.4263 in PWID cache

[04/ 10/ 14 18:49:50.846 | ST 14b 8116] 0021.6a89.51ca 1XK: Looking for BSSID
c8f9.f983.4263 in PWID cache

[04/10/ 14 18:49:50.846 | ST 14c 8116] 0021. 6a89.51ca Starting key exchange with
mobi l e - data forwarding is disabled

[04/10/ 14 18:49:50.846 | ST 14d 8116] 0021. 6a89. 51ca 1XA: Sendi ng EAPOL nessage
to mobile, WAN=13 AP W.AN=13

[04/ 10/ 14 18:49:50.858 | ST 14e 8116] 0021.6a89.51ca 1XA: Received 802.11 EAPCL
message (len 123) from nobile

[04/10/ 14 18:49:50.858 | ST 14f 8116] 0021. 6a89.51ca 1XA: Received EAPOL-Key from
nobi | e



[04/ 10/ 14 18:49:50.858 | ST 150 8116] 0021.6a89.51ca 1XK: Received EAPOL-key in
PTK_START state (nmsg 2) fromnobile

[04/10/ 14 18:49:50.858 | ST 151 8116] 0021. 6a89. 51ca 1XK: Stopping retransmni ssion
tinmer

[04/10/ 14 18:49:50.859 | ST 152 8116] 0021. 6a89. 51ca 1XA: Sendi ng EAPOL nessage
to mobile, WAN=13 AP W.AN=13

[04/ 10/ 14 18:49:50.862 | ST 153 8116] 0021.6a89.51ca 1XA: Received 802.11 EAPCL
nmessage (len 99) from nobile

[04/ 10/ 14 18:49:50.862 | ST 154 8116] 0021.6a89.51ca 1XA: Recei ved EAPOL-Key from
nobi | e

[04/ 10/ 14 18:49:50.862 | ST 155 8116] 0021.6a89.51ca 1XK: Received EAPOL-key in
PTKI NI TNEGOT! ATI NG state (nmsg 4) fromnobile

[04/ 10/ 14 18:49:50.863 | ST 172 338] [WDB] wcdb_ffcp_cb: client (0021.6a89.51ca)
client (0x57ca4000000048): FFCP operation (UPDATE) return code (0)

[ 04/ 10/ 14 18:49:50.914 | ST 173 273] dhcp pkt processing routine is called for pak
w th SMAC = 0021. 6a89.51ca and SRC_ADDR = 0.0.0.0

[04/10/ 14 18:49:50.914 | ST 174 219] sendi ng dhcp packet outafter processing with
SMAC = 0021. 6a89. 51ca and SRC ADDR = 0.0.0.0

[04/ 10/ 14 18:49:50.914 | ST 175 256] DHCPD: address 20.20.20.6 nask 255.255.255.0

[04/10/ 14 18:49:54.279 | ST 176 273] dhcp pkt processing routine is called for pak
w th SMAC = 0021. 6a89. 51ca and SRC _ADDR = 20.20.20.6

[04/10/ 14 18:49:54.279 | ST 177 219] sendi ng dhcp packet outafter processing with
SMAC = 0021. 6a89. 51ca and SRC _ADDR = 20. 20. 20. 6
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