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BRINBER T , EWLC LM dc_profile_dir3X #3 T 8] LAk B xmI 3489 R

C9800#dir bootflash:dc_profile_dir
Directory of bootflash:/dc_profile_dir/

393224 -rw- 443023 Dec 23 2025 07:14:35 +00:00 dc_embedded_profiles.txt.bkp
393233 -rw- 303835 Dec 23 2025 07:14:35 +00:00 dc_default_profiles.txt
393222 -rw- 443023 Dec 23 2025 07:14:35 +00:00 dc_embedded_profiles.txt
393223 -rw- 1367 Dec 23 2025 07:14:35 +00:00 dc_user_profiles.xml

393221 -rw- 303835 Dec 18 2025 07:13:57 +00:00 dc_default_profiles.txt.bkp

Pl ERTEMERH , FERRFEAESOT :

C9800#show wireless client mac-address 74da.38eb.c01f detail

Client MAC Address : 74da.38eb.c0lf

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address : 10.14.42.101

Device Classification Information:
Device Type : Microsoft-Workstation
Device Name : DESKTOP-R2CH8G5
Protocol Map : 0x000009 (OUI, DHCP)
Device Vendor : MSFT 5.0

Device Protocol : DHCP

Type : 12 19

Data : 13

00000000 00 Oc 00 Of 44 45 53 4b 54 4f 50 2d 52 32 43 48 |....DESKTOP-R2CH|
00000010 38 47 35 |[8G5 |

Type : 60 12

Data : Oc

00000000 00 3c 00 08 4d 53 46 54 20 35 2e 30 |.<..MSFT 5.0 |

Type : 55 18

Data : 12

00000000 00 37 00 Oe 01 03 06 Of 1f 21 2b 2c 2e 2f 77 79 |.7....... I+, ./wy]|

00000010 f9 fc |.. |

C9800#show device classifier mac-address 74da.38eb.c01lf detail
Client Mac: 74da.38eb.cO01f

Device Type: Microsoft-Workstation

Confidence Level: 10

Device Name: DESKTOP-R2CH8G5

Device Vendor: MSFT 5.0
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YREE.xmIXH , LRGP, NAXTH

<?xm version="1.0" encodi ng="UTF-8"?>
<Devi celLi st >
<CopyRi ght >iR#XFTA(c) 2021- 2022 Cisco Systems , IncfREBFIENF,
</CopyRi ght >
<Ver si on>1. 0</ Ver si on>
<Devi ce>
<Devi ceType>Sanpl e _Profil e_2</ Devi ceType>
<Rul eNane>Sanpl e_Rul e_1</ Rul eNane>
<Rul eQper at or >=Z</Rul eQper at or >
<Rul eCertai ntyMetri c>20</ Rul eCertai ntyMetric>
<Check>
<Pr ot ocol >DHCP</ Pr ot ocol >
<TLV- Type>60</ TLV- Type>
<TLV- Val ue- Type>FfF&</ TLV- Val ue- Type>
<TLV- Val ue>MsFT</ TLV- Val ue>
</ Check>
</ Devi ce>
</ Devi celLi st >

LEALfE F B9 B 5 2 BT B9 show wireless client mac-address [mac] detail% tH B EHEE

EEEERTRATHEEAZR , RVl URSSEENER. BCTURERAMHEATTG. F

EES IR

NTEE  BF0NERHESHEERE  Fiteitt. EEBES , aRTHES.

X HEEE Bl Ebootflash,

MCLI:
copy {ftp: | tftp:} {flash:}

=HEMGUI:
EE>EES>NHEESR
bootflash:
tf%

R, XHSFHEWLCETA :



C9800#more bootflash:dc_user_profiles.xml
<?xml version="1.0" encoding="UTF-8"7>
<DevicelList>

<CopyRight>Copyright (c) 2021-2022 by Cisco Systems, Inc. All rights reserved.</CopyRight>
<Version>1.0</Version>

<Device>
<DeviceType>Sample_Profile_2</DeviceType>
<RuTeName>Sample_Rule_1</RuleName>
<RuleOperator>0OR</RuleOperator>
<RuleCertaintyMetric>20</RuleCertaintyMetric>
<Check>

<Protoco1>DHCP</Protocol>
<TLV-Type>60</TLV-Type>
<TLV-Value-Type>String</TLV-Value-Type>
<TLV-Value>MSFT</TLV-Value>

</Check>

</Device>

</DevicelList>

BRIR&DEKSR

C9800#config t
C9800(config)#device classifier

nE , (ENEEXHRERELBET

C9800#show device classifier profile type custom
Valid Type Profile Name mCon ID

Valid Custom Sample_Profile_2 1 0

2R, B DRYMER
MREFHEERE  BETTER  AREMEEEF R,

C9800#clear wireless client device cache
l-—-- To clear any classification cache



C9800#show wireless client mac-address 74da.38eb.c0lf detail

Client MAC Address : 74da.38eb.c01f

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address : 10.14.42.101

Device Classification Information:
Device Type : Sample_Profile_2
Device Name : DESKTOP-R2CH8G5
Protocol Map : 0x000009 (OUI, DHCP)
Device Vendor : MSFT 5.0

Device Protocol : DHCP

Type : 12 19

Data : 13

00000000 00 Oc 00 Of 44 45 53 4b 54 4f 50 2d 52 32 43 48 |....DESKTOP-R2CH|
00000010 38 47 35 |8G5 |

Type : 60 12

Data : Oc

00000000 00 3c 00 08 4d 53 46 54 20 35 2e 30 |.<..MSFT 5.0 |

Type : 55 18

Data : 12

00000000 00 37 00 Oe 01 03 06 Of 1f 21 2b 2c 2e 2f 77 79 |.7....... I+, ./wy|

00000010 f9 fc |.. |

C9800#show device classifier mac-address 74da.38eb.c01f detail
Client Mac: 74da.38eb.c01f

Device Type: Sample_Profile_2

Confidence Level: 20

Device Name: DESKTOP-R2CH8G5

Device Vendor: MSFT 5.0
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<?xml version="1.0" encoding="UTF-8"?>
<Devicelist>
<CopyRight>iR#XFr & (c)2021-2022 Cisco Systems , Inc.iREFIEMNFI, </CopyRight>
<Version>4.3</Version>
<Device>
<DeviceType>Test-3</DeviceType>
<RuleName>Cisco-Rule</RuleName>
<RuleOperator>AND</RuleOperator>


https://tools.cisco.com/bugsearch/bug/CSCws66837
https://tools.cisco.com/bugsearch/bug/CSCws66837

<RuleCertaintyMetric>20</RuleCertaintyMetric>

<Check>
<Protocol>MAC</Protocol>
<TLV-Value-Type>FfFHE</TLV-Value-Type>
<TLV-Value>Edimax</TLV-Value>

</Check>

</Device>
</DeviceList>

LAY R &R R E T MACHEUE AV AT RIEFEAY . X A BAMIEEERE LRI EOQUIRR# TS,

R EEE B Fbootflash,

MCLI:
copy {ftp: | tftp:} {flash:}

=;HEMGUI:
EE>EES>NHEESR
bootflash:
%

2, XHEBREWLCETTH :

C9800#more bootflash:dc_user_profiles.xml
<?xml version="1.0" encoding="UTF-8"7>
<DevicelList>

<CopyRight>Copyright (c) 2021-2022 by Cisco Systems, Inc. All rights reserved.</CopyRight>
<Version>4.3</Version>

<Device>

<DeviceType>Test-3</DeviceType>
<RuleName>Cisco-Rule</RuleName>
<RuleOperator>AND</RuleOperator>
<RuleCertaintyMetric>20</RuleCertaintyMetric>
<Check>

<Protoco1>MAC</Protocol>
<TLV-Value-Type>String</TLV-Value-Type>
<TLV-Value>Edimax</TLV-Value>

</Check>

</Device>

</DevicelList>

BRIRZ&DEKSR

C9800#config t


https://standards-oui.ieee.org/
https://standards-oui.ieee.org/
https://standards-oui.ieee.org/

C9800(config)#device classifier

o#E , SIENEEXRERELBET -

C9800#show device classifier profile type custom
Valid Type Profile Name mCon ID

Valid Custom Test-3 1 0

ZE , B DRYGMENR
MREFIRDERE BT EE  RAREMEEEF R,

C9800#clear wireless client device cache
I--- To clear any classification cach

C9800#show wireless client mac-address 74da.38eb.c0lf detail

Client MAC Address : 74da.38eb.c01f

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address : 10.14.42.101

Device Classification Information:

Device Type : Test-3

Device Name : EDIMAX TECHNOLOGY CO. LTD.

Protocol Map : 0x000001 (OUI)

Day Zero Classification : EDIMAX TECHNOLOGY CO. LTD.

C9800#show device classifier mac-address 74da.38eb.c0lf detail
Client Mac: 74da.38eb.cO01f

Device Type: Sample_Profile_2

Confidence Level: 20

Device Name: DESKTOP-R2CH8G5

Device Vendor: MSFT 5.0

BIFOUI FE P imit 1T 3R ( M17.18FF44 )

BE . EE LA 27£Cisco bug IDCSCws66837H 188, BEIREFILIFELAHITES. 2
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YR, EELRGIR  NAKTHM

<?xml version="1.0" encoding="UTF-8"7?>
<DeviceList>
<CopyRight>kR#X T & (c)2021-2022 Cisco Systems , IncfREFAENFl, </CopyRight>
<Version>4.3</Version>
<Device>
<DeviceType>Test-1</DeviceType>
<RuleName>Cisco-Rule</RuleName>
<RuleOperator>AND</RuleOperator>
<RuleCertaintyMetric>20</RuleCertaintyMetric>
<Check>
<Protocol>MAC</Protocol>
<TLV-Value-Type>IE M FRix K </TLV-Value-Type>
<TLV-Value>74da.38*</TLV-Value>
</Check>
</Device>
</DeviceList>

M17.18FF 84 , &7 LAE FAMAC b 31k B9 BT &3 17 93K
WA E S (5 ) RARARHIHLA74da.38FF Sk B Fr A MAC ih 31k ERIF AR 38 b 90 ) 3 47 9 3K

5—MED : TEHMACH U AT A LAL , IEERS R MACH IEF 1T 5 3K,

348 E &l Flbootflash,

MCLI:
copy {ftp: | tftp:} {flash:}

=& MGUI:
EE>EES>NHEES
bootflash:
a3

R, XHSFHEWLCETA :

C9800#more bootflash:dc_user_profiles.xml

<?xml version="1.0" encoding="UTF-8"7>

<DevicelList>

<CopyRight>Copyright (c) 2021-2022 by Cisco Systems, Inc. All rights reserved.</CopyRight>
<Version>4.3</Version>

<Device>

<DeviceType>Test-1</DeviceType>

<RuTeName>Cisco-Rule</RuleName>

<RuTeOperator>AND</RuleOperator>



<RuTeCertaintyMetric>20</RuleCertaintyMetric>
<Check>

<Protoco1>MAC</Protocol>
<TLV-Value-Type>Regex</TLV-Value-Type>
<TLV-Value>74da.38%</TLV-Value>

</Check>

</Device>

</Devicelist>

BRIZZ DR

C9800#config t
C9800(config)#device classifier

i, (ENEEXHHERELBET

C9800#show device classifier profile type custom
Valid Type Profile Name mCon ID

Valid Custom Test-1 1 0

Zha , BFDRBMEN :
MREFFIREERE  BMTER , REEMEETS R,

C9800#clear wireless client device cache
l--- To clear any classification cache

C9800#show wireless client mac-address 74da.38eb.c01f detail

Client MAC Address : 74da.38eb.c0l1f

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address : 10.14.42.101

Device Classification Information:

Device Type : Test-1

Device Name : EDIMAX TECHNOLOGY CO. LTD.

Protocol Map : 0x000001 (OUI)

Day Zero Classification : EDIMAX TECHNOLOGY CO. LTD.



C9800#show device classifier mac-address 74da.38eb.c0lf detail
Client Mac: 74da.38eb.cO01f

Device Type: Test-1

Confidence Level: 20

Day Zero Classification: EDIMAX TECHNOLOGY CO. LTD.

Device Name: EDIMAX TECHNOLOGY CO. LTD.

5 UE

M CLI :

more bootflash:dc_user_profiles.xml

show device classifier profile type custom
show wireless client mac-address [mac] detail
show device classifier mac-address [mac] detail

M GUI :
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hld-2010809796

ATH—FREE , TRELTRE

request platform soft trace rotate all
delete /force bootflash:tracelogs/*

set platform software trace smd chassis active RO dc-profile noise
set platform software trace smd chassis active RO dc-sub noise

set platform software trace smd chassis active RO dc-sm noise

set platform software trace smd chassis active RO dc-mem noise

set platform software trace smd chassis active RO dc noise


https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2010809796
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2010809796

ERRE , AREAN T TRER T

show logging process smd internal start Tast 20 minutes to-file flash:cls_logging.Tlog

AE  MREEEALIIEE , HExmBENXXHEFE TFbootflash T |, BEEEX Ht1T
wE, WM REZNY  TREXHARENN , ERAUTIR

1) MR T2 7 1l BRI B B9 dc_user_profiles.xml

BERRR LS (TREDESE)

BFREAREDERE (REDESE)

AV #r#Idc_user_profiles.xmI3 44 & $I 2| (X 12

2Z&

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-18/config-
quide/b wl 17 18 ca/m device classifier dynamic xml support.html



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-18/config-guide/b_wl_17_18_cg/m_device_classifier_dynamic_xml_support.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-18/config-guide/b_wl_17_18_cg/m_device_classifier_dynamic_xml_support.html
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