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. Low Impact . Medium Impact. . High Impact.

Type Risk Trust List | Impact :;':t';ft SR:‘:LC:
Tomcat . - Web sewicesfozio, EMEMEC None Tomcat
IPSec . - DRS, Ipsec Tunnels None Mastzl:-‘iocal
CAPF [ ) CTL +ITL ESMUSRS IBERGE, secure Al CAPF
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¥k
1.J84RIE B £ Cisco Unified OS Administration > Security > Certificate Management £33 i

aliali,  Cisco Unified Operating System Administration

cisco For Cisco Unified Communications Solutions

Show = Seftings = | Securty ~ | Software Upgraes = Services =  Help ~
Cartificate Managemant
| Cortificaie Moniior
é WARIL  Conificate Revocation
IPSEC Configuration
Bulk Certificate Managamenl
Session Managemant
System version: Cipher Managamant

configured. This is required to re

‘em Administration
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1. NBEFERITH EE , FRERNRYINRZSREH A VB IFREIGTIES
2. NERBF TR EWCLIEFITLRMCTLIER HEA T utils itl reset localkeys

S REMAELRE , SFESEMO BT | FRAER DN EHITIRE,

. High Impact.
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“Error while processing saml response7c : i 22 240"
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1. BRAETRESE M MtomcatiEt$ ( MRBZR ) B XBKMF Zsan tomcatiE$,
2. B CLIFEFFE CUCMT & A fif Fset samltrace level debug A BUE R R FIHISSOR E
3. B HXBEFZCUCMMFERSSOR EEFM AR,

4. EEHRKEFWETomecat SSORE , HRITEEBWEILUTHE :

2026-01-10 06:06:31,274 ERROR [http-nio-8l-exec-157] cpi.sso.saml.sp.security.authenticatio
com.sun.identity.saml2.common.SAML2Exception: Failed to decrypt the secret key.
at com.sun.identity.saml2.xmlenc.FMEncProvider.getEncryptionKey(FMEncProvider.
at com.sun.identity.saml2.xmlenc.FMEncProvider.decrypt(FMEncProvider.java:607)
at com.sun.identity.saml2.assertion.impl.EncryptedAssertionImpl.decrypt(Encryp
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- 15 [AICM Administration > System > SAML Single Sign-on

alialh,  Cisco Unified CM Administration

Cisco For Cisco Unified Communications Solutions

System « | Call Routing ~ Media Resources » Advanced Features

Saerver

Cisco Unified CM

Ciseo Unified CM Group configured a direct ¢

Presence Redundancy Groups

p device is configure
Phone NTP Reference

Date/Time Group ons Paging is not co

BLF Presence Group

Region Information +

Device Pool Administratio
Device Maobility k 2

OHCP »

LDAP , ull; disk 1: 110Gbytes, 8
SAML Single Sign-Cn

- EERZEASAML SSO

Desabde SAML 550 Expoit All Mstadata Emwmm 1

Sratus
|'®|"HT i net currenthy enakled for S50, You can changs S50 for RTHT here,

@ SAML 550 enabled

- MRFEABTRIN , WEEBZEGUIERMBERT RPMITHERE.

2. FECUCMEF AR LT TomcatiE $

i CUcM | C) [BNErpd [

Disable 550
mitadata

Export 5P ]l:>| Enabie S50

o & |

ECUCMEE 41T Tomcat multi-sanifE PR BA4TIE -



« £ ZEI0S administration > Security > Certificate management,

« ‘AR CSR
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« ZECertificate Portuse % Tomcat,
« EFEMulti-SAN in Distribution,
- BREBIHOMET AR EBSERNE T,
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« MCUCMAE 7 BRS 28 FEHRAERMCSRAFEAUEPMANMI(CA)RFEHENEHTES,

« ¥ Z(0S administration > Security > Certificate management, #%#EUpload
certificate/Certificate chain,

« BATomcat-trust& 3 £ CAIE$,

- BEESE6 , HEFTomcatEZ L BERNTomecat L&,

« TRHBUEFRET SEZMA T FHitomcatiE B jg , A k@S utils service restart Cisco
Tomcat , EEHPHAET RPBEICLIEHFH B s Tomcatlks .

BREAEE , FSHNUTH -
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https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html#toc-hId--24706933
https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html#toc-hId--24706933
https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html#toc-hId--24706933
https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html#toc-hId--1462769849
https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html#toc-hId--1462769849
https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html#toc-hId--1462769849
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Disable 550
in all CLUICM
nodas

w Renew
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« #%ZECM administration > System > Single Sign-On

» BCESSOMRTUEAHIF , HSSOBN L BB EFSTE, HIEPH L Mtomcatit & & Jy = Hl
), RIEEES HA THIE

SAML Single Slgn-0On
k550

Mide

% Cluster wide [Bine metadata file per cluster)

() Per node (One metadata file per rode)
Certificate

) Uee system generated self-signed certificate (ITLRecavery)
E] Use Tomcat certificate

*Mote: For the tomcat certificate to be used for cluster wide SED.I‘I must be a multi-server CA-signed or

g7 Enablo SAML S50 E: Export Al Metacatall | Updato IdP Metacata Fise Fiot Al Disabled Servers

- FSPRHBFESAISNREEF(IP)ERSHR. BXREARGE  BERNESORHAEFLEE
SAML SSO

4. FECUCMERHEASSO

o[ =2 o o (=)

¥ ZCM administration > System > Single Sign-On
- ESHCUCMITHIER LR THREKSSOKEI |, FikFEnable SAML SSOi&#continue.

Fanew

Disable S50
Tomcat cart

I"T-I.Luqufm]E:}

S50 Mode

® Cluster wide (One metadata file per cluster)

) Per node (One metadata file per node)
Certificat

() Use system generated seif-signed certificate (ITLRecovery)

% Use Tormcat centificate

*Haote: For the tomcat certificate to be used for duster wide S50, it must be & multi-server CA-signed oe

v Enmmml,l; Export Al Matadata | Undate i Metadata Fig
L

Fix Al Disabled Servens


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/15/cucm_b_saml-sso-deployment-guide-release-15/cucm_m_saml-sso-configuration-1251.html#task_6BFEE8DE6F8758477DF7DAD3E43A07D6
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/15/cucm_b_saml-sso-deployment-guide-release-15/cucm_m_saml-sso-configuration-1251.html#task_6BFEE8DE6F8758477DF7DAD3E43A07D6

i 5 Web semver connections will be restated

Ersalaling S50 and Enporting the metadata will cause wel serdoes. (o nestat upon completion of the
wizard, Al afected web applications will drop thelr connection momentanily and need to be kegged intoe
again.

@ ek "Expoit All Metads1a™ butten

M the server metadata has not already Been uploaded to the 1dF, it can be done before nanning the
wizard. You can oblain the server metadata by cicking the "Export AN Hetadata®™ button on the main
P, Thetr g 1o thir [P amd upload th file.

I 109 s provisioned with duster-wide 5P meatdats, you need 1o enable custer-wide SAML S50, IF 1DF i
provisionsd with per-node SP metsdsts, you need o enable per-rode SAML S50,

| corainue || Cancel

- MRREEHTDERN , HPBRUTATREMET R ZsaniE$H |, FikFETest for multi-
server tomcat certificate. TTHE , BT —%,

SAML Single Sign-0On Configuration
) e
- Status

@s:am: Ready

= Test for Multi-Server tomcat certificate
The criteria for enabling clusterwide S50 is that you must have a multiserver tomcat certificate already deployed. If you have not done this already please follow the below steps:

1) Login to Cisco Unified 05 Administration Fage and Bavigate to Certificate Management under Secusity Menu

2) Click on Generate CSE

3) Select Cartificate Purpose as Tomak

4} Salect Distritiathon as “Mili-Senag

5) Click Generate

6) Download the CSR and get it signed from the CA of your chodoe

7) Once the certificate is issued by the CA, upload it via the “Upload Certificate/ Certificate chain™ option an the Cenificate Management page
B) Restan Tamcal service on all the nodes in the chuster

) Restat TFTP seérvice o all the TFTP fdded in the cluster

For self-gigned Mulli-senser tomcal certificate:

1} Loghn to Ciico Unified OF Administration Page and Navigste te Cenificite Management under Security Menu
2} Click on Generste self signed Muli-sarver tomeat certificate

3) Select Certificate Purpose a5 Tomcat

4} Select Distributhon a5 “Multi-Sereer™

£) Click Generate

&) Restart Tomcat service on all the nodes In the duster

7) Restart TFTP service on all the TFTP nades in the cluster

If the abowe steps have been completed, click Test below which will confiem il the maulti-server tomcat certificate is deployed bedone pro0neding to the next stage
Test for Multi-Server tomcat certificate

Hext | cancal

« LEIIPRTHBEE  EBESAIMPRIHE , TG , 2 T—F”



SAML Single Sign-0On Configuration
W Next
rStatus

@ Status: Ready

\.f Import succeeded for all servers

rImport the IdP Metadata Trust File

This step uploads the file acquired from the IdP in the previous manual step to the Collaboration servers,
1)Select the IdP Metadata Trust Flle

No file chosen

2} Import this file te the Collaboration servers
This action must be successful for at least the Publisher before mowving on to the next task in this wizard.

I Import IdP Metadata I Q’f’ Import succeeded for all servaers

Mext || Cancel |

« fETest SSO Setupd , #%&#F 4 B 7 Standard CCM Super UserstAM A |, AAFiEERuUn SSO
Test , EEIFKIH 1L,

SAML Single Sign-0On Configuration
4 s

rStatus

13 The server mietadata file muest be installed on the [dP before this test is run.

rTest S50 Setup

This et verifies that the metadata files are cormectly configured and will allow S50 to SEart up on the Servers. This DSt can be run on army

1)1Pick a valid username o use for this test

You must already know the password for the selected username.
Thit user must have sdministrator rights and slso exist in the LdP.

';5 Phease use oné af the Usernamés shown below. Using any other Username o log into the IdP may result in administrator lockout.

£JLaunch 550 test page

Run S50 Test...

| Back | | cancel




m Test SAML - Google Chrome

2 Mot secure https /1 5pub

SSO Test Succeeded!

Congratulations on a successful SAML SSO configuration test. Please
close this window and click "Finish" on the SAML configuration wizard
to complete the setup.

Close |

4. 5SSO EHMB I ATENRS
[f?.’:ﬁ“éuséﬁ [}‘ monew | [ exponse Wg[m.maﬁg

B ESSO4£ E# /A shtomcatfRS

SAML Single Sign-On Configuration

‘ Back ’ Finish
- Status
\/ S50 Metadata Test Successful

-Ready to Enable SSO
Clicking "Finish™ will complete enabling S50 on all the servers in this cluster. There will be a short delay whike the applications are being updated

l'ﬁ The "Cisco SSOSP Temcat™ and "Cisco UDS Tomeat”™ services will be restarted on all nedes in the cluster if the S50 mode is "Cluster wide™, Otherwise, those services will be restarted on a particular node

To verify the SSO status of each server, check the main SSO Configuration page.
Additional testing and manual uploads may be performed from the main page if neccessary.

Back | Finish  Cancel

B2 , TACEWESSOE ARBEEMET K F3h EH /3 sh Tomcat(utils service restart Cisco
Tomcat)FlUDS Tomcat(utils service restart CiscoUDSTomcat) iR S5

B 3 : IEBEIT EHN B Mz 2 15 [F) )F AR &

EEBEEAXEBFLITCall manager, TomcatFExpressway CIEF /5 , WebexN BT 2B S B3
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1.

CUCM Call managerflTomcatiE $ RCAZL R iE B,

2. CUCM#MExpresswayH BERES#ER(TLS) LiE1T
3. inspect Expressway-C logs:E R“SSLHIFE : ssI3_read_bytes:tisv1 alert unknown ca”s,
<#root>
2026-01-29T14:01:16.974-05:00 exp-c traffic_server[2030]: UTCTime="2026-01-29 19:01:16,974" Module
HTTPMSG:
|GET /CSFmarcoalh.cnf.xm1 HTTP/1.1
Host: expc.cisco.com:6972
Accept: */*
Cookie:<CONCEALED>
User-Agent: WebEx/0.0.0.0
TrackingID: fxxxxxxx-86f6-4030-8259-0b768c07723e
Client-ip: XXX.XXX.XXX.XXX
X-Forwarded-For: xxx.xxx.xxx.xxx, 127.0.0.1
Via: https/1.1 vcs[0fxxxxxx-c853-xxxx-aal6-0a290bf56fc8] (ATS), http/1l.1 vcs[5xxxxxxx-7feb-4xxx-¢
I
2026-01-29T14:01:16.974-05:00 exp-c traffic_server[2030]:[ET_NET 1JERROR:SSL connection failed for
SSL routines:ssl3 read_bytes:tlsvl alert unknown ca
fRIRT 2R

ECUCMAExpressway-C2 B S HFMS AU , LBREERR.

VAN

1.

import in EXP-C Import to CUCM

i

& TACEWERUM EIMTILRE , RNUSREZEEFEIRS. LEFEI

Medium Impact.

FACAZ B UL BECUCMAMExpressway 2 B TEREEX RN RE

certificates & in CUCM

Export EXP-C : Restart services
cluster.




S/ EOS administration > Security > Certificate management , A5 T £Z&Call Manager#
TomcatiE B RCAIEBFHE (WRE ),

Léécm«mmqm Géummmam“mm ﬁit mac [3) o csn (G} Downiosacsn (3, Reuse contcst

Status
[@ 18 records found

Certificate List (1 - 18 of 18) Rows per Page !

Find Certificate List where | Certificate ¥ | begine with T [calimanager Find || Clear Filter || o || ==
Select item or enter search text v
Cartificats * Cormmen NamaComman Marme_Serisliurnber Ussge Tips ,&“';‘; Digtribution Tasond By
CallManager Identity CA- RSA  Multi-server{SAN) |
signed

CallManager-

ECDSA
[ conmianager- RN 272 Tust  sef  Asa T e

bt 4 0l o signed

RIS BIExpressway-C >4 >Z £ >FEECAIEH , H L& Call Managerf Tomcatif F #J CAIE
$o

Upgrade
| Loagging
Smart licensing

Email Notifications
Tools »

e
1
1

[Trusted CA ceticate

Backup and restore Server certificate

Diagnostics » CRL management

Mainlenance mode Client certificate testing

Language Certificate-based authentication
configuration

Restart options

. _ Secure traversal test
| Choose File | No file ct

Ciphers

SSH configuration

{ Upload

| Select the file containing trusted CA cedificates Choose File | No file chosen L




Trusted CA certificate Vou are heve: Manisnangs
o, File uplosded: CA comeabs e uplanded File conteats - Coriieates 1, CRLS 0

N (e

fif

Carttsate THca-t Liptchars Insuer Feb 09 2008 Wi (gegedes)

p— [ ] —— 29 2028

Show all idecoded)|  Smow all (PEM e | Select al| Linseiec a1

)

X . #ECall ManagerflTomcatiE BN BZEEBMNZRF , TEEFRACall Manager#l
Tomcatilf $ [ & k1% F|Expresswayo

i

certificates &
Import to CUCM

certificates & in CUCM

Export CUCM : Export EXP-C E> Restart services
import in EXP-C cluster.

L

S EExpressway-C ># >R £>FZFECAIEB>E RFTAE ( PEMX 4 )

Trusted CA certificate

(] Certificate B oscRveR-Ca

Show all (decoded)| Shmuall(PEMﬂe}ll Delete| Selectall| Unselect ail

S HlZFExpressway-CHCAIEBHPEME , FRERF At 4,



expcert.pem - Notepad

File Edit Format View Help

N BEGIN CERTIFICATE-----
MIIDdzCCAl+gAwIBAgIQFBGTWjxDrplBSNgcCLcOFTANBgkghkiGO9w@BAQsFADBO
MRUWEWYKCZImiZPyLGQBGRYFbGYjYhwxFzAVBgolkialk/IsZAEZFgdicm9gZWRh

jsFtVBS1DORel61KUSgbIHS19Qwb(xZHxd4a
————— END CERTIFICATE-----

S ZI0S administration > Security > Certificate management , /5% Upload
Certificate/Certificate Chain , ¥Expressway-C CAiE+ £ & 3 Tomcat-trustF1Call Manager-trust

Show = Settings + Security + Software Upgrades = Services + Help =

I U é} Generate Self-signed L) I:J Upload Certificate/Certificate chain I Download

LY

a |
=¥ |

(R o1 TP S



5‘5_‘, Upload [ﬂ Close

—Status

®Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/Certificate chain

Certificate Purpose* | CallManager-trust o |I

Description(friendly name} | |

Upload File | Choose File | expcert.pem

Upload || Close |
| —

r Ty
Export CUCM Export EXP-C Restart services
certificates & |:> certificates & |:> n CUCH
import in EXP-C Import to CUCM cluster

A

HCUCMBEHREM B FIENRS :

- SfZICisco Unified Serviceability > Tools > Control Center - Feature Services , H1EE{TiZ
BREMFTET R EFH B3 Cisco CallManagerfR% .

« &fnZICisco Unified Serviceability > Tools > Control Center - Feature Services , H#EE1T1Z
RSB R EHS3ICisco TFTPARS .

- f#Autils service restart Cisco Tomcatip S BICLIE B AW FIE T /R EF B3 Tomcat,

- f#Autils service restart Cisco HAProxy@n B CLIFEE B P ATE T KR EH F 3 Cisco
HAproxyBR %5 o

BR 4 EBWMANEREI L R E R B

s 4.1 802.1x B IRIE KK
ECUCMAE MRS LEHMERIEPRINAREINEE(CAPF)IER G |, BiETFEHAASAHITEHBRIE,

1IN



1. BiFRAE B 8 R“802.1x Authentication: & "

12:12:36p 802.1X Authentication: Failed
12:12:57p 802.1X Authentication: Failed
12:13:33p 802.1X Authentication: Failed
12:14:11p S02.1X Authentication: Failed
12:14:48p 802.1X Authentication: Failed
12:15:32 802.1X Authentication: Failed

12:16:08 802.1X Authentication: Failed

EZ YIRS I[NEE B EHERKSSL_ERROR_WANT_READ”

4592 NOT Feb 17 11:01:25.041733 (349-349) PAE: -Secure Connection Handshake in progress - status SSL_ER
4593 NOT Feb 17 11:01:25.041826 (349-349) PAE: -EV_REQUEST_REC, ST_AUTHENTICATING->ST_AUTHENTICATING

++ EAP-Failure

4594 NOT Feb 17 11:01:25.041898 (349-349) PAE: -send EAP-Resp/TLS - id 9

4595 NOT Feb 17 11:01:25.042032 (349-349) PAE: -authWhile timer set: 30 sec

4596 NOT Feb 17 11:01:27.061822 (349-349) PAE: -[0001-0] 08-cc-a7-1lc-bb-ae vid=0xfff=4095 static=0 pri=
4597 NOT Feb 17 11:01:27.061950 (349-349) PAE: -port=0

4598 NOT Feb 17 11:01:27.062009 (349-349) PAE: -cprCdpGetPort address: 8:CC:A7:1C:BB:AE Phyport=0 app
4599 NOT Feb 17 11:01:27.062068 (349-349) PAE: - >>>>>>>>>>>>> port obtained = 0 for mac macAddress 08:
4600 NOT Feb 17 11:01:27.062134 (349-349) PAE: -rcvd EAP-Failure

4601 NOT Feb 17 11:01:27.062189 (349-349) PAE: -EV_FAILURE, ST_AUTHENTICATING->ST_HELD

4602 WRN Feb 17 11:01:27.062462 (349-349) PAE: -802.1X auth FAILED

4603 NOT Feb 17 11:01:27.062550 (349-349) PAE: -paelnfoToIlnetd: PAE info sent to NETSD

4604 NOT Feb 17 11:01:27.062717 (1786-1880) JAVA-Calling handleNetSDEvent

4605 WRN Feb 17 11:01:27.062953 (1786-1880) JAVA-Thread-1l|cip.sec.Security:? - Security: Received a pr
4606 DEB Feb 17 11:01:27.063039 (1786-1880) JAVA-openQue(): que->/tmp/pae_msg_que, key->0x101019ab

4607 DEB Feb 17 11:01:27.063069 (1786-1880) JAVA-openQue(): que->/tmp/pae_rsp_que, key->0x10101c4c

4608 DEB Feb 17 11:01:27.063091 (1786-1880) JAVA-getpaeinfo: send pae info message paeCmd.mtype=1880, p
4609 DEB Feb 17 11:01:27.063121 (1786-1880) JAVA-getpaeinfo: recv pae info resp ret=-1, errno=No messag
4610 NOT Feb 17 11:01:27.063306 (349-349) PAE: -paeInfoToInetd: Netsd event NETSD_EV_PAE sent to NETSD

4611 NOT Feb 17 11:01:27.063370 (349-349) PAE: - PAE RE-AUTH, not sending SEC_DOWN Netsd event for CDP

4612 NOT Feb 17 11:01:27.063423 (349-349) PAE: -paeSetlLastSupStatus: LastSupStatus O

4613 NOT Feb 17 11:01:27.063475 (349-349) PAE: -heldWhile timer set: 60 sec

4614 NOT Feb 17 11:01:27.064074 (349-349) PAE: -paeNetsdRcvMsg(349): PAE event: status: FAIL : Resource

RRTT B

MCUCME # R %588 T CAPFIEH 3 LB B HRIERSER , LI802 XA AVFEMHEZ I
HIEEIE EZELSCIUEH,

HR 42 BERETLSER TERAREEIEXHFRICUCMAIEH

FECUCMA MRS 88 L EFE K CAPFIEHfE , BiE R E R Phone is registering”s



1IN

1| SEMNEESSRATLSERNZ L BE 4,

~Phone Security Profile Information

Product Type: Cisco 8845

Device Protocol: SIP

MName* Cisco 8845 - Secure profile |
Daseription

Cisco 8845 - Secure profile ]
Monce Validity Time™® :Eﬂu |

Device Security Mode | Encrypted
Transport Type™ {TLs p ]
[JEnable Drigest Authentication

B TFTP Encrypted Config

[l Enable GAuth Authentication

2. REMH BiE ERELSCINIE,
3. FIRCAPFIEB R BHH.

| Certificate List (1 - 15 of 15}

Findd Cortificate List whins | Corificate | meging wan | capF Fired || Clear Filer || < || =
Select iemn or enter peanch text

Cartificate = Comemaon Mame/'Comman hame_Sernafemiser Lage Tree -pm,w

CAFF

CAPF-0LC1 7206 Identity  Selfs ASA  em1S
shgreed

Costriution [swmd By

LS CHE CAFF-0IC1 73206

4. BFFICUCMAREER , HEHAE RIBCAPFIES F 5B Hshow ctifiHo
5. ARFHELR2EEXHERNFERLRS,
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Enpiration
10/ F2038

HECUCMLEHMERCTLX M , AEHBHAENRS , WARBIFEREESCAPFXAHHFICTLI
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VAN
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Medium Impact.

R B LT CAPFRIE 7o

] Rastart Change Install néw Change
'-Nr.m I::} resguined [:} phone 1o [:} LSC in [:} Phone prafile
| serdices PO - SECung phone 10 SeEcure

=
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admin:utils ctl update CTLFile
This operation will update the CTLFile. Do you want to continue? (y/n): vy

Updating CTL file
CTL file Updated
Please reset all Encrypted and Authenticated phones for the CTL file updates to take effect.

HECAPFEMEREEMCTIL K. BFRAMRFI]/MUICLI , A A Hutils ctl update CTLFile,

Change Install new Change
phone to [:) LSC in |:> Phone profile
NON=SECuUre phone 0 secure

1. &M ECisco Unified Serviceability > Tools > Control Center - Feature Services in CUCM
publisher 7 E#7 /3 31 CAPF AR %5 -

2. &M ZICisco Unified Serviceability > Tools > Control Center - Network Services , #1EiE1TiZ
BRSSEIFRE T =R EFH B3 Cisco Trust Verification Service

3. §#nZEICisco Unified Serviceability > Tools > Control Center - Feature Services , H#EZE1Ti%
RSB T P EF B3 Cisco TFTP Service

r . . . —_—
Rastart | Install mive Change

L.Ipd:lln:CTL [:} reired :} ph - E} LSC in [} Phone profile
SBrvices FON-S8CHE phone t0 SECUne

« £ ZEICM administration > System > Security > Phone Security Profile,

Systam » | Cal Rouling =+  Mods Roscurces = Advanced Featores = Davice
N —
Cint Unified CM
Cisco Unfied CM Group configured a direct dial 911
Presance Redundancy Groups
Pragna NTP Roleranty

DateTirne Growep ons Paging Is not configure
BLF Presence Geoup

p device is configured. This

Resghon Infcemation ¥

Diavsica Pool

Diorcicn Mobisy k

DHCF ¥

LA - Il, disk 1: 110Gbytes, 8152 Myt

SAML Single Sign-0n
Cross-Oirigin Rescunce Sharng

{COFRE)

Loscation Info » (o0 miércoles 4 de marzo de 2026 15H1-
MLPP F | Inc.

Poysical Location

sRET ures and is subject to Unibed States and

with LS. and local s, refuen Ehis pre
Ercerpras Farmreslen

Enterprise Phone Configuration
Service Pammoters

| eryptographic products may be found A

munications Manager pheae visit our Uy

Socunty L | Cortifcate
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« f¥Name and Device Security Mode ( BHMIRZZLER ) EXINon Secure , RFERF
Save and Apply Configilt BN A EIFF B PR ERI BiE,

Phonae Sacurity Profila Configuration

—

Phone Security Profile Information

Lisco GR4D
51F
harne * Chico 8845 - non Secure profile
Descripbion | Cisco BE45 - Seoure profile
Nenoe Validity Time® [gap
Dewice Security Mode | Mon Seoure L
Transport Type TCP

|| Enabile Digest Authentication
I TrTe Encryated Config
Enable QAuth Authertication

rPhone Security Profilea CAPF Informati
Authentication Mode® By Null String

-
Ky Qirder ™ | BSA Only bl
RSA Key Size (Bits)® | 2048 v
EC Key Sire (Bits) w

Note: These fields are related to the CAPF Information settings on the Phone Configurat

Save | | Delete | | Copy | [ Reset | [ Apply Config | [ Add New

 fF8lE#IDevice Security Profile N F EIFT R AV R EELE , L& Save and Apply Config.

r~Protocol Specific Infermation

Packet Capiure Mode® [ Mene )

Paciet Capture Duration [o

BLF Presence Group® | Stamgard Preserce group hed

SIP Disl Aules [< Mone = >

MTP Preferred Originating Codec® 711000 b

Device Security Profile® IICim BEA5 - non Secure profil w |

Rerguting Colling Seorch Space | < None » )

SUBSCRISE Calling Search Space [ < Nong = ~

SIP Profile® | Standard 1P Profile | view Detaits
Digest User | = Mene > b

[ Medin Termination Peint Reguired
[Cunattensed Part
[ Require DTHF Reception




Restart Change Install neer Change
Upsdate CTL & -
C»| required »| phone o > LEC in [ | Phone profile
[ e ‘ Senices ‘ ‘ non-Secung phone o Secune

EAZEEHBEENRERETHNCAPFER N2 EMEBIFFRELSCIEH,

« FECAPFEEH , #&#Install/Upgrade in Certificate Operation,

rCertification Authority Proxy Function {CAPF) Information
Certificate Operation™ [InstallfUpgrade ~|
Authentication Mode* [ By MUl String v
Authentication String

Key Order® [rsa only ~|
RSA Key Size (Bits)* [2048 |
EC Key Size (Bits) "

Operation Completes By (2026 |[03 |[14 |[12 | proveemm:oo:n)
Certificate Operation Status: None
Mote: Security Profile Contains Additicnal CAPF Settings.

« REREFEANREE,
- EFLEPRFRSETRBRES TR

Restart Change Inestall new Change
Update CTL ¢ :) ¢ I:D

roquired phone to LEC in Phone profile
‘ Hie J [ sanvices ‘ o= SECUTe J { phone ] o secura

HHEEEENNMUBESSHI P , RRCCBRNEA TTLSHZ2EEN#.

~Protocol Specific Informatio

Packet Capture Mode™ [Hone |
Packet Capture Duration I

BLF Presence Group® [ Standare Presence group ~]
SIP Dial Rules [< Mone = ~]
MTP Preferred Originating Codec™ 511000 -
Device Security Profile™ Cig0o 8845 » Secure profile =
Rercuting Calling Search Space | < None > =
SUBSCRIBE Calling Search Space [ < None > ~|
SIP Prafile® [Standard S1F Profile | Wiew Details
Digest User < Mone > ¥|
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—Phone Security Profile Information

Product Type: Cisco BB4S5
Device Protocel:  SIP
Mame*

| Cisco B845 - Secure profile |

Drescription | Cisco B84S - Secure profile |
MNonce Validity Time® |_5|;u;| J
Device Sacurity Mode | Encrypted ~|
Transport Type ® [T ~]

[ Enable Digest Authentication
& tere Encrypted Config
) Enable OAuth Authentication
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* https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-
communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html

* https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-
communications-manager-callmanager/217 138-regeneration-of-cucm-ca-signed-
certifica.html

* https://www.cisco.com/c/en/us/support/docs/content-networking/certificates/213295-how-to-
install-an-Isc-on-a-cisco-ip-phon.html

* https://www.cisco.com/c/en/us/td/docs/voice ip comm/expressway/config guide/X15-
2/mra/exwy b mra-deployment-guide-x152.html



https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html
https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html
https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html
https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html
https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html
https://www.cisco.com/c/zh_cn/support/docs/content-networking/certificates/213295-how-to-install-an-lsc-on-a-cisco-ip-phon.html
https://www.cisco.com/c/zh_cn/support/docs/content-networking/certificates/213295-how-to-install-an-lsc-on-a-cisco-ip-phon.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X15-2/mra/exwy_b_mra-deployment-guide-x152.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X15-2/mra/exwy_b_mra-deployment-guide-x152.html
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