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HXES

w9

AXHENBRERADKItNEZR , HER TR EATIMEF mArENEE.
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BERBUETHUTER :

« {EMVOSHMES mEYE A HIA
« CLI/SSHif A &5t &R
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AXEPNEEETUTRENE R

« Cisco Unified Communications Manager 12.55114.0



AXHEPNEEHRRETREXRENEFNREFEN, FAXHFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSHBERE,

NS
RADKit: %325 J Cisco TACTRIMM S ENFHREN A RBENREZRHTE ., EXR/HSHHWN
SR&RXE , HIMSSHHHTTPHTTP,

RADKIitlRSiX £Serveriii, ©THAFPLENTLSEE, MIRSESH , Ao 260 7 LUA RHEE A
KiFE et E. RadkithRSE SAUEZTIME R IR R T REiR X X L8 & M ihE,

RADKIt% P im:1X ZClienti, ©RATEZEIAFMNEPRIRZNPC,

RADKItZE ¥4

CS0ne
(SR Attachments)

CX Drive

RADKit
Cloud

—l

5 RADKit AP /
AN
Protocol Customer
Clsco / N\ Network
SSH, '
+ . REST, Equipmentg
N \i NETCONF__ s u..::..lh—i =)
- ] h.-u
]
SUPPD“ RADKit Client + Service - ==
Engineer  seripts (API)

RADKIitZ2 3
RADKItZ 2%

SB1. S Bhttps://radkit.cisco.com , AfEE HDownloads , A5 ¥ Elrelease XXk,



https://radkit.cisco.com/

sillicilis
] =- Leam

B Downloads

N Documentation

Cisco Remote Automation Development Kit (RADKit)

cisco RADKr.
FROM NETOPS TO DEVOPS.

RADER is a network-wide orchestrator.

1,_\ Experience a radical new way of addressing
’ = )}/ your equipment, boost your Cisco Services,
5

“ and expand your capabilities.

2=l

1.3.9/ 11-Jan-2023
1L.4.6/ 10=-Mar-2023
L.4.7/ 2d=-Mar=2023
L.4.8/f 11-Apr-2023
1.4.9/ 11-Apr-2023
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16:

03-Mar-2023 18:10
04=-Apr=2023 11:435
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INDEX OF /DOWNLOADS/RELEASE/1.4.9/

ol

docs/ D4 =Apr=2023 11:45 -
cigco_radkit 1.4.9 doc_html.tgz 0d=Apr=2023 11:43 BOD3IBE]
cigco padkit 1.4.9 macos armbd signed.pkg 11-Apr-2023 10:41 T4142354
cisco radkit 1.4.9% macos x86 64 signed.pkg 11-Rpr-2023 10:41 17265560
cisco _radkit 1.4.9 pip linux.tgz 04=Apr-2023 11:49 146189048
gisco radkit 1.4.9% pip macos.tgz 04-Apr-2023 11:49 37257192
giaco radkit 1.4.% pip win.t9z Od-Apr-2023 11:49 35365652
cisco radkit 1.4.9 winéd sigpned.exe D4=Apr=2023 13:18 104692424

$45: HEPCEEBRFZHRLETRERERF. ALXELER , RadkitZERR=1NREF
: RadkitfR%s. Radkit® P inFRadkitM & iZFl &,

RADKItBRS ( AP )
B EA

#1555 . EFREERADKItARS , ESMEI N A H K EIRADKItARS . F—RETERNRETREER
“not yet bootstrapped”,

& RADKit Service, 1.4.9

~Service status

not yet bootstrapped

Domain: PROD Service ID: None [E]

~Actions -Logs
Configure RADKit - Logging level:

Open logs dir Show logs

Exit




SE2 BEHEBEERADKIt , X EEES B3 HH E RURL https://localhost:8081/bootstrap,

« Jsuperadmin A P RIR R , A5 % HSubmit,
- BRBHHEE RS ESE R superadmin A & F#1E,

Nl i
CISCO BADkit
=ervice

Register superadmin user

Mo superadmin user was found.
Please fill in this form to create a superadmin account,

@ A suparadmin user must be created. Please enter a strong password for this wsar. This
password will be requestad in the future to (re)start or manage RADKIt Service.

Usarnamea FASSWORD REGQUIREMENTS:

= Minimem 1 [eercase [ettar
Pazsword * = hfinimuem 1 uppercase letter
= kinimuem T nuamiber
= Minimwm 1 symkbol

Repeat Passwond
= kdinimuwem 8 characters

Submit

3L . BEHESubmit/g |, X ¥ 2R E IE @ Fhttps://localhost:8081/#/connectivity/o

F£Connectivity > Service Enroliment ™ , BB RIS « £ —BFM— X MHEFEB,


https://localhost:8081/bootstrap
https://localhost:8081/#/connectivity/

&« @ 0 & MotSecurs | hitpsyflocalhost:B081/#/connectivity/ b 00 R« O0F MO e :

% Bookmarks Tochrszal Sorvese W Cloud - Bufoar e u Cigoo Infprnal WAL SO oMy B Cico Gongral H B Sithor Bookmarks

'Ciscnul.-?,-'-‘-.DKI{ S Domain: PROD Seriaknone E DISCONNECTED T o w |

Service Enrollment 3 Claud Infarmation
DORAIN: PROD
(i) This RADKIt Service needs lo be BASE URL: hitps://prod radkit-cloud, cisco, com
enmolled o becomea funciional. Plaase
select an enrollmant mathod by =
clicking cne of the buttons below. Forwarder Endpoint | Status Latency [ms]
Recommanded:

Sanghe Sign-0n

RADKIt Service ldentity Certificate

Auclvanced:

Coni-Tima Passwoind

Certificate wamings:
= Mo corfificate availabie,

End-to-end encryption (E2EE) status

EZEE I not enalblad

HRRA BT LUE R B QB FRRMAIENCEC,



Single Sign-0n Enrollment pd

+ | Checking prerequisites

. Email address + 89

Provide email address for SSO login:

‘ cesavila@cisco.com

3 Connecting to the Access Senvice
4  OAuth connect

5  Waiting for S50

& Requesting service certiicate OTP

7 Requesting service certificate

SEEERASHERLTER , BERERFERFEODEMIIRS  xxx-xxxx-xxxx’ , FERE

ClosefRt , BREE RN Connected,

@ Service enrolled with new identity: k321-0evx-594g

c g Remole Automaton Developament

Cisco RADEKIt Service Domain: PROD  Serial: k331-0evx-594g [0 g COMNNECTED 5




AE  BUERADKIt RS ZEERRKS .



g

= =
=

« MRETRADKItIREWIRESHBEZEEENRE , RTERSSF|/PCLENREN , £F
EHRADKItIRS E L IMET ELAE

RADKIT_CLOUD_CLIENT PROXY_URL=http://proxy.example.com:80,
WINE &

F15F : BinZE|Devices , A5 R THAdd Deviceo


http://proxy.example.com:80

“ C v A MotSecure | https:llocalhost:3081/8/ Gt OO0 = OFR MO €

% Bookmarks &5 Technical Service.. @ iCloud - Buscarmi.. [l Ciscolnternal &% www.cisco.comfel.. B3 CiscoGeneral » | B Other Bookmarks
— ﬁu'CISCG RADKit Service Domain: PROD  Serial: k331-0evx-s94g 0 Eﬁ Imm'?| L ‘
4 Add Device = i}
o'y Edit Tray +iy v
Q. Search ?

B | Active Device Name Hostname or IP Address Device Type In tray | Description | Actions

SE2ABEERBEUTFEAGE -
- REB
. TP TN B
. IREEH

AL | BB EForwarded TCP ports , XRIEREANIKO , EEMRADKItE P im 3t E#1T1H
|, ARG  FERNKORZ4438FGUIAR |, 8443 FRTMT,

&G, RBRUTANERMY , EARFIF R Terminal IHTTP,

Add New Device X
Device Name*(as it will appear in RADKit)? Device Type*

cesavilacucm CUCM -
Management IP Address or Hostname* % Jumphost Name

10,88 247 197 - Optional jumphost - -
Forwarded TCP ports 7 Description

443;8443

Q, Label search ? RBAC status: ENABLED
Available Labels - 2 of 2 (click to add Selected Labels - 0 (click to delete

P 2zemmmmennea
( @ Create new ) © (0 None added |
i

Lianamsasnt C

-~ ) ) . Avalable gement F DCOIS
@l ) Active (remotely manageable) 7] Terminal Netconf Swagger [#|HTTP SNMP




SEINTENEEMY , BEEERMNIZE , AFRHAJd & Close,
e —

Connection method B Allow connecting using obsoletefinsecure S5H algorithms

® 5SH Telnet

IUse 55H Tunneling when using this device as a jumphost

Usarname Password
admin
I laft blank, will be st 1o ™" as dela
Pert Enable Passweord 7
¥

SRAPIMRZG , BAERBIIRPERZRE , TUABR/ZERZRFZFURTIZRTF,.

= Fﬂl{iisc-{;hﬂbﬁi‘ Service Domain: PROD  Serial k331-0sve-s94g ) [By |CONNECTEDS | | £ -
+ Add Device () o
0%y Edit Tray ~ i =
G\ 3 It ¥

Device Narma Hoztname or IP Address Device Type Iy tray Description | Actions

n | Active

Showing 1 to 1 of 7 entries. | Selected: 0. Page size [(168 [ 25 [ 60 [EEEY 250 1

Romabs

Users

casavilaCUCM 10.88.247.187 UMENOWN il

3
BUZEAF
$1F  ERFHAPXYRADKItIRS FEEMNIRZ MG RINER , 5% ERemote Users , ARAFIEFRAAD

Users,

—

- ¢ Rty Sunomation Dissslopmiin ey
= P Cisco RADKit Service Domain: PROD  Serial: k331-0evx-s34g 0  [B |CONNECTEDS | 2 ~

<+ Add User = Q. Search 7

nm Remaining Time Full Narme Description Actions

Showing 0 to 0 of 0 entries. | Selected: 0. Page size [ 15 | 25 | 50 [EDDQ 250 | ; 1+ »

SER2EERFEARGE :
B8 T HR R b dit



« 28 (k)
° ;%iiﬁﬁﬁpo
- BEXTFHEHFHBEERRENESEE AR FZAFNIHERNE,

Add New User X

User Email*
cesavila@cisco.com @l Activate this user
Full Name USER ACCESS POLICY
Cesar Avila ® Manual
Description 2 Time slice (h/m):
24 00

+ Add & close - Add & continue

3L EERMHAKA,
RADKit®E Fif ( TACHS )
AR

SR EFFWPC L, SMEI N A H K EIRADKItE F i,
HIR2 EASSORFAIEEFimKHl,

<#root>

>>>

client = sso_login("cesavil a@i sco.com')



- ® cesavila — radkit-client — 117x32

Example usage:
client sso_login(

client cate_login(
ent ace ken

>»>» client sso_login(

|

SER3EZER KR L BT FTFHSSORRER,

& v @& prod.radkit-cloud.cisco.comfauth/oauth?oode=Wivdu Mmoo O 0MmME$ = O N0 El :

¥ Bookmarks Technical Service. & iCloud - Buscar m E Cisca Internal www.cisco.comicl.. [ Cisco General " B2 Odher Bookmarl

?N Cisco RADKIt Access

Do you accept this authorization request?
Ervironment: PROD
Client IP address: 128.107.241.164

Client hostname: MjA

This page means that a RADKIX mstance is attempting (o connect to the RADER Cloud
with your 350 credentials.

If you ol not initiate this request, please chick “Deany”™ now: If vou are cenain that
this request s legibmate, chck “Acceptt

ssion may have been granted access in the past,
chick the "Log out alf sessions® hutton below 10 immediately log out all RADK 550 sessions
associated with your user 1D, This will nat log out your S50 sessions in other applications




‘ﬁb Cisco RADKIit Access

Authentication result: Success

You may now close this window and return to your application.

If you suspect that an illegitimate session may have been granted access now or in the past,
click the button below to immediately log out all RADKIt 550 sessions associated with
yiour user 1D, This will not log out your 330 sessions in other applications,

Log out all sessions

HIR4E A7 MRADKItAR S — BIEMBTERE B 7 51 5 0 2 AR 5532 6

— ~ 4 Remote Automation Development

= Cisco RADKit Service Domain: PROD | Serial: k331-Oevx-3594g| ) E CONNECTED 5
™
<#root>
>>>

service = client.service("k331-0evx-s94g")

»»> service client service(

B5:16:36.349Z INFO | internal Connecting forwarder [uri='wss://prod.radkit-cloud.cisco.com/forwarder-2/websocke
t/']

B5:16:37.163Z INFO | internal Connection to forwarder successful [uri='wss://prod.radkit-cloud.cisco.com/forwarder

-2/websocket/']

B5:16:39.5232 INFD | internal Connecting forwarder [uri='wss://prod.radkit-cloud.cisco.com/Fforwarder-3/websocke
t/']

B5:16:408.333Z INFO | internal | Connection forwarder successful [uri='wss://prod.radkit-cloud.cisco.com/forwarder
-3/websocket/"']




AEE : serviceR—1MEE | UREMEE,

SRR E ARG RAIRE

<tfroot>
>>>

service.inventory

5>
»»> servi
<radkit >
Netconf

cesavilacucm 10.88.247.197 UNKNOWN False

ERIFE=5I% , EEA @ Supdate_inventory.

Swagger

False

HTTP

description

failed



<{froot>

>>> service. update_i nventory().wait ()

SSHiA[A]

SR1INEFIIRBBN R,

<ffroot>

>>> cucm = service.inventory[' cesavilacucm ]

»»» service.inventory
ikit_clien i

description failed

cesavilacucm 1@.88.247.197 UNKNOWN

Untouched inventory from service k331-Bevx-s94g.
2>
5> cucm service.inventoryl ]

SR EARERBTEISSHRE.

<tfroot>

>>> cucminteractive()

EEH]

»>> cucm.interactive()

85:35:23.882Z INFO | internal | starting interactive session (will be closed when detached)

85:36:24.766Z INFO | internal | Session log initialized [filepath='/Users/cesavila/.radkit/session_logs/client/282304
-cesavilacucm.log']

Attaching to
Type: MM to detach.
a8l for other shortcuts.

When using nested SSH sessions, add an extra Bl per level of nesting.
Command Line Interface is starting up, please wait
Welcome to the Platform Command Line Interface

VMware Installation:
2 vCPU: Intel(R) Xeon(R) Silver 4114 CPU @ 2.28GHz
Disk 1: 208GE, Partitions aligned
4896 Mbytes RAM
WARNING: DNS unreachable
WARNING: Ungraceful shutdown detected - A rebuild of this node is highly recommended
to ensure no negative impact({such as configuration or file system corruption). For
rebuild instructions, see the installation guide.

SERIINEETUEEERRZ,



g
o

ERPIERRERN | BHREAFCRNVIEE,
RADKIit i AEB R ET B,

ARERFYH , BORITEMER.
EROIGEAFICEABFES R

GUIG A
« HTTP RIE

S$B1 BREIREZEE L HWRADKItIRS RN THTTPEILE,

HP2 ERadkitFE P iw EEFHTTPRE | HELA TERIREN A iR O,

<tfroot>



>>> http_proxy = client.start_http_proxy(4001)

F35
»»> http_proxy = client.start_http_proxyl(4881)

22:24:19.9817 WARNI | HTTP proxy is NOT PROTECTED by username/password
»>>

35 : MWebil % 28 S finEllhttps://localhost:4001 , AREEREFEZINVERS.

< C M ® localhost:4001

W Bookmarks ¥ Technical Services... ® iCloud - Buscar mi... Cisco Internal www.cisco.comyc/... [ Cisco General [ BUFF [ Dedicated Instance

deh RADKIt Client Proxy

sServices

Choose any of the following services:

1. r7nz-6n40-x3su
2. ckt7-tvBec-uale

SBA4 JHERIZR EHEINGo to Web Page UEZZIE M 7T,

] @ localhost: 400 service/rFnz-6nd0-x3su

¥ Technical Services,, # iCloud - Buscar mi... Cisco Internal woerw. ciseo.comfel.. [ Cisco General [ BUFF [ Dedicated Instance [ WxCCaling [ wolee [ i

RADKit Client Proxy

Service ID: r7nz-6n40-x3su

Device name  TCP port forwards Supports HTTP Reset Session
Vi Y
expressway-c  443:;8443 & Go to web page | Reset /:
. -
axpressway-e 4438443 & Go to web page Reset '::
= _z" "\_
cucmhg 443;8443 & Go to web page L Reset /:

™y
| € Goback |


https://localhost:4001

o E—RERADKItE I LIREBHTTPREN BN AR T ETEES SRR, AEE
ZRXITFIRENIT,

HI5.ERMA,



C M © Not Secure  hitps:[lexpressway-e.r7nz-6n40-x3su.http.proxyfoverview

% Bookmarks #/ Technical Services... ® iCloud - Buscar mi... Cisco Internal it www.cisco.comfc/... [ Cisco General 3 BUFF

atfear]n
CISCO Cisco Expressway-E

Status » System » Configuration » Applications » Users » Maintenance »
Overview
Selected modes Generic - Do you want to Run service setup?
System name expwy-e-03
Up time 23 days 4 hours 46 minutes 24 seconds
Software version xX12.7.1
|IPv4 address LAN 1: 192.168.15.8 LAN 2: 10.1.15.8
Options 51 Rich Media Sessions, 0 Room Systems, 0 Desktop Systems, 1800 TURN Relays, Traversal Server, Emcrypti
|
Registered calls Current video 0
Current audio (SIP) 0
Peak video 0
Peak audio (SIP) 0

- WAERK

FRIRBANRBEENTCPERIKH,

<#root>

>>> cucm forwarded_tcp_ports

»>»>» cucm.forwarded_tcp_ports

=»» ]

FER2EEESRZH Brim OMRERAthim O, A5 AR #thix O 75 E1REGUL,

<tfroot>

>>> cucm forward_tcp_port (| ocal _port=8443, destination_port=443)



>3
»3> cucm. forward_tep_port(l:
[RUNNING] - kit ecldiant . &vne

RUNNING
serial Mo
device_name cesavilacucm
local_port 12443
destination_port 443

#active
fifailed
#closed
#total
bytes up
bytes down
exception

SEBIITANERHRBAURLUAER SR 2HEER O ; https://localhost:8443,

BAE A B EIRZEHAGUL,

@ NotSecure  hBitps:/localhost: 8443

lll'lllll
CISCO

Installed Applications

« Cisco Unified Communications Manager

+ Cisco Unified Communications Self Care Portal
« Cisco Prime License Manager

+ Cisco Unified Reporting

+ Cisco Unified Serviceability

Platform Applications

» Disaster Recovery System
+« Cisco Unified Communications O3S Administration


https://localhost:5500

AR BEREFRAGUl, ENFERETRESR , BBUAF B RIZA K/ T
T

« RTMT

ST B IRAB443RBIENZRBEEMNTCPERIKAH,

<#root>

>>> cucm forwarded_tcp_ports



»»» cucm. forwarded_tcp_ports
s3> ]

HPR2 R E —iw A 8443E B N A huw O , LAE 5w M 84434 1 Z 1Y B AR M B 1TIRET,

<ffroot>

>>> cucm forward_tcp_port (| ocal _port=8443, destinati on_port=8443)

»>»» cucm. for

[RUNNING] <radkit_client
status RUNNIMNG
serial Mone
device_name cesavilacucm
local_port 8443
destination_port 8443
#active

#failed

#closed

#total

bytes up

bytes down

exception

SEBIITFARTMTHEENIPHUE R A127.0.0.1 , ES B3 lKO8443,

Real-Time Monitoring Tool Login -

Host IP Address: [127.0.0.1

Ok | ‘ Cancel Certificates

HIRAfEF ERHNFIER R,



Authentication Required

A username and password are being requested by hitpsi1127.0.0.1:8443

User Hame: admin

Password: Y .

Ok Cancel

FI5. RTMTE To

- Cisco Unified Real Time Manitoring Tool (Cumently Logged into 127.0.0.1) | = o S
Real Time Mmrtnrlng Tool
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L] ] Cisco Unifeed Real Time Monitoring Tool (Currestly Logged into: lacalbost)
Eile Fystem Voboe/Vides AsalysisManager I and Presende Edin Window Application  Help
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l". Add Node 1
Node Type*® CUCM VoiceNideo v
IP/Host Name* 127.0.0.1 |

*  Transport Protocol® HTTPS bl
Port Number* 8443 |
User Name* admin |
Password® TIIITIL |
Confirm Password* ssssssse |
Description |
Associated Call Record Repositories - |

, Associated Trace File Repositories — |
Associated Group vl AlINodes

Advanced...
* Required Fields
Save Cancel | |

| 8

SRS TN 2 o MTEE ST (Analysis Manager) , AFIEE B LI (Preferences).

[ (] Cisco Unified Real Time Monitoring Tool (Currently Logged into: lecalhost)
File System Voice/Video |m:m“| IM and Presence Edit Window Application Help

Real Time Monitoring 11"“:“““’ : S o ainkat bt Sk R
ooals

ministration * aces Now_21:53:27 i e
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Status Summary:

Collecting traces from 1 nodes.
Downdoad bocation is 'fUsers/cesavila/Download s/ 202 3-04-27_21-59-30/".

127.0.0.1: 3 files (796,97 Kbytes) downloaded,
Callection completed: 3 files (796.97 Kbytes) downloaded successfully fram 1 nodes.

-

Status Details:

Thu Apr 27 21:59:34 CDT 2023 127.0.0.1; gening list of files to download,
Thu Apr 27 21:59:40 COT 2023 127.0.0.1; geting list of files swoeessful,

3 files (F96.97 Kbytes) will be downloaded.

Thu Apr 27 21:59:40 COT 2023 Downloading “S50L001_100_000110.ta.gz” from "127.0.0.1' to
"fUsers/cesavila /Downloads (2023 -04-27_21-59-30/127.0.0,1 fem/trace fccm/sdl,

Thu Apr 27 21:59:42 CDT 2023 Download of 'SOLO01_100_000110.x.g92' from '127.0.0.1" succeeded.
Thu spr 27 21:59:42 COT 2023 Downloading "S00L001_100_000111.mt.gz” from "127.0.0.1' 1o
'fUsers/cesavila [Downloads (2023 -04-27_21-59-30/127.0.0.1fcm/trace foom//sdl.

Thu Apr 27 21:59:44 COT 2023 Download of 'SDLOO1_100_00011 1.9z’ from "127.0.0.1" succeeded.
Thu Apr 27 21:59:44 CDT 2023 Downloading "SDLOD1_100_000112,wt.gze” from "127.0.0.1° 1o
'fUsers/cesavila [ Download s (2023 -04-27_21-59-30/127.0.0.1 fem/rrace /oo sdll,

Thu Apr 27 21:59:46 CDT 2023 Download of 'SOLO01_100_000112 mxr.gzo' from "127.0.0.1° succeaded.

CUCMHBIZ#FSOAP API, Bt4k , CMS, Expressway, CVPZE X #FSwagger,

SR BREREEE L WRADKItIRSE BRI THTTPEIE,
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uem. http. post(

. headers

. tontent

1{ = . }, postproces




JEE : postprocessorsit Il “‘cucm-extract’ A FHIBRHTTPIG RI3R 3k , LB H ERFEIXHF

identity

service_id ckt7-twéc-uale

device_name cucmsiteb

method POST

uEl flogeollectio ice2/services/LogCollectionPortTypeService

status_code 208 0K

content € 98\ x08\ 00\ xB0\ x84\ xB3 \ xdsX [ \xBFf\xda ~G \wbe¥\ 95\ kB \ kel \ k178N \xa9 \ xea\wlaH\xac, \xeB \xae\xcd\ x Fo\xasixds \ xla\xdb\x83
9 fxaallhxbd LAV b?|s 3 cQ\xdé.

SERITHNBRERXMHF , LLIRETrace FilefR EEARMPCH,

<tfroot>

>>> content = r.content



>>> with open(' SDL0O02_100_000819.txt.gz', 'wb') as file:
file.wite(content)

RADKit{sE F 2= 451

WRIFA , RADKitAFEHEWebex LENAJRRMFIMZRE ( BREMERS SR ) WL, HEIR
BENAEREFHTEELR , RCBERES R — LR,

WEMEERE , RADKItE B T &M EEEIEERA |, fil

- BIEEESIRE,

 EPEHERTE

- REETRARE,

o EGUI/CLIRHITE BRI,

- BEWebf @ ( HIINCER. Expressway, CIMC% ) #{THEWE.,
« BEIEZFMREWCLEAR B,

EESEYS

« RADKIt= TT https://radkit.cisco.com/
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