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BRARFER
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SB1.BRFFETomcatf Tomeat-trustit BRI H | FN , EEERERX LR,

SEOMRBSBEACAZEZENIES , NEERIFE N Tomcatii RETE, XEMRE T EIEPMNE
uT::FJ E E{E R Tomcat-trust L 4%,
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Find Certificate List whare | Cenficate w | beging with  ~ [tomear Firnd || Clear Filter ¥ | =

Cartificate * Comman Name Lo Destribution I Issued By I Expiration Descrigtion
tomcat RSA Hulti-server(SaN] | mexnus-TENOCHTITLAN-CA Jiznzzoz1  cerumcate  Signed by mexrs TENOCHTTTLAN-CA
tomcat EC e than NP mexrus. tenochtitianiMP- EC.mexmus.r 12/10/2024  Self- cate syst
EC nIMP- EC.mexrus.ru 12/10/2024
Class_3_Secure Server CA_:_G3 AsA VenSign_cla . A_-_GF e s5_3_Pubilc_Prmary_Certiication_Authonty_-_GS  02/07/2020
tomcat-trust I0GH- EC, MexTE.Y Seif EC tenChtRINCM. meny tenoChEHaNCM- EC.MECTUS.mi 12/08/2024
signed
P whexrs Self- RSA tenochtittanIMP mexrus. ns tenodhtitlaniMP mesorus.fu 12/10/2024  Trus e
signed
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£ fnE/IM and Presence Serviceability > Trace > Trace Configuration > Serverbli£# : IM&P
Publisher > Service Group > Database and Admin Services > Service:Cisco IM and Presence
Admin > Apply to all Nodes > Debug level:Debug > Check the Enable All Trace Checkbox >
Save,

S #1ZIIM and Presence Administration > System > Presence Topology > %% 3 & H RS & Ay 17
R, Fie T EE.
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Mcupadmin*.log

L &1 A Presence Topology > NodeE #x A .

2021-01-23 17:54:57,036 DEBUG [ Thread-137] | oggi ng. | MPCommonLogger - | MPSocket Factory: Create
socket called with host tenochtitlanl MP. nexrus.ru and port 8443

2021-01-23 17:54: 57,040 DEBUG [ Thread-137] | oggi ng. | MPConmonLogger - Enabl ed protocol s:

[ TLSv1.1, TLSv1l, TLSvl.2]

BT AREIEES , RERERE,

2021- 01- 23 17:54: 57,087 ERROR [ Thread- 137] services. ServiceUtil - Got an exception setting up
the HTTPS connecti on.

j avax. net.ssl . SSLException: Certificate not verified.

at comrsa. sslj.x.aH b(Unknown Source)

at comrsa. sslj.x.aH a(Unknown Source)

at comrsa. sslj.x.aH a(Unknown Source)

at comrsa. sslj.x.ap.c(Unknown Source)

at comrsa. sslj.x.ap.a(Unknown Source)

at comrsa.sslj.x.ap.j(Unknown Source)

at comrsa.sslj.x.ap.i(Unknown Source)

at comrsa. sslj.x.ap. h(Unknown Source)

at comrsa.sslj.x.aS. start Handshake( Unknown Sour ce)

at com ci sco. cup. services. ServiceUtil.init(ServicelUil.java:118)

at com ci sco. cup. services. Serviceltil.getServicelnfo(ServiceUtil.java: 197)
at com ci sco. cup. services. Serviceltil.getServicelnfo(ServiceUtil.java: 182)

Z i RAI T RRSET

at
com ci sco. cup. adm n. acti ons. Topol ogyNodeSt at usAct i on$Ser vi ceRunner . run( Topol ogyNodeSt at usActi on.
j ava: 358)

at java.l ang. Thread. run(Thread. j ava: 748)

Caused by: comrsa.sslj.x.aK: Certificate not verified.
at comrsa. sslj.x.bg.a(Unknown Source)

at comrsa. sslj.x.bg.a(Unknown Source)



at comrsa. sslj.x.bg.a(Unknown Source)
13 nore

B FTomcatif BMME EHk SHRE,

Caused by: java.security.cert.CertificateException: Issuer for signed certificate
[CN=tenochtitlanCM-ms.mexrus.ru,OU=Collab,0=Cisco,L=Mexico, ST=Mexico City,C=MX] not found:
CN=nexr us- TENOCHTI TLAN- CA, DC=nexr us, DC=r u
at comcisco. cup. security. TLSTrust Manager . checkServer Trust ed( TLSTr ust Manager . j ava: 309)
at comrsa.sslj.x.aE. a(Unknown Source)

16 nore

2021-01-23 17:54: 57,087 DEBUG [ Thread- 137] acti ons. Topol ogyNodeSt at usActi on$Servi ceRunner -
Retrieved service status for node tenochtitlanl MP. nexrus.ru

2021-01-23 17:54: 57,088 DEBUG [ htt p-bi 0-443-exec-8] actions. Topol ogyNodeSt at usAction -

[ Topol ogy] VerifyNodeServices - Conpl ete.

FEcupadmin*.logiRERFEAT UL S —Fp7E , HPEREIR Incorrect issuer for server cert” :

Caused by: java.security.cert.CertificateException: Incorrect issuer for server cert

at
com ci sco. cup. security. TLSTrust Manager . checkSer ver Trust ed( TLSTr ust Manager . j ava: 226)

at comrsa.sslj.x.aE. a(Unknown Source)

16 nore

2017-10-14 09: 04: 01,667 ERROR [ Thread-125] services. ServiceUtil - Failed to retrieve service
status. Reason: Certificate not verified.
j avax. net.ssl . SSLException: Certificate not verified.
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- UFLA T EIREME R - TomcatMIssueriE$,
KB - MRABILES , FNEEIMAPEEESREFEENIERFHTHE,
- MIM&P A il BR 9 & & E B H E#H L%,

- EFrE R Tomcat CAIE$,

XX : BEECisco Bug ID CSCvu78005 , Zi®E=ETomcat RSA/ECDSA Keystore's not
update in all nodes when the existing CA certificate in the chain is replaced.
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu78005
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