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| " . _ Web services, SSO, EM/EMCC Y. Tomeat
Login
DRF
IPSec . DRS, Ipsec Tunnels None Master/Local
CAPF CTL + ITL LSC must l:f)e updated, secure All CAPF
eatures
Callmanager CTL + ITL Registration, Té_I_IISSUE-'S, s All CM,CTI,TFTP
VS ITL Verification of TLs, (?FG files, https _ VS
connection
Signer or SAST backup for
ITLRecovery (] CTL + ITL TL/CTL Al
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5 =1 .ﬁi%%’-mblisher > Operating System (OS) Administrati onﬂﬁf:Security > Certificate Management > Generate Self-Signedo
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Generate New Self-signed Certificate

- Status
Generating a new certificate will overwrite any existing certificate information. When generating Call Manager, CAPF, or TVS, all devices
will be resat automatically.
- Generate Self-signed
Certificate Purpose™®™ | tomcat .
Distribution* [Multi-server(SAN) v
Commaon Name™ 14pub,
Subject Alternate Names (SANs)
Auto-populated Domains 14pub.
14sub.
Key Type** RSA
Key Length® | z0ag |
Hash Algorithm * [SHAZS6 v
Validity Period (in years)* |5 v

(Generate | [ lose

@ *- indicates required item.

@ **when the Certificate Purpose ending with *-ECDSA" Is selected, the certificatefkey type s Elliptic Curve (EC). Otherwise, it is RSA.

£ BZ R ZSAN TomcatiE B RE
53%3.,@\556enerate , #Bﬁlﬁ)‘"%?)‘i%%‘ﬁu H T FTE T Certificate upload operation successful o S o Close

Generate New Self-signed Certiflcate

Status
@[cmmcntc upload operation successful for the nodes 14sub. apub. -1
Restart Cisco Tomcat Service for the nodes 14sub. Jdpub. o using the CLI “utils service restart Cisco Tomcat™. Restart

the Cises DRF Master and Cisto DRF Local services on the publisther node. Restart ONLY the Cisco DRF Local service on the subscriber node({s).
@ If SAML S50 s enabled, please disable and re-enable it. Also re-provision the SP metadata on the 1DR

ERBEZHERZSAN TomecatRIHE

SBAEHEHTomcatlRS , I EBEEFFET LBCLI&IE , ASF1E 1T utils service restart Cisco Tomeatip

AL
T o

5%5%%5 , %Publisher > Cisco Unified Serviceability > Tools > Control Center - Network Services)ﬁiﬁgmaI ﬂ]Cisco DRF
Master Service*ﬂ Cisco DRF Local Serviceo

53%6%%?:“ gjl\#E%ﬁ'E Subscriber > Cisco Unified Serviceability > Tools > Control Center - Network ServicesCisco DRF Local
Service‘mo



559%1 .ﬁi#%mblisher > Operating System (OS) Administrati onﬂﬁf:Security > Certificate Management > Generate CSRo

259%2.:&?¥Certificate Purpose: tomcat > Distribution: Multi-Server SANo T ﬁ ﬁﬁ%SANﬁ*ﬂ Qﬁﬁo

Generate Certificate Signing Request

i'_l_.. Generate [T§ Close

—Status
!S Warning: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type
~Generate Certificate Signing Request
Certificate Purpose** [ tomeat ~]
Distribution * | Multi-server(SAN) ~]
Common Name* |I14pub-ms. ]
Include OU in €Sk [
Subject Alternate Names (SANs)
Auto-populated Domains | 4,40,
14sub.
Parent Domain "o ]
Qther Domains Choose File | Mo file chosen
Please import - TXT file only.
| || & Add
Key Type*™® RSA
Key Length* | 2048 VJ
Hash Algorithm* [ SHAZ56 ]

[ Generate ] [ Close ]

@ *. indicates required item.

**When the Certificate Purpose ending with "-ECDSA is selected, the certificate/key type is Elliptic Curve (EC). Otherwise, it
is RSA.

Generate Multi-SAN CSR for Tomcat Certificate R &

255%3.,‘f—(_'\fﬁGenerate , #Bﬁlﬁiﬁ,ETHEUHjE’JFﬁﬁﬂfFCSR export operation wccessful,‘f—(_'\o ifﬁo Close



Generate Certificate Signing Request
il
ng Generate @ Cloge

Status

@ Suecess: Certificate Signing Request Generated

@ CSR export operation successful on the nudesl[l%ub. . 14pub. ],]

4 B % SAN CSR TomcatF WEE

27 3%4.$$Download CSR > Certificate Purpose: tomcat > Downloado

Download Certificate Signing Request
QL Download CSR [ Ciose

—Status

:5 Certificate names not listed below do not have a corresponding CSR

- Download Certificate Signing Request

Certificate Purpose* | tomcat i

| Download CSR | | Close |

@ *. indicates required item.

T#Tomcat CSREE
SEBS5JCSREAEFIEBHCAHRITER,

SB6.E FEHCAGS{EEE , 15 S Mcertificate Management > Upload certificate > Certificate Purpose: tomeat-trusto 1% 12 UE 5
Y 15 B x| B8 15 118 S

SBR7. EECAZBMIEP , S Z Certificate Management > Upload certificate > Certificate Purpose: tomcato 1% 12 UE
H9 15 BB F 3% 58 CAK & WY B S04

SRS EFZITomecatlRS , I A SEHFET SCLISIE , ARJF13 1T T utils service restart Cisco

Tomcato

5%9%%5 ) #RPublisher > Cisco Unified Serviceahility > Tools > Control Center - Network ServicesEE%ﬁE f] Cisco DRF
Master Service*u Cisco DRF Local Serviceo

*/F«B%1 O%ﬂﬁﬂﬁ/l\#iﬁﬁ Subscriber > Cisco Unified Serviceability > Tools > Control Center - Network ServicesCisco DRF
Local Serviceo



Medium Impact.
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%lﬂ:u: . Rqﬂ:CUCM 14 , §|KTﬁmﬁﬂk??&%onelnteractiononCertificateUpdateo i—"'lE%ﬁEq:'_/l\
TVS. CAPFE{TFTP(CallManager/ITLRecovery)if #8} , FRALKFERFHHBHEELIE
(ﬂu%ﬁﬁﬁ ) o ﬁt’??&%ﬁl‘v}\'\&lﬁﬁgresetthephonesautomaticallyo ’EE%ﬁiﬁEs ﬂﬂ“ﬁ%*ﬂﬁ%ﬁlﬁ:ﬁjﬁ
, BREMBIE LIRS

FEEHEIRFUEENCallManageriE P EFH EK. &P Regenerate Certificates In
Unified Communications Manager,

ST SMBICUCME MRS ES , RJE S M Zcisco Unified OS Administration > Security > Certificate Managemento
S PR2. 5 T Reuse Certificateo

25 3. Mchoose Tomeat type > 137 1) & H 3% # 2 tomeato

5B A 1 B Replace Certificate for the following purposef& 1, 1% A callManager & 1% 4E o

Use Tomcat Certificate For Other Services
» Finish [ﬂ Close

rStatus

f !5 Tomcat-ECDSA Certificate is Mot Multi-Server Certificate

® Tomcat Certificate is Multi-Server Certificate

rSource

Choose Tomcat Type™* | tomeat ~

—Replace Certificate for the following purpose

CallManager
CallManager-ECDSA

| Finish || Close |

Reuse Tomcat Certificate for Other Services R &

~
AR MREFETomcatfERIEHEE | N4 5 ACallManagerfE N i, R %EFEtomeat-

ECDSAERIEHEAE | N4 5 ACallManager-ECDSAER i,

S5 8 Frinish , LUEE A Tomcat Multi-SANIE$ ##tCallManageriE $.


https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html#toc-hId-300889291
https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html#toc-hId-300889291

Use Tomcat Certificate For Other Services
’ Finsh [T} Close

Status

@ Certificate Successful Provisioned for the nodes 14sub. Adpub. -
@ Restart Cisco HAProxy Service for the generated certificates to become active.

@ If the cluster is in Mixed-Mode, please regenerate the CTL file and ensure end points download the updated CTL File.

EHfERATomcatiE P K InHEE

S ER6.EF B 31Cisco HAProxyfR% , I EEH#HMET RMWCLI&IE , ARBI1E1T1Zutisservice

restart Cisco HAProxy‘:ﬁi’% o

S

AE g@i%ﬁ%éﬂ?ﬁséﬁﬁ ) i%%ﬂﬁf:Cisco Unified CM Administration > System > Enterprise
Parameters > Cluster Security Mode(0 == Non-Secure;1 == JB&HE&E ) .

SRTNMREBENTREES , BHAERMRSHT SWCLISE , HiE1Thutisctl update CTLFile T
, R EEEHNAMAERIEUSECTLIHEHE M.

I uF
SE1.EMEICUCME R IRSER , ARJE S Z cisco Unified OS Administration > Security > Certificate Managemento

f?}?ﬁZ 1’!‘5 /}lﬁ%{q:l:lnd Certificate List where: Usage > begins with: identity , %Eiﬁndfﬁo

S IR3. CallManagerF TomcatilE 5 24751 A #8 [2] BY 1B 45 Common Name_Serial Number B o

abmln  Cisco Unified Operating System Administration [ Cizco Unified 05 Administration ¥ | Go
€I5€0 kot Cincn Unified Communications Solutions admin  About  Logout

Show v Sotings = Secudty v Software Upgrades ~  Sendces w  Holp

Stat
[@ & records found

Certificate List (1 -8 of 8) Rows per Page 50~

Find Certificate List where [Usage | begins with | identity [ Find || Clear Firter ]i I:
[ Seluct Mem or enter search teat /|
Cartificate = Name/Common Name Usage Type Key Type Distrisution Issued By Expiration Description
il Llapubs, A5cdiBaiazTa f I i Identity Seif-signed RS5A 1dpub.cucm.collab.mx 09/25/2028  Reusing tomcat certificate for CallManager

CallManager-ECOSA  14pub-ELC, _ SEa32bieI0dI996d SCSES 1 ashTeS TNl Identity  Self-signed  EC 14gub.cucm.collab.mx  14pub-EC.cucm.collab.mx 05/02/2026  Self-signed certificate generated by system
CAPF CAPE-020 10665 Identity Seif-signed RSA l4pub.cucm.collab.mx  CAPF-02al0666 12/20/2027  Self-signed certificate gencrated by system
Ipsec Ldpaib, 44 pf5cSCdi7S JASHTIS3HCIEFIbhad Identity Seif-signed  RSA 14pub.cucm.collab.mx  1dpub.cucm.collab.mx 05/02/2026  Self-signed certificate gencrated by system
I ery [TLRECOVERY 1dpub, Z270290ca3d9 Sbeg3a70cHGe  Ildentty Seif-signed RSA 1ldpub.cucm.collab.mx  [TLRECOVERY_14pub.cucm.collabum 05/02/2026  Self-signed certificate gencrated by system
tomcat ldpub, 45001841427 4839 YeacobrScatl(d | Identity  Self-signed  RSA ﬂ 1dpub.cucm.collab.mx 09/25/2028  Multi-server seif-signed certificate for tomcat
tomcat-ECOSA Ldpub-EC, SealfRfealSit] §2od 62 Sada0pad Identity  Secif-signed EC lapub.cucm.collab.mx  1dpub-EC cucm.collab.mox 05/02/2026  Self-signed certificate gencrated by system
™S Lefpaib, FOH022Id6ebZERSCIA0GRITIRA] 26045 Identity  Self-signed  RSA 1dpub.cucm.collab.mx  1dpubocucm.collab.mx 05/02/2026  Seif-signed certificate generated by system

| Generate Self-signed | [ Upload Certificate/Certificate chain || Generate CSR || Reuse Certificate

I iiF CallManagerfd Tomcatif B EE A
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https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/security/14SU2/cucm_b_security-guide-14su2/cucm_m_certificates.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/security/14SU2/cucm_b_security-guide-14su2/cucm_m_certificates.html
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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