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- CTIEESRERS — EEBCTIAREMRRERE, BXERTSPH/HITAPI APIIEME=HNH

1. EREEREBRE |, CiscoTSPHITTFTPEZELIREUE BEESIFR(CTL) X H,

2. MM BHENCTLXHHITLRE, WIEERMIELIRIDREIGE(CAPFIEBEAK. RE
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1. 0BNARF : RINARRLARAFREFETECTIEER AT EFNAAFS&LH
FARMBEFRECTIZSERAFYE , B EMECTI R ERSEEERNARFHRLA/RM
FFOECTIAFZKSRTPEAMBAFE | EREMECTIAVERSRTPESA M RIgEE | M
BT Ro

rPermissions Information

PP )
SR Standard CTI Allow Control of Phones supporting R ~

Standard CTI Allow Reception of SRTF Key Material I Add to Access Control Group I
Standard CTI Enabled 2
Standard CTI Secure Connection
|Standard Confidential Access | evel Lsers ¥ | View Details
Roles | Standard AXL API Access ~
Standard Admin Rep Tool Admin

Remove from Access Control Group

Standard Audit Log Administration
Standard CCM Admin Users
Standard CCM End Users ¥ | view Details

2. MEFR , AR AP ZCAPFEE X #.

€« 2 C @ @ & https://10.106.99.199/ccmadmin/sppUserCapfidit dothey=eb33227f-0ba5-43M-4ae1 -e2a7 78367349 e @ fr| |

arch
i ulwly  Cisco Unified CM Administration
| C15€9  For Cisco Unified Communications Solutions

| System v ColRouting v Media Resources v  Advanced Features v Device v  Appicstion v | User Management v | Buk Adminisiration v  Help v

Application User CAPF Profile Configuration T S

h > End User

I B e x R ID S ':LIE' Adtries UserPhone Add v

E SP Reaim

@ Add successful User Settngs v Credential Pobcy Detaut
b Credential Pobcy

i' User CAPF Asaign Presence Users Role

E Application User ™ tapi oo LR SO

| instance 19* 2 Apphcation Usar CAPF Profie
i Certification Authority Prosxy Function (CAPF) e CATR

f UC Service

' Certificate Gperation™ Install/Upgrade ~] Service Profie

| Authentication Mode™ By ntication String ] User Prafie
Authentication String ciseo Generate String User Group

|| Key Order* [ RS Only ~| User Riank

1 RSA Key Size (bits)* 2048 ~|

E EC Key Size(Bits) ¢ None »

: Operation Completes By (2018 |- [5_} ;;_uJ'; E_! (YYY:MM:DD:HH)

| Certificate Operation Status: Operation Fending

i | save | [ Delete | | Copy | | Add New

3. SEIEAES B (tapi) B I
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Cisco Unified Communications Manager T5P : CiscoTSP001.tsp

General User |CTI Managerl Securitfl Trace I Advanced | Language

— Account Infarmation

Specify the account to connect to CT1 Services

i Use Single Sign On

% Use the following credentials

User Name: Itapi
Password: |““
Verify Password: I'“'1

OK

Cancel

. MACTIEERFMAEER , B R.
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Cisco Unified Communications Manager TSP : CiscoT5P00T.tsp

General l User  CTI Manager |Secuntf| Trace I Advanced | Language

— Primary CT| Manager Location
i~ Mone

f+ |P Address: 10.106.97.137

" |PVE Address:

" Host Mame:

— Backup CTI Manager Location

f* MNone

™ IP Address:

" IPVE Address:

" Host Name:

—|P Addressing Preference
Prefered IP Addressing Mode v IPv4 ™ IPvE

] Cancel

TT'I‘E".?EIII:ITII‘:ItmrEm UL T ITWELLY

4. B ASCUCMMRIMNENZHS A EMMTHIEBANEURRHEIVES  mEH R,



Cisco Unified Communications Manager TSP : CiscoT5P001.tsp x
General I User I CTl Manager Security |Trace I Advanced I Language I

¥ Secure Connection to CTIManager

v Fetch Cerdfficate Certificate Status: Available

—CAPF Settings
— Authorization String

Ic:is::u

—Instance ldentifier
|5

IP Address 10.106.97.137

Port (Default:3804) 3304
Mumber Cf Retries for Cerfficate Fetch 3

Retry Interval for Cerdificate Fetch (sec) I.'-'-_r

—TFTP Settings
TETP Server IP Address [10.106.97.137

QK Cancel

ir
ERAES THNRE &S E BT

- ENARAPCAPFECEN A , B ZEAMBRILFH(LSC). MEFR , IEHRMER
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-=status

@ Status: Ready

- Application User CAPF Profile

Application User™ tapi
Instance Id* 5

-Certification Authority Proxy Function (CAPF) Information

Certificate Operation* [No Pending Operation -

Authentication Mode * By Authentication String

Authentication String Generate String
Key Order® RSA Only

RSA Key Size (bits)* 2048

EC Key Size(Bits) < None =

Operation Completes By 2018 |:{12 :l12 |12 | (Y¥YYY:MM:DD:HH)

Certificate Operation Status: Upgrade Success

Save Delete Copy Add New

f
@ *. indicates required item.

- RECUCMM AT IEH E T & E|Windows it EHL £, BEE
: C:\ProgramData\Cisco\certificates\ciscotsp001 , ZNEFfi 7R

Mame Date modified Type Size

[ ] 417b2018.0 21372018 4:31 PM OFile 2 KB
il CallManager 2/13/2018 4:31 PM Security Certificate 1 KB
j fobd2fd0.0 0 File 2 KB
| | fed232f9.0 2 0 File 2KB
5] OBEClient 2 Security Certificate 1 KB
| | GBEClient.pem 2/13/2018 £:31 PM  PEM File 2KE

- BETLMEAWiIndows N BB FR SRV IUECTIERREEFE T, MRCTIE/AKY , &
AUEZHRAFRHNEENT R, B R,



&4 Phone Dialer = x
File Edit Tools Help

Mumber to dial: Speed dial
2277 o B
Dial 2
3

ABC DEF

1 2 3 4
GHI JEL MMO £
4 5 6 =
PRS | [TUV | [wxy| &
7 8 g :
: 0 H i

AEARE T TR TR ERITHELRNES

- MM A(TSP)i , BFEFRERRENFHA , IARERVLENC:\Temp , MEFTR,



General] User ] CTl Manager] Securty Irace l.ﬂdvanced Language
Trace
v On
File Size 10
No. of files 10

Directaory C:\Temp

Iv TSP Trace (" Emor + Detailed
v CTl Trace
W TSPl Trace

OK Cancel

e 11 “EEREERNEERL ]
. MCUCMif% , BEELTRE : TVSEBEETFTPIRERCAPFIRER
TSPHYBRERRHI

- B% , TSPETFTPIRS SRHATECR |, BUEREICTLIX 4+

16: 31: 04. 075 | CSSLHel per: : Get CTLFroniTFTP CTLFi | eName = CTLCAPFA6A63C5.t1vVv
16: 31: 04. 075 |-->Tftpdient:: Tftpdient()

16: 31: 04. 075 | Tftpdient:: TftpCient() [] Tftpdient instantiated successfully
IR B EMCTLX M HITLrecovery, call managerfICAPFIEHA K, AFE , CiscoTSPE
CiscoTSPEL & 1 £ A {2 L K BIIDH & R F R R HTCAPFEF . MREFRY
, CiscoTSPf} £ A& A P HICAPFR6IE E2IZQBEIES :



16: 31: 04. 151 | CSSLHel per:: Get CTLFr omTFTP ful | nane =
C:\ ProgranDat a\ Ci sco\certificates\ciscotsp001/., fileName = .

16: 31: 04. 151 | CSSLHel per:: Get CTLFr omTFTP ful | nane =
C:\ ProgranDat a\ Ci sco\certificates\ciscotsp001/.., fileNane = ..

16: 31: 04. 151 | CSSLHel per:: Get CTLFr omTFTP ful | nane =

C:\ ProgranDat a\ Ci sco\certificates\ciscotsp001/417b2018.0, fileName = 417b2018.0

16: 31: 04. 154 | CSSLHel per: : Get CTLFroniTFTP CERT SUBJECTNAME =

/ C=I Nl O=ci sco/ OU=t ac/ CN=I TLRECOVERY_cucnil1- pub/ ST=Kar nat aka/ L=BGL

16: 31: 04. 154 | CSSLHel per:: Get CTLFr omTFTP ful | nane =

C:\ ProgranDat a\ Ci sco\certificates\ciscotsp00l/f6bd2fd0.0, fileName = f6bd2fd0.0

16: 31: 04. 156 | CSSLHel per:: Get CTLFr omTFTP CERT SUBJECTNAME = / C=I N O=ci sco/ OU=t ac/ CN=cucntl1-

pub/ ST=Kar nat aka/ L=BGL

16: 31: 04. 156 | CSSLHel per:: Get CTLFr omTFTP ful | nane =
C:\ ProgranDat a\ Ci sco\certificates\ciscotsp001l/fed232f9.0, fileName = fed232f9.0

16: 31: 04. 158 | CSSLHel per:: Get CTLFr omlFTP CERT SUBJECTNAME = / C=I N O=ci sco/ OU=t ac/ CN=CAPF-
c5d37298/ ST=Kar nat aka/ L=BCL

- B2 EEFR(SSL)ECAPFEF R :

16: 31: 04. 177 | CSSLHel per:: start SSLConnect Thread() SSLConnect thread created:
t hr eadHandl e=1184 t hr eadl d=12504

16: 31: 04. 177 | <-- CSSLHel per::start SSLConnect Thr ead()

16: 31: 04. 183 | - - >CSSLHel per: : SSLConnect Thr eadEnt ry()

16: 31: 04. 232 | CSSLHel per:: SSLConnect Thr eadEntry() Handshake: Fi ni shed
16: 31: 04. 232 | CSSLHel per:: SSLConnect ThreadEntry() SSL connection usi ng AES128- SHA
16: 31: 04. 232 | CSSLHel per:: SSLConnect ThreadEntry() SSLConnect thread exiting ...

- ERANAARAFFAEELIENQBERFIRIES :

16: 31: 05. 295 | CAPFclient::openFile() CAPF client: open file
C.\ ProgranDat a\ Ci sco\certificates\ciscotsp00l/ QBEC ient.cer node wtb

16: 31: 05. 295 | <--CAPFcl i ent::openFile()
16: 31: 05. 296 | -->CAPFclient::openFile()

16: 31: 05. 299 | CAPFclient::openFile() CAPF client: open file
C:\ ProgranDat a\ Ci sco\certificates\ciscotsp00l/ QBEC i ent. pem node w+b
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