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&it

AN R4S 48 a0 4R & #7 4 AR £ Cisco Unified Communications Manager(CUCM) AR 2<8.x % 3 & x4 1
ERRIES,

HRER

RYHEHERFNT BRFEIRINLZ £ (SBD)WRER AN F B EEFIR(TLIMESEXMENIEREETIER
(CTL) , BABSRAEM BN, BN, 4R & B g E A R B s A 2 2 A B AW E AR B iE,

AR RABUESEPEORTRIEREHREK,

FRFMF



ER
Cisco BB THLUTEE :

- CallManager

- CAPF ( BRHEEBMA NI KIEIhEE
- |IPsec

- Tomcat

- TVS ( EERIERS )

- ITLRecovery ( fGEMAF CUCM 10.X RESMA )
- phone-vpn-trust

- phone-sast-trust

- phone-trust

- phone-ctl-trust

- LSC ( A EEIE$ )

- MIC ( #li&EPE R EAIIEH )

ER AT
EXRFNESETUTRIERE :

. CUCMMRZ9.1(2)SU2a ,

. CUCMIR A8 x % B & MR A
AXEPNEEBRETREXREFREPNREZREN. AXHEPFANAMAEREZEREXAR
M (BN BE, MREHFNELTEIRDS , FBREBTHAEGSWEES T,

AT Bt B 3T 46 BRAE F

HCUCM # , @M ZEFEANASHIILHREALZRILES , MANBATHRBMRAAF, BIER
, EFCUCM L , R AR EF R EEEEA N EEN R EEE. ER , iEHMAHM (CA) JLF
B BASFUR A AR B (B SE B R IE o

CUCMHRIIEB D AR BE

- RFBUEP : AIEMERXLIES , EF2FEALRE — trust#THR12. BNV RLBEE SR
FiEPH , XEREEN A BT S#HCallManager, Tomcat, IPsec, TVSHICAPFIEH,

BEES  TEEFERXEIES , HEARE — trust#1THR18, XEEBATURRSIES.
BUAZRRVUE B K B At iR S5 2RAVIEB AV R,
BHE—-EMmamEt BEEBHAE KN AEIES ( fla0 CAPF-trust # CallManager-trust ) . 120
, BRHBIECALEBECUCMEEEE L X ERERMA |, EFI2029F F 23,

ERAREBNRZ A ERTER. HIEFEFRHN , LFERTMT ( REBEEEFR ) PRIES
, MREETXLEEE  RefE—HESBANEFHRHF,

TEHERT —MEBITEH BN RO |, ZBEIFARE T EFF# 0 tomcat-trust £ IR S 88
CUCMO2_EH#CUCMO1.derERE5 A 198 ( 28— ) 14:46F)40 :



At Fri Sep 05 02:00:56 CEST 2014 on node 192.168.1.2, the follow ng
Sysl ogSeverityMat chFound events generat ed:

SeverityMatch : Critical

Mat chedEvent : Sep 5 02: 00: 06 CUCMD2 |l ocal 7 2 : 864: CUCMD2.| ocal donai n:

Sep 05 2014 00:00: 06. 433 UTC : 9%JC_CERT- 2- Cert Val i df or 7days:

% Message=Certificate expiration Notification. Certificate nanme: CUCML. der
Unit:tontat-trust Type:own-cert Expiration: Mon May 19 14:46:]

[ Appl D=Ci sco Certificate Mnitor][d usterl D=][ Nodel D=CUCMI2] :

Alarmto indicate that Certificate has Expired or Expires in | ess than seven days

Appl D : Cisco Syslog Agent
ClusterlID:
Nodel D : CUCMD2

TimeStanp : Fri Sep 05 02: 00: 16 CEST 2014
FicE , SHEBTRLSFEMENCUCMIIEE , BEARRTERNEE, T—HoFMAEXIEE
E 31/

E 5 FERY AR S5 9 S

NTRENRFHEMS , BCUCMEREMMABILEPEXER, NREMIEBPIHHTN , EA
AERAFEZMRAENEREIZT, LS RS EMSELES TR H e 7] 8 T 7 1E = B 51
o HMERTBEBRRTENRERE.

CallManager.pem

- TFTP AXEE ( BE A EZIERNEEXHN/ ITL XHF ) o

- BiERS W RE S 2 RIRME,

- REQEREH(SIP) PR REETR(KWMT, RBELimIMTP), H%iBRF)FEMHT
(=

- AXL IER KM,

Tomcat.pem

- BiFTREEIR CUCM TR EFRER HTTP RS |, flandiil B &,

- CUCM HJ Web GUI [RJ& , SlInFEMNERF PRV E M T R IR RS WH.

- DB M RIEBER VBRI,

. IR E K 7T UCCX(Unified Contact Center Express) , HFCCX 125MZ 2Bk , AEER
UCCX tomcat-trust?Zfig F L&A CUCM Tomcatif$ ( BEZ % ) HTomcatiRFM A EIEH ( AT
CAXE ) , EREa&¥UFinesse R HEF

CAPF.pem

- BELAMEE VPN, 802.1x B FEREHTH BRI,
- FTERNBIFEMA LSC UEH,
- DB B E X HTE T

IPSec.pem

- TR E R G (DRS)/ R MEWR B HE 2R (DRF) A EH T,
- BBAEHM CUCM EERIMX (GW) ZHE Y IPsec BBETE T,
EERIERS(TVS)



BELEN HTTPS REHTEHRIT, BETENEETARTSHRIT (X/LFEX CUCM k
1 — I )

phone-vpn-trust

BiEVPNFRER , BRFTEXNVPNIHTTPS URL# T & BRI,
FENRAEELD , BAEAD. XHRERNEATHERE.

phone-sast-trust

LUBIBICTL/eTokens TS 32 B # & CTL,
¥ NMRTEFEELRT , BAEES. XMHEREATEERE.

Phone-trust # phone-ctl-trust

8 UnityZk Unity Connection®y o] #1i& Z BB 4 = 4EA -

A ORFEELD, BAEEL. IMERNERTHRERE.

LSC 1 MIC

BIEREM. BEFNBEVPN, BERER02.1x3E 1T HHRIE,

EERIAMBERT , MICEASHBEFERS L, LSC NEIAH CAPF £F , BN EE,
CIPC ( % IP Communicator ) 1 Jabber EHH4EFimAZ%E MIC,

©I2 DRS %17

BUSERTEAREEAREHRZ AL OE— 1 DRS £17. CUCM DRFEZ 3 XHEDEFFPIFT
HiEH, FTEDRSE /MR ENEE W 7E Cisco Unified Communications Manager#? Cisco
Disaster Recovery System Administration Guide) H#% %,

X5 121ECisco Bug ID CSCtn50405,CUCM DRF Backup T & &Z AHE B,

AERSHA

ERERBETCTULRLEEENNER | iHi%#ECisco Unified CM Administration > System >
Enterprise Parameters > Cluster Security Mode(0 == Non-Secure; 1 == Mixed Mode).

MREFLTREMA
MRMEITH CUCM EHATRAER  XEREREEFMAEHEWEEEH CTL XH. BN


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtn50405

NLZEEEXHPNATEXIMIRTIHIRENER. B2, BTBERESEXNENEBBIHE
LBE—"eToken , } HE HleToken®g,

A CTLHNEHA2BIRE (BITLXHNER ), MEFTEREEREA CTL EF RS
CLI 88 5 FF Mo

£ CUCM 10X REERAS , BOUBIRmA A NEEFHEENESER !
.CLIne - MRFEAKAEE , WA RHHRSEHN CallManager.pem EHZEE CTL X

adnmi n: show ctl

The checksum val ue of the CTL file:
0c05655de63f e2a042cf 252d96c6d609( MD5)
8c92d1a569f 7263cf 4485812366e66e3b503a2f 5( SHAL)

Length of CTL file: 4947
The CTL File was last nodified on Fri Mar 06 19:45:13 CET 2015

[...]

CTL Record #:1

BYTEPCS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm 1051- a- pub

3 SUBJECTNAME 62 CN=cucm 1051- a- pub; OU=TAC, O=C sco; L=Kr akow;
ST=Mal opol ska; C=PL

4 FUNCTION 2 System Admini strator Security Token

5 | SSUERNAME 62 CN=cucm 1051- a- pub; OQU=TAC; O=Ci sco; L=Kr akow,

ST=Mal opol ska; C=PL

6 SERI ALNUVBER 16 70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB
7 PUBLI CKEY 140

8 S| GNATURE 128

9 CERTI FI CATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D 21
A5 A3 8C 9C (SHA1l Hash HEX)

10 | PADDRESS 4

This etoken was used to sign the CTL file.

- CTLEFPim — MREALSE , MUEAEP —MEHeTokensHCTLX H#H1TEE,
adm n: show ct |
The checksum val ue of the CTL file:
256a661f 4630cd86ef 460db5aad4e91c( MD5)
3d56¢c01476000686f 007aac6c278ed9059f c124( SHAL)

Length of CTL file: 5728
The CTL File was last nodified on Fri Mar 06 21:48:48 CET 2015

[...]
CTL Record #:5

BYTEPCS TAG LENGTH VALUE

1 RECORDLENGTH 2 1186

2 DNSNAME 1

3 SUBJECTNAME 56 cn="SAST- ADN0O08580ef "; ou=l PCBU; 0="Ci sco Systens
4 FUNCTI ON 2 System Adni nistrator Security Token

5 | SSUERNAMVE 42 cn=Ci sco Manufacturing CA; 0=C sco Systemns

6 SERI ALNUMBER 10 83: E9: 08: 00: 00: 00: 55: 45: AF: 31

7 PUBLI CKEY 140

9 CERTI FI CATE 902 85 CD 5D AD EA FC 34 B8 3E 2F F2 CB 9C 76 B0 93
3E 8B 3A 4F (SHA1 Hash HEX)



10 | PADDRESS 4
This etoken was used to sign the CTL file.

AE BN EERLTSEHNCTLHCUCMEESERFEAN A EZHBH,

BRELATRIPERTLNSZ , EEARAENN CTL EFEF. EFETCILEFK , M
CLI % A utils ctl update CTLfile 55

BIFSRBFNRIARERE

BRITLABEFEEE , RN ECARSKSFBTSYRAMBI B FELETEAREER,. THUEY
BURHRp 3R S ITL R,

AR SF S ER28.0 2 BRI AR A" Zh RE
WIRESTERITLXFRNITLRE , Rt SEEEEATFTPRS®H, HUSBIRENTruert | £

fAIRB/ZETBENHTTPSERBH AN, BWAEZERALINEE , RACLREIBIENEE , W5
B3, NRAIBFERE, BR , BAUKRITNERTERSBE,

A WHETERATEAERER  RARSHMUBRITLMARCTLEE,

o METHEE X LEITLEE , EF 288, MRFABEEREFR , WFLMRERRS BE
, MEEFIRBRERRZ B

AR ERWMSHRSBEEMRARIE.

REWINEES , EEENEIBTFTPIRS S ( UAREHNITL)  HEEZEEMFLELEGTE
MERFMZBITL. ERIEPEXHENSIAMELENRSE , AIFLHIIEERNREN

False , EfEANTFTPIRS , HEESRE ( UEBFERBERMITLXHY ) . A5, B RH®E
@Lj\ﬁﬁ_tﬁlyﬁo

146 TE I Fr BT 4 BGIEH

UTRFAUNZEENTAE TFTP RFH|/HN S — & TFTP RS F[RHBRHN/ERGH ITL X4

—

 TEE TFTP BRKB 88 EZ1E TFTP RS

. ERETFTPIRSZ NS (REBEFE) .

EE®BE ( MENEBITFTPIRSSIREGFTMITL S ) — BEEHERNIES , ATLEZIHR
1TUERE,

CBEREE , BEhE TFTP BRESE8EM TFTP BRBS.

 TEFB) TFTP RS2 LHTIERER,

EEBE ( UEMNE TFTP RS S[IREGHH ITL X&) .

AR FTERMNRERNTFTPRS SR LAEH. X21LBEXBREEN TFTP RS, M
FEAEERMERE EFHMER ITL,

W N

o o1 b~

—RERMER —FRERIES


https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/118893-technote-cucm-00.html

XREFANER , CREENER , RN LEEELREEFE, AXRX—TIEN
Cisco Unified Communications Manager(CUCM)IE$ B & BRI 25,

#£ CUCM Hrlhl BR 5 B #r 4 RGE

REeEFMERRSIUED ( REA — trusthriCWIERFRE ) o TERBREEERUES (FFiEH —
trusttVIEBE ) , RACINTEEFTEK.
XX : iBEECisco Bug ID CSCut58407 — MiIBRCAPF/CallManager/TVS-trustfY , R& L&

BB,
BFFEIEHERE , FEEFNEIZTANRSUESIER, ER 4 BU/MIERIEH EE 5 /X B 1T

=

JT
AN
J1

A% : 5 ECisco Bug ID CSCto86463 — MIBRAVIEREFH HI , To3EMCUCMA I BRIE+
o TELLFIEAF , BHIBRAVIER UM BREEN LI, BRRREHERT EREF,

EX CLI Ef&ERKIES

AE  EFRENIIPMASERENITLXANBEZI ER , Nt XK TEN R4 BEEE
, FEFEEB AL A MITLIVE . XEEM TCAPFHICallManageriE BEF 4R , EEER

£ FECUCMAIK EAMIEBFMH |, Sl Tomceat,

ERMERCAPF : EfTERKE , CAPFIEH < B3 B & L& EICAPF-trustfCallManager-trust. 1tk
4\, CAPFIR& BB —HISubject NameiRk , Hitt &I FEANCAPFIEBFEREH AT H AR

i

set cert regen CAPF
EE  MRCAPFIERTIH , FALSCHBIFELEEMEICUCM , RRCUCMIELHIEH., T
o, BOATLERF CAPF iEBNEBIFERT LSC, HEBEHMBHEEN , ELTH
BE , ABBKRCAPFLLEHLSC, EFLSCE , BiFESRA8EM. REHH CAPF iEHE
ITL XA HEBFEE THMEEZIFBBCHIED (callmanager.pem) , LA AR AT AEM,

EF £ K CallManager : EFEMRES , CallManager& Bz B & £ 1£ BlCallManager-trust.
set cert regen Cal |l Manager
EFERKIPsec : EEFHEMN , IPseciE B4 B3 H & L& Flipsec-trusto

set cert regen ipsec
EfE K Tomcat : EFEKE , TomcatiE P4 B3 B & £ 4% Bltomcat-trust,


https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html
https://tools.cisco.com/quickview/bug/CSCut58407
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCto86463

set cert regen tonctat

BEHEKTVS:

set cert regen TVS

it R E1ER

B CLI ERERIERR , RASERERITLHER, WAyes , AREIEEEnter,

adm n: set cert regen CAPF

WARNI NG This operation will overwite any CA signed certificate previously inported
for CAPF

Proceed with regeneration (yes|no)? yes
Successfully Regenerated Certificate for CAPF.

You nust restart services related to CAPF for the regenerated certificates to becone active.

& CLI M BRIE

I ER CAPF-trust if$

set cert del ete CAPF <name of certificate> pem

fRIE CallManager-trust i

set cert delete Call Manager <nane of certificate>. pem

fHIBR ipsec-trust iE$

set cert delete ipsec <nane of certificate> pem

B E& Tomcat-trust iE

set cert delete tontat <nane of certificate>. pem

R ER TVS-trust iEH

set cert delete TVS <nanme of certificate> pem
BN Web GUI EFT4ERE+H
B4R CAPF:

CAPF iL B EEFHEKE S B3N H 5 £ %) CAPF-trust #1 CallManager-trust, %k , CAPF i
PRAE—IMHE—NERAEZRE , AL B ERAN CAPF IEBHREHATEHRIL,

OS Admin > Security > Certificate Managenent > Find > dick CAPF certificate > Regenerate

E# &£ B CallManager:



FEEFHERAT , CallManagerit$ < B 30¥ B & £ 1% F|CallManager-trust,

OS Admin > Security > Certificate Managenent > Find > Cick Call Manager certificate > Regenerate
B4 K IPsec:

lpsec IEPEEMEREL BN B F L& F ipsec-trust,

OS Admin > Security > Certificate Managenment > Find > Cick ipsec certificate > Regenerate

BE# 4K Tomcat:

Tomcat WEBEEFHER G2 B30 B H £4£F tomcat-trust,

OS Adnmin > Security > Certificate Managenent > Find > Click tontat certificate > Regenerate

EREKTVS:

0S Admin > Security > Certificate Management > Find > dick TVS certificate > Regenerate

&3 Web GUI I BRiE$

OS Admin > Security > Certificate Managenent > Find > Click X certificate within the
'-trust' store > Renpve/Delete

B 7 4 AU/ BRAIE 3 /3

HIEPEPRRFEFRERLEDE , FEEFEIEENRFUEZIEL.
UEE EEMRMES wm{

CLI:utils service restart Cisco Tomcat

MCCXIZERRITAREN SRR ( WRER )

Tomeat Tomeat https://www.cisco.com/c/en/us/support/docs/customer-
https://www.cisco.com/c/en/us/td/docs/voice ip comm!/
Web Gui : §#nFCisco Unified Serviceability > Tools >
CallManager CallManager; TFTP;CTIE & 25 Web Gui : §#nFCisco Unified Serviceability > Tools >
Web Gui : §#nFCisco Unified Serviceability > Tools >
CAPF CAPF (REAMm ARSI L) Web Gui : §#inZCisco Unified Serviceability > Tools >
TVS EERIIRS (ESEMWERSELE ) Web Gui : $fnZlCisco Unified Serviceability > Tools >
Cisco DRF Local (EFFIET /L CLI: utils service restart Cisco DRF Local
ipsec ) ; Cisco DRF Primary ( £ %% R
£EeL) CLI:utils R %5 E# /8 Z1 Cisco DRF Primary

MR BT BEANEEES

ERBREEFEPHIER 28 , XTEECANIEBMREANIER, FiEEATER, ik
B BREVIES

- KRB —trustif PHREFERANRSEPHEIAR, BB EEMETRPENRERFIEIHN
FiEPH , CUCML B3 E# — trustdl 2,


https://www.cisco.com/c/zh_cn/support/docs/customer-collaboration/unified-contact-center-express/118855-configure-uccx-00.html#anc12
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/crs/express_12_5/release/guide/uccx_b_uccx-solution-release-notes-125/uccx_b_uccx-solution-release-notes-125_chapter_01.html#reference_2D9122E01C43B6E0AA06AB2A3248B797

. NEfE Atomcat-trust VeriSign_Class_3_Secure_Server_ CA_-_G3, R #EFHSmart Call
HomeIhft , HFIZB T —i5m LA FEH : https://www.cisco.com/c/en/us/support/docs/cloud-
systems-management/smart-call-home/215210-troubleshooting-certficate-exipry-alert.html

- HIEFFEEBERERATMEEEMCUCM , RIAMERT , CUCMATEEEMERIPEE
o BWAEMBRUTIES :
CAP-RTP-001

CAP-RTP-002

BRHMECA 2048
BERHECA M2
ACT2_SUDI_CA
Cisco_Manufacturing_CA

Cisco_Manufacturing_CA_SHA2

- MRERTHFENE , WEBAAHRIENENIBEBSFIINEE . MRXEEZHNENBTE
FER | M IX L2 5 R A 45 i FF B AT SAR BR o

- MRUEHHNAAERBEMRSSR (FFCUCMEE ) |, BRIERAHMBRSFVIEHREEN
o HTCUCMEZEEMERILES , XMAMEHMMRSS R ETK , REFHEBEN — trustS A
CUCM,

W B ERIR/EM LSC

MREEFMEMR CAPF UEF , MFEZELH CAPF IEPEEM LSC REMNERF B BIEN LSC iE
B

1. S ZICUCM Serviceability > Service Activation. EAH B REEE £ |, BUZER CTL 1245
R BRHE B MR N EINEE,

2. £CUCM CCMAdmInT , S ENR&>HBF. EFEEHFER LSC K IP BiF,

3. FIEPBRET W RZEE (Device configuration) WEF , SR LE/AR
(Install/Upgrade)>“$% 22 7 &7 88"(By Null String).

4. £ CCMAdmin FRFZEERE , RAFERNARR.
MRBFLRLE LSC [HBEAF , FEHIFLTRATERE

HEFEEN , EYEHEIET S M FSettings >(6)Security Configuration >(4)LSC > **# ( LLIR{EN
BBIGUIX AT RITSALE T —% ) > Update ( EERITL—SZREHTAN ) . INE, £
Submit,

BRHEMEP I EARIE , BRIFERTLBIE (7921/25). ATHBEEHITHBRIL , TLBERE
RS =FIUEBWMAAL (CA)o


https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/smart-call-home/215210-troubleshooting-certficate-exipry-alert.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/smart-call-home/215210-troubleshooting-certficate-exipry-alert.html

HMEBH&iTRE

Cisco Unified Communications Manager(CUCMWE B EFH AR : NIEBNEBREBEHERK
'LE:FJE’JMJFI A_ = Eiﬁﬁﬁ E’Jjﬁﬁum&o

CUCM 12 xR EESMA EITLRecoveryUF B EF A BT | RIERENTBE12.x CUCMER L EH
4 B ITLRecoveryilE H I 12,

CUCM CA-Signed Certificatesf) EFE K : AIERM N ACUCMACAZ B IE B RIELAR E4EIEH
&R RE WEIR.

EHACAL RN SRS FHZARH#TH—BEEHRERBE NG : AEERMA T TomcatZsanik
FBEENTRA,

E 1 4 B Unified Communications Manager IM & Presence Service BZEZIEP : AigmiEHEHE
BRI R UK IMEPT R EF BN RS

UCCXFR A R B ERIEE | ZIEMREMA TUCCXFIEFNERERUREFERIERHNIRE,

Expressway CHIER B4 FZ1E LA T W55 #iR

AR 55 85 E B Z &= FExpressway

FMRA/EEEExpressway4 BKCSR

40 fit & Expressway-C #lExpressway-E 2 B I iF BE{E
i

HEEEIFEIFTEERMEFNAEY , FRABBEARZEFF O (TAC) FREH, EXMHER
T, BFREDRFEDTH , AN EHAFREFR , AEETACT RBEI Etb 5 EME RS HIRE
ey



https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html
https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/215402-certificate-regeneration-process-for-itl.html
https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html
https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/118731-configure-san-00.html
https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-im-presence-service/215333-regenerate-unified-communications-manage.html
https://www.cisco.com/c/zh_cn/support/docs/customer-collaboration/unified-contact-center-express/118855-configure-uccx-00.html
https://video.cisco.com/video/5819742564001
https://video.cisco.com/video/5809964179001
https://video.cisco.com/video/6120786941001

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



