10.0NRPHE —BEEERITLIAIIEE

3

i
=X

i
i

m
=H

[B] BE AR

BAFR —#IEITLEE

ITLR{E A A ith [k 8 ZR 4R 33 1T IR E
ITLR{E A2 IR 8 ZREAH 1TIRE
fFH“show it"as TR IF H BT L H FH
KiFITLRecoveryZR4AE

R IhEE | BRKBFEAEEFAIAIEE
ZH/RITLIRE

ur

EEEW

R

fasr

R A Cisco Unified Communications Manager(CUCM)ARZ<10.0(1) " B9 — T Th&E | 1% ThAE
AJ#ECisco Unified IPEBiE L EEE FHEEIIRITL) XM, HBEFBEEITLXHEEE , H#
BEEEARRMEREERIERS (TVS)NTFTPIRSIZEMITLXH#THEHARIEN , AFERAtE
ITLEEIhgE,

R

HEBEITLXHAI AR LEMITUAT NS N SRUEIPEIEMCUCMERS 2R 2 B ERMEIIE
%

- NEDFIRE |, L EEBEREERNIRITLXH

- EREBREAERATRNTFTPIRS 25

B IREREFHMNBIERMERITLIAH

T NESHREPEERE , SMEEAHRSUERRITL
IR AT RS CABIEIE | N TZES , BEAECUCM SMITLXHHEER 2 BERIPE
ERERN G EL — ITLEERFENATEIPEENMCUCMERAEEER/NEMEILEE.

CUCMARAS10.0(1) FIREMN SR £HRHIIHEE ( AXERBE ) REFTHIEREFEEFIRCTIL). T
THECTLREMHUSBZ 2 THEBMRNATHECUCMERS ML R LB AMBEN R4 TE. BXxHM
B8 , FZHIPEIELREMCTL (EBEFEIIF ) X,

BXRITLXHMBRINZSHWEMES , iH25HCommunications Manager Security By Default®lITL
Operation and Troubleshooting XX & # K15 .o
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[A] EAE IR

VEEFLTHERTIZEERRAN , BT ESTFTPRSEHMNITLXERTFTPEE., TFTPEE
XHFEENEMREEETEXBFIaNAEBEFE, TFTIPREXHHRIEN —ERERGIBIE -

R E R

- Web i717]

- BEH\5T(SSH)A H]

.- R¥im O 2 H85 (SPAN) E|PClis O

MRECCM AdMINAEH LEXR T BEFNXLEREFNEA—I , HEEERFEF , ERTRXENK

, BEARETNEETFTPRSES. ZS—MNELEREHZHR AR ERRHEMBFRSN , RE2D
R“Host Not FoundJRFEEH) . ERITEIHFERLTHERFTZEERS, BEREHEAIRE
EMATHAHNBERSER , UEFRBEREEIREMNAKTERE, ITLEMEME S RFBIEL
TFHESIFAZEERS B B o A R 2 AT ITLSE S B 47 B 9 B , FEARBEFEATVSH
H# 1T HHRIE,

MRSHERE>RE>RSHE", WABMNBERE BRI BEIIRETEYR

16:26 03/10/14

-~ Status Messages
16:25:17 Trust List Update Failed
16:25:11 Trust List Update Failed
16:22:15 Trust List Update Failed
16:22:13 Trust List Update Failed

A UM RBEE N EENTREIEEIREMRMEE , WX

Status Messages

Cisco Unified IP Phone CP-7965G ( SEP64A0E71502CC )

20:16:01 Trust List Update Failed

BRER —#tRITLER



CUCMRRZA10.0()EA A TEMEU BIEMCUCMRS R 2 BESERNMINER. LHBEHAR
ITLIREZH, ITLRERAELRERIARB AR, SENAER, DNSERSHMNITH M E et
, REZATRER , XTRSHBEEATBEEEEENHZRENRS,

X B854 F & RTrust List Update Failed58 S KRS , AIEAR R utils itl reset CLITT S EEIFDR
BHiFSCUCM LM TFTPIRS < B EFHEILEE, utils it resetfp® :

1. MR BT REREVEBINTLI A, BIBRITLXHNE S |, AEAITLIRERAABFRINTLX4HR
BHITEE,

2. B FMITLXHEFIZIERPAEEDITFTPT R LWTFTPE &,

3. EETTFTPH BN T A LB EFHBITFTPIRS
Re , EEAMTEBELRE. EBEAFEBRIEENTFTPRESFBIHNERITLH , HHBFR
BIMITL#H AHITLRecoveryZ 40 T Zcallmanager.pemBAZ . BTITLEBAEFH ML : utils
itl reset localkey#utils itl reset remotekey. ITL resetéi & REEMNE R HEIT. MREMNITHELRH
ITLEE , N4 ER“This is not a Publisher Node ( XFREFETH R ) "EHE. BN TP TRENT
EREIBD MM A

ITLREE A A tth ik &8 B 4ABE 1T IR E

localkey i T fif Fi % IR &5 85 8 &2 £ FE MY ITLRecovery.p12 X B EWITLIRE FB1E N FHY
ITLXHEEE

admin:utils itl reset localkey
Enter CCM Administrator password :

Locating active Tftp servers in the cluster.....

Following is the list of Active tftp servers in the cluster

['testlOpub', 'testlOsub']

The reset ITL file was generated successfully

Transferring new reset ITL file to the TFTP server nodes in the cluster.........
Restarting Cisco Tftp service on host testlOpub

Cisco Tftp service restarted on host testlOpub

Successfully transferred reset ITL to node testlOsub

Restarting Cisco Tftp service on host testlOsub
Cisco Tftp service restarted on host testlOsub

ITLREEAZRIRE R ARITIRE

remotekeyi£ I /7t ¥ 38 E M R 1EITLRecovery.p12 X HHI S ZBSFTPAR S5 25

admin:utils itl reset remotekey joemar2-server.cisco.com joemar2
/home/joemar2/ITLRecovery.pl2

Enter Sftp password :Processing token in else 0 tac

coutn is 1

Processing token in else 0 tac

coutn is 1



Enter CCM Administrator password :
Locating active Tftp servers in the cluster.....
Following is the list of Active tftp servers in the cluster

["testlOpub', 'testlOsub']
The reset ITL file was generated successfully

Transferring new reset ITL file to the TFTP server nodes in the cluster.........

Restarting Cisco Tftp service on host testlOpub
Cisco Tftp service restarted on host testlOpub
Successfully transferred reset ITL to node testlOsub

Restarting Cisco Tftp service on host testlOsub
Cisco Tftp service restarted on host testlOsub

A WREAremotekeylEMTEKITLEE , N X MRS ES LM localkey ( BE XM L) FE
¥ Aremotekey,

fER“show it" s R IIE L AR H

MBELEHITLEEGS 2 Ashow itIiiF S EBITL Y , NEERITLEE
ITLRECOVERY _<publisherhostname>% B . S£EHEMTFTPRFSH|EANBMNTLXEH ISR
BRMHHITLIREREB, EXRHF , show e SHEEERBEAFE. ATEBITLHSEUEEK

WLIR

admin:show itl

The checksum value of the ITL file:
b331e5bfb450926e816be37£2d8c24a2 (MD5)
9d7da73d16c1501b4d27dc1ed79211£390659982 (SHAL)

Length of ITL file: 5302
The ITL File was last modified on Wed Feb 26 10:24:27 PST 2014

Parse ITL File

Version: 1.2
HeaderLength: 324 (BYTES)

BYTEPOS TAG LENGTH VALUE

3 SIGNERID 2 139

4 SIGNERNAME 57 CN=testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US
5 SERIALNUMBER 16 61:40:52:E9:1E:E9:7C:77:9B:7B:5E:81:0A:B1:46:A5

6 CANAME 57 CN=testlOpub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US
7 SIGNATUREINFO 2 15

8 DIGESTALGORTITHM 1

9 SIGNATUREALGOINFO 2 8

10 SIGNATUREALGORTITHM 1

11 SIGNATUREMODULUS 1

12 SIGNATURE 128



8f
f

49
52
a7
88
12
da
ec
35
df
c

34
b6
20
c0
14
15

IT

BY

S
Th

IT

BY

S
IT

BY

11
12

dd 0 cb a8 23 bc b0
75 69 9e 25 dl 9b 24
6 ae d0 68 18 f6 4
£8 1d 27 7 95 bc 94
5c 36 55 8d 89 ad f4
0 d7 d0 db da b5 98
a2 6f 2e 6a be 9a dd
38 df 4f 4c 37 3e f6
5f 53 bf 4b a9 43 76
c5 ac 56 e2 5b 1b 96
83 62 45 f5 64 0 2f
dl b8 49 88 8d 65 b4
ed 7c 67 5 3f 7 59
98 16 35 69 79 8f 5f
f0 42 5b 9b 56 32 2b
b7 la le 83 c9 58 b
FILENAME 12
TIMESTAMP 4

L Record #:1

TEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1115

DNSNAME 2

SUBJECTNAME 57 CN=testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US
FUNCTION 2 System Administrator Security Token

ISSUERNAME 57 CN=testlOpub.joemar?2.lab;0U=tac;0=cisco;L=rtp;ST=nc;C=US
SERIALNUMBER 16 61:40:52:E9:1E:E9:7C:77:9B:7B:5E:81:0A:B1:46:A5
PUBLICKEY 140

SIGNATURE 128

CERTIFICATE 684 01 9C 4C 3D 27 D7 4D 82 CB B1 84 84 D4 2A 63 9F 71 78 BE A9
HA1l Hash HEX)

is etoken was used to sign the ITL file.

L Record #:2

TEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1115

DNSNAME 2

SUBJECTNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US
FUNCTION 2 TFTP

ISSUERNAME 57 CN=testlOpub.joemar?2.lab;0U=tac;0=cisco;L=rtp;ST=nc;C=US
SERIALNUMBER 16 61:40:52:E9:1E:E9:7C:77:9B:7B:5E:81:0A:B1:46:A5
PUBLICKEY 140

SIGNATURE 128

CERTIFICATE 684 01 9C 4C 3D 27 D7 4D 82 CB B1 84 84 D4 2A 63 9F 71 78 BE A9
HA1l Hash HEX)

L Record #:3

TEPOS TAG LENGTH VALUE

RECORDLENGTH 2 439
DNSNAME 2
SUBJECTNAME 49 CN=CAPF-75638ad9;0U=tac;0O=cisco;L=rtp;ST=nc;C=US
FUNCTION 2 CAPF
ISSUERNAME 49 CN=CAPF-75638ad9;0U=tac;0O=cisco;L=rtp; ST=nc;C=US
SERIALNUMBER 16 42:BF:37:77:9B:16:AF:1C:D2:30:88:C2:17:24:9D:AA
PUBLICKEY 140
SIGNATURE 128
CERTHASH 20 BB C3 4A 1D DE 17 39 C5 36 1A 15 6B FO 65 FE BE D1 E6 19 03
HASH ALGORITHM 1 SHA-1



ITL Record #:4

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 455

2 DNSNAME 2

3 SUBJECTNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0=cisco;L=rtp;ST=nc;C=US
4 FUNCTION 2 TVS

5 ISSUERNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US

6 SERIALNUMBER 16 76:59:84:D8:B7:30:60:63:36:E5:C7:B6:A7:DD:B9:D6

7 PUBLICKEY 140

8 SIGNATURE 128

11 CERTHASH 20 7A BF CE B6 BE E2 06 02 74 D9 EB AE 58 48 52 93 7A 1E A5 55
12 HASH ALGORITHM 1 SHA-1

ITL Record #:5

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1141

2 DNSNAME 2

3 SUBJECTNAME 66 CN=ITLRECOVERY_testlOpub.joemar2.lab;0OU=tac;0=cisco;L=rtp;
ST=nc;C=US

4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 66 CN=ITLRECOVERY_ testlOpub.joemar2.lab;0U=tac;0=cisco;L=rtp;
ST=nc;C=US

6 SERIALNUMBER 16 6E:3F:65:C2:97:B3:E0:1F:E7:42:81:AB:52:CC:55:DC

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 692 CD C7 4A 39 87 87 52 FA BO 89 0C 28 AB CB 36 32 EB 87 16 DC
(SHA1 Hash HEX)

This etoken was not used to sign the ITL file.

ITL Record #:6

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 713

2 DNSNAME 2

3 SUBJECTNAME 57 CN=testlOsub.joemar2.lab;0U=tac;0=cisco;L=rtp;ST=nc;C=US
4 FUNCTION 2 TVS

5 ISSUERNAME 57 CN=testlOsub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US

6 SERIALNUMBER 16 67:D1:A1:9E:F8:AB:91:E6:C0:A6:10:35:26:30:EE:02

7 PUBLICKEY 270

8 SIGNATURE 256

11 CERTHASH 20 AF 28 89 16 F9 94 E6 62 A3 65 C2 88 3B 94 08 1C 66 7C 49 C9
12 HASH ALGORITHM 1 SHA-1

The ITL file was verified successfully.

B iFITLRecovery®4A B

WRERITITLEE /G EMAshow il SEFITLIAHF , MERITLRecoveryk B EXITLES , TR
o ITLRecoveryZEFEANTFTPZEINRITLNZE R #F , thiT2 6 Acallmanager.pem= TFTPIE
PRERMITLES,

admin:show itl
The checksum value of the ITL file:
c847df047cf5822cled6cf376796653d (MD5)



3440£94£9252e243c99506b4bd33ea28ec654dab (SHAL)

Length of ITL file: 5322
The ITL File was last modified on Wed Feb 26 10:34:46 PST 2014<

Parse ITL File

Version: 1.2
HeaderLength: 344 (BYTES)

BYTEPOS TAG LENGTH VALUE

3 SIGNERID 2 157

4 SIGNERNAME 66 CN=ITLRECOVERY testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US
5 SERIALNUMBER 16 6E:3F:65:C2:97:B3:E0:1F:E7:42:81:AB:52:CC:55:DC
6 CANAME 66 CN=ITLRECOVERY_testlOpub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US
7 SIGNATUREINFO 2 15

8 DIGESTALGORTITHM 1

9 SIGNATUREALGOINFO 2 8

10 SIGNATUREALGORTITHM 1

11 SIGNATUREMODULUS 1

12 SIGNATURE 128

58 ff ed a ea 1b 9a c4

e 75 f0 2b 24 ce 58 bd

6e 49 ec 80 23 85 4d 18

8b d0 £3 85 29 4b 22 8f

bl c2 7e 68 ee e6 5b 4d

f8 2e e4d al e2 15 8c 3e

97 ¢3 £f0 1d c0 e 6 1b

fc d2 £3 2e 89 a0 77 19

5¢ 11 84 18 8a cb ce 2f

5d 91 21 57 88 2c ed 92

a5 8f £f7 ¢ 0 cl c4 63

28 3d a3 78 dd 42 f0 af

9d f1 42 5e 35 3c bc ae

c 3 df 89 9 £f9 ac 77

60 11 1f 84 £f5 83 dO0 cc

14 FILENAME 12

15 TIMESTAMP 4

ITL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1115

2 DNSNAME 2

3 SUBJECTNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0=cisco;L=rtp;ST=nc;C=US
4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US
6 SERIALNUMBER 16 61:40:52:E9:1E:E9:7C:77:9B:7B:5E:81:0A:B1:46:A5

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 684 01 9C 4C 3D 27 D7 4D 82 CB Bl 84 84 D4 2A 63 9F 71 78 BE A9
(SHA1 Hash HEX)

This etoken was not used to sign the ITL file.

ITL Record #:2

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1115
2 DNSNAME 2



3 SUBJECTNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0=cisco;L=rtp;ST=nc;C=US
4 FUNCTION 2 TFTP
5 ISSUERNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US
6 SERIALNUMBER 16 61:40:52:E9:1E:E9:7C:77:9B:7B:5E:81:0A:B1:46:A5
7 PUBLICKEY 140
8 SIGNATURE 128
9 CERTIFICATE 684 01 9C 4C 3D 27 D7 4D 82 CB Bl 84 84 D4 2A 63 9F 71 78 BE A9
(SHA1 Hash HEX)

ITL Record #:3

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 439

2 DNSNAME 2

3 SUBJECTNAME 49 CN=CAPF-75638ad9;0U=tac;0O=cisco;L=rtp;ST=nc;C=US

4 FUNCTION 2 CAPF

5 ISSUERNAME 49 CN=CAPF-75638ad9;0U=tac;0O=cisco;L=rtp; ST=nc;C=US

6 SERIALNUMBER 16 42:BF:37:77:9B:16:AF:1C:D2:30:88:C2:17:24:9D:AA

7 PUBLICKEY 140

8 SIGNATURE 128

11 CERTHASH 20 BB C3 4A 1D DE 17 39 C5 36 1A 15 6B F0O 65 FE BE D1 E6 19 03
12 HASH ALGORITHM 1 SHA-1

ITL Record #:4

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 455

2 DNSNAME 2

3 SUBJECTNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0=cisco;L=rtp;ST=nc;C=US
4 FUNCTION 2 TVS

5 ISSUERNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US

6 SERIALNUMBER 16 76:59:84:D8:B7:30:60:63:36:E5:C7:B6:A7:DD:B9:D6

7 PUBLICKEY 140

8 SIGNATURE 128

11 CERTHASH 20 7A BF CE B6 BE E2 06 02 74 D9 EB AE 58 48 52 93 7A 1E A5 55
12 HASH ALGORITHM 1 SHA-1

ITL Record #:5

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1141

2 DNSNAME 2

3 SUBJECTNAME 66 CN=ITLRECOVERY_ testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US
4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 66 CN=ITLRECOVERY_testlOpub.joemar?2.lab;0U=tac;0=cisco;L=rtp;ST=nc;C=US
6 SERIALNUMBER 16 6E:3F:65:C2:97:B3:E0:1F:E7:42:81:AB:52:CC:55:DC

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 692 CD C7 4A 39 87 87 52 FA BO 89 0C 28 AB CB 36 32 EB 87 16 DC

(SHA1 Hash HEX)

This etoken was used to sign the ITL file.

ITL Record #:6

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 713

2 DNSNAME 2

3 SUBJECTNAME 57 CN=testlOsub.joemar2.lab;0U=tac;0=cisco;L=rtp;ST=nc;C=US
4 FUNCTION 2 TVS

5 ISSUERNAME 57 CN=testlOsub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US



6 SERIALNUMBER 16 67:D1:A1:9E:F8:AB:91:E6:C0:A6:10:35:26:30:EE:02

7 PUBLICKEY 270

8 SIGNATURE 256

11 CERTHASH 20 AF 28 89 16 F9 94 E6 62 A3 65 C2 88 3B 94 08 1C 66 7C 49 C9
12 HASH ALGORITHM 1 SHA-1

The ITL file was verified successfully.

WEEIHRE , BEREREEENTREMYE

BRITLEETRESL , CUCM 10.0MNIREZEBB TR LB FH#H AT ZBERSHEEANRE, BiF
B ENHMEERRTVSIER(TVS.pem) M TFTPIEF (callmanager.pem). E{XfEH —/NCUCMAR
SHRNBRMRRES | MREE R 5 EH 4 Kcallmanager.pemiE EFTVS.pemif$ , BHiFFE
& , #7E/2384 & RTrust List Update Failed’5 2. BIfERFITLFEEHIEHMMCUCME B[R
FEBRAIBFE , BFHALUR ATEECUCMEVIRES,

NTHEBBUEFENERERSMES (BERENNBEXIDNSHA B R ) A45ER , CUCMILER
BREITR R, EMERIEHN , CUCMAHLLEERERMIEPEMERGN IS HNER—T
REEFHERS —NMEB, EEBRAQSBHEEFERFE—MIBRNEERE , HFAEEMEAT —
MIEH 2 B B & 0 MOE A R E

B RERBMNES , BEMEEB A ERRIEX S, AXUERENEMEFRES , BSH

Communications Manager Security Default®ITL Operation and Troubleshooting,

W HE R —fER , BICUCMENMNCLIZEEN ERIEPEREREN AW ANBLEREREMER
B—MIES :

admin:set cert regen CallManager

WARNING: This operation will overwrite any CA signed certificate
previously imported for CallManager
Proceed with regeneration (yes|no)? yes

Successfully Regenerated Certificate for CallManager.

Please do a backup of the server as soon as possible. Failure to do
so can stale the cluster in case of a crash.

You must restart services related to CallManager for the regenerated
certificates to become active.

admin:set cert regen TVS

CallManager certificate was modified in the last 5 minutes. Please re-try
regnerating TVS certificate at a later time

MRERZ(OS)EENHEH A LERMEENER , MR :


https://supportforums.cisco.com/docs/DOC-17679

— Status

@ CallManager certificate was modified in the last 5 minutes. Please re-try regnerating TVS certificate at a later time

- Certificate Settings

File Name TVS. pem

Certificate Mame TVS

Certificate Type certs

Certificate Group product-cm

Description Self-signed certificate generated by system

EAEBTLREZAREBNERPHE—ERANEA | BESNT SEHE B 2 ITLRecoveryiE Bl K
{81TLRecovery <1 LA 2 AHHE(CN). K7 FHITLRecoveryZ 40 2 Mshow itlis & & EIH EA
EENITLXHPE—EHNZH. XREANTAEITLX AR E I —
ITLRecovery_<hostname>% B @& XM EMNENENERE.,

MRRBENENBER , ITLHHITLRecoveryR B FHALEE RAFENIBENE. EREENLZ
Y, BN ITLRecovery X #HKIZ RN EX , SBARBIFHRAEEITLRE.

LB B R EFNE |, WERHER ; EITLRecoverysk B R A LLE R RRIEE , LBRIRE Z4H
ReEH, ITLRecoveryif BN EXRWE—E2IUEPRABFERHAMEIL , XMEHERK.

ITLYR S 243X AT BUB CLIZKOS Administration R EIE# 4 K. ERMEREMITHE LEHRER
ITLRecoveryif it , IPBHIEFRSEE, EFERITLRecoveryiEBfE , ITLXHEEFHFITFTPR
ST EEH, EEHH LEHFERKITLRecoveryiE B /5 , EEHFIETTFTPRENEINT AL
EMBEATFTPIRS , A EEAFIEBEMHITLXHFHITLRecovery%k B, &fE—% = MSystem >

Enterprise ParametersEEFi B 18 % , HEAEERM , UEMEIRE TH T EHITLRecoveryiE

BHEITLX

ZRITLIRE

HBEFEHATARERSH , FEECERITLRERASEMRELE, it , EZ2RITLIREZA 280
, BRBERFH KM EZETERTMT)ER. KERERZE(DRS)ZDTRUFLER, 2RE
WERBURFITLURERH , BhEBZFHZHRHAIM

ERMMERY |, HEFZEHHWCLIH 5 Afile get titp ITLRecovery.p12@ . ENXHREES
, EESFTPRS S , 1T R. AP T ARAEITLIRE S , Bitt , tNREMF L& Hfile get thitp
ITLRecovery.p12@ %5 , S BIRFBXH.

admin:file get tftp ITLRecovery.pl2
Please wait while the system is gathering files info ...done.
Sub-directories were not traversed.
Number of files affected: 1

Total size in Bytes: 1709

Total size in Kbytes: 1.6689453

Would you like to proceed [y/nl? y

SFTP server IP: joemar2-server.cisco.com
SFTP server port [22]:

User ID: joemar?

Password: *khkkkhkkhkhkkkkhkkkkk

Download directory: /home/joemar2/



The authenticity of host 'joemar2-server.cisco.com (172.18.172.254)' can't be
established.

RSA key fingerprint is 2c:8f:9b:b2:ff:f7:a6:31:61:1b:bc:95:cc:bc:ba:bd.

Are you sure you want to continue connecting (yes/no)? yes

Transfer completed.
Downloading file: /usr/local/cm/tftp/ITLRecovery.pl2

EMCLIINITF oh & 17 LLR I TLRecovery.p123X# 2 81 , CiscoSyslog ( EH&EF — MNARERFH
) BRFLERES , TR, MERMOS AdministrationTT H “Security”>“Certificate
Monitor’ /5 ERHFEX , MERTFEHZH 28 , LAse2 RIS A B FhR4,

i 4
(Log | ol
Data: Feb 17 13:38:10 || Mame: MLRecoveryCertBackup
Machine Name: test10pub :
mn:" BIMIENHHH Manitar Description: This cluster has an ITLRecovery cerificate that has not -
Message: ||| been backed up. Taking a manual backup of this ceriificate is |5

||| recommended 1o avold the need 1o manually delete the ITL file from
||| every phone in the cluster after certain cluster reconfiguration
operations.

0 testl0pub: Feb 17 2014 09:38:10 PM.735 UTC :
HUC_CERT=-4-TLRecoveryCerBackup: ¥{Messages
I[ClusteriD=][NodelD=testl dpub]: This cluster has an MLRecovery
certificate that has not been backed up. Taking a manual backup of || || gyplanation: This alarm indicates that the newly generated ITL
this certificate is recommended o avoid the need o manually N recovery Certificate and key have not vet been backed up.
delere the ITL file from every phone in the cluster after certain ¥ ¥ L g
cluster reconfiguraton operations. ||| Recommended Action: Use the CLI command file get tftp

ITLRecovery.pl2” to back up the ITL Recovery Certificate as soon as
A | possible.

|| | Farameters:

* | + _|Iﬂ|_ Close

LDRS#E M EEITLRecoveryft , B FITLRecovery.p12 X HEHELZSE , U R XIHEX
IR, REN TEBEREEITLXHEMAZENBROFRMRE. NRREFTRAEAN
ITLRecovery.p12X # |, ©i& AT FEFADRSIXEETMIT RS S MEHIEE | FHiEI A utils itl
reset remotekeyl R EBITLREFME L BIENMCUCMERS SR ZBINEE , N\MEFRRLHERT
BERRAA,

BidE , MREEEZNE , WNERZ2FEBNSNEPREUTLRecovery.p12 X 4 & 1 &M E

, AAITLRecovery.p12X 4 ZZBRY K ZHRETEHZLFB, At , MRFREHZL TG
, WWEERTMTER ( #ERITLRecovery.p12X e KR&H ) , HEXRME , ERFHH
ITLRecovery.p123X # Sfile get tftp ITLRecovery.p12@ < — R 1%,

L4

HEITLEBWAENERIELZE T EEITLRecoverys B ITLIN AN, ERIFLZEREBRFLHNITLX
HRETEITLRecovery% B , BEEBATFTPIRFZIJ|MICLIF 4 Ashow itliF T , AERITLIXHHIR
K, show itlan TV HE RARKA

admin:show itl

The checksum value of the ITL file:
b331e5bfb450926e816be37£2d8c24a2 (MD5)
9d7da73d16c1501b4d27dc1ed79211£390659982 (SHAL)

BNTFTPIRFZHF LHVRENTE , RS NRSS|NITLXH+HEA R B 2 callmanager.pemik
$, IR 1ESettings > Security Configuration > Trust List FE B BiEA S EWITL , SIMNEFMR T
IE TR E BRI B IR FHDeviceTLINfoEHR , M AT LA BB 1E E ZRNITLAITLRE R,

RZBEITEHIRA9.4(1)HRE & RAH BiE A DeviceTLINFOBIRF HITLASHAIB HEIRE 4



CUCM, BERENEETESHESR — KERTMTHNABEHEER , A 5REEAN
TFTPERSSBRAVITLE I SHAT BB THER , B R ZELHRITL ( @2 1TLRecovery% 8 ) B
EMEIE,

EREW

. CSCun18578 - ITL reset localkey/remotekeyfE F L1857 T kK
. CSCun19112 - SFTP45IR B IR IEXR B R IITL reset remotekey4s iR


https://tools.cisco.com/bugsearch/bug/CSCun18578/?reffering_site=dumpcr
https://tools.cisco.com/bugsearch/bug/CSCun19112/?reffering_site=dumpcr
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