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M)

AR SRS RF AE BY S8R 37 M INE = 1T Cisco Unified Border Element(CUBE)Enterprisefy Cisco I0S#
|IOS-XER % F& H 4 iFih FEFIZF(SBC).

TR

ER

RN BEARENER,

{55 F B9 4R 14

— JETIOS-XE 17.10.1a#§ CUBER Ml AR,
AE

HEARN P FRNELERERIBNVIOS-XERAH AR AT A, RAIGEERICFKME 5| AHE N
T T E IR

AT EMTCUBERAAIE, CUBERRSRAE. MGCP=HSCCPMX, Cisco SRSTH
ESRSTMX, H323Mxs HMEL/TDMIFZ MK,

BRER

AR Cisco I0SE MBEEIH T, Bt , FXHPTLESUIARNEAEETE.
i PR (CC) M B 3B 4S5 B AR AE(FIPS)

F£CSR1000vECAT8000v L FAI0S-XE 16.9+kyCisco virtual CUBE AI LAf£ A a5 cc-modefn B 1E

B INZR IR (A04% 5 R T2 (TLS) M AP RV IRR) £ /5 A8 A 418 (CC) M BX FB15 B 47 4 (FIPS) IAIE K 1
o BAERMER EIETHCUBERASHG T , BB HRMFII B ARLEILA S X,

IR : https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-
book/m_cc_fips_compliance.html

125 B L4 (TLS) s H 2 4R E Al iR e (PKI)

AT IRTLSMPKINAAXINE |, EMAUERXEHNRAN T2 , BRETUERZ2 2
AU (SIP) M= £ LA (SRTP)R4E,

fEFATCP TLSFISRTP

BRIANBERT , CUBEEZEETCP. UDPISIP TCP-TLSH AUWSIPIERE, Xk EEARN AN
, TCP-TLSIE#E LM , CUBEES HAEBTCPMUDP, T HikiER , SIPFERRIASEAUDPE


https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html

1 | BRIEFEETCPHTCP-TLSH S . B , CUBERIIEFZ LML PL(RTP)SE, XF i
WHEHAREERE T NARMBHSIPRESSRERRPRERFEN L EZN S, MRTEE , BILE
ASIP TLS®RFSIPES , FEHASRTPRF EIAKT,

FZHSIP TLSE EMSRTPELEIER :

 https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-
book/m sip tls support cube.html

* https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-
book/m cc fips compliance.html?bookSearch=true#id 118373

FicE , RePENEEREHAER —HEX , H ENEYCUBERFTA WL L/ZASIP-TLSHM
SRTP,

HAEDORMEX LBIARBES | R HE bR 2 ThA
BHIELLSIPIwO

BEZ E—F |, ZTH 1M T CUBERIAE R T R #E#Z CUBE A TCPHIUDP, FSIP TLSAETF
IENUERE , TEEEZHATLZEHWUDPHTCP SIP s 05060,

BHE , &0 LAEHshow sip-ua status, show sip connections udp briefEshow sip connections
tcp briefiIACUBETE5060 L R BT AW TCPERUDP SIPE#,

<#root>
Router#

show si p-ua status

SIP User Agent Status

SIP User Agent for UDP : ENABLED

SIP User Agent for TCP : ENABLED

SIP User Agent for TLS over TCP : ENABLED

Router#

show si p connections udp brief | i 5060

0 [0.0.0.0]:5060: O

Router#

show si p connections tcp brief | i 5060

0 [0.0.0.0]:5060: O!

|
sip-ua
no transport udp


/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_sip_tls_support_cube.html
/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_sip_tls_support_cube.html
/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_cc_fips_compliance.html?bookSearch=true#id_118373
/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_cc_fips_compliance.html?bookSearch=true#id_118373

no transport tcp
|

<{froot>
Router#

show si p-ua status

SIP User Agent Status
SIP User Agent for UDP :

DI SABLED

SIP User Agent for TCP :

DI SABLED

SIP User Agent for TLS over TCP : ENABLED

Router#
show si p connections tcp brief | i 5060
Router#
show si p connections udp brief | i 5060

CUBEZ T LAELE N 5I0S-XE VRFELEEA , NiRHiE —LHNE DR,

BYEBVRFHEEAVRFIVEOHNRERIREN S/, ; CUBERHXMITiZIP, %A, VRFEAS
B9 A B E S

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m voi-
cube-multi-vrf.html

SSMETLS 1.2

FEREARXH4E , TLS 1.2RCUBEX N TLSH R E R4, I0S-XE 16.9hEA TTLS 1.0, AL
HETLS 1.1, N TETLSEFHRM —SREIED , B R 7] LA FI R CUBER L M Y I — 7] A i
FIREATLS 1.2

!
sip-ua

transport tcp tls vl1.2
|


/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_voi-cube-multi-vrf.html
/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_voi-cube-multi-vrf.html

SSHETLSEB

Eﬂzi‘ EASEFHERBMTLSER, MIOS-XE 173171 , EERAATUEBTLSEEXH , #&
T R A BT E L AETLS & 1% B S A MPLE TLS %45, 1EIOS-XEM RERRRA S | M crypto
signaling sip-uafn 5 L #strict-cipherstecdsa-cipher postfixi2 &tk Th&E

BFEE  BEBRNEBR SN ERXACUBENSIP TLSHXN FREFE. BSHMBEERNHREX
*él , BEMBIRE 2 ANRERDE,

IOS-XE 17.3.1+

<#root>
Router(config)#

voi ce class tls-cipher 1

Router(config-class)#

ci pher ?

<1-10> Set the preference order for the TLS cipher-suite (1 = Highest)
Router(config-class)#

ci pher 1 ?
DHE_RSA_AES128_GCM_SHA256 supported in TLS 1.2 & above
DHE_RSA_AES256_GCM_SHA384 supported in TLS 1.2 & above
DHE_RSA_WITH_AES_128_CBC_SHA supported in TLS 1.0 & above
DHE_RSA_WITH_AES_256_CBC_SHA  supported in TLS 1.0 & above
ECDHE_ECDSA_AES128_GCM_SHA256 supported in TLS 1.2 & above
ECDHE_ECDSA_AES256_GCM_SHA384 supported in TLS 1.2 & above
ECDHE_RSA_AES128_GCM_SHA256 supported in TLS 1.2 & above
ECDHE_RSA_AES256_GCM_SHA384 supported in TLS 1.2 & above
RSA_WITH_AES_128_CBC_SHA supported in TLS 1.0 & above
RSA_WITH_AES_256_CBC_SHA supported in TLS 1.0 & above

|
voice class tls-cipher 1
cipher 1 ECDHE_RSA_AES128_GCM_SHA256
cipher 2 ECDHE_RSA_AES256_GCM_SHA384
!
voice class tls-profile 1
trustpoint TEST
cipher 1
!
sip-ua
crypto signaling default tls-profile 1
|



PR ELfl R A<

<{froot>

! STRICT CIPHERS
sip-ua
crypto signaling default trustpoint TEST

strict-cipher

! Only Enables:

I TLS_RSA_WITH_AES_128_CBC_SHA

I TLS_DHE_RSA_WITH_AES_128_CBC_SHAl

I TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
I TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

!

I ECDSA Ciphers

sip-ua

crypto signaling default trustpoint TEST

ecdsa- ci pher

! Only Enables:
! TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

I TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
!

£ i KB hn &2 2 41

B CiscoF—RINBIRERATFTLS 12N HARF |, 512048, LT HH AT EIERSAZ AL
AFTLS&E,

labelF T AU ERREFERLBEMEEXLESR , ISHATUTBRALENIEANATGR TS H
TRINERAX

crypto key export rsa CUBE-ENT pem terminal aes PASSWORD!123

<ttroot>

!
crypto key generate rsa general-keys modulus 2048 Tabel CUBE-ENT exportable
|

Router#

show crypto key nypubkey rsa CUBE- ENT

% Key pair was generated at: 11:38:03 EST Mar 10 2023
Key name: CUBE-ENT

Key type: RSA KEYS

Storage Device: private-config

Usage: General Purpose Key


https://sec.cloudapps.cisco.com/security/center/resources/next_generation_cryptography
https://sec.cloudapps.cisco.com/security/center/resources/next_generation_cryptography
https://sec.cloudapps.cisco.com/security/center/resources/next_generation_cryptography

Key 1is exportable. Redundancy enabled.

Key Data:
[..truncated..]

fE AR M A (CA) LR IUEF

HNCUBER W BIZEFESMEMB(ID)ERN , EBARNMFEACAZZIEBREEZLRIUESR,

CAIE P EERMEMEZSYLE | Sl B R(CRL)HRELIE PRSI (OCSP)URL |, &R A
X L URLRIRIE B AR B, FASETNAHCASETUMIENFIRE LWETXREE
X ENFREAEEASEHRCANBRARSERELEA W EMIECAGIE.

oL, CAEFNEREAARPEBECAIRETrue , A HCUBEN S HIEBNETEEEAT N KEH

RNy BRERERSH.

CUBERV#HAARCAIEBMIDIEB M AR :

openssl x509 -in some-cert.cer -text

<tfroot>

### Root CA Cert

Certificate:
[..truncated..]
X509v3 extensions:

X509v3 Basic Constraints

critical

CA: TRUE

, pathlen:0
[..truncated..]
X509v3

Ext ended Key Usage

TLS Web Server Authentication,

Client Authentication

[..truncated..]

### | D Cert

Certificate:

TLS Web

- noout



Data:
[..truncated..]
Signature Algorithm:

sha256W t hRSAEncr ypti on

[..truncated..]
Subject Public Key Info:
PubTic Key Algorithm: rsaEncryption

RSA Public-Key: (2048 bit)

[..truncated..]
X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
[..truncated..]
X509v3

Ext ended Key Usage

TLS Web Server Authentication,

TLS Wb Cdient Authentication

[..truncated..]

A 58 & 3

ACUBEM S ML HEEFE , MEFEBBINEE |, HIESHA256, SHA384ESHA512:

<#root>
Router(config)#

crypto pki trustpoint CUBE- ENT

Router(ca-trustpoint)#

hash ?

md5 use md5 hash algorithm
shal use shal hash algorithm

sha256 use sha256 hash al gorithm

sha384 use sha384 hash al gorithm

sha512 use sha512 hash al gorithm



B RAE B 5 R(CRL)HAELIEFH RS ML (OCSP) R E

BIABERT , I0S-XEFE R 4FFEcrypto pki authin SRR Z HR EMER PRSI HHCRL , BEE

TLSEFHE , I0S-XEXEFE T WEIMIEHITS —NCRLIREY , AEIAERNIABER. CRLA
AR ARHTTPELDAP , F BEEERESCRLIVERETRER TN, tERZH , DNS#4T. TCPEREF
MIXHEMNRSEETHBNOS-XERHBEEZTA , BNCRLREF AN, B , JUFIOS-XEFE
KRB E R A IE F AuthorityInfoAccess(AIA)E L FIOCSPE , ZfELBEEHTTPIFOCSPIE B 851
TEH , UREHPRTERLURE, EEATUESFIED LRHUBSURLREBEZIEPRHHOCSPR
CRL% &R (CDP), 4 , BERE LB ERECRLROCSPHIRFF ( BIZFHEHFE ) o

W% 15 R R Arevocation-check noneZ2 BB ELUMILARE  EEEAXEMSHISZZS M
, HMBRIOS-XERVRBSREYLE , UREATIIPRENMAEN. MR  EEGNFAA
OCSP:ECRLX‘JLI& IR EBIRITIRASKRE, BXCRLFOCSPHIIFMER , HEF T :

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec _conn pki/configuration/xe-17/sec-pki-xe-17-
book/sec-cfg-auth-rev-cert.html

CRLIE

<{froot>

I Sample A: CRL fromthe certificate

crypto pki trustpiont ROOT-CA

revocation-check crl
1

! Sample B: CRL Override OCSP in certificate

crypto pki certificate map CRL-OVERRIDE 1
issuer-name eq root-ca.cisco.com
subject-name eq root-ca.cisco.com
alt-subject-name co cisco.com
I

crypto pki trustpoint ROOT-CA
revocation-check cri

match certificate CRL-OVERRIDE override cdp url http://www.cisco.com/security/pki/crl/crca2048.crl
!

OCSPRE

<#froot>

I Sanple A: OCSP fromthe certificate

crypto pki trustpiont ROOT-CA

revocation-check ocsp
|

! Sanple B: Override OCSP in certificate


/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-17/sec-pki-xe-17-book/sec-cfg-auth-rev-cert.html
/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-17/sec-pki-xe-17-book/sec-cfg-auth-rev-cert.html

crypto pki certificate map OCSP-OVERRIDE 1
issuer-name eq root-ca.cisco.com
subject-name eq root-ca.cisco.com

alt-subject-name co cisco.com
|

crypto pki trustpoint ROOT-CA
revocation-check ocsp

match certificate OCSP-OVERRIDE override ocsp 1 url http://ocsp-responder.cisco.com
!

EiTMRIOCSPHCRLIE &

<{froot>

I Check CRL if failure, check OCSP

crypto pki trustpoint ROOT-CA

revocation-check crl ocsp
|

BRALRAACN)FMEBEZ A (SAN)KIE

A LABL B CUBE LA IFIE ¥ I CNERSAN S session target dns: i S I EHL B LB, 7£10S-XE
17.8+% | AT SABI tIsEL & X A4 Ee E TLSHEL & X4

|OS-XE 17.8+

<#root>
Router(config)#

voice class tls-profile 1

Router(config-class)#

cn-san validate ?

bidirectional Enable CN/SAN validation for both client and server certificate
client Enable CN/SAN validation for client certificate
server Enable CN/SAN validation for server certificate

FidE , EFRBRSHEERETLSEFHIHNNFREAE
B —H A

« cn-san validate server:CUBES X #Z VT ERFS[IUEBHITENBRIE , HPCUBEREF



wAf,

« cn-san validate client: CUBEf 1 ZEAMTLSERE: ( HPFCUBERRGHAL ) NEWBINWTE
B ImIEPRITEN R R,

+ cn-san validate bidirection:ETLSIEFHBI AR NN FAGEHAEN B RIE,

f# Fcn-san validate client@s 5 ( @ ) B , XAEBERENSAN , EALEBERRAREHLE
# M cn-san validate server,

&P im EH A WAL

!

voice class tls-profile 1
ch-san validate client
cn-san 1 *.example.com

ch-san 2 subdomain.example.com
I

ARS5 28 EH A WAL

!
voice class tls-profile 1

cn-san validate server

!

sip-ua

crypto signaling default tls-profile 1
!

dail-peer voice 1 voip

session target dns:subdomain.example.com
!

17.8. 12 BIAY AR AR
AR BRI A EREERITRS SR ENERIE,

<#root>

!
sip-ua
crypto signaling default trustpoint TEST

cn-san-val i date server

!
dail-peer voice 1 voip

session target dns:subdomain.example.com
I



X 7] LB BCUBE LU RS 25 B M 38 /R(SNI)TLS 1.2 BUARTLSIEF FHICUBE FQDNEMN B X%
BINERE , UEHTENBRIETE,

!
voice class tls-profile 1

sni send
|

sip-ua
crypto signaling default tls-profile 1
!

X FTCUBEWMETLSHI LA :

« BUABRT , ZCUBEZRSTLSARS 2 ( IRERAYLTLSERE ) B , ENHBLEREFIRIES,
REZERLTRINEE.

« HYCUBERYTLSEFIHH B HIETLSEREN , HETLSEUR T ZYTLSRE B[N Fig%
o EXMERT , NHFRRWEETLEMCUBEERE FIRIES,

s EXFHAERT , IEBHE#ECUBEN XiEBTLSH & XX 4 crypto signalingis T HEXHETR
.

<{froot>

!
sip-ua
crypto signaling default

trust poi nt CUBE- ENT

!
I OR
voice class tls-profile 1

trust poi nt CUBE- ENT

!
sip-ua

crypto signaling default tls-profile 1
!

RMZRTLSEZEMRAINBESER

f# A crypto signaling default sip-ua@s S8 , FIE A TLSEEE T tis-profile s £ NG5 E IR &Y
FXERE, WA, ERITIERRIER , FARERETHANEES,

AREEEETIPHt AR ENFIRZAUNERETISEEXHEE , MBAREEUNZELSHTEN
BATFiZTLS&iE. Nk , FEEHcrypto signaling remote-addrin & & L IPVv4EL IPv6 F P LA BR &1 Bl tls-



profileSpostiixtp S5, FIEALUEN client-vip)is © EEMERIEEES , SUEBSIE R TRIEX
ZFIEPHNEER.

LTamCETHBAALENSHARSEHIME .

|
voice class tls-cipher 1
cipher 1 ECDHE_RSA_AES128_GCM_SHA256
cipher 2 ECDHE_RSA_AES256_GCM_SHA384
|
voice class tls-profile 1
trustpoint CUBE-ENT
ch-san va1idate bidirectional
cn-san 1 *.example.com
cipher 2
client-vtp PEER-TRUSTPOINT
sni send
|
sip-ua
crypto signaling remote-addr 192.168.1.0 /24 tls-profile 1
|

X FRIBARAS , ATBRMNT 753 5T R UL IRAE

|
sip-ua

crypto signaling remote-addr 192.168.1.0 /24 trustpoint CUBE-ENT cn-san-validate server client-vtp PEE
|

MA7.8FF1E | SR UIRIEFREF B BIsEEXAMESE/ MmO , AESEMITRO L RHE
— 570 BRI

|
voice class tenant 1
tls-profile 1

Tisten-port secure 5062
!

KHeF= & SRTP
#£CUBE Enterprise £ /B ASRTPEY , BRiINIRERE IEEREIRTP,

MRAEE , EFFEMIER EFERASRTP , HERIAE R T , CUBEFEBREEMITRTP-SRTP,



mEE , M16.11+7F 85 , CUBEF2ERH P IZ ZSRTPEHA

voice service voip

srtp
|

! or
!
dial-peer voice 1 voip

srtp
|

BEARLLHISRTPEZT

HINERT , SIEIRSE , FIESRTPEBIIHCUBEXRE, B A ATLAEIOS-XE 16.5+H
voice class srtp-cryptoin & , HHEBEBNELZLHNEE |, 0T —RAEADZEEH,

LEB B & W] LA S S CUBEL R SRTP #3762 B8 2N 1] AT AY AR 55 /Y B2 2B £ A BV RR 1A
HIET,

AR RERENERRBINFREAVEFTIIFAEADR L, MARDESHN , BSRMAER
HY 34,

<#root>
Router(config)#

voi ce class srtp-crypto 1

Router(config-class)#
crypto ?

<1-4> Set the preference order for the cipher-suite (1 = Highest)

Router(config-class)#

crypto 1 ?
AEAD_AES_128_GCM Allow secure calls with SRTP AEAD_AES_128_GCM cipher-suite
AEAD_AES_256_GCM Allow secure calls with SRTP AEAD_AES_256_GCM cipher-suite

AES_CM_128_HMAC_SHA1_32 Allow secure calls with SRTP AES_CM_128_HMAC_SHA1_32 cipher-suite
AES_CM_128_HMAC_SHA1_80 Allow secure calls with SRTP AES_CM_128_HMAC_SHA1_80 cipher-suite

!

voice class srtp-crypto 1
crypto 1 AEAD_AES_256_GCM
crypto 2 AEAD_AES_128_GCM



|
voice service voip
sip
srtp-crypto 1
|

I or
1

voice class tenant 1

srtp-crypto 1
|

I or
!
dial-peer voice 1 voip

voice-class srtp-crypto 1
!

2 PR L4t 5K 52 F B9 VoI P

WMEH323, MGCP, SCCP, STCAPP, CMEMSRSTARZELMX< EEA , WELERREE , R
#8{tLCUBE.,

= AH3233 X 2 1FSIPRISIPREAY

|

voice service voip
allow-connections sip to sip
h323

call service stop
!

ZHAMGCP, SCCP, STCAPP, SIPHMISCCP SRST,

AR Hp Lo HRERmMAERtAEE  BRETSM BRI B ERA .

<#root>
Router(config)#

no ngcp

Router(config)#

no sccp

Router(config)#

no stcapp

Router(config)#



no voi ce register gl oba

Router(config)#

no tel ephony-service

Router(config)#

no cal | - manager-fal | back

Ny 2% B3 A B HR1E

AR B ZEEIPHIESE

HIAMERT , CUBEREEMR SN EAXEBHRMEST KRS H[ABRE LB ERNIPv4AFIIPVE i 1t
AT AThERE,

ERmEMIPHbLE | EFEFABETIEE RS voipHl ERip address trusted listin o

B A I CN/SANRE S AEHESIP TLSE M B R 5/ %5 B E ML & MAERT | RIAICN/SANK
B IP B EEIRRE,

i&t 26 Fino ip address trusted authenticate , X fFfECUBEREH 1 ANY AVHIEHE,

|
voice service voip
ip address trusted authenticate

ip address trusted Tist
ipv4 192.168.1.1

ipv4 172.16.1.0 /24
!

£ Fishow ip address trusted list&E & IP#ut K EFVRSURMNE b E B RENFIERSNIDEE
HIRE Lo

FAEE , ARENEAXABIRBEZRELMERENRFARSE , NEESXNIEH/RFI[ARE
N RELNZEETIRFP IR,

BIABRT , SAUFURESIPZEEYIERN , 2FHUBERARXEF , ETLEAno silent-
discard untrusted voice service voip > sipin T B ZLIER , MEFEREZEZBRGA. B2 , B
KEMER , WEBETRELFERALKEERERRTNEEXRRLEEMWSIPREAMAKG HE. Hit

, BREARLBIPEZEEIREFNEIES E,

i 78RR 5N SR H



f A destination-patternZ @ A“HIRATE" B #rE= |, AT A8 0&E S CUBERE H BRVE R LAY AT BE M o
EE R NfFCUBERLE NN HE &S HBSuE HSIP URIFI M,
HX<CUBEM M MIhEEIFMULA , FS RTS8

https://www.cisco.com/c/en/us/support/docs/voicel/ip-telephony-voice-over-ip-voip/211306-In-
Depth-Explanation-of-Cisco-10S-and-10.html

CUBERBP & %

BREIRNRIEaLE

KRIMERT , CUBERRESIPRIRTPHEEUREH RHERZHES
JEERTPIIES

BIAMERT |, 10S-XE CUBEX A 1B SIP SDPRE/NEFETIHENERE , NTXNMAE
RTP/RTCPHMITIRIm O WIE , B T8EEH.

ABYREU TS HERLERE

show platform hardware qfp active feature sbc global | s Total packets dropped|Dropped packets:

FFECUCMIIE#RE , BiUEE Cisco CallManagerfRss /8 AXX TR , LUR % Mk 040004
HIF W EFREF Ko

RTPuw 0SB E 8L

FINER T , I0S-XEfEA8000%148198/Y % OSEE . AER U T HItEEEEN TENEE
, 514016384 %132768:

|
voice service voip

rtp-port range 16384 32768
!

B R 6 ] LURHEIPv4FIPv6ith 3156 B Bl ERTPiR 0SB

LB EE ECUBERIVOIPN A REB E SR IITELBMIERLLE , RNBSENLT IPHKOSEE
, FTAR /X IR E X TR AIRCPULHNUDPHE, B AREBSENIFENRTPEIEDH
, BESEECPUZETTN , XABTHRESCPUERE,


https://www.cisco.com/c/zh_cn/support/docs/voice/ip-telephony-voice-over-ip-voip/211306-In-Depth-Explanation-of-Cisco-IOS-and-IO.html
https://www.cisco.com/c/zh_cn/support/docs/voice/ip-telephony-voice-over-ip-voip/211306-In-Depth-Explanation-of-Cisco-IOS-and-IO.html

voice service voip

media-address range 192.168.1.1 192.168.1.1
port-range 16384 32768

media-address range 172.16.1.1 172.16.1.1
port-range 8000 48198

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-
book/m phantom-packet-handling.html

1648 R 5 (DOS) T Bh

AT LAS AL AR EITRE | BRI ILE S, CPU, WM PIRREIFEAL, ok | 3 AT LU i
MU SQIE | LAY 48 P AL 5F By b 3B 48 BR S5

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m voi-
cube-call-admission-control.html

3h 31 B2 e
RIAERT , CUBERHER B WIPH it B SIPHRLF APt |, Flg0 , BFRFRFVia. Contactf

From,

B34 B A voice service voip@raddress-hiding , AT EAFF ik B BIRefer-To, Referred-By, 3xx
contact header, History-InfoFDistribution header,
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