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- B RS M EIEEKU(id-kp-clientAuth) A FXX@ETLS(MTLS)iE# , HHP XA HE#1THHBRIE

o

ZeL , EMEBAURNSERFFNZ iR FHRIEEKU , FHEENERARE. XX TERE
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« 202510 B BRINERT , 2N CA(DigiCert, Sectigo, SSL)FF A& RS 2REH,
« 2026%58 : NHCARSZHBELMEEFin 5 5K IEEKUIAE
« 2026%E6H : ChrometRitXIFEKTLEX

EE  ERBOGER T AHCAMRMNIED, BEPKIFBELERIES T2 LRI R,

MRIEENBFIEExpressway LB FIREKUR BEIRBEN M , BSRELHCATTRHHESR
Expressway® P if § {3 3 iF EKU H 3%,

ExpresswayhR4<x15.5 , T iR 5 =

Expressway x15.5

Expressway x15.55 % F B 2 HiE PR HLA3 & A ImEKUB TR E M 5 28 R B3R 4 721
MEERER, XR—NEIKMEE , FIERER N HPKIERFTEHEE/ZE,

x15.4 ( ZBIMARA ) B—NCLIGF SRR , AT EE A EExpressway E b FE RS BREKUIES
( FEFEEZFFWEKU ) o

xConfiguration XCP TLS Certificate CVS EnableServerEkuUpload:JF /5

S

EE  xX15.5BFAT S,

X15.51F 5 77 18 hn

x15.58AMEPBFHKX :

1. RS ERIEB 76

2.5 FURIEPIEfE

SRR (EMFHXMF ) : WA ExpresswayiE O REZEFEA2MIBERE KX,
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- HexpresswayETLSEFHRI AL Z iR , FERE L IRIEDR.
« HexpresswayETLSEFHRIF LRSS HEN , FERBRSHFIEDR.

~
AR FNEBEME (B RANRSSR ) FAMEENZERECAE. BREZBRSHNE
FIRIEBHICAC B LEFEREES, 2l AEINEESPEMIXAHE XM RS BFIEH A
FFIRIE.

| ] ca_vcs8c_2026-03-25_03_20_11.pem

| client_vcs8c_2026-03-25_03_20_11.pem

‘ eth0_diagnostic_logging_tcpdump00_vcs8c_2026-03-25_03_20_11.pcap

loggingsnapshot_vcs8c_2026-03-25_03_20_11.txt

| ] server_vcs8c_2026-03-25_03_20_11.pem

| xconf_dump_vcs8c_2026-03-25_03_20_11.txt
€ xconf_dump_vcs8c_2026-03-25_03_20_11.xml
| xstat_dump_vcs8c_2026-03-25_03_20_11.txt

@ xstat_dump_vecs8c_2026-03-25_03_20_11.xml

MX15 45 B HIMRA F LK FIX15.5

HITHERN , KEx154HEHRAWRSH[IEPSEFHEX155 LN EFFRIEPFERX, x15.5LH
EPIREBEEXANRSSBITIBE#XEFHEBNIER,

REBE =B

15.4 L ¥9Expressway R 55858 , HBIIRSEFIEF F 5 546:df:76:a2a:00:00:00:00:29



uE$:

R - 3(0x2)

F515(S):

46:df:76:a2a:00:00:00:00:00:29

B

BT : 3A14H02:37:40 2026 & Mk e JA+R AR

T 8T : 3B14H02:47:40 20281% Mk JE SRR BT

T :C=IN, ST=KA, L=KA, O=_Cisco, OU=TAc. CN = cluster.s.com

x15.4 L H9Expressway X F REFAAEH B % .

certs > 5 [CL Find Files =~
o New ~ v
| Jtandberg/persistent/certs/
Name Size Changed Rights Owner
T_ w 3/24/2026 3:16:20 PM TWXr-Xr-X root
! generated_csr 3/14/2026 8:20:12 AM TWXr-XF-X _nobody
multidomaincerts 3/17/2026 6:19:48 PM TWX=====- root
i saml 2/4/2026 3:56:54 PM TWXI-Xr-X root
E ca.pem 16 KB 3/14/2026 7:37:55 AM TW=r==-r _nobody
E client-ca.crl 2KB 2/4/2026 3:54:04 PM W-r--r-- _nobody
E client-ca.crl.default 2KB 2/4/2026 3:54:04 PM W=r==r root
E crl-update.conf 1KB 3/24/2026 3:16:09 PM w-r--r-- root
r" mtls_ca.pem 9KB 1/19/2026 8:34:16 PM Wer--r _nobody
E policy-services.crl 2KB 1/19/2026 8:34:16 PM rw-r--r _nobody
|—_ policy-services.crl.default 2KB 1/19/2026 8:34:16 PM TWXr-Xr-X root
E privkey.pem 4 KB 3/14/2026 8:17:09 AM Fe=f===== root
I—_. SEerver.pem 3KB 3/14/2026 8:19:20 AM wW-r--r-- _nobody
|; server-ssh.pem 6 KB 3/24/2026 3:16:12 PM w======= _pfwd




x15.4_E BYExpressway 3 % (Maintenance > Security > Server certificate) ( (RIZERZFHEP FER

)

st
CISCO  Cisco Expressway-C

Swhs)  Sysemy  Conbguabonr  Appicabonsy  Users)

System upgrade Upgrade

i, Waming The CSRF 8 Logging

Smart koenising

Ermall Nosications

Todds

i [ I'm
Backup and restore
Dhagnastics
Waintenancs made

Piease wal whiz he sofware instals

Language
Restar spbions

R A% EIx15.5/5

A bk oa oot
Yoo e hene: Marienare + Ugrade  Systemiggrade
o Enabied. To Change L phease kog s I CUL r

CRL managemant
Clent cortficate lesting

Certficate-based
aubencation conbguraion

Secure raversal lest
Ciphers
$5H configuration

Bt4k , &1 Maintenance > Security > client certificate Mlserver certificates ™ & 2| MEPHET, F+
REx15.5fF , WebBE A LNRFB|MNE A IRIEBIFESEBRNIES , BARBx15.40 k53
EREEFEIX15.5 LN EFIRIERFHEX,

slvatlne

CISCO Cisco Expressway-C

St s System» Corfquiaton s Apphcator s Usars »
Alarms Upgrade

i, Waming The CSRF Logging
Samar keansing

Datie and e not vadated The system i unabse 1o obtan e comect tme Emad NotiScatiors
Cumter TLS parmassive Cluster TLS veriication mode permits invald ¢ To0l »
—T— ]

Backup and restore.

Diagnostics »
Mairtenance made
Language
Fatan options.

A 70 os Loood
You are here: S1a0s - Marms
Bon Enatied. To change &, plea log in o e CLI =

c I i o |
Fased  Warng  The system Chack jme and status; check DA a 0260324 161336 2006-00-24 161338 Fe ]

Ramed  Nobice Thes systes Cha custers TLS verdeation mode o Enfoecin 20280024 181334 2006-00-24 161304 0045
Trusted CA corificate

-

CRL management
Cllent ceriicate testing

Conificato-based
anwnication configuration

Swcure traversal test
Ciphars

AEREIx15.5M A IEH ML C E BT/ i iEH 76 X

x15.5 L W Expressway M REFAAEH B % .



‘ ftandberg/persistent/certs/

Name Size Changed
1 . 3/24/2026 4:13:44 PM
generated_csr 3/14/2026 8:20:12 AM
multidomaincerts 3/17/2026 6:19:48 PM
saml 3/24/2026 4:12:43 PM
16 KB 3/14/2026 7:37:55 AM
3 KB 3/24/2026 4:12:46 PM
X client-ca.crl 2KB 2/4/2026 3:54:04 PM
3 client-ca.crl.default 2KB 2/4/2026 3:54:04 PM
‘j clientprivkey.pem 4 KB 3/24/2026 4:12:46 PM
:—l client-ssh.pem 6 KB 3/24/2026 4:13:37 PM
j crl-update.conf 1KB 3/24/2026 4:13:34 PM
=
J mtls_ca.pem 9KB 1/19/2026 8:34:16 PM
% policy-services.crl 2KB 1/19/2026 8:34:16 PM
3 policy-services.crl.default 2KB 1/19/2026 8:34:16 PM
‘L‘ privkey.pem 4KB 3/14/2026 8:17:09 AM
i—l server.pem I 3KB 3/14/2026 8:19:20 AM
U server-ssh.pem 6 KB 3/24/2026 4:13:37 PM

ETLSEFHIE#H 1TX15.5 EKUR &E

£Ex155L , BIAT — N CLIG SRR ETLSEFHRANYT BZEHFEM(EKU). BRIAMERON’,
TS EEExpressway OB & E B

R EA KR EFTE B ExpresswayfI AMESIP TLSHERE, ( BEABFEFiwhelloiEH ) . HITH
“ON"BY , X RRETLSKEFRUENIEPPREEEETFIREKU, MRXHA , MSEdRE ; BR
, MRRZ[/EKUEETIERF , MEaWHEBTRE,

xconfiguration SIP TLS Certificate ExtendedKeyUsage®® &&= : FF/5< :

)
AR MRERBFLWILED , N FEEFFIREKURCSREITE R ( AHCAZRIEBHR



By , MEEZEFFWIERFME EFoh EARIER, Bt , BEERFBIZBECSRER
MIERHBELITERTFWEKU ( AIERATACABRAZFIREKU ) .

QE/T_\:

=
M o

HEZHNEFIRIERFR LECSRERILES (RDEFIREKU ) B, tHEIRBR A

D
CISCO Cisco Expressway-E

Status » System> Configuration » Applications » Users» Maintenance »

Client certificate
i . Invalid certificate: The file provided does not have a client usage attribute. Services requiring mutual TLS may not work.

i, Waming: The CSRF Protection status is automatically enabled after the software upgrade. We recommend keeping CSRF protection Enabled. To change it, please log in to the CLI.

Client certificate data

BR , MRERBYRSF[LERFELEANEBTRSFIH/EKU ( TEFIREKU ) MIEH |, HiEFE LA
REF|EBXHEERNEFRIES , WIEBHEFBEFRIEBE#ER. TEEExpressway-Edge b
FAMECAZRIEPNER R AJ UL R MUY AR S SREKUM AR S5 8R1IE B 17 B HI 2| & P iR iE B 176,

Server certificate
T w1 Waming The CSIF Prolection status is automatically enabled after the software upgrade. We recommend keeping CSRF protection Enabled To change £, please log in to the CLI

Server certificate data

Show (Gecoded) mgﬂu”

Dec 24 2027

RICKY200-TMS-CA

Reset 1o detaul server certiicate |

Certificate signing request [CSR)
There i5 no certificate signing request iIn progress

mm]

Upload new certificate
Browse... | No Me selecled i Re-use cument privabe key [}

Browse... | No Sie selected

ZMEFEFHE  ZIOBBAR



BT IEEExpressway EERMERFMH , AUEESMEREERAR.

KH1HR

HExpresswayMx15.4=x15.5 2 BIARE , WERNE, x154RAFPHPINEIERHFEFBFHE2)D
EPFEEFP. Ex15.5FFPinMRSESeFL , WEBHEE,

ExpC x15.5 ExpE x15.5
Client cert = Certificate copied from server certificate store I I Clientcert = Certificate copied from server cert store
Server cert = Certificate carried forward from x15.4 post upgrade = ==eeeeeae UC Zong =eeesesssnnnes Server cert = Certificate carried forward from x15.4 post upgrade
Where: Server certificate = Client certificate | Where: Server certificate = Client certificate
| - — |

S22 HEERESS5 EREMIES (ARLEFESIH ) ot

CA 1 =AEBCA

CA2=1#CA

EETRHOES |, ExpresswayZ O EHMNHCA 2 ( 20H#CA ) EE MRS BREKUK & P iHiE B F{X
HCA 2 ( AHCA ) EEM RS BBEKUM RS BFEH., [ , Expressway EEHBHCA2 ( o0&
CA) ZEMREZB[/EKUNEFIRIEBAMNAHCA 2 ( AHCA ) EEMREZBEKUN IRE BFIEH,

BExpC x15.5 ExpE x15.5
|
Client cert = Server EKU by CA2 Client cert = Server EKU by CA2
r— )
Server cert = Server EKU by CA2 Server cert = Server EKU by CA2

T

R ExpresswayiZ O IRGEFIEBEEEFFIKEKU, S—BEZFBXIE, MRA , IIWebRTCRETR
#IEM, BRExpresswayZ ORES[|IIPEEEFIKEKU, XEAFEERIRKBLHCAMFIEIL
PHITEEANELEARS, BT AHCATIERFRIERZFIKEKU , E—BEFBXENENE
MRS

EBCEUCK , — MRIRIEE HiER <M Expressway ELWEKUR E, LTS ERUCKE, B2
, SSHRRERIFIEFNRED. MNSKE , 2222 F SSHRZE RS FEERIEE FIEKU,



MRAZE F % EZMWebRTCREIIEEREIEH ., BUBETRBAFERAIBCA,

PUEE SN

« ZExpressway E L FIEKUK E ] “ON"8t
 HExpressway®U EH & P im F AR 55 28 L B X BB IR S5 88 EKUEBY
« UCKIFIRASEXM

T£Expressway-Edge ExtendedKeyUsage R &,

xconfiguration SIP TLS Certificate ExtendedKeyUsage® &&=, : FF/5:

-

S—BEXENE :
Hew| Dekic| Seledal] Ucec M Hice generaied dems
admin Rt wime vesiic 1224187 O0OTE4S30 X155

57 Lavel="1" UTCTime="2026 0329 06:54: 30 530"

"TLS" Level="1~ UTE

A="TLS" Lavel="1" UTC

5" Level="1" UT{
Level"{®




A= 2= 452

« YExpressway E_EHEKUR &4 F < RS EY
« HExpressway#/ LRV & P i MRS 2/ UEB R B RS 250
« UCKXHEIRASNACTIVE

X Expressway E_EFIEKURK &,

xconfiguration SIP TLS Certificate ExtendedKeyUsaget B 3, : %]

BENGE—BEKX :

| Seweciaa Vide gerer ated doem

[

admin Rcad-rie Pt 1227 18T GOTE4SID X155

{ER , sshEEE AKX :

v
Status » System» Configuration » Apphcations » Usersy &
Unified Communications SSH tunnels status You are heve: Si21ss * Unified Communications stalss » Unified Communicaiol

L Warning- The CSRF Protection status is automatically enabled afler the softwane upgrade. We recommend keeping CSRF probection Enablied. To change il please log info the CLI

555, federation.com Faded

Permission denied

Faiked

ExpresswayE# HE :

2026-03-29T12:33:12.384+05:30 ssh: Detail="ssh: connect to host smartslawsrtsartsgi22222hort 2222: Connection timed out" Level="ERROR"
2026-03-29T12:31:56.811+05:30 ssh: Detail="ssh: connect to host smartslavsmartst 22222Cport 2222: Connection timed out" Level="ERROR"
2026-03-29T12:28:56.519+05:30 ssh: Detail="ssh: connect to host smartslavsmartst 2222Zonort 2222: Connection timed out" Level="ERROR"

2026-03-29T12:28:24 476+05:30 ssh: Detail="ssh: connect to host smartslavimairtst 222222: gort 2222: Connection timed out" Level="ERROR"
2026-03-29T12:27.52.445+05:30 ssh: Detail="ssh: connect to host smartslavelast smit 2222: port 2222: Connection timed out" Level="ERROR"




FM2. 1IN RBI

CA 1 =AEBCA

CA 2 =1#CA

« HeExpresswayB /O EFimiEHHCA 1 ( AEBCA ) £EHIE , B n/IRFI|/EKUE S
« Expressway® /O IREEIEPHCA 20 HCAZXE | N EFERSI[EKU,
 Expresswayil & RSS2 L P HCA 20 HCAXE | N BIERSIREKU,
+ Expresswayil & F IRl HCA 20 HCAXE | N BIERSIEKU,

ExpC x15.5 ExpE x15.5
] r
Client cert = Client/Server EKU by CA1 Client cert = Server EKU by CA2
---------- UC Zong---------

Server cert = Server EKU by CA2 Server cert = Server EKU by CA2
| .

BRHER—IEIRE, FREKURERKZENON/OFF , —BEXEMSSHEREHRSENE
RS, MRAE i T,

Expresswayll ZEKURERXAXE R FHTEE, ExpresswayB /O & P IRIEHEEEFIHEKU:

Expressway#/i L FISSHPZE AL TSEBIRA -



e
CISCO Cisco Expressway-C

Status > System » Configuration » Apphcabons » Users» Mawntenance »
Unified Communications SSH tunnels status You
|¢wmm=mmnm amer the Ve wend CSRF To change it, please 100 in 1o the CLI
‘Status Tunnel Created
smartsiave VIKOUILa Com tomeat com Actve 2900/2026 OT-21:27
SRS VIKOUSLE COM 555 TeOeraton Com Actve 200W2026 0T 1926
N, X \ : - AY .
Expresswayill % - #ISSHBRE AL F5EZIRA -
Hmm
CISCO Cisco Expressway-E
Status > Systom » Configuration » Applications » Users» Maintenance »
Unified Communications SSH tunnels status
\i_; ‘Warning The CSRF Protection status is sulomabcally enabled afer e soffeare upgrade. We recommend keeping CSRF protection Enabled. To change &, please log in 1o the CLI
Target Domain Status Tunnel Created
vislc fomeat com At 2002026 072127
vesBe 555 federation com Actve 2902006 07:19:26
Y : [\ RY : _— .
S —BEMRAREIRSRED :
\Czo0e MRA Unified Communications ¥aversal 0 0ps on Actee INO 36a0Ch 15 Contigured YViewEat |
ew| L] Sckca] o] e genened tems
ot ST Ac e RESGWRE Sytor Bosd nae wESBE Syulem bee 1258 IST anguage en_US SN ODTELS20 Version X158
Ll > Ll
- Expressway-Core® F il BB R FB|EKUR & P IREKU,
N s
- Expressway /0BRSS5 85 EF R B RSREKU,
M Certificate »® § W Certificate b 4
Name
General Detals Certification Path General Detals Certfication Path
¥ Yesterday
| loggingsnapshot_vcs8c_2026-03-29_07_30, Show: <Al> ~ § Show: <Al> -
| xstat_dump_vesBe_2026-03-29_07_30_00.t Feld Vaie i Fekd Value
xeonf_dump_vesBe_2026-03-29.07_30_00t | [-]subject duster. s.com, TAc, Cisco, KA,... [Jissuer RICKY200-TMS-CA, RICKY200....
gmig, RSA (4096 Bits) [ alid from Sunday, March 239, 2026 11:4...
[ xstat_dump_vesBe_2026-03-29_07_30_00.x¢ Elrubickey 0500 _E_'h'dd o Tuesday, March 28, 2028 11:...
b ca_vesBe_2026-03-29_07_30_00.pem El'hl'l!ﬂ Key Usage Server Authentication (1.3.6.... | L_m duster.s.com, TAC, Cisco, KA, ...
- - & ]subject Altemative Name  DINS Name =duster.s.com, DN... - pubkc key RSA (4096 Bits)
» client_vecsBe_2026-03-29_07_30_00.cer ] [ | subject Key Identifier OeTde 11525e4a9fa6 2eea362. .. [ Publc key parameters 0500 ’
| Autharity Key Identifier KeyID=d41eble Teecf535F7F1... Enhanced Key Usage Server Authentication (1.3.6....
W server_vesBe_2026-03-29.07_30_00.cer %r‘m I'l-elrhK?UmM I‘l':'m Mitbring b D Miety Sl hviact Sltarnative Name MG Mame mrbicter 5 cnm TN
e xeonf_dump_vesBe_2026-03-29_07_30_00.% I caton (1.3.6.15.5.7.3.1) lwmﬂmhﬂt\m jon (1.3.6.1.5.5.7.3.1) I
iCient Authentication (1.3.6.1.5.5.7.3.2)
Exprassway cora
client certificate Exprassisy core
Server certificate
Edit Properties... Copy to Fle... Edit Properties... Copy to Fie...
oK oK




MRAZ P im & FH T4 :

&) Cisco Jabber

hanu@

&) Connection Status

Cisco Jabber

Version 12.6.1 (234403)

Softphone

Satus Connacted

Protocol s1P

Address 1010675162 [CCMCIP - Expreszray] [IFV4)
Device CS5FHanu

Lire TIrF

Deskphone

AR ERAER
BN L,

Sotus
Protocol

Address

Mot connected
CTl
[CTT) [(Unkncewen)

Cwtiook address book

Status
Protocol

Address

Directony

Sotus

MRAMWebRTCHREEZ1THIEH HHVEKU,

U3 EAEHCAZEMAILS

Last connection successiul
MAPT

Cwtiook [Unknown)

Last connaction successiul

© 2 LEZRBFIE TSR



CA 1 =AEBCA

CA 2 = 3CA

ExpC x15.5 ExpE x15.5
1 [
Client cert = Client /Server EKU by CA1 Client cert = Client /Server EKU by CA1
--m-mm-o-Traversal Zone---------

Server cert = Client/Server EKU by CA1 Server cert = Client /Server EKU by CA1

|
T

EFRMH3F , MBIEHARZBCACANZER,

- HExpressway-EX HHTLSIE#ZR , CA1R/FRFEESZHEAERIR, WREHEEIEST
AW LETHACAILES |, MTLSEZEFAK.
« MRABIEBFTEOSEEFMHTD , MRATFIRREBIEPAESHEEO,

%t 4:Expresswayil & E BN B ERFI/EKUMY 2 FHIEH

ExpC 1155 ExpE x155

Client cert = Client /Server EKU by CA1 Client cert = Server EKU by CA2  copied when chosen “Upload server certificatefile as client centificate”
Server cert = Client/Server EKU by CA1 sewvnonens TTAYEISAL LONGrersnns Server cert = Server EKU by CA2

E& M4 | Expressway OB P in MRS EFHEPR 2(CA)RIPCAX R , HEAEFHMERSEES
EKU#B1ZFE, Expressway EFREZRIPRLAHCAZ R , HEREREB[EKU, RE[IEPEFE
BEPIRIEREFEEEX , &R EERS[IEDXHEIEFIRIESR,

B

EZM4F | UERIFEITLSERER , 1R Expressway -EXIETLSE Fiwhello , xS AEREF
FIREKURE (AABEFRIEREEEF RS HRIEEKU ) , BUTLSEZERK Y,

..|

BREAFHENEARS  ERZTUARESHFAER , ERETRNEBRAR , TEWER
BER. R , FELINER/R :

- #IRExpresswayZETLSEFHERAE S , MEFHIEPEMENER,
« #IF ExpresswayfE TLSIEF B R 7 RS 85 ; RS BJULP & RE T F4K,

XNEEE LM LEN AR —BETBKT



m=EA

FF AT | Expressway E 5 Webexi#t {TMTLSIE F HRHR M EF P IRIEB,

Webex£ Y M S5y

[ il 5i Jabber -4 CUCM -a Exp Core —a Exp Edge —a Webex R4l

10.106.80.31= Expresswayil £

163.129.37.33 = Webex

2026-03-24T11:54:26.106+00:00 smartslave tvcs:UTCTime="2026-03-24 11:54:26,106"
Module="network.sip" Level="DEBUG": Action="Sent" Local-ip="10.106.80.31" Local-
port="25002" Dst-ip="163.129.37.33" Dst-port="5061"

Expressway Edge B4 £ f it F 515 (2f0000004c869¢77¢898 1becde00000000004¢) HY & I~ iiw ilE

o

Expressway EdgefE TLSTH & H €] [8“Webex” &KX % Fifhello , RFAIEE FIRIEP,

[ %1 52f0000004c869¢77c8981becde00000000004c:

1. Expressway EdgefEmTLS 1 & [8] [6“Webex” & % & F ishello(pkt= 13699).

2. Webex[B Expressway Edge(pkt=13701)% % Bk % 85hello,

3. Webex & Hif $ % 3% F|Expressway Edge(pkt=13711)s

4. Webexid 3K Expresswayill £ iif £ “CertificateRequest”(pkt=13715),

5. Expressway Edgeff Hif # & 3% F|Webex(pkt=13718),

(REEH)



| 13800 2000-03-24 17:2%: 10701700

LIS D038 17138 RRETTY
LIP0 6018 17 25: 20, W05
BITEL HERE-40-34 1705 10, PRI
LIPEE SOE-80-34 173530, WY
LITRN JOE-R0-18 17510, WiT0e
LIPEE SRE-A0- 38 17125 0. WIS
LI 038 1735 0. WTLEY
LIPS SSE-D -1 17035 L SSTIN
LIPRT HbE-43-24 17: 220 WY
LT HE-0-18 17138 L BSTLTY
LT 6328 17:25: 0. WETIM
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