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https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-0-2/mra/exwy_b_mra-deployment-guide-x1402/exwy_m_requirements-for-mra.html#reference_2C1EF8C7A63423F6EDC79897B4CD770B
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-0-2/mra/exwy_b_mra-deployment-guide-x1402/exwy_m_requirements-for-mra.html#reference_2C1EF8C7A63423F6EDC79897B4CD770B
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-0-2/mra/exwy_b_mra-deployment-guide-x1402/exwy_m_requirements-for-mra.html#reference_2C1EF8C7A63423F6EDC79897B4CD770B
https://tools.cisco.com/bugsearch/bug/CSCwa12894

Information X

If TLS verify mode is enabled, the
Unified CM system’s FQDN or IP
address must be contained within
the X.509 certificate presented by
that system (in either the Subject
Common Name or the Subject
Alternative Name attributes of the
certificate). The certificate itself
must also be valid and signed by a
trusted certificate authority.

Default: On

IRZ514.0.8 R ESRA LRITH

MX14.0.8MrAFF 15 , ExpresswayfRF e BE RERS R/ A EHHNEFMNHTTPSIERNITTLSIER K
iE, XEKE , EAXICUCM/IM&P/Unity T SUE[E] , HTLSKIEENIRE N KA"HT , EHEMIT
WRE, MRBIEXM , WTLSEFFaTK , FEBEREAW , XAgeSTheEEX , HlIINTR,

WERAER TS B FTAM, A, BTLSKIFERZEERITF N , ©HTRIEFEEESEE
BT (MEEMTREIFTR ) o

Expressway 8 CUCM/IM&P/Unity 17 R4 2 # #8415 IMRAS RS 2B % Ff o

https://www.cisco.com/c/en/us/td/docs/voice ip comm/expressway/config quide/X15-
O/mra/exwy b mra-deployment-quide-x150.pdf

Certificate Requirements > Certificate Exchange Requirements

B FExpressway-Core MICUCMZ B FBE AN K E TIX LAY, , KIAR
1. EWFHCAZEMIEBATBIMEEILFE.

2.8 M Unified CMEE SIS EExpressway-CiEf, X FEMNEE | FHAR

- MRBAEBEEGER — SIUFExpressway-Cil $ Z % ZlUnified CM L #ICallManager-trust#
Tomcat-trust?Zfi# X o

- MREABEER — BIUFExpressway-Cil $ E & W IRCAIEH Z % F|Unified CM L
CallManager-trustflTomcat-trustiz#& X, A5 , EfENUTHASE : - TomcathR S
CallManagerfgs5- HARE RS ( iR ETomcat EFERATLS ) o

fEExpressway — #/0 £ |, BRRELATEE :

+ Expressway-CAIEFEENUnified CMFIIM and Presence RS B 1R HHVIEH,


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-2/mra/exwy_b_mra-deployment-guide-x142/exwy_m_requirements-for-mra.html#reference_2C1EF8C7A63423F6EDC79897B4CD770B
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X15-0/mra/exwy_b_mra-deployment-guide-x150.pdf
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X15-0/mra/exwy_b_mra-deployment-guide-x150.pdf

Expressway-CH{EEF LM BIERCAILES , ATZERMBUCEEH Unified CMFIIM and
Presence Serviceif$,

~
AE  BRNE R T X FExpressway-Cil W R Al CAUE F = 5E B CASE & M1 E Cisco

Unified Communications Manager(UCM)#J Tomcat-trust#CallManager-trust%| &k & , BIfE
UCMEFZL£EBXTET,

FEE — S4RSE 85 (UCM)IERIEFET , Expressway I RERSS[BREMAEKEHIER, XEF
KEA FBR8443 250w 0O (0 |, 306971, 6972% ) LETHRS . BIEUCMALFIELZ &
X, Xt SRTIERRIL,

1£System > Server R ICUCMitb ik #9 75 = #£ Configuration > Unified Communications > Unified
CM servers/IM and Presence Service nodes i iExpressway#/4 EFICUCM/IMPRY 2 EIEF E

EMER.

IR AEFAFQDNIRIICUCM |, MA R EH A DIPH L, MR KIMIESystem > Server FARMT
CUCMPER EHA/IPtbiE

FETLSIEFHIE , TLSRIETH AN , 3 BT 27EExpressway-Core LR ICUCMEE

LE B & RN EHAEBICUCM:

ECTA LS T EREREERY Cisco Unified CM Administration ~ | Go
About

alial,  Cisco Unified CM Administration

€I5€Q  por Cisco Unified Communications Solutions

ccmvadmin Logout

Systern ~ Call Routing Medka Resources = Advanced Fealures = Device ~  Applicaion =  User Management = Bulk Administration =  Help «

Find and List Servers
O Add New

Status
[@ 2 records found

[ Sarvers (1-2of2) Rows per Page 50 ~

Find Servers where | Host Name/fIP Addrass ~ | begins with ~'| Find || Clear Filter || 5 | ==

Host Name/IP Address * Descrigtion Server Type

cucm pubnew. tomeat.com 10.106.79.166 CUCH Veice/Video
jcucmsubnew tomcat.com 10.106.79.166 CUCM Voice/Video

L E R EATLSKRIEE K =4TFF (ON)# FQDNFEExpressway-Core £ R iKY CUCM:

—_—

Stalus » System» Configuration » Applications » Users» Maintenance » 7 Heky o Logout
Unified CM servers You arg hére: Configuration + Unified Communications * Unified CM sérvers * Edit
Unified CM server lookiup
Information E]
Unified CM publisher adress
I TLS verify mode is enabled, the
Uige # * | cormvadmi i Unified CM system’s FQDN or IP
address must be contained within
. the X.509 certificate presented by
that system (in aither the Subject
Rl Comman Mame of the Subject
Alternative Mame attributes of the
AES GEM sispp oft ~| 1 certificate). The certificate itself
must alse be valid and signed by a
SIP UPDATE for seasion refresh of ~ | & trusted centificate authodity.
ICE Passthrough support Off i Defaul: On
Save| Deleie cane-all
| Currently found Unified CM n
Name UCM Version Zone Protocol Zone Status Role

CUCMBUDNEW IOMEal Com 15.0.1.12000(234) TGP TCP: Address resalvable Subscriber
“"cucmpubnew.lomeat.com 15.0.1.12000(234) TCP TCP: Address resolvable Publisher



X142 5| AT —MNEXR , ZEXHETLSEF (FRHMEW ) HEUTEN E&INFETESE,
XERTFARRE , HEEHRHARESBENNTLSIEE, TR , ETLSEFHRA R 28

, B RMCUCMIRELCisco Tomcat= Cisco CallManagerif ., B2 , A4%E , ©#FRECDSAT
& ( LRSAEZ£HHBEKR ) , Cisco Tomcat-ECDSAE,Cisco CallManager-ECDSAIE A LAH
HICAZE , Al MXHBZRIUERER (BRI ).

WRBEIRTURF E R HIEBKEEMR , B EEBURFExpressway X14.2.1 kR 4<% B8 A AT R 89 F+
PEE, MimMES 2 , B LA MMaintenance > Security > Ciphers P EE SN ZBIREEHET
ECDHE-RSA-AES256-GCM-SHA384, MIR&E , N HEEFHHECDSARE M T 2RSAEE,
MRR , WEEEE—HNITH , HPRSAEGESHLER.

T—IMREHEER L REE P ikHelloP TLSHEE S B Expressway & 0 B & FECDSAINE S |, #IF
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 H iz 21 5 25 (CUCM)TE BR S5 25 HelloH ik %
, BATLSIHESFEATER RN :

ROOT CAUER Tk B M B85 AV SSPRECDSAIEH , BIEXFER T , CUCMAKR L3R EExXpresswayfg
EF#E L,

~ TLSv1l.3 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (8xe381)
Length: 512
v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 583
» Version: TLS 1.2 (@x@303)
Random: bE82e6720580ae3fRddeBbdedSdSadaZfbibl40eT20e5a75F4471cdfc2S57B4cFE
Session ID Length: 32
Session ID: blBbBOA2E7alceShecl@B87470F608423ddccdb71@F276dFFoSeSFfaf6l3ed716d
Cipher Suites Length: 66
w Cipher Suites (33 suites)
Cipher Suite: TLS_AES_256_GCM_SHAZEBL (@x1382)
Cipher Suite: TLS_AES_128 GCM_SHA256 (@x1381)
Cipher Suite: TLS_CHACHAZe POLY13D5 SHAZSH (@x1303)
Cipher Sulte: TLS ECDHE RSA WITH AES 256 GCM SHA3B4 (Bxc@30)
|Cipner Sulte: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA3IB4 (@xcB2cC) ]
Cipher Suite: TLS _DHE_DSS_WITH_AES 256 GCM_SHA3B4 (@xBdai)
Cipher Suite: TLS_DHE_RSA_WITH_AES 256 GCM_SHAZE4 (@xBa9f)
Cipher Sulte: TLS_ECDHE _ECDSA_WITH_CHACHAZ8 POLY1385 SHA256 (@xccad)
Cipher Suite: TLS_ECDHE _RSA WITH_CHACHAZO POLY1385 SHA2SE (Bxccal)

HNE , BB A LUE R Expressway i3 , MEECDSATRE L.

1. B K INGCM-Sha384F A SSLFERF RIS HSIPEZT,

2R+ A EREBIHZEDEIRI , SUMINEAKAZERECDSA,

55 : "EECDH:EDH:HIGH:-
AES256+SHA:IMEDIUM:!ILOW:I3DES:IMD5:IPSK:!leNULL:!aNULL:!aDH:+ECDSA"


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/release_note/X14-2-1/exwy_b_cisco-expressway-and-telepresence-release-note-x1421.html

3. FECUCM LR INZBZECDSAIEH IR M B CAUEP , RIEExpressway S EF M LFNTomcat-
ECDSAIEH ( EEBRT ) o

B K6 ATHEBRAERNER. ARE , MRATRE TSN , I TACKIUINIT Bl H 52 B 89 #F R
FE, FREHMERE T,

BEATLS 1.3095| A , EWiresharkh# & 3R AV UE 215 F N3

x15.3M A& EITH

S FSIPED |, BAILUEREEARSAHECDSAEE,

X15.x TLS 1.38%E M. MIFZAMR , RSAREZEE{MR TECDSA, MEHREIx15.209%F 7 AJ UL R
RSAMECDSAR A Z RER L an T

xConfiguration SIP Advanced TlsSignatureAlgoPrefRsa: />
TissignatureAlgoPrefRSA{XESIPE O EBTLS 1.308 AN

xConfiguration SIP Advanced SipTIsVersions:"TLSv1.3"

N
EE MNUER , XNEATSIPEND, 8443 LW R ERS B MTomcatTEEMRIFAT

, JNBI SR

1EERSART , Expresswayf“& F gL i [ CUCMRIZN ZRBRERFER N TH,

- XAREL : rsa_pss_rsae_sha512(0x0806)
- XL EE : rsa_pss_rsae_sha384(0x0805)
- XZE % : rsa_pss_rsae_sha256(0x0804)
- XEE L : ecdsa_secp521r1_sha512(0x0603)
- XEE L : ecdsa_secp384r1_sha384(0x0503)
- XEE L : ecdsa_secp256r1_sha256(0x0403)

B HAMBL B S fEEnterprise Parameters > Security Parameters T 5 CUCM L& RN TLSZ 1S &L
&t E T4,

TLS Ciphers * All Ciphers RSA Preferred W All Ciphers RSA Preferred

ok, BICEEM R , FEExpressway-CHICUCMZ BB TLS 1.3#{THMAITLSEFHIE |, DU
AEHPCAPHITEHINHIRTRIFERR, EATACH , BEEEAXLRER , J«,{{EQH#?TEI]H:}/EW
AY SR IR AR T PR HERR

xConfiguration Logger Developer developer.trafficserver.http4k 3 : "¥&ig"
xConfiguration Logger Developer developer.trafficserver.http_trans& 5l : "i@is"
xConfiguration Logger Developer developer.trafficserver.iocore % 5l : "i@id"



xConfiguration Logger Developer developer.trafficserver.ssIg 3l : "@ix"

ZHCallmanagerEZ M BRFHEEZE—NMEBRNTHRER

HECUCMLEEFERAIEHE , FRBAEZIL,

MCUCM 14.0FF %8 , &7 LU Tomcatfl Tomcat ECDSAIE # E # A #ECall manager#Call manager
ECDSA,

Tomcatif A LA4EH Callmanagerit B ES
Tomcat-ECDSAIIE 7] & A 3 Callmanager-ECDSAIE $,
XILEFEER BB,

1. CUCMEMZANRFSMELR —MEH |, KB EIEFHHI KA.
2 RADIEREE,

3. MR IEFEEEExpressway-Corefs E7F# £ £ 4% Tomcat/Callmanagersi Tomcat-
ECDSA/Callmanager-ECDSAIEH ( HTFEARE ) , e RAREFELEN—MIEH, FFEME
BIMCNEMAE ( AXHEEH TR ).

N
EE . REYTomcatfTomcat-ECDSAR ZFE#XIEBE , TLEEFEHILP,

Post Reuse, Callmanager#Callmanager ECDSARSE ZHEBECUCMEEEHE EF T, EaJLL
BYETUTHSMCLIRIEERESFEM :

show cert own CallManager

show cert own tomcat
ENFEALEPNSE

IEfE 4 K Tomcat CSR pub add,



Certificate Details for cucmpubnew-ms.stark.com, tomcat

Eﬁg Regenerate (3] Generate CSR m Download .PEM File m Download DER File

—Status
@ Status: Ready

— Certificate Settings
Locally Uploaded 06/09/25
File Name tomcat.pem
Certificate Purpose tomcat
Certificate Type certs
Certificate Group product-cpi

Description(friendly name) Certificate Signed by WIN-9G89V8090R2

— Certificate File Data

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
48:00:00:00:04:61:fc:d3:8c:8f:a1:12:92:00:00:00:00:00:04
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC = com, DC = stark, CN = WIN-9G85V8090R2
Validity
Not Before: Sep 6 05:07:47 2025 GMT
Not After : Sep 6 05:17:47 2027 GMT
Subject: C = IN, ST = karnataka, L = bgl, O = cisco, CN = cucmpubnew-ms.stark.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (2048 bit)

Modulus: ﬁ

| Regenerate ] l Generate CSR] [ Download .PEM File J [ Download .DER File]

FAECAIES | ZIEBFERN Tomeat-trustfECUCM L & ETomcatiE .,



pload Certificate/ Certificate chain
EE' Upload H Clozse

-Status

® Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

-Upload Certificate/Certificate chain

Certificate Purpose™® | tomcat-trust i

Description({friendly name) |

Upload File | Browse... | shashaCA.cer

| Upload | | Close |

® *_ indicates reguired item.

LZFBTomcatiEB/5 , ERMRSF R LE, RERREMBIEXEKS

Upload Certificate/ Certificate chain
E—Ei Upload @ Cloze

rStatus

® Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

— Upload Certificate / Certificate chain

Certificate Purpose® | tomcat

Description(friendly name)

Upload File | Browse... | pubcucmtomcatls.cer

| Upload | | Close |

® *_ indicates reguired item.

LBTomcatiEBf5 , ERHIRS R LE. BERRIEHBHHERRS

Y ELRIES, ITRERERD , ESRHEDITE LERIES,

EFRAEEET S (UCM/IMP) L {# A CLI“utils service restart Cisco Tomcat”E #7 /5 37 Cisco Tomcat
WebfR%., EFFBUCMELET = L MACLIUtils service restart Cisco UDS Tomcat and utils
service restart Cisco UDS Tomcat’E #1837 Cisco UDS Tomcat#Cisco AXL Tomcat WebfR% .
A, EEHFT R EEFHF3NCisco DRF MasterFlCisco DRF Localff%. REBAFT R LW
Cisco DRF A1 fR 55




TomcatiE FIMAEHCAZ B,

signed
tomeat cusmpubnew-ms.stark com_51dc40F400000000000b ldenbtyCA-  RSA  Multi-server(SAN) RICKY200-THS-CA 10/23/2027Certificate Signed by RICKY200-THS-CA
signed

LA{&E 32 BP ¥ Tomcatilf P E # A ¥ECallmanagerif $,

# #Reuse Certificate,

Show = Settings * Security + Software Upgrades * Services * Help

Certificate List

E._L’ Generale Self-signed Eéi Upload Certificate/Cerlificate chain E._L, Generate CSR E.LL, Reuse Certificate

£ FHL5I R A LB TomcatH & & CallmanageriE .

Use Tomcat Certificate For Other Services
’ Finish [T} Ciose

rStatus

/ '; 5 Tomcat-ECDSA Certificate is Not Multi-Server Certificate

@ Tomcat Certificate is Multi-Server Certificate

rSource

Choose Tomcat Type® | tomcat v |

~Replace Certificate for the following purpose

CallManager

CallManager-ECDSA

| Finish || Close |
B THo
»thh [ cose

 Status

Certificate Successful Provisioned for the nodes
cucmpubnew.stark.com, cucmsubnew.stark.com,.

@ Restart Cisco HAProxy Service for the generated certificates to become active.

If the cluster is in Miced-Mode, please regenerate the CTL file and ensure end points download
the updated CTL File.

- Source

Choose Tomcat Type® | tamcat |

- Replace Certificate for the following purpose

-CallHanaqar
CallManager-ECDSA

Finish || Close |



Tomcatif $EFE 4% E A H Callmanagerif $, X ] LUBE CLIB1TIIE,

Callmanagerif$ %5 (SN):56:ff:6¢:71:00:00:00:00:00:0d

TomcatiF $ SN:56:ff:6¢:71:00:00:00:00:00:0d

NAFHITHERN SR,

BRI ENLBECDSAUES |, BAE A LAfFH & A 9 Callmanager-ECDSA.,

LB Tomcat-ECDSAIF B EBEZEEM.

tomcat L0106 79, 162 _SacabG PI00000000000f IdentityCA-  RSA  Multi-server(SAN) RICKYZD0-TMS-CA 10/25/2027Certificate Signed by RICKYZ00-TMS-CA
sgred

tomeat-ECLSA CUOMpUbnen £ ERMGIL Com AR o (i Aabitatdl e s L adag tdentitySelf-  EL cucmpuBbnew.temcat.com CuCmpUbNEn-EL. Someat.com W24/ 20ausel-signed certificate generated by system
shamad

A Tomcat-ECDSAUE P ZEmultisan CSR,



-Status

/ !5 Warning: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type

-Generate Certificate Signing Request

Eﬁ:rtiﬁcate Purpose [tomcat-ECDSA i J

Distribution®* [ Multi-server(SAN) v)
Common Name®* [10.106.79.162

Include OU in CSR |_|
Subject Alternate Names (SANs)

Auto-populated cucmpubnew.tomcat.com
Domains
cucmsubnew.tomcat.com

Parent Domain [tomcat.com ]
Other Domains ec.vikdutta.com Browse... | No file selected.
ves8c.s.com @ Please import .TXT file only.
| | [# add]
Key Type** EC
Key Length* [255 v ]
Hash Algorithrn* [SHAZSS v ]

| Generate | | Close |

EFCSREFBIEHH# L1,



Upload Certificate/Certificate chain
E;g' Upload [} Close

—Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/Certificate chain

Certificate Purpose™® | tomcat-ECDSA v

Description(friendly name)

Upload File Browse... [ cucmpubecdsa162.cer

[ Upload ] | Close]

@ Upload Certificate/Certificate chain — Mozilla Firefox —_ X

O
o PA 10.106.79.162/cmplatform/certificateUpload.do ﬁ —

Upload Certificate/Certificate chain
Gé Upload [} Close

—Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate /Certificate chain

Certificate Purpose™

Description(friendly name) Loading, please wait.

Upload File

| Browse... | cucmpubecdsa162.cer

| Upload ] | Close |

@ *. indicates required item.

10.106.79.162

LE RERRERBIEXEKRS



- Status

Certificate upload operation successful for the nodes
ouom pubnew. tomcat.com, cucmsubnew. tomcat.com.

Restart the Cisco Tomcat web service using the CLI “utils service restart Cisco Tomicat™ on all
dluster nodes (UCM/IMP). Restart Cisco UDS Tomeat and Cisoo AXL Tomcat web services using the
CLI "uhls sernce restart Cisoo UDS Tomcat and vhils sernce restart Cisco AXL Tomcat™ on all the
UEM cluster modes. Also, restart the Cisco DRF Master and Cisco DRF Local services on the
publisher node. Restart ONLY the Cisco DRF Local service on the subscriber node(s).

@ If SAML 550 is enabled, please re-provision the SF metadata on the IDP.

- Upload Certificate/Certificate chain

Certificate Purpose™ tomcat-ECOSA i
Description(friendly name)

Upload File Browse... | No file selected,

Upload | | Close

HCAZ & W TomcatfM Tomcat-ECDSA,

Bghed
tomeat 19,106.75.162 IdentityCA-  RSA  Multi-server{SAN) RICKY200-TMS-CA 10/25/2027Certificate Signed by RICKY200-TMS-CA
aghed
e ) byl i Segred by byl
signed

M FEF Tomcat-ECDSAE A 1 Callmanager-ECDSAIEH,

Use Tomcat Certificate For Other Services
. Finish [T Close

rStatus

@ Tomcat Certificate is Multi-Server Certificate

@ Tomcat-ECDSA Certificate is Mulb-Server Certificate

rSource

Choose Tomcat Type® [tgmm-EcnsA it J

~Replace Certificate for the following purpose

CallManager

CallManager-ECDSA

[ Finish | Close |

LER BRERREFBIEXRS



ﬂ Finish E} Close

—Status

® Certificate Successful Provisioned for the nodes
cucmsubnew.tomcat.com,cucmpubnew.tomcat.com,.

® Restart Cisco HAProxy Service for the generated certificates to become active.

If the cluster is in Mixed-Mode, please regenerate the CTL file and ensure end points
download the updated CTL File.

@ Restart Cisco TFTP service.

@ Restart Cisco CallManager Service and other relevant services on certificate provisioned
nodes.

~Source

Choose Tomcat T~_.f|:l||:3'c tomcat-ECDSA o

~Replace Certificate for the following purpose

CallManager

CallManager-ECDSA

Finish || Close

MCLIBEUEIE$,

Callmanager-ECDSAIE $SN:2f:00:00:00:38:80:be:cc:a8:a1:8¢e:8f:23:00:00:00:00:00:38

Not Found.

Tomcat-ECDSAUE$SN:2f:00:00:00:38:80:be:cc:a8:a1:8e:8f:23:00:00:00:00:00:38,



admin:show cert o
Certi

B FEMEXNHIRS ( BlTomcatF CallmanagerfR 5B TomceatiE$ , LAK Tomcat-ECDSAFI
Callmanager-ECDSARRSS B Tomcat-ECDSA ) £ —ME$ , EkEExpressway{EEF# £ L&
EREBTMARS (MRFELE ),

EMRAHM expressway-core LR IIUCMES |, ETLSIUE“FFB” , kAR EMIMREER S, RERM
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