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o, Time: Sowce Dessination Protocel & Port D Part Length o

122:13. 304549 146,20,193.45 172.16.2.2 3 I 50 66 5062 ¢ 1 ecrea44315393
172 2017-09-20 14:22:13. 305898 146.20.193.4% 172.16.2.2 o 48520 5062 266 48520-3062 [PSH, ACK] Seqel Acksl Wins14720 Lens200 TSval=1875187340 Toecr=444315301
173 2017=09=20 14:22:13. 305911 172.16.2.2 146.20.193.45 TR 5062 48520 66 3062-48520 [ACK] Seqel ACk=201 Win=30080 Len=0 TSval=44431540% TSecr=3875387349
o e

146.20.193,45 2802 $062-48520 [ack] Seqel Ack=201 win=30080 Len=2736 TSval=444315436 TSecr=3875387349
6..20.183.45 Ot B520 26 MMl-48320 [P 3 3T FOL 0 i 3 gCr=35;

X{E 2 Wireshark ERABRINZERIEFER . 175 SHIE IR Expressway KixZE| Cisco Webex
WIEH. BER , WRTHBRE , BLEHEEX— K, B EARTE EZRFELRE , UERE
ALERWMEFIPERURFENTMERER,

1a. FHRARREA SSL

WM ETLSIEF R |, B Kiktep.port==50623 K, AE , AREGTRINE—ITKES , A
Jai%t#Decode As... B R.

Filter:  tcp.port==5062 Bﬁm‘rﬁﬂm Clear Apply Save
Mao. Time Source Destination Protocol S Port D Port Length Info
2017-09-26 12:29:22.801586 146.20.193.7 1?2 lh 2.2 - S
S 2017-09-26 12:2¢ 801631  172.16.2.2 146.20.193.73 Mark Packet (toggle)
6 2017-09-26 12:29:22.812818  146.20.193.73 172.16.2.2 TP 39427 5062 Ignore Packet (toggle)
7 2017-09-26 12:29:22.813951  146.20.193.73 172.16.2.2 TCP 39427 5062 (© Sat Time Rafarence (toggle)
8 2017-09-26 12:29:22.813967  172.16.2.2 146.20.193.73 TCP 5062 39427 : 3
9 2017-09-26 12:29:22.842476  172.16.2.2 146.20.193.73 TCP 5062 39427 © Time Shift...
10 2017-09-26 12:29:22.842491 172.16.2.2 146.20.193.73 TCP 5062 30427 Edit Packet
11 2017-09-26 12:29:22.854838 146.20.193.73 172.16.2.2 TCP 39427 5062 i) Packet Comment...
12 2017-09-26 12:29:22.855441  146.20.193.73 172.16.2.2 TP 39427 5062
13 2017-09-26 12:29:22.856148 146.20.193.73 172.16.2.2 TCP 39427 5062 Manualky Resclve Address |
14 2017-09-26 12:29:22.886778  146.20.193.73 172.16.2.2 TcP 39427 5062 = = =1
15 2017-09-26 12:20:22.888012  146.20.193.73 172.16.2.2 Tcp 39427 5062 pply3s Fillet !
16 2017-09-26 12:29:22.888027  172.16.2.2 146.20.193.73 TcP 5062 39427 Prepare a Filter '
17 2017-09-26 12:29:22.889249  146.20.193.73 172.16.2.2 TCP 39427 5062 Conversation Filter v
18 2017-09-26 12:29:22.890429  146.20.193.73 172.16.2.2 TCP 39427 5062 Colorize Conversation r
19 2017-09-26 12:29:22.890441  172.16.2.2 146,20.193.73 TP 5062 39427 SCTP v
20 2017-09-26 12:29:22.890861  146.20.193.73 172.16.2.2 TCP 39427 5062 o Tol ha
21 2017-09-26 12:29:22.931331  172.16.2.2 146.20.193.73 TP 5062 39427
22 2017-09-26 12:29:22.948520  146.20.193.73 172.16.2.2 Tce 30427 5062 EaRow LD STeas
23 2017-09-26 12:29:22.948537 172.16.2.2 146.20.193.73 TCP 5062 39427 Follow S5L Stream
24 2017-09-26 12:29:22.948868  172.16.2.2 146.20.193.73 TCP 5062 39427 = .
25 2017-09-26 12:29:22.964782 146.20.193.73 172.16.2.2 TCP 39427 5062 Py 1
26 2017-09-26 12:29:22.965978  146.20.193.73 172.16.2.2 Tcp 39427 5062 R —— v i
27 2017-09-26 12:29:22.965086  172.16.2.2 146.20.193,73 TCP 5062 30427 [21 DR AL
28 2017-09-26 12:29:22.967140  146.20.193.73 172.16.2.2 TCP 39427 5062 2 i 5
29 2017-09-26 12:29:22.968398  146.20.193.73 172.16.2.2 TCP 39427 5062 | & Print...
1 T Show Packet in New Window
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1bIFE SIP TLS w0

£ Wireshark Bi&IHF SIP TLS i OiAE R 5062 g , EBAIUBREXEBEFNMEFHAESE ,
FREBER. BHRITUTREHTHER :

. ¥TFF Wireshark

- S EIgRE > BIEm

- BRI, Hi%kdE SIP

- fF SIPTLS i A& E N 5062 , RERHNA
-mﬁmﬁ,ﬁMEmF,HﬁE&@wmo

SIP TCP ports: | 5060
SIP TLS Port: | 5062

Display raw text for SIP message:

WMREDENHEBNBIREITON , ELFIBIES 169-175 EFEB, BIEST 175 71
Expressway E iE# , HEMBRAEERES , BAILFREFNLHFMAES (WEMATR) .

||||||

Mo Tima Searce
AGH IQAT-0N-T0 14 ITAFINEAT 146, 20, 18145
1

2. Wiresharkid &

ED BRI ERT , FREFRAELTERRIURINAKERFESIH, BEETHREREBNMNB
HRERR | J«X{Ef’d’iﬁ'éﬁ%ﬁ Wireshark #1738 , NE R WEE‘EE%‘E& LUTR-EEIH
Wireshark 3885 , TTSAHARIREVEX NG TLS EFMFMAEE

. tcp.port==5062
. ssl && tcp.port==5062
- ssl.handshake.certificate && tcp.port==5062

3. MPcapiZBUIEF

B, BEUREEEREUES ( RFER. BHAE ) WEIAR, MEFAETEHE LK EE RIE
+ f&’?TMIE%M%&E@ﬁ%%qJEHﬁE:FBO LT EAEXRNMAIRENGE TLS #BF HIRMM Cisco
Webex IEH I L,

1. {£ /4 ssl.handshake.certificate && tcp.port==5062 i ;8 B IR

2. ®EIkK B Webex R a5t HEEER "2 N AN PHEHIES,

3. ERBFEEBERMEES  EARLEREFE> TLSER>EFHISCIUER., FE  IPHTHNEE
IB&RE—MERZIR CA,

4. GREHRNBWIES  ASEESHMEBRBEIFY... (WEFAR ) .



@ Filter Capture @

— Selected Packet
Fiiter | sci handshake. certificate B top ports « 5062 = | Expression... Clear doph;  Save
Ne. Time Source Destination Protecol 5 Port O Port Length Info
260 2017-06-13 18:31:38. T19606 108.101.251.5 172.17.31.10 TSV 2 5062 28351 776 server Hella, certificate, ser @y Exchange, certificate mequest, Server wWello Done
721009 172.17.31.10 198.101.251. 5 TLSVL. 3 28351 5062 2222 certificate
104,239, 149,135 172.17.31.10 TLSV. @ 5062 28352 776 server Wello, cervificate, Server Key Exchange, certificate Request, Server wello Done
172.17,31.10 104,239.149,135  TLsVL.: 28352 5062 2222 Cartificate

TR 7
certificates Length: 5550
certificates (5550 bytes)

certificare Length: 2338
0 CArTATICALE (10=-aT=CommonName=1251p=C1a=01. C15C0spark. Com, 10-aC=0r QAN Z4T1 (GHNANE=C 1500 SYSTEMS, 1nG. ,10-at=10

OV NCRNAmE=CA , 16 AT = COUNLT yNaR@sLIS )

certificate Length: 1736
4 cortificate (id-at-commonnames=HydrantID SSL ICA GIy
cerrificate LM-g!h: 1467
@ certificate (id-at-commonName=Quovadis Root €A 2,1d-at-orgafrs

7 wandshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12}

-at-organizationname=tydrant 1o {avalanche ¢loud corporat)

tionName=quovadis Limited,1d-at-countryNases=gm|

sngth: 397
oiffie-nellman Server Parass

Ishake Protocol: Certificate mequest @ Right-click and Export
indshake Type: Cervificate Request (13)

mgth: 34

srrificare Types count: 3

srrificate types (3 types)

gnature Hash algorithas Length: 26

Eport Subetud Pockt Byt |
Edit Pacoet

5.8 X5 cero
6. MR IFHY S LTI AE , B AR,

Certificate @

General | Details | Certification Path

|_H Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer

» Proves your identity to a remote computer

* Allows secure communication on the Internet
»2.23.140.1. 2.2

e 1,3.6,1.4 1.8024.0,3,900.0

*Refer to the certification authority's statement for details.

Issued to: |Zsip-cfa-01.dscospark. com

Issued by: HydrantID 55L ICA G2

valid from 11/ 16/ 2016 to 11/ 16/ 2018

|Install Certificate... | | Issuer Statement |

Learn more about certificates

Cox



4.A#EExpressway H H i R4 7l

Expressway EERANA AR BEICRER | XA UBBEEFH T , E£25IEHET Expressway
FrITHIESE -

- developer.ssl|
- developer.zone.zonemg

MNBRT , XERSERIZERN INFO £ 3, = HEERIZEN DEBUG RHlat , &0 A& FiE
BRMUWEAES | URFRERSIBAN XS, XEHEHSRAFUBRSEX.

Expressway E X} Cisco Webex fRSSEFIEFHIT SAN #0 #Y Rl

2017-09-22T711:11:19.485-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,485"
Module="developer.ssl" Level="INFO" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(1974)"
Method="::ttssl_continueHandshake" Thread="0x7f576cbee700": Detail="Handshake in progress"
Reason="want read/write"

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564"
Module="developer.ssl" Level="DEBUG" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(1960)"
Method="::ttssl_continueHandshake" Thread="0x7f576cbee700": Detail="Handshake succeeded"
2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564"
Module="developer.ssl" Level="DEBUG" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(1629)"
Method="::TTSSL_retrieveCommonName" Thread="0x7f576cbee700": Detail="Found common name in peer
certificate" CommonName="1l2sip-cfa-0l.ciscospark.com"

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564"
Module="developer.ssl" Level="DEBUG" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(l654)"
Method="::TTSSL_retrieveAltNames" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="1l2sip-cfa-0l.ciscospark.com"

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564"
Module="developer.ssl" Level="DEBUG" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(l654)"
Method="::TTSSL_retrieveAltNames" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="1l2sip-cfa-01l.wbx2.com"

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564"
Module="developer.ssl" Level="DEBUG" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(l654)"
Method="::TTSSL_retrieveAltNames" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="1l2sip-cfa-0l-web.wbx2.com"

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564"
Module="developer.ssl" Level="DEBUG" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(l654)"
Method="::TTSSL_retrieveAltNames" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="l2sip-cfa-web.wbx2.com"

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564"
Module="developer.ssl" Level="DEBUG" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(l654)"
Method="::TTSSL_retrieveAltNames" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="callservice.ciscospark.com"

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564"
Module="developer.ssl" Level="DEBUG" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(l654)"
Method="::TTSSL_retrieveAltNames" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="callservice.call.ciscospark. com"

Expressway E & MTL EZB 51 E] Cisco Webex JB& DNS XiE# R

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564"
Module="developer.zone.zonemgr" Level="DEBUG"
CodeLocation="ppcmains/oak/zones/ZoneManager.cpp(1226)"

Method="ZoneManager: :getDNSZoneByTLSVerifySubjectName" Thread="0x7£f577£0a0700":
this="0x56408f£f81220" getDNSZoneByTLSVerifySubjectName classified subject name
callservice.ciscospark.com into DNS zone Hybrid Call Services DNS



2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564™"
Module="developer.zone.zonemgr" Level="DEBUG"
CodeLocation="ppcmains/oak/zones/ZoneManager.cpp (1183)"

Method="ZoneManager: :getDNSZoneByTLSVerifySubjectNameList" Thread="0x7£f577£0a0700":
this="0x56408f£f81220" Detail="Searched for DNS Zones by Subject Name" Found="True"
Candidates="12sip-cfa-01l.ciscospark.coml2sip-cfa-01.ciscospark.coml2sip-cfa-01.wbx2.coml2sip-
cfa-01-web.wbx2.coml2sip-cfa-web.wbx2.comcallservice.ciscospark.com" MatchedZone="Hybrid Call
Services DNS" MatchedIdentity="callservice.ciscospark.com"

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564™"
Module="developer.zone.zonemgr" Level="DEBUG"
CodeLocation="ppcmains/oak/zones/ZoneManager.cpp (1054) "

Method="ZoneManager: :getZoneByIdentities" Thread="0x7£f577£0a0700": this="0x56408f£81220"
Detail="getZoneByIdentities, match complete" Identitites="{CN: 12sip-cfa-0l.ciscospark.com, Alt-
DNS: 12sip-cfa-01.ciscospark.com, Alt-DNS: 12sip-cfa-01.wbx2.com, Alt-DNS: 12sip-cfa-01-
web.wbx2.com, Alt-DNS: 12sip-cfa-web.wbx2.com, Alt-DNS: callservice.ciscospark.com, Alt-DNS:
callservice.call.ciscospark.com, Alt-DNS: 1l2sip-a-Webexcall.ciscospark.com, Alt-DNS: 12sip-prod-
11-dfw-public.wbx2.com, Alt-DNS: 12sip-prod-12-dfw-public.wbx2.com, Alt-DNS: 12sip-12sipprodal-
294-riad-public.wbx2.com, Alt-DNS: 12sip-12sipprodal-8l7-riad-public.wbx2.com, Alt-DNS: 12sip-
12sip-prod-wpsjc-web.ciscospark.com, Alt-DNS: 12sip-12sip-prod-wpsjc-web.wbx2.com, Alt-DNS:
12sip-12sip-prod-wpdfw-web.ciscospark.com, Alt-DNS: 12sip-12sip-prod-wpdfw-web.wbx2.com, Alt-
DNS: 12sip-cfa-02.wbx2.com, Alt-DNS: Webexcmr-wpa.ciscospark.com, Alt-DNS: Webexcmr-
wpb.ciscospark.com, Alt-DNS: Webexcmr-wpc.ciscospark.com, Alt-DNS: 12sip-wpa-01.wbx2.com, Alt-
DNS: 12sip-wpa-02.wbx2.com, Alt-DNS: 12sip-wpb-01.wbx2.com, Alt-DNS: 12sip-wpb-02.wbx2.com, Alt-
DNS: 12sip-wpc-01.wbx2.com, Alt-DNS: 12sip-wpc-02.wbx2.com}" MatchMechanism="DNSZoneMatch"
MatchedZone="Hybrid Call Services DNS"

T 54T 5 Expressway E # Cisco Webex XX [6 TLS #FEE< & F W @&,
B 1. Expressway-EREEE T Cisco WebexilE 35 # il $ 41.% H1#3(CA)

BE1%5 Expressway E B{EH Cisco Webex AR5 88#5 7 L2SIP BR$F 8. LbL2SIPARSS 25:~F H A 8] AR
FEEL |, ZPEREFN L ABFH N Hydrant SSL ICA G2, FHREFFHEBIEPMENBESR
, ARIEP & HFIHY 23 A B #59 QuoVadis Root CA 2 , 2B 7R,

AR XURELKAE,



Certificate &3 Certificate ey

General | Details | certification Path | General | petais | Certification Path |
ﬂ Certificate Information ﬁ Certificate Information
This certificate is intended for the following purpose(s): This certificate is intended for the following purpose(s):
» All issuance polices #2.23.140.1.2.1
» All apphcation polces *2,23.140.1.2.2

»1.3.6.1.4.1.8024.0.2.100.1.2
»1,3.6.1.4.1.8024.0.3.900.0
+ All application policies

* Refer to the certification authority’s statement for details.

Issued to: QuoVadis Root CA 2 Issued to: HydrantiD 551 ICA G2
Issued by: QuoVadis Root CA 2 Issued by: QuoVadis Root CA 2
Valid from 11/ 24f 2006 to 11/ 24/ 2031 Valid from 12/ 17/ 2013 to 12/ 17/ 2023
|Instal Certificate...| | Issuer Statement Instal Certificate... | | Issuer Statement

Learn more about certificat Learn more about certificates

. OK e

Serial: 0509 Serial: 7517 16 77 83d043 7e b5 56 c3 57 04 e 4563 b8 ebd3 ac

M Expressway Ui B E S HTRER , F—FRELR TCP EHE, BR TCP EEE , BKFET K
Dst-port=5062 {8, BEBSHTRERRABRVHERNXER , 75K TLS #F (BEHET
EE#HTEFHAEFERT) .

2017-09-20T10:49:18.427-04:00 amer-expressway0l tvcs: UTCTime="2017-09-20 14:49:18,426"
Module="developer.ssl" Level="INFO" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(1974)"
Method="::ttssl_continueHandshake" Thread="0x7f29ddefa700": Detail="Handshake in progress"
Reason="want read/write"

IR Expressway-E R{E1E Cisco Webex ERIEH , WIEIEF TG , Expressway E 2 BliE4
WAE$H, BRI LUBEIX L A E5 B 1 Expressway E HEIERHPEFIX L :

2017-09-20T10:49:18.724-04:00 amer-expressway0l tvcs: Event="Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193.73" Src-port="58531" Dst-ip="172.16.2.2" Dst-port="5062"
Detail="self signed certificate in certificate chain" Protocol="TLS" Level="1" UTCTime="2017-09-
20 14:49:18,724"

2017-09-20T10:49:18.724-04:00 amer-expressway0l tvcs: UTCTime="2017-09-20 14:49:18,724"
Module="developer.ssl" Level="ERROR" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(68)"

Method="::TTSSLErrorOutput" Thread="0x7£f29ddefa700": TTSSL_continueHandshake: Failed to
establish SSL connection iResult="-1" error="1" bServer="true"
localAddress="["'IPv4''TCP''172.16.2.2:5062"']" remoteAddress="['IPv4' 'TCP''146.20.193.73:58531"']"

ssl_error_reason="error:14089086:SSL routines:ssl3_get_client_certificate:certificate verify
failed"

2017-09-20T10:49:18.724-04:00 amer-expressway0l tvcs: UTCTime="2017-09-20 14:49:18,724"
Module="network.tcp" Level="DEBUG": Src-ip="146.20.193.73" Src-port="58531" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Closed" Reason="self signed certificate in certificate
chain"

Expresswayfsix HEARELBARS , BN TCREIEREFHWEZRIED, Wireshark R IFEEF
i EEH KRR, MWireshark iSRS TWAERE , BULUERHEE , HWebexIME Rt
HiFBAY , Expresswaya#3d B RIE4 T B R HMCASEIRIES , BT,



__Selected Packet

146.20.193.72
172.16.2.2
17262
146.20.193.73

TUSVL. 2 57538 5062 204 cervificate, client mey Exchange e
73 Alert (Level: Fatal, Description: Unknown ca) <
[FIN, &CK] Seqe3T81 Ack=5933 Winsddd16 Lens0 TSval=G65604070 TSecr=3018096214

e varify, change Cipher Spec, Hello Request, kello Request
Pl

© Frame 19: 73 bytes on wire (584 bits), 73 bytes caprured (584 bits) —

# Evhernet I, Src: veware_ 58:9f:31 (00:0c:29:58:9:¥1), Ost: e0:Oe:da:cB:8c:f3 (ed:0e:da:cB:Bc:fl) \
# Interret Protecol version 4, Sre: 172.16.2.2 (172.16.2.2), Dst: 146.20.193.73 (146.20.193.73) e
# Transsission contral Protocol, Src Porr: 5062 (5062), Dst porx: 57538 (57538), Seq: 3774, Ack: 5933, Lem: 7 —
Secure Sockets Layer e N
TLSvL. I Record Layer: alert (Level: Fatal, oescription: unkmown Ca) i
© nt Type: Alert (31}

verston: TLS 1.2 (0x0303) Expressway-E RSTs Connection
Length: 2

pescription: unknown Ca (48)

RIRFR :

NTBERXANEB |, BATER Expressway E {§4F Cisco Webex iEPBMANE, REFEAN G E
ERREE ( BREM Wireshark IR ERIRBUX LAF 4 HF H E % B Expressway £ Z{EE CA I
FE ) , 1B Expressway 2t A EENEE -

. B35 %| Expressway E
- SMENA>RIEPEE
- EFRBUEBEDR ( WEFRR ) o
i Status System Configuration Applications Users Maintenance
| Cisco Collaboration Cloud certificate management
I \__}__ VCS Expressway does not regigter for any Hybrid Services.: For Call Service Connect, it must have a secure traversal zone to WVC5S Control

| CA root certificate management

For zome hybrid services, the WVC5 Expressway needs fo trust the Cas that sign the Collaboration Cloud certificates, and you can install them here.

Get cerificates

AT | Cisco Webex iE B KM E L4£%] Expressway E Z{E1F CA FE ( EF > &2 > ZEHE
CAE# ),

B 2 TLS 4B MHFER , BiF Expressway E Cisco Webex & DNS XigihE & #5

ERRE TLS BEFH—B , BEEWURSEEMER TLS Bif, XEW&KE , BR T EECisco
Webex CAIE# 4} , Expresswayid B 1 &R & R E$ B & % A B (SAN) FE SRR IEIEH
, LR H B Bcallservice.ciscospark.com&FEH, MRLIEFRFE , A SE RO LM,

EHFESHSED , Cisco Webex R FEF N HIEB 2 I A Expressway-Eo IEHEFRLEE 25 N TR
SAN, {Ri&Expressway-E# Ecallservice.ciscospark.com SANKYIES | BRZBEZIEH, EiXid
BRT , BLEZCHBERRRRPEISUTELNER -

2017-09-20T11:17:42.701-04:00 amer-expressway0l tvcs: Event="Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193.45" Src-port="46049" Dst-ip="172.16.2.2" Dst-port="5062"
Detail="Peer's TLS certificate identity was unacceptable" Protocol="TLS" Level="1"
UTCTime="2017-09-20 15:17:42,700"

2017-09-20T11:17:42.701-04:00 amer-expressway0l tvcs: UTCTime="2017-09-20 15:17:42,700"
Module="network.tcp" Level="DEBUG": Src-ip="146.20.193.45" Src-port="46049" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Closed" Reason="Peer's TLS certificate identity was
unacceptable"

MREER Wireshark 2 ATLIEBEF |, B &I Cisco Webex RHUEF /G , Expressway &3 E]
EEEE (WBEMR)



Selected Packet

TLEvl. 46049 62 294 Cer 1f1ca\w q.'lle T Key ucha qe e

1201 09 0 15:17:4,

ssage
Saq=4797 AckeB6253 Wined7104 Lan=0 TSval=447644300 TSecr=387H716745
aszesbled POU]

7 winel Lened

i7 ch cip

66 5062-46040 [FIN,

1434 [TCP segment of are
5450 7]

Expressway-E RSTs Connection

ccccc

spark,com 4— SAN Value

2)
ra:]s? Ice all. ciscospark, con

EWIALENEE , SRR HERS REEN Webex JBS DNS Xif, MR®E
Expressway E xConfiguration , BRI A EEXFEEEZET , BECEE TLS RIFFAHBEHNF R,
X F xConfiguration , #H3*E , XFINFN X 1 SFEE—1. AT LERBEBINER
xConfiguration,

*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Mode: "On"
*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Subject Name: "calllservice.ciscospark.com"

WRBIFTR , TLSKIE E B A #ri%k & S calllservice.ciscospark.com , T+ 2
callservice.ciscospark.com. ( EEEFTANT) o

BRTR
NERRBERIR | BHUENR TLS WIEERE

. %% Expressway E

- SRR > X > Xig

. 1%$¥ Webex B & k% DNS Xig

- FTLSIUE A #Hi% & H callservice.ciscospark.com
 IEBRRE

AE  ARELKHEFRERTH , B, LETNA Expressway WWiIiEPRIFSEURE
Webex J2& DNS EiEQE’\JER%To

AEX : BExpresswayfUBBx12.5 R ESRAR , #H “Webex’ XH 2K, LtWebexXiFfiiE
Z5WebexBEFEXBNEE, XERELFLBRBTLSTRRITERMNTLSHIIEHE
Mo AEMLEE , IREEZTHRX12.55E & RAH Expressway X5 , B A Webex X i

o

@& 3 Expressway E K6 Cisco Webex &% e R E 4%

ERIE TLS BFH — , Cisco Webex 4M{E1E Expressway E if$, Cisco Webex 53
BEELH CA E’J:I;%EIHEO JE-% MR EH Expressway E iEFH Cisco Webex X#FHI A3t CA ¥
£, TLS EF M2, *Eiﬁlﬁl‘l‘ , Expressway-E*fRETLSiE?HﬂIEﬂZv:ﬁE LiEH , REEHLH
CAZ R, ERATEMIEREE (BRMPE ) , DHFX LSRR M UExpressway-Eé%E’Jx1=.E
CAIERBEM#F,

AN | Cisco Webex £3E4t Expressway E RIIiE$, EX‘JEEI:IDUFEIEEEE’J BRI AT ESERR |, &
B Expressway E fyi2 M B & tcpdump. 7 41 Expressway E i B &R , 8% F 355
TRLWEIR -



2017-09-19T711:12:09.721-04:00 amer-expressway0l tvcs: Event="Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193.45" Src-port="33441" Dst-ip="172.16.2.2" Dst-port="5062"
Detail="sslv3 alert certificate unknown" Protocol="TLS" Level="1" UTCTime="2017-09-19
15:12:09,721"

2017-09-19T11:12:09.721-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 15:12:09,721"
Module="developer.ssl" Level="ERROR" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(68)"
Method="::TTSSLErrorOutput" Thread="0x7fc67c6ec700": TTSSL_continueHandshake: Failed to
establish SSL connection iResult="0" error="1" bServer="true"
localAddress="["'IPv4''TCP''172.16.2.2:5062']" remoteAddress="['IPv4d' 'TCP''146.20.193.45:33441"']"
ssl_error_reason="error:14094416:SSL routines:ssl3_read_bytes:sslv3 alert certificate unknown"
2017-09-19T11:12:09.721-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 15:12:09,721"
Module="network.tcp" Level="DEBUG": Src-ip="146.20.193.45" Src-port="33441" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Closed" Reason="Got EOF on socket"

M Wireshark BE#ITOA , B EE Expressway E R 7T EWiEH, BAKES , !&‘371«1%
BN KA T RS ERIUEP, BEE , Cisco Webex $E4E T It TLS B F HIBRAKH CA HiREE ( MEFT
) o

———— Selected Packet

—
40 2007-09-19 15:12:09. 610059 172.16.2.2 146, 20.193.45 TLSVL. & 5062 33441 2600 Server Hello, Certificate, Server key Exchange, Certificate mequest, Server nello Done
:2 2007-09-19 15:12:00. 664330 146.20.193.45 172.16.2.2 e 33441 5062 66 313441-5062 [ACK] Seq=201 Ack=1360 Win=17536 Lens=0 TSval=3701981688 TSecr=3160011709
2017-09-15 15:12:09. 664651 146.20.193. 45 172.16.2.2 TR 33441 5062 66 33441=5062 [ACK] Seqe20l Ack=2535 WineZ0450 Len=0 TSval=3791983685 TSecr=360911709
45 2017-09-19 15:12:00.72142 146, 20,193, 45 172.16.2, 2 TLSVE. 33441 5062 73 Alert {Lavel: Fatal, Description: certificate Unknown)
| d6 2017-09:18/15:12:00. 721515 146.20.193.45 7216.2.2 TR 33441 5062 66 3415062 [FEN, mn 80 Len=0 mmm TSecr=160811744
AT ROAT-O9SES A5 1209, 72758 AT2A6T C M4E.20.193.45 TP B 33eAL # ' an=0
48 2017-09-15 15:12:00. 751022 146.20.163.45 172.16.2.2 TER 313441 5062 66 33441-5062 |Ach| Seqe=2 200 Ack=25 1p-20680 Len=0 TSwal-1701983778 Tsecr-360011821

500 060 3 D00
5 ithernelc II, sFe: veware 58:9f 31 (00:0(.:29:58:9 i3). Dt eo:w:da:cs:&c:'l (ed:iderdaicidcifl)
& INTarnet QFMMDI version 4, Src: 172.16.2.2 (172.16.2. Est: 1456.20,193.45 (146.20.193.45) . .
@ Transmission Control Frotacol, Src POrt: 50-62((5062}- Dii Porr: 33481 Enaal).(sm. 1, Ack: gl)l, Len: 2534 Spark Rejects the Handshake “Certificate Unknown" error
- Secure Sockets Layer
# TLSvi. 2 mecord Layer: sandshake protocol: Server wello
= TLEW1. 2 Record Layer: Handshake Protocol: certificare
Content Type: Handshake (223
verston: TS 1.2 (0=0303)
Léngth: 1722
nandshake protecel: Certificate
Handshake Type: Certificate (11)
Length: 1718
Certificates Length: 1715
= cervificares (1713 bytes)
certificate Langth: 1712
certificare (id-at-comsormane=amer -expresswaytl, ciscotac. ner,id-at-organizationalunitvane=ponain Control validaved)
& signedCartificate -~
# algorithardentifier (sha2SewithRsaEncryption ———— g
Padding: 9 ! vREsee) — Expressway-E Server Certificate
encrypted: 23238dab2dasddlibed 3228delelfaefOelizabfbasizsar. ..

RIRFER :

NT BRI | B4 Expressway E IERZEF PRI RE CA FIR CA LEFZEFE CA
ERES :

%15 . BFE Expressway Eo

E2% . SMEEY > B2 > ZEFE CAEHR,

3L EAFPRAERIMIGEN LA REF | EREEXH.

% 4% %$% Expressway E IEPEZH R CA IEH,

5% EERMCAEH,

% 625 : X Expressway E IEBZEEFSRNAAE CAUES ( FREIEBFMBIES ) EEULSRK,
B 7 H . EERMCAEH,

TR EEE , BEEIRAXRLTPEE Expressway E REB[IERZEZ S RN TRBIEPEHE. UT
NEERA Wireshark 2 i BESHRNELFINAB 6.



_——Selected Packet
93.45 TLSVL. § 5062 48520 1426 Cortificate d—

14:22:13.336358 172.16.2.2 14620, 1
14:22:13. 354189 146.20.193.45 172.16.2.2 TR 48520 5062 66 4852025062 [ACK] Seq=201 Ack=1369 winel7336 Len=0 TSvale=3575357398 TSecr=444315436
14:22:13, 354815 146,30,193.45 173.16.2.2 TP 48520 5062 65 48520-5062 [acn] Seqe201 Ack=2737 win=20480 Lens0 T5val=3875387390 Tecr=444315436
14:22:13.355985 146,20.193.45 172.16.2.2 e 48520 5062 66 48520-5062 [ACK] Seqs201 Ack=4007 win=23206 Lens0 TSval=3875387400 TSecr=444315436
£ 7 0.193. 45 TSVL.E 5062 48520 715 server Key Exchange
8.2 66 485205062 [M:!:I Seq=201 Ack=4746 win=26112 Len=0 TSval=3875387411 TSecr-44431545%

73 Alert (Lavel: Fatal, Description: Certificate unknown)

66 AB520-5062 [ACK] Séqe209 Acked wWine=26112 Lened TSval=3875

(4t 2, Dst (1 3
Trargaission Control Protecal, Sre for 062 (5062), DSt Port: 48320 (nszo) q: 2737, Ack: 200, Len: 1360
[2 Reazsembled TEP Segments {3932 bytes): W17T4(2642), #L75(1298)]
Secure Sockets Layer
TSV, 2 Record Layer: Handshake Protocol: Certificate
Content Type: wandshake (32}
version: TLS 1.2 (0x0303)
Length: 3933
5 wandshake Protocol: Certificate
mandshake Type: Certificate (11)
Length: 3829
certificates Length: 3528
Cervificates (3926 bytes)
certificate Length: 1712
& gertificate (1d-ar-commonvame=amer-expressway0l. ciscotac, net, id-at-organizatfonalunicnase=posain contral validated)

§ P carrificate Length: 1236
# certificate (id-at-commormame=Go Daddy Secure Certificate authority - G2,id-at-organirationalunitNaseshetp://certs. godaddy. com/repositor, d-at-organi zat iormase=GoDaddy. com, InC. ,1d-at-TocalityNames:

o certificate Length: 963
6&6 @ Certificate ({d-at-commondiame=Go Daddy Root Certificate suthority - 62,id-at-organizatiordiamesgoDaddy.com, Tnc.,id-at-locali tyname=Scottsdale, id-at-statedrProvinceName=ar 1zona, 1d-at- countryhame=is)

R 4 B KRR IEXR @ TLS EF

ExpresswayfA R A RBESH KIEEE, BREZHME , EATHBRFRANKPHABRETELEE
BHYNAERN, BE , {EFHExpresswayﬁﬁu"Ui?iﬁH# , B REEITNRAERER , EEALEET
RELER, bR A B AR TE 2 B X i 9 R B 4% A (T SRAR M TF T 4,

& W] LATE Expressway 2 H B EF &K B2 Z iR AN E TLS BF., wairrR |, £i%0 5062 L&
TCPIEEERVAMTHETF. EHFRP , S AELILERERN , ZOF R AE S T B I3 R P A )

Jét:b%laﬁo

Thread="0x7£6496669700": TTSSL_continueHandshake: Failed to establish SSL connection iResult="-
1" error="5" bServer="false" localAddress="['IPv4''TCP''172.17.31.10:28351"']"
2017-06-13T13:31:38.760-05:00 vcse tvcs: Event="Outbound TLS Negotiation Error" Service="SIP"
Src-ip="172.17.31.10" Src-port="28351" Dst-ip="198.101.251.5" Dst-port="5062" Detail="No SSL
error available, probably remote disconnect" Protocol="TLS" Common-
name="callservice.ciscospark.com" Level="1" UTCTime="2017-06-13 18:31:38,758"
2017-06-13T13:31:38.760-05:00 vcse tves: UTCTime="2017-06-13 18:31:38,758" Module="network.tcp"
Level="DEBUG": Src-ip="172.17.31.10" Src-port="28351" Dst-ip="198.101.251.5" Dst-port="5062"
Detail="TCP Connection Closed" Reason="Got EOF on socket"

MBIESHRNAERE , L2 %T Expressway E 6 Cisco Webex 2t T EWIEH., BLFRE
F£3R B Cisco Webex 5 [a#y TCP RST ( AR ) »

——— Selected Packet

263 2007-06-13 18:31:38. rk’lm 172.17.31.10 198.101. 251. % TLEVE.E 28351 062 2222 certificate #—
f} % 198.101.251. 5 172.17.31.10 TCR s062 28351 66 5062-28351 [ACK] Seqe6087 Ack=35279 win=40448 Len=0 Toval=3255749920 TSecr=-3080565402
31.10 785 client Key Excha certificate verify, change cipher Spec. Encrypted Handshake Message

0 Frame 203 2éce bytes on wire (L7776 bita), 2222 bytes captured (17770 b1ts)
s Ethernet II, Src: Veware_S0:3£:64 (00:50:56:80:34:62), Dst: PaloAlto_00:01:30 (00:1b:17:00:0L:30)
5 Internet Protocol wersion 4, Srcr 172.17.31.10 (172.17.31.10), Ost: 198.101.251, 5 (198.101.251,5)
= Transmission contral Protocol, Sre Port: 26351 (28351), DSt Porti 5062 (5062), Seq: 323, ack: 6067, Len: I156
# [2 reasieshled TP Segaents (5052 bytes): #262(2896), #261(2156))
Secure Sockets Layer
TLSwl, 2 Becord Layer: sandshake Protocal: certificate

Content Type: Handshake (22) i
version: TLS 1.2 (0x0301) Unexpected RST with no error code
Length: 5047

#arndshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 5043
cerrificates Length: 5040
certificates (5040 bytes)
cervificate Length: 1611
b cornificate (id-at-commonNamesvcse. id-at-arganizationalinitMane=Bosain Control validated)
ge('@ cerrificate Lengzh: 1236
@e—.cer(lnu(e (id-ar-cosmonnase=Go Daddy Secure Certificate authority - G2, id-at-organizationalunityaseshitp://certs. godaddy, com/r eposivor , 1d-at-organd zat fonvase=cooaddy. com, Inc. ,fd-at-Tocal inyNase=sc
cervificate Length: 1153
—pcorzificate (id?at-cmnme-(.n Daddy Root Certificate authority - G2,id-at-organizationdame=GoDaddy. com, Inc.,id-at-localitynase=scottsdale,id=at-statedrProvincenamesarizona, id-at-countryNane=us)
2@ cercificate Length: 1028
L _‘derxlﬂca‘e {fd-at-organizatfonalunitname=Go Daddy ¢lass 2 Cervification aut,id-at-organizationnase=The Go Daddy Group. Inc. ,id-at-cowntryNase=us)

o
E—F , BABEIAN Expressway E WIEPEEHIR, EfRLAE , ZEAFTEEEZUTEE

Expressway E iE 2 H Cisco Webex SEH N CA XEG ?
- BB B Expressway E iE$ L% Expressway E iE BZZ S KA F3) £ Z Cisco



Webex Control Hub (https://admin.ciscospark.com) ?

FEER S , RARF2F M Cisco Webex Control Hub B2 Expressway E BJiE$H, X&KR
Expressway E iEH 241 H Cisco Webex SR~ CA XE , B %R Wireshark IR P HIIEH
BES (WLEEFR) , BAUNUER , EPREANTE CAZXE | HEM Cisco Webex K& TERVIE
Pk, ik, WEBRZE Expressway iEBTX,

WEt , MR X EHTH -SRE , EEEMNHAEAATEZEOD LBRBESIHIR. B2, PR
EHRRERE SSLEBRRE—NEENBIES. WHAR (@& 3) , WL Cisco Webex T151E
Expressway E HYUEH , BUEEASEE SSL MiAFAWER., AMEXTHER , 88 RET SSL iR

o

X MBEMBFABAEED EBRBIESHIR , BT S2EBEIKE Cisco Webex FMERY
TCP RST,

RRTT B

NTFLUBRAR , BNEERESFFLTARB T ENRZLHA, Z2EARSRAFEMIT2ER
Expressway SRR A RMA TEAXENNARRN , MREMERA T NARRN |, NNZEA S
M. (VCS #HIF Expressway SPBIER ) MiF 4 G TEWEL XA ENERER,

B %H 5 Expressway E B2 3 CA X8 , 1B Cisco Webex Control Hub B in#: & AiE#

WIBMNETFIAEFE Expressway R TR H Expressway E i P HRAIFTRHLE CAZEN , &%
L2HIXFER, EXFERT , 855 Expressway E [REZ2[EPH ( EHAZZE ) L&£F Cisco
Webex Control Hub , SAMEE AT LA T TR E TLS s, RS , B8 Expressway E iF P EHRLH
N CAZXE | BT T M Cisco Webex Control Hub FERIRS2|IEP, BAE , HiFH &3
Cisco Webex Control Hub /5 , BLiEBFFE % T Expressway 7 TLS EF I EH IR AR IEB FAEH
4,

MExpressway E¥ i HEIERWAERE |, R A 5EX LT Cisco Webex & EExpressway Eilf
FrHBRIM ARICRER — Bl , Expressway Exk &% H TR 855 Expressway Eif$ 5k H Cisco
WebexEENAHCAZ R, UTH TLS #EFIEH Expressway E BEIEFRRHI :

2017-09-20T10:22:13.669-04:00 amer-expressway0l tvcs: Event="Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193.45" Src-port="48520" Dst-ip="172.16.2.2" Dst-port="5062"
Detail="sslv3 alert certificate unknown" Protocol="TLS" Level="1" UTCTime="2017-09-20
14:22:13,668"

2017-09-20T10:22:13.669-04:00 amer-expressway0l tvcs: UTCTime="2017-09-20 14:22:13,668"
Module="developer.ssl" Level="ERROR" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(68)"

Method="::TTSSLErrorOutput" Thread="0x7f4a2cl6f700": TTSSL_continueHandshake: Failed to
establish SSL connection iResult="0" error="1" bServer="true"
localAddress="['IPv4' 'TCP''172.16.2.2:5062']" remoteAddress="['IPv4d' 'TCP''146.20.193.45:48520"']"

ssl_error_reason="error:14094416:SSL routines:ssl3_read_bytes:sslv3 alert certificate unknown"
2017-09-20T10:22:13.669-04:00 amer-expressway0l tvcs: UTCTime="2017-09-20 14:22:13,668"
Module="network.tcp" Level="DEBUG": Src-ip="146.20.193.45" Src-port="48520" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Closed" Reason="Got EOF on socket"

MWireshark W B EXRE , B LATE L E BlExpressway EFE{THIH 175 & R"EIE$, #E , Cisco
WebexIMERIELIUEP |, BIEHARANERNEFIRo


https://admin.ciscospark.com
https://www.cisco.com/c/dam/global/zh_cn/td/docs/telepresence/infrastructure/vcs/config_guide/X8-9/Cisco-VCS-Basic-Configuration-Control-with-Expressway-Deployment-Guide-X8-9.pdf

__—Selected Packet

T T, z
TCR 48520 66 48520-5062 [ACK] Sequ20l Acks=13 Winel7536 Len=0 T5val=3575387308 TSecr=444 315436
TCP 48%20 062 66 48520-5062 [ACK) Seq=201 Ack=27 wWin=20480 Len=0 TSval=3575387309 TSecr—444315436
TCP 48320 062 66 $8520-5062 [ack] seq-201 Ac 23296 Len=0 Tsval-3875387400 TSecr-4443154
193.45 LSV Z 5062 48520 715 server Key Exchange
2.2 TCR 48520 062 66 485205062 [ACK] Seqe201 Ack=2746 Win=26112 Len=0 TSval=3875387411 TSecr=44431545%

179 2037-09-
180 2017-09-20 14 7 2.2
197 2007-09-20 14:22: lJ 668592 146.20.193.45 172.16.2.2 TLSWL. & 48320 062

.20.193, 2 . 73 Alert (Level: Fatal, pescriptiongcertificate unknown)

198 01 FI00520 1472 F 3T 6EEEAA 14630163745 ARIFTABNTE TER EELEL] BOBE 66 265305062 TEN. £ckT A TdE Ii-ln;bﬂl} Uonmll TSUal=3E7 5387711 Tocradad3l
i Frame 175: 1426 bytes on wire (11408 bits), 1438 byres captured (11408 bies)
4 Ethernet II, Sre: veware 58:0f:31 (00:0c:29:58:9F:31), osu: e0:0e:darc8:Be:f2 (ed:0e:da:cs:8c:f3)
il Internet Protocol Version 4, Src: 172.16.2.2 (172.16.2.2), Dst: 146.20.193.45 (146.20,193.45) -
i Transmission Control Protocol, Src Port: 5062 (5062), DSt Port: 48520 (485203, Seq: 2737, Ack: 201, Len: 1360 /

[2 reassesbled TCP Segments (3938 bytes): wi7a(2642), #175{1296)] -

Secure Sockets Layer = = =

TLEV1.2 Record Layer: handshake Protecol: Cervificate Spark sends a “Certificate Unknown" Error

Content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length: 3933
Handshake Protocel: Certificate
Handshake Type: Cervificate (11)
Length: 3929
certificates Lengrh: 3926
certificates (3926 bytes)
ot  certificate u‘rqu 1712
{" —p certifi cale {{d-at-commonnasesamer —expr essway0l, ciscotac, net i d-at-organizatfonalunithasesnosain control validated)
Certificate Length: 1236
e.\" P Car tincate {1d-ar-cosmonnase-Go Daddy Secure Certificate authority - 62,1d-av-organizationaluniThase-hrep://certs. godaddy. cos/repositor, 1d-AT-organizarfonnase-coDaddy. com, Inc. ,id-ar-localitys
certificate Length: 960
“\\.e o - certificate (id-at-commonname=Go Daddy Root Certificate authority - G2,id-at-organizationname=GoDaddy.com, Inc.,id-at-localitynamesscottsdale,id-at-stateorProvincesame=ari zona, id-at-countrynane

MRBIEE Expressway E ZEMERHER , BUUBFIEBER , LLFAE Expressway E

1.2 H Cisco Webex SN CAZEN , UK

2ERBBREIB I RN TR P,
FERBERT , XBNEGE/FE,. XRP Expressway E iEB&BEAHEIR,
RRATR

$£ 14 . &EFZF Cisco Webex Control Hub,
F25: NEMBEPIERES,

B35 HRAWWFRFTERRE,

F4%5 RIEBFURKEREZS , £ SIP FUWIER TEEIRFEEEEFAEENIL
#, MRE , RHIEBRE Jz‘lE’JiJ.iXiﬁlﬁx

E 545 R

X ERBRIEBZE , XIHTHOMAREERF REFEA L% ZF Webex Control Hub BY1E
$,

A X1E Cisco Webex Control Hub # E4%& Expressway E il P AER , FEE (CEENWNIEE
EE) PHEET,

[l 6 Expressway FKFF A 3t FEALBR & B Cisco Webex iBS DNS Xig

AYh TLS RFITIEES TLS RIEFAEMEESER , MEEES®IW DNS XEEE, tiHR1FH
WBA T Ex12.52 BIExpressway & F1#Y ] ﬁ*ﬂﬁkﬁko Ex12R2IE , KT B R “Webex” X151 #T X
ﬁi?‘éﬁ!o X FFE T SEWebex EXFIBMATEEE, MRIZTx12.5HTEWebexBEEHMW | 2
WEAWebex XA | LUE RN & B3 ELE RS MU RS (callservice.webex.com), LLEE
Webexif B FERERABMEE , ZEMEMETLSEFHRAE R , HAVFEZEN A MBS K I

F|Expressway,

MREFERNRBRAETXx12.5 , RERFEAWebexXig, , BFHFLEHETEAUE |, AWM
7l 3 4 IE Expressway 7 fF A FF 1L AR 5% Bl Webex B & DNS X 15 1 Rl &,


https://collaborationhelp.cisco.com/article/en-us/0q4utq
https://admin.ciscospark.com/#/login
https://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_01001.html#reference_48C1397691BF52CE705EA4BDAC105133
https://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_01001.html#reference_48C1397691BF52CE705EA4BDAC105133

EHES N =

1. Expressway E #% Cisco Webex iE$,

2. Expressway E # & Cisco Webex if$ , AHERS B EHE TLS BiF FHBE MR AEEKA
# : callservice.ciscospark.com,

3. Expressway E @i Cisco Webex JE& DNS XMt A UEIEE,

MBEHHRIERKI , NRBFIEBRIELRK, 2R Expressway E BE 7l E| iz S | NIrE
3 A BRIA X3 AR A b B4l 47 2 0 1 SR 4T B el

BHEMZ R BLAERATH B SERVNBEIHRRBERERR , ARERBEQHRE
& RW—i% &% RST, J«J\T S HEI TCP EEM B,

2017-09-22T10:09:56.471-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 14:09:56,471"
Module="network.tcp" Level="DEBUG": Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connecting"

2017-09-22T10:09:56.471-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 14:09:56,471"
Module="network.tcp" Level="DEBUG": Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Established"

I TCP AR TLS BFRERE., BoRI , FREFEFTARBIA T HIR.

2017-09-22T710:09:57.044-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 14:09:57,044"
Module="developer.ssl" Level="INFO" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(1974)"
Method="::ttssl_continueHandshake" Thread="0x7f044e7cc700": Detail="Handshake in progress"
Reason="want read/write"

2017-09-22T710:09:57.123-04:00 amer-expressway0l tvcs: Event="Inbound TLS Negotiation Error"
Service="SIP" Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2" Dst-port="5062"
Detail="Peer's TLS certificate identity was unacceptable" Protocol="TLS" Level="1"
UTCTime="2017-09-22 14:09:57,123"

2017-09-22T710:09:57.123-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 14:09:57,123"
Module="network.tcp" Level="DEBUG": Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Closed" Reason="Peer's TLS certificate identity was
unacceptable"

M pcap WAE D WTILIER |, BEEB EiFith 7 ##

- WRE RST, UK
. fRB T HRIER , MBEEIREER.
EDW IS ERN IR |, B LAEEIR Expressway E XX T RST, EEFZ#EH Cisco Webex
ERE , BALERTC T AETENEE, A, B LURIE S B PR EIRE B3 TN | &9
LABERR Expressway E FE{E Cisco Webex A3 CA HH R, BN , BLFERCUTFTEBEPN
FEHSRIEPNER. ZAUNRAEERESEAEE (WEBFATR)



Me. _—Selected Packet

Time Souece Destinaticn Protocol S Port OPor Length Infe -

B0 UL/ -US-22 T41UHIF, USEn0d 148, b 4. 52 1/2.10:2:2 TCR 4405 1T 1434 |TCP Seqment oT a reassenn|ec—eo0]

61 2007 =22 14:09:57.038610 172.16.2.2 148,62.40.52 TCF 3062 44205 66 506244205 [ El_saq-—:?'ib ACk=3673 Win=41728 Len=0 TSval=1009284589 TSe
62 201 -22 14:09:57. 039488 148,62.40, 52 172.16.2.2 LSV, i 44205 5042 294 certificate ®Tient Key Exchange

63 20017-09-22 14:00 -DED3LE 172.16.2.2 148.62.40.52 TP 5062 44205 66 506244205 [ACK] Sequd746 Acks=5901 wine=dd416 Lens0 TESval=100028531 TSe
64 2017-09-22 14 ~122634 148.62.40.52 TLEV1.Z 44205 S062 386 certificate verify, change Cipheér Spec. Hello Reguest, Hells Réquest
65 2007-00-22 14 .122648 172.16.2.2 TCR 5062 44205 66 S062-44205 [ACK] Seqe4746 Ack=6221 Win=47104 Len=0 TSval=100028573 Tse

TLEVL. I 5062 44205 117 change Cipher Spec, Emcrypted Handshake Message
5062 44205 66 5062-44205 [FIN, ACK] Seqe4757 ACK=6221 Win=47104 Lens0 TSval=10092857
5062 66 442055062
143

[ACK] SeqmBiZl ACKk=d797 Wirm26624 Len=0 TSval=128002473 T5e

Frame 62: 294 Dyt 2352 bits), 294 byres captu 2352 bits, .
¢ Ethernet IX, Src; e0:0e:da:cB:8¢:T3 (e0;0e:da;cB:8c:F3), Dst: vmware 58:5F:31 (00:0c:29:58;9F:31)
% Internet Protocol Version 4, Src: 148.62.40.52 (148.62.40.52), Ost: 172.16.2.2 (172.16.2.2) \\
i Transmission control Protocol. Sec Port: 44205 (44205), DSt Port: 5062 (5062), Seq: 5673, Ack: 4746, Len: 228 T
i [5 reassesbled TCP Segments (5700 bytes): #54(1368), #56(1368), #39(1368), #60(1368), #62(228)] -
= Secure Sockets Layer \
TLSV1.2 Record Layer: Mandshake Protocol: Multiple sandshake Messages
Content Type: Handshake (22) Expressway-E sends the RST
version: TLS 1.2 (0x0303)
wgeh: 5695

wishake Protecol: certificate
fandshake Type: Certificate (11)
-ength: 5553
servificates Length: 5550
ertificates (5550 bytes)
& certificate Length: 2338
5“‘4 —pcervificate (id-ar-commonNames125ip-cfa-01. ciscospark. com,id-at-organizationame=Cisco Systems, Inc,,id-at-localitynamessan Joseé,id-ar-sTaredrProvincenamesCa, §d-at-CoUnTryNamesUs)
a Certificate Length: 1736
W certificate {id-at-commoniame=HydrantID 55L ICA GZ,id-at-organizationkasestiydrantIn (avalanche cloud Corporation),id-at-countrynamesus)
cervificate vength: 1467
\0@' Q’oot...certiFl':.ﬂc {id-at-commonName~quovadis Root CA 2,id-at-organizationname-quovadiz Limited, id-at-countryName=-am)
% Hamdshake Protocol: Client Key Exchange

B FHEWebex RSB IEBHBAZEBUEEFREZA BT (dnsName) , BRI URIEABERESNEF
callservice.ciscospark.com,

S#El Wireshark : i > 5 BH& > EME# > GeneralName >
dNSName:callservice.ciscospark.com

B X — /RN Webex UEH TAEA R,

SEOETLARIA TLS RiIFFHEMRBEBWMN ., WMEIAHR , REAE xConfiguration , BAILLEEFX
BREEYT , BECHRE TLS RIEEEEBEHN AR, BX xConfiguration FEN — K2 , XiFF
NEECEXE 1, UTH EREBEKRER xConfiguration, E A TLS Wi TR M TR IR.

*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Mode: "On"
*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Subject Name: "callservice.ciscospark.com"

MAETREEESE TLS BIFAMME ., XEBHACESERN TLS EZME T Webex B
%4 DNS [X13i, xConfiguration t2 7] Fi F itk 047, 7E xConfiguration H , TLS HilF A Y RRETHFR R
DNS ZIP TLS B InboundClassification, Lt R"HIH |, ZERERN X",

*c xConfiguration Zones Zone 6 DNS SIP TLS Verify InboundClassification: "Off"
*c xConfiguration Zones Zone 6 Name: "Hybrid Call Services DNS"

MRPERERN KA, MIXBWREVCSHFE L= AV TLSE IR B X5, wR%E
Expressway-E EBLE 7l Blfull 755, MFFMUSF ARRIAXE , FRIER D Bl 75 =REH—
BRANZITREMEH.

FRRTT B

EFRRLRE , SFEERESWIUDNSXE EMWTLSKHUE AWM RERN T, U TREKZIR
NS R,

. B %% Expressway E
SRR > XiE > X
IEFRE L DNS X3

X F TLS BUEASRRRGY | EFFF
EERRE

A BXRELZBALRRFRTH , BSRE. LETNSE Expressway FIEPRIFTEARE

b WON -



Webex JE& DNS XiZi#y k5,

& 7 Expressway E fEARIABSRIEH

E—EHNEEMURS EEIEBH | Expressway E iIEPBZZ W ZREE AN T LAE A ERIARS 85
iEH, BEANR , XAERRNRN CISCO Webex Control Hub it & B E SGERMEBLRTFAA T,
( BSS >’k ( E}E‘S‘WN'F)#'F ) > Ei&E (EEMBRUERT ) )

WMREZLYFOEME SIP FUIEHAIERE , B2FE D : “iE6A Cisco Collaboration BRIAE I
BRI BR LEEECHIES, NREEAESHIES , BRRINE LT ERITHHT, *
ZEANXERETHRARKRENENTERIENTRHR, ~

LRI 5B 2 T B B9 (7] B (TR PR HERR AT | Fic(E , MENREUR TN A E., RFUHR

ERepiF & H , M Cisco Webex R ARRF T LIERE Jtl:% WMRIEZERTE Expressway ERFHFIEF
FERERZIFEW |, X WEIR T Expressway E ?F,TJEJH:FJJ:O R 2 H Cisco Webex K
RAEFAENFHRE , AR EF2RE. EXMERT , Expressway E f Expressway C B %A
FREFRFFEREMAR,

EBEEHES H?HLIEEWﬁBEEIEthﬁ 1BHE Expressway E #RAFIEFK , B LA EIZMWE
BT RS, LA , BAILURA D MW B RIER , BERENER. EFHEFTHDST , BEX
BEERAEZRABES RO 5062 B3 TCP iE1#E, \EI1E Expressway E 12 H#f A &g RTCP
ER HIEREIEDst-port=5062"4RCTIME , BT UBELBEIL TEE,

2017-09-26T08:18:08.428-04:00 amer-expressway0l tvcs: UTCTime="2017-09-26 12:18:08,426"
Module="network.tcp" Level="DEBUG": Src-ip="146.20.193.45" Src-port="59720" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connecting"

2017-09-26T08:18:08.428-04:00 amer-expressway0l tvcs: UTCTime="2017-09-26 12:18:08,426"
Module="network.tcp" Level="DEBUG": Src-ip="146.20.193.45" Src-port="59720" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Established"

EWINBEI TCP EEE , BETUNMEE M LZEN TLS BFHTHH. WATRBEFR
, 1B F KW BiE B R R &P (Detail="sslv3 alertcertificate unknown")

2017-09-26T08:18:08.441-04:00 amer-expressway0l tvcs: UTCTime="2017-09-26 12:18:08,441"
Module="developer.ssl" Level="INFO" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(1974)"
Method="::ttssl_continueHandshake" Thread="0x7f930adab700": Detail="Handshake in progress"
Reason="want read/write"

2017-09-26T08:18:08.455-04:00 amer-expressway0l tvcs: Event="Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193.45" Src-port="59720" Dst-ip="172.16.2.2" Dst-port="5062"
Detail="sslv3 alert certificate unknown" Protocol="TLS" Level="1" UTCTime="2017-09-26
12:18:08,455"

2017-09-26T08:18:08.455-04:00 amer-expressway0l tvcs: UTCTime="2017-09-26 12:18:08,455"
Module="developer.ssl" Level="DEBUG" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(1997)"
Method="::ttssl_continueHandshake" Thread="0x7f930adab700": Detail="Handshake Failed"
Reason="want error ssl"

2017-09-26T08:18:08.455-04:00 amer-expressway0l tvcs: UTCTime="2017-09-26 12:18:08,455"
Module="developer.ssl" Level="ERROR" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(68)"

Method="::TTSSLErrorOutput" Thread="0x7£930adab700": TTSSL_continueHandshake: Failed to
establish SSL connection iResult="0" error="1" bServer="true"
localAddress="['IPv4d' '"TCP''172.16.2.2:5062"']" remoteAddress="['IPv4' '"TCP''146.20.193.45:59720"']"

ssl_error_reason="error:14094416:SSL routines:ssl3_read_bytes:sslv3 alert certificate unknown"

2017-09-26T08:18:08.455-04:00 amer-expressway0l tvcs: UTCTime="2017-09-26 12:18:08,455"
Module="network.tcp" Level="DEBUG": Src-ip="146.20.193.45" Src-port="59720" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Closed" Reason="Got EOF on socket"



F4AEE Expressway E 2T A KB FRIRHENBIFESHIR , BALUET | P RAERRE
Cisco Webex B9 ( BT ) o

Filter:  tep ports 05062 = | Eipression.. Clear Aty Smie
Moo Time Source Destination Protoced 5 Port O Post Length Infig
3 2017-09-26 12:18:08. 415018 146.20.193.45 171622 R 58720 S062 74 59720-5062 [SVN]- Seg=0 Win=14600" m M55=1380 SACK_PERM=1 mm-m?ms m \i
4.2017-09-26 12:18:08. 415041 172.16.2.2 146.20.193.45 T 5062 59720 74 S062-59720 [SYN, ACK] Seqe0 Atksl Wi : mm
5 2017-09-26 12:18:08, 426317 146, 20.193.45 172.16.2.2 e 59720 5062 66 597205062 [ACK] S0q=l Ack=l Win=i4720 Larm0 TSval=@li7z5i77 TSecr=9552705L5
6 2017 -09-26 12:18:08.427715 146.20.193.45 172,16.2.2 TLSvl.d 59720 3062 266 Client H(-TIcr

09-26 12:18:08. 427728 172.16.2.2 146, 20.193.45 TR 5062 59720 66 5062-50720 [Ack] Seqel aAck=201 wine30080 Lens0 TSval=955270527 TSecr-01375178
09-26 12:18:08. 440978 172.16.2.2 146.20.193. 45 TSVl 5062 59720 1780 Server Mello, Certificate. wrur Key Exchange, certificate Reguest, Sorver Hello Do

7-09-26 12:18:08.453269 146.20.193.45 172.16.2.2 TCR 59720 S062 66 59720-5062 [ACK] Seqe201 Acke1369 winel7536 Lens0 TSval=91375204 TSecr=355270540
10 201?-09 26 12:18:08. 453303 146, ZD IQ) 45 172, 16.2.2 TCP 59720 062 66 59720-5062 [ack] Seqe201 -l(k I 15 win=20352 Len=0 Y,vah?l) S5I04 TSecrw 955? 540
017~ 11830 6, 20,193, 172:16.2- 59720 i i F

Certificate Unknown
Sourced from Spark

MREKEXRE Expressway E WERIARS [P , BUUBRERABRNFERAFHAZFTEEER
IEAYIE” (rtp.ciscotac.net), BT IXLEUFHE |, BEREKRITS B RIBHNER ( WEBMR) -

B 2017-00-26 12:18:08. 440978 172.16.2.2 146. 20.193.45 TLSVL. 5062 54720 1780 Server Hello, certificare, Server Key

9 2017-09-26 12:18:08.453269 146.20.193.45 172.16.2.2 TR 59720 S062 66 59720-5062 [ack] =201 Ack=1369 win=
5e.cu;e -S-Dcl;ets"L.iyér e e e e e e e e e e e
Selected Packet

# TLSV1. 2 Record Layer: Mandshake Protocol: server mello
TLSvL. 2 Record Layer: Handshake protocol: Certificate
content Type: Handshake (22)
versfon: TLS 1.2 {Ox0303)
Length: 1158
Handshake Protecol: Certificate
Wandshake Type: certificate (11)
vength: 1154
certificates Length: 1151
= certificates (1151 bytes)
certificate Lengthi 1148
certificate (id-at-cossonNase-amer-expresswayll . id-at-organizationalunitiase-Temporar Y certificate bid21a
- signedcertificate Deosnain Vesthcation
version: w3 (2) Contificate TR3CIBCOMG Nt

Gentral | Detads | Corsienson Pash
=

|} Certificate Inf

serialnumber: 1
# signature (sha25éwithASAEncryption)
# fssuer: rdnsequence (0)
# validity
# subject: rdnsequence (0)
# subjectPublickeyInfe
extensions: 6 itess
— = Extension (id-ce-basicConstraints)
Extension Id: 2.5.29.19 (id-ce-basicCenstraints)
Basicconstraintssyntax [0 length)
Extension (ns_cert_exts.comment)

Extension Id: 2,16.640.1.113730.1.13 (ns_cert_exts.comment)

Comment: Temporary Certificate ‘\\
Extension (id-ce-subjectreyTdentifier) .

Extansion Id: 2.5.29.14 (id-ce-subjectkeyIdentifier)

subjectkeyrdentifier: F236e03¢ob2caa6256cdTdb07 96420094 510cCE Smmad for e eaemraL
extension (id-ce-authoritykeyidentifier)

Extension Id: 2,5.29.35 (id-ce-authoritykeyidentifier) Tsswad by: Temporary CA 01362422-4216-4701-9910
8 author itykeyIdentifier BA b 1007
Extension (id-ce-keyusage)

Extension Id: 2.5.29.15 (id-ce-keyusage) Valid from 9/ 26/ 2017 te 9/ 28/ 2018

Padding: §

# Keyusage: ad (digitalsignature, contentcommitment, keyEncipherment)
Extension (id-ce-extkeyusage)

Extension Id: 2.5.29.37 (id=ce-extkeyusage) i
¥ KeyPurposeIDs: 2 items
rithmrdentifier (sha2sewithrsaEncryprion) Learn more: about (erificabes
ing: ©

'—  ypted: aaSacflz3856ab22a57f0a8as12b37c54843cc55eb0dcl37. ..
# TLSVL. 2 Record Layer: Wandshake Prorocol: Server Key Exchange 3
i TLSvA. 2 Record Layer: Handshake protocol: sultiple Handshake Messages

Windows does not have encugh information to verify
this certificate.

No SAN
A

LB | BN Expressway E RB 2RI R EER L H CA NI CA XL,
RRA R
B LB PR 5 A R R I R

1. ﬁﬁﬁ Cisco Webex EFH s H CA X& Expressway E iE$,

F 3| Expressway, SHi% U%F > ?zé > BRFEHEH. ERER CSR, MAFTENIERE
,h\#ﬁﬁﬁ%!?@ﬁﬁ%%?&@% Webex Control Hub 3l HE s, SEH4ER CSR. ¥
CSRERMHBAE=A N CAHTESE, IEHREE , LASMREERF > B > RFEJ|IEH.
ERBERSEREBXHZILN EAFERT D |, EREFXHHERSRIES, EFLERS
BRIBHE. SMIEY >REL>ZEFECAILS. TEREEZEME CAEBHXHZILN
&R, ERRRXE., EBREMEMPE CAILEPBRELAHHN CA, EFRFRI CAIEH,
E# B3 Expressway Eo

2. EAMEF CA X2 Expressway E iE$ , R/ AEB CA M Expressway E iE+ & F| Cisco
Webex Control Hub,
B %E Expressway S EIEH > B2 > BRFJ|MUEH. EFER CSRAAMENIEREEH
WR I Z B FEREE Webex Control Hub 15 H ByRiEIE, =EH4ER CSRF CSR



https://collaborationhelp.cisco.com/article/en-us/0q4utq

RELE=ZFLNH CAHTERIUBREG , MEISMELYF > T2 > REFU-BELERS
UL BXHZLH) EEFEFED | RREREXEHERSRTES, &R LERSHIPBE
o SMEIEF > KL > B{FF CAILH. HRFITIEME CA BN HFLN LEBS
, EFRRREMF, EREARNBE CAIERRME LA CA. EERNM CAEH, EFED

Expressway E.

2a. NI CA M Expressway E iE$5 £ /& F| Cisco Webex Control Hub
1. LB R 51 & %% Cisco Webex Control Hub,
2. EERRS
3. EREHURS FH T EFRE.
4 FE“MNZSIPHEIIES "3 |, EF L&,
5. EERE CA F Expressway E iEH,

A¥E:M Cisco Webex B2t

JLFFEM Cisco Webex BRI AU EER LSS BHMEBENHERS : “ZHFM Cisco Webex B A
EFOE—1RENNARFALFURN K BRENNARFSIRE , ERAHEETFS, "N THRR
WRE  BexTHEEWREUAREABEBEFIUSERNZESREHE,

BEZB’A

A WON -

(9)]

. EMAHK Cisco Webex R FATEF & #2FEAL

RS H R ARERIRE

. FEIY 4% 25 B 2 Cisco Webex M5

. Cisco Webex 84 MARHE Cisco Webex Control Hub FEFEEH SIP B Mt {T DNS &

i)

. Cisco Webex MR =BT iw O 5062 iE#F Expressway
6.
7.

Cisco Webex SMEZRHITN@E TLS EF
Cisco Webex ¥ & [ Expressway &% SIP INVITE SHE. |, I H B4 @ T &% B N SR EL i
/IP EBiF

8. Cisco Webex F{ 5 SIP &
9. Cisco Webex 14l FF 35 & X F AR .
I AL 7

S M%) Cisco Webex R > Cisco Webex ¥£4% > Expressway E > Expressway C > N EZBiMEL %
/IP BiE ( @R ) o


https://admin.ciscospark.com/#/login

o Alice calls Bob using her Spark client.

Bob’s Spark client rings and call is forked to

Expressway.
+14085551234

HekClemmplmpan Bob’s endpoint rings; Spark Remote Device

is triggered.

2
x&’
. park-R
o Call is extended to Cisco Collaboration
RD ob@example.call.ciscospark.com Cloud through remote destination on Spark
Remote Device; Cloud blocks the loop.

W ‘ Expressway-C Expressway-E

bob@example.com 4

Cisco Unified CM  bob@example.call ciscospark.com

22

+14085551235
alice@example.com

313106

T R2EM Webex ZI P EBERE 1% #E A9 A 5k RO AR < B — L5 WL [R1 §R,
B & 1 Cisco Webex To3: 4T Expressway E DNS SRV/EH#&

£ B #E M Cisco Webex E|AZFIRFERY FEILRIER |, IRIRIZBHE |, Cisco Webex Bt 2B E M{AEL R
A &B Expresswayo kXX | Cisco Webex SREEEN SIP B4 ( ¥ Cisco Webex
Control Hub ;E& W AR lxﬁJ\EﬁlJHj ) BT SRV EWZHEZZIN I Expressway,

mREZRAM Expressway E 2 BERN AEF SLERHTHESERR , BF2FREMXKE Cisco
Webex HURE, MREZRAER TCP iEE , BT ALEFEF Dst-port=5062 , b F LB EEMGELE
MTLS #EF 53K B Cisco Webex #J SIP Invite,

EXFBERT , BAFHE Cisco Webex Control Hub 19 SIP Byttt R in{aie B . @EEJJ«X{E
Fﬁﬁéﬁﬂﬂ]ﬁl ihEhBEBR B, Z T EWREREFESEHR DNS #biit , Cisco Webex 2
AILAE R SRV EWHFIRENGE O , AR KEP Expressway E & H Cisco Webex 1;.1:'EE’J7E»5UTI:

PBo

1. &% Z| Cisco Webex Control Hub,

2. SelectServices

3. EIRE MM rik#F Settingslinko

4. ERIYRFZIEREE DU SIP Bt FERH AT H SIP SRV bt AV,
5 MIREEEHMALRE , BRTAE , EFERKERTEN.

6. ITEMT , BRAILUERF R A HBISESHXEM SIP SRV 1%,
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SIP Destination o

S

© Your SIP Destination is not configured comectly. View test resulis

ERABNRER  CAUEIRENFAEE (WEFF) .

Verify SIP Destination &

DNS Lookup failed. Check that a DNS or SRV record exists for your SIP Destination and that it resolves 10 one or more valid IP addresses,

S—fEER , BEALEAnslookupEKRSRVIEFK, A TREAMUEITHGRS , LKIUESIPE R
—=REFE,

C:\Users\pstojano>nslookup

> server 8.8.8.8

Default Server: google-public-dns-a.google.com
Address: 8.8.8.8

> set type=SRV

> _sips._tcp.mtls.rtp.ciscotac.net

Server: google-public-dns-a.google.com
Address: 8.8.8.8

DNS request timed out.

timeout was 2 seconds.

DNS request timed out.

timeout was 2 seconds.

*** Request to google-public-dns-a.google.com timed-out

BT LATE ERRAIBRFFER |, RZKB3 T nslookup i , RERE[HIREN 8.8.8.8, EI]’A\;&E’J
Google DNS 588, &fF , MHEEKE’JIE',%géﬁ':&E?J SRV g, LAY, M—JJ«)\ZVZEKE?‘E
KETEE SRV IE%, RALERIEREN,

BRRTT B

1. RATHRE LN HERHINIG Expressway E BB SIP SRV #biit,

2. BELE RN Expressway E B9 IP it 9 E 4B

3. BiE SIP BWMh , SIHATESE 1 SHLIEM SIP SRV #hutyis, B FF Cisco Webex
Control Hubi% 2 BR&F1E R B & Y+ g REEEET U RS EEIS |, £ SIP BN F &
WMARTAH SIP SRV it iy, EEFRE

AR MREEEEAK SIP SRV ERERATRAUIIWER , FHAEIE Cisco Webex
Control Hub HfgE WK —NFi#4ED SIP ZIibst (WMTAR ) -

BRSS FHIL : _sips._tcp.mtls.example.com
RER : 1

BEE 10

IwO5 : 5062

B#x% : us-expel.example.com
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Al E$EM_(Cisco Webex JEERITIER) FEHRIA EEIL

BIRERT R

MBEF%RE ( BXRITXIEIZE ) SIP SRV iE2% , M1t wLASIH G ":5062" #9 Expressway 23
3P sk, X# , WebexINEFFALZHSRVER , MeEEEET
%Expressway_Pub_IP%:5062, (il : 64.102.241.236:5062 )

1. 4 SIP B #rEL & W %Expressway_Pub_IP%:5062, ( ~Al : 64.102.241.236:5062 ) &%
Cisco Webex Control Hubi%: 2 BRF &R ES I+ ing BESEEFWURS EESY |, &
SIP BB A %Expressway_Pub_IP%:5062, EZ{R1E
BXrMIZER SIP B #yith bt /s SRV iBZRHAFMEE., ESH ( Cisco Webex JEE FFILARS
IFE1ER) ;_(Cisco Webex JBEIRITIER ) P (HENHLSHBEEFWARS) S50,

I 2 EiEF KM : WO 5062 PALEE Expressway HI A %7t ik

E5ERX DNS &M /5 , Cisco Webex M ESZ= iR BT im0 5062 E I F DNS EiFHIRERY IP ik
HIEEE, Lt IP ik NER Expressway E B9 3 IP tbiik, 20 Cisco Webex FREFEE I
TCP iE# , LAIENTRBHALFUF KK, EXFMERT , MEXRNESHMFTE Cisco
Webex AL AWM RIMNEMEE . AEBREFFRER

MREEEEA Expressway 20T B EXT bt 7] B T FEHERR , BT 2FEIRE Cisco Webex #Y
FEARE, MREZHIEE TCP EE , BT 2FEF Dst-port=5062 WA MEZEZR , B F2FIME
fAIf54E MTLS #F =k B Cisco Webex B9 SIP Invite, H FEX#M1ER T , Expressway E 2§ B
FRFEEAER , BUUERUATLMEUES %

1. B R B A ER I O B R BUE 2R

2. FRROKREXLHERF

. EARGEENATE
BT REEZENR T ERETE Cisco Webex Control Hub # |, 3184l Cisco Webex Higs i E # 3
MEF Expressway , Rt E R &IBENKIESZ, ENHEIHLH TCP EHE , BIITUTERE .

1. &% Z| Cisco Webex Control Hub,

2. SelectServices

3. RGN rik#F Settingslinko

4. EWRIRSIEZETS |, R SIP B ANELER
5 ]FF MR ( MERTR) -

SIP Destination @

64.102.241.236:5062 ‘

Q Your SIP Destination Is not configured correctly. View test result

6.HTMIRAKRY , ARG ERFNHEREEZE  LUREFAFE , MBI,


https://www.cisco.com/c/zh_cn/td/docs/solutions/PA/maroon/spark/hybdsrvs.html
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https://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_0110.html#task_67E3DD9B30843F3A802A0E548877CD55

Verify SIP Destination &

IP address lookup
P
64.102.241.236

Test for 64.102.241.236:5062

Tests Result Details
Connecting to IP Successful
Socket test Falled TCP Connection failure: Check network connectivity, connection

speed, and/or firewall configuration.
S5L Handshake

Ping

mERMIR , EEIAEEET 64.102.241.236:5062 B EZEFMIR ALK, BR Expressway 12l B
Ipcap 7 , BB HERE REMEZEEZR |, XELHBAZEEZFER AE ACLINAT/REHEE .

R B

mﬂtﬁﬂﬂ?zm Cisco Webex SRESAIMEIRBZ SN , AL BEEX I AEERE. ATE
—EREB TN BT NI R ERA | BEELRTBU TR AT KREER, RTAESHHR
= ACL\ NAT 3% HEL B4R IR B X,

B 3 WEF KWK : Expressway E RIAVTiK A 5062

LR B E S R LM, BREME , 2R AERS RO 5062 LREWHMELEHNERERE,
ERRIEEE , SRR £ w0 5062 L Expressway E’J)ki’ﬂiuu,;%i‘i[‘ﬂﬂ:”iir EFE’JB'ZIEO =
L AT ATFREREENESEENRT ERIMEMT LTS HMHE, o kaBEHNE
IETHRE, REBARGELEFHKE Expressway E B2 HEIZR , LX@E%E_IU\EEU—EﬁtE
MH TCP E#. tileERETERARARTMBEERLWALITIE,

2017-09-19T14:01:46.462-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 18:01:46,461"
Module="network.tcp" Level="DEBUG": Src-ip="146.20.193.73" Src-port="40342" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connecting"

EXFERT , LRBEREFEFE. Bt , FZASERBISIERE , HRIRFERETHAE

o

MR BAFRRRFEERESHR , LEVUBERRAFE K&, AT H Expressway E KAl
TR O 5062 Kz = THRESHR R, £/ tep.port==5062 fEJ7 13 EEFXT L IR #4728 (20
B ) .

Filter Capture Spark TCP SYN packet received

Filter: | tep.port==5062

Source

# Frame 55: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

7 Ethernet II, Src: e0:0e:da:c8:8c:f3 (e0:0e:da:c8:8c:f3), Dst: vmware_58:9f:31 (00:0c:29:58:9F:31)
i Internet Proto:ol vers‘lon 4, src: 146.20.193.73 (146.20.193.73), Dst: 172.16.2.2 (172.16.2.2)
+ ransmiss: ~Protocol, Src Porti 34351 (34351), Ost Port: 5062 (5062), Seq: 0, Len: O e

Immediate RST sent from the Expressway




£ M Expressway E SREXWEIE SHIRP T LAE R |, By AERPE LB TCP %0 5062 BRE , K
WRE AR LE , BEES EHREHKREE, EHRSH 56 WHIEIH , BRI LLEER , 1% TCP SYN
BIESEIARE Expressway E MBEIAE T RSTO RFHEES , i‘i‘\_IJ«J\HH:IJ«J\T Zie REFET
Expressway E #ZIWHIETHERESD ;| BLATM Expressway E A E ﬂEJ&ﬁMFEEFF%o LT,

B # Expressway E RST HIEAMTE Elo SEUTHNRAERR R

1. Expressway-EiR & T RLERB WP AN | XL e LLERE
2. Expressway-ER AT A8 ETLSHR & R/ AR im 05062 L TR E.

Expressway E By KIBEINBETE R4 > RIF > B K EHN > BED . FEHIMEHRAIEX —TE , T
IR XIEELE

B2 ET LA TFRIE Expressway 2 B MITEN % 0 5062 BIXX[E TLS RE. B LUEN Web
RE CLI MBEAF 0 B HHITHLIRE,

M Expressway 185 | TR &% H netstat-an | grep :5062' , ERZESE — XL F FTE RN
o

~ # netstat -an | grep ':5062"'

tcp 0 0 172.16.2.2:5062 0.0.0.0:% LISTEN <-- Outside
Interface

tep 0 0 192.168.1.6:5062 0.0.0.0:* LISTEN <-- Inside Interface
tcp 0 0 127.0.0.1:5062 0.0.0.0:% LISTEN

tcp 0 0 ::1:5062 R LISTEN

AT @i Expressway E Web RERRBUFEE . BSRAUTHTREKRKELEER
& FKExpressway-E
2. SME U TE>WOMA> it A Bk 0"

3ERRHESIPHMIPIKROS5062, (MEATR , AABRHETR )

Local inbound ports

BARACHELLBIWLERNS  SEITNGHEEYIRREHRTLER. M\CLIBEF , HBET
netstat-an | grep 5062, 5 0T T

~ # netstat -an | grep ':5062"

tcp 0 0 127.0.0.1:5062 0.0.0.0:%* LISTEN
tcp 0 0 ::1:5062 to* LISTEN
~ #

A, Web UU T4 ERIEAH#E A im0 _E{IITEYIN @ TLS &% A



Local inbound ports

17286 2T 5061

TLE poet

RIFUEIE , BB HUATEIL : Expressway E RTIFXR[E TLS FRE.

PSS

EfRERA , S5 ENE TLS X2 /5 A B Expressway E LRI [E TLS iw D& E N
5062 :

1. BFF| Expressway E
2. ¥ EIER > thiX > SIP
3. WERME TLS B RENFF
4. BRXN[E TLS iw O i&E N 5062
5. AHBRTE (BT ) .
SIP

Configuration

Mutual TLS mode

Mutual TLS port

[ f& 4 Expressway E 5 Expressway C FX & n#k SIP 3Bk

FERRES MRS ERERN |, EERBARLTHAFURE, 2RIFELAHRG R Call Service

Aware ( Expressway #E#85 ) 20012144 Cisco Webex IS B E R HIRKk. Expressway iE1E
#REHIE Unified CM EHE A T WAUARS #9 A 7= 1 464789 B 3 URI M Unified CM SR
B FQDN, #Z LT RA ( LA Alice 1 Bob ZEH LR B ) -

H3% URI B #REE Rk
bob@example.com emea-cucm.example.com
alice@example.com us-cucm.example.com

R Alice 5 Bob BtTHEAY | FEAYAKEE A EIE PIEB Unified CM , LA{E AT LATE S PR AU B8 fH B4 Y A
28 FHEER MM BR WebexRD,

IR Alice 04 Bob , FEILLREE R Alice A9 Unified CM £ FQDN (us-cucm.example.com).
MREDH—T Cisco Webex [a Expressway E ZIEHI AYE SIP INVITE , &7 SIP #Rk PR E

LT EER



¥R URI SIP : bob@example.com
& E#H 3K sip:us-cucm.example.com;Ir

MExpresswayWIBEXE , BXANEENBEHFWN  MARBIERURI, TR HHEB#HL(us-
cucm.example.com) — 7£ It 45 4 9 AliceB Unified CMEEE,

BETHEMIEE 6 SUUNBESERBEREESFN T , BN T , Expressway BLEIR |, X
SHULBETEEEIE, BT/ FMEREMGAEESFWRS EEE’JH?MI&E%‘B%MT HE
i%fﬂjj P EB B iE T #R 45

£ 9 #1 Expressway L2 &R 28 |, B 2E AR5t Ry -

1. SIP 3R URI #0475 HY B 5 URI,
2. SIP FROMZ BB TR EW G IR S FERK"
<sip:WebexDisplayName@subdomain.call.ciscospark.com>

ETHEER , !@TUJEJEHNJF B3 URI, EUEFE—IMFBE—NEHIEWYSH Cisco Webex
SIP it BRIV AT, MREEKBEEMALER , TTIERINVITE SIP” , ZEBERERE
ExpresswayJ:J‘:ﬁE’JFﬁ*ﬁ‘smu?uuo —B &R T AWK SIP INVITE , SBETURIIFE 4
SIP B4 ID, SREBUER , ERERERWY ID BRUMAE , LEEFES IS XK FT
BHEE,

NTHYBEEEARNE , Z—HEERNSEBEERUHEADLHERHAREES K, BAUZSRE
Expressway C J:?%%J:XIFJT RER , UEFBFUNEHRRREENLK. NIRE , BT
HERLHTREE,

FEhtiZmsES , EALIEE , Expressway C W E| T Expressway E KiER INVITE,

2017-09-19T14:16:15.836-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-19 18:16:15,830"
Module="network.sip" Level="DEBUG": Action="Received" Local-ip="192.168.1.5" Local-port="26847"
Src-ip="192.168.1.6" Src-port="7003" Msg-Hash="11449260850208794722"

SIPMSG:

|INVITE sip:jorobb@rtp.ciscotac.net SIP/2.0

Via: SIP/2.0/TLS 192.168.1.6:7003;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bKc8lc6cddddef7edbbe5bdce9868fb019913;proxy-call-
id=a82052ef-6£fd7-4506-8173-e73af6655b5d; rport

Via: SIP/2.0/TLS 192.168.1.6:5073;branch=z9hG4bKb0eba6d700dfdf761a8ad97£ff£f3c240124;x-cisco-
local-service=nettle;received=192.168.1.6;rport=43119; ingress-zone=DefaultZone

Via: SIP/2.0/TLS 64.102.241.236:5061;egress-
zone=DefaultZone;branch=z9hG4bK6fe399bae58fb0d70c9d69b8e37e13e5912.4248943487bff4af6£649b586c769
6bb;proxy-call-id=£2d15853-c81f-462f-b3e5-c08124f344a3;received=172.16.2.2;rport=25016

Via: SIP/2.0/TLS
192.168.5.66:5062;branch=z9hG4bK0£f455ca79cf1b0af5637333aa5286436;received=146.20.193.45;rport=35
464 ; ingress-zone=HybridCallServicesDNS

Via: SIP/2.0/TLS 127.0.0.1:5070;branch=z9hG4bK-383039-
8£f0d64025c04d23b6d5eld5142dbdbec; rport=52706

Call-ID: 9062bca7eca2afe71b4a225048ed5101@127.0.0.1

CSeqg: 1 INVITE

Contact: <sip:192.168.1.6:5073;transport=tls>;call-type=squared

From: "pstojano test"

;tag=872524918
To: <sip:jorobb@rtp.ciscotac.net>
Max-Forwards: 15



Route:

Record-Route: <sip:proxy-call-id=a82052ef-6£fd7-4506-8173-
e73af6655b5d@192.168.1.6:7003; transport=tls;lr>
Record-Route: <sip:proxy-call-id=a82052ef-6£fd7-4506-8173-
e73af6655b5d@192.168.1.6:5061; transport=tls;lr>

EEN—RR , BARL (HFE FQDN) HARETE, B , ZFEREEHRL (HFEE
FQDN ) cucm.rtp.ciscotac.net H{TEMERIBE, Mk , ZHFFIEELEMIEL |, 127K 404 R
HRBEIR,

2017-09-19T14:16:15.836-04:00 rtpl2-tpdmz-118-VCSC tvcs: Event="Call Attempted" Service="SIP"
Src-ip="192.168.1.6" Src-port="7003" Src-alias-type="SIP" Src-alias="sip:pstojano-
test@dmzlab.call.ciscospark.com" Dst-alias-type="SIP" Dst-alias="sip:jorobb@rtp.ciscotac.net"
Call-serial-number="a3e44231-f62a-4e95-a70e-253701a89515" Tag="73c276e2-3917-4a0c-9fc5-
ddde83b49fd0" Protocol="TLS" Auth="NO" Level="1" UTCTime="2017-09-19 18:16:15,832"
2017-09-19T714:16:15.836-04:00 rtpl2-tpdmz-118-VCSC tvcs: Event="Search Attempted" Service="SIP"
Src-alias-type="SIP" Src-alias="pstojano-test@dmzlab.call.ciscospark.com" Dst-alias-type="SIP"
Dst-alias="sip:jorobb@rtp.ciscotac.net" Call-serial-number="a3e44231-f62a-4e95-a70e-
253701a89515" Tag="73c276e2-3917-4a0c-9fc5-ddde83b49fd0" Detail="searchtype:INVITE" Level="1"
UTCTime="2017-09-19 18:16:15,834"

2017-09-19T14:16:15.836-04:00 rtpl2-tpdmz-118-VCSC tvcs: Event="Search Completed" Reason="Not
Found" Service="SIP" Src-alias-type="SIP" Src-alias="pstojano-test@dmzlab.call.ciscospark.com"
Dst-alias-type="SIP" Dst-alias="sip:jorobb@rtp.ciscotac.net" Call-serial-number="a3ed44231-f62a-
4e95-a70e-253701a89515" Tag="73c276e2-3917-4a0c-9fc5-ddde83b49fd0" Detail="found:false,
searchtype:INVITE, Info:Policy Response" Level="1" UTCTime="2017-09-19 18:16:15,835"
2017-09-19T14:16:15.836-04:00 rtpl2-tpdmz-118-VCSC tvcs: Event="Call Rejected" Service="SIP"
Src-ip="192.168.1.6" Src-port="7003" Src-alias-type="SIP" Src-alias="sip:pstojano-
test@dmzlab.call.ciscospark.com" Dst-alias-type="SIP" Dst-alias="sip:jorobb@rtp.ciscotac.net"
Call-serial-number="a3e44231-f62a-4e95-a70e-253701a89515" Tag="73c276e2-3917-4a0c-9fc5-
ddde83b49fd0" Detail="Not Found" Protocol="TLS" Response-code="404" Level="1" UTCTime="2017-09-
19 18:16:15,835"

2017-09-19T14:16:15.836-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-19 18:16:15,830"
Module="network.sip" Level="INFO": Action="Received" Local-ip="192.168.1.5" Local-port="26847"
Src-ip="192.168.1.6" Src-port="7003" Detail="Receive Request Method=INVITE, CSeg=1, Request-
URI=sip:jorobb@rtp.ciscotac.net, Call-ID=9062bca77eca2afe71b4a225048ed5101@127.0.0.1, From-
Tag=872524918, To-Tag=, Msg-Hash=11449260850208794722, Local-
SessionID=daf7c278732bb5a557fb57925dffcbf7, Remote-SessionID=00000000000000000000000000000000"
2017-09-19T14:16:15.836-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-19 18:16:15,836"
Module="network.sip" Level="INFO": Action="Sent" Local-ip="192.168.1.5" Local-port="26847" Dst-
ip="192.168.1.6" Dst-port="7003" Detail="Sending Response Code=404, Method=INVITE, CSeqg=1,
To=sip:jorobb@rtp.ciscotac.net, Call-ID=9062bca7eca2afe71b4a225048ed5101@127.0.0.1, From-
Tag=872524918, To-Tag=96b9%aleaf669a590, Msg-Hash=254718822158415175, Local-
SessionID=00000000000000000000000000000000, Remote-SessionID=daf7c278732bb5a557fb57925dffcbf7"

2017-09-19T14:16:15.836-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-19 18:16:15,836"
Module="network.sip" Level="DEBUG": Action="Sent" Local-ip="192.168.1.5" Local-port="26847" Dst-
ip="192.168.1.6" Dst-port="7003" Msg-Hash="254718822158415175"

SIPMSG:

|SIP/2.0 404 Not Found

Via: SIP/2.0/TLS 192.168.1.6:7003;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bKc8lc6cddddef7edbbe5bdce9868fb019913;proxy-call-
1id=a82052ef-6£d7-4506-8173-e73af6655b5d; received=192.168.1.6;rport=7003;ingress-
zone=HybridCallServiceTraversal

Via: SIP/2.0/TLS 192.168.1.6:5073;branch=z9hG4bKb0eba6d700dfdf761a8ad97£ff£f3c240124;x-cisco-
local-service=nettle;received=192.168.1.6;rport=43119; ingress-zone=DefaultZone

Via: SIP/2.0/TLS 64.102.241.236:5061;egress-
zone=DefaultZone;branch=z9hG4bK6fe399bae58fb0d70c9d69b8e37e13e5912.4248943487bff4af6f649b586c769



6bb;proxy-call-id=£2d15853-c81f-462f-b3e5-c08124f344a3;received=172.16.2.2;rport=25016

Via: SIP/2.0/TLS
192.168.5.66:5062;branch=z9hG4bK0£f455ca79cf1b0af5637333aa5286436;received=146.20.193.45;rport=35
464;ingress-zone=HybridCallServicesDNS

Via: SIP/2.0/TLS 127.0.0.1:5070;branch=z9hG4bK-383039-
8£0d64025c04d23b6d5eldbs142dbdbec; rport=52706

Call-ID: 9062bca7eca2afe71b4a225048ed5101@127.0.0.1

CSeqg: 1 INVITE

From: "pstojano test"

;tag=872524918
To: <sip:jorobb@rtp.ciscotac.net>;tag=96b%aleaf669a590
Server: TANDBERG/4135 (X8.10.2)
Warning: 399 192.168.1.5:5061 "Policy Response"
Session-ID: 00000000000000000000000000000000; remote=dat7c278732bb5a557fb57925dffcbf7
Content-Length: 0

EIZRER, BRI, EEFTHFEZRYT , REEHIRL (K5 FQDN ) HITEREE

2017-09-22T13:56:02.215-04:00 rtpl2-tpdmz-118-VCSC tvecs: Event="Search Attempted" Service="SIP"
Src-alias-type="SIP" Src-alias="pstojano-test@dmzlab.call.ciscospark.com" Dst-alias-type="SIP"
Dst-alias="sip:jorobb@rtp.ciscotac.net" Call-serial-number="17aa8dc7-422c-42ef-bdd9-
b9750fbd0edf" Tag="8bd936da-f2ab-4412-96df-d64558f7597b" Detail="searchtype:INVITE" Level="1"
UTCTime="2017-09-22 17:56:02,215"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,217"
Module="network.cpl" Level="DEBUG": Remote-ip="192.168.1.6" Remote-port="7003" Detail="CPL:
<routed> "

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,218"
Module="network.cpl" Level="DEBUG": Remote-ip="192.168.1.6" Remote-port="7003" Detail="CPL:
<location clear="yes" url="sip:cucm.rtp.ciscotac.net;lr" diversion="" dest-url-for-
message="sip:jorobb@rtp.ciscotac.net" sip-route-set="" dest-service=""> added
sip:cucm.rtp.ciscotac.net;lr to location set "

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,218"
Module="network.cpl" Level="DEBUG": Remote-ip="192.168.1.6" Remote-port="7003" Detail="CPL:
<proxy stop-on-busy="no" timeout="0"/> "

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,218"
Module="network.search" Level="DEBUG": Detail="Search rule 'Inbound MS to CMS' did not match
destination alias 'cucm.rtp.ciscotac.net;lr'"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,218"
Module="network.search" Level="DEBUG": Detail="Search rule 'multiway' did not match destination
alias 'cucm.rtp.ciscotac.net;lr'"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,218"
Module="network.search" Level="DEBUG": Detail="Search rule 'WebEx Search Rule' did not match
destination alias 'cucm.rtp.ciscotac.net;lr'"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,218"
Module="network.search" Level="DEBUG": Detail="Search rule 'ISDN Inbound' ignored due to source
filtering"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,218"
Module="network.search" Level="DEBUG": Detail="Search rule 'recalls into CMS' did not match
destination alias 'cucm.rtp.ciscotac.net;lr'"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,218"
Module="network.search" Level="DEBUG": Detail="Search rule 'CEtcp-rtpl2-tpdmz-118-ucmpub' did
not match destination alias 'cucm.rtp.ciscotac.net;lr'"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,218"
Module="network.search" Level="DEBUG": Detail="Search rule 'Conference Factory' did not match
destination alias 'cucm.rtp.ciscotac.net;lr'"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,219"



Module="network.search" Level="DEBUG": Detail="Search rule 'Inbound B2B Calling' did not match
destination alias 'cucm.rtp.ciscotac.net;lr'"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,219"
Module="network.search" Level="DEBUG": Detail="Search rule 'Calls to Cisco Webex' did not match
destination alias 'cucm.rtp.ciscotac.net;lr'"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,219"
Module="network.search" Level="DEBUG": Detail="Considering search rule 'as is local' towards
target 'LocalZone' at priority 'l' with alias 'cucm.rtp.ciscotac.net;lr'"
2017-09-22T13:56:02.219-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,219"
Module="network.search" Level="DEBUG": Detail="Considering search rule 'Hybrid Call Service
Inbound Routing' towards target 'CUCM1ll' at priority '2' with alias 'cucm.rtp.ciscotac.net;lr'"

ARG , BEEF Expressway C FHILEHFE KX E T Unified CM (192.168.1.21),

2017-09-22T13:56:02.232-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,232"
Module="network.sip" Level="DEBUG": Action="Sent" Local-ip="192.168.1.5" Local-port="25606" Dst-
ip="192.168.1.21" Dst-port="5065" Msg-Hash="866788495063340574"

SIPMSG:

| INVITE sip:jorobb@rtp.ciscotac.net SIP/2.0

Via: SIP/2.0/TCP 192.168.1.5:5060;egress-

zone=CUCM11; branch=z9hG4bK251d6daf044e635607ccl13d244b9%9ead5138220.69ccb8de20a0e853¢1313782077£77b
5;proxy-call-id=17aa8dc7-422c-42ef-bdd9-b9750fbd0edf; rport

Via: SIP/2.0/TLS 192.168.1.6:7003;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bKba323da436b2bc288200456d11£02d4d272; proxy-call-
id=32c76cef-e73¢c-4911-98d0-e2d2bb6fec77;received=192.168.1.6;rport=7003; ingress-
zone=HybridCallServiceTraversal

Via: SIP/2.0/TLS 192.168.1.6:5073;branch=2z9hG4bK06cde3£f662d53a210b5b4b11b85500c19;x-cisco-local-
service=nettle;received=192.168.1.6;rport=42533;ingress-zone=DefaultZone

Via: SIP/2.0/TLS 64.102.241.236:5061;egress-
zone=DefaultZone;branch=z9hG4bK297799f31d0785£f£7449e1d7dbe3595b271.2ed90cbed5b79c6cffad9ecd84cc8
337;proxy-call-id=3be87d96-d2e6-4489-b936-8f9cb5ccaasf;received=172.16.2.2;rport=25005

Via: SIP/2.0/TLS

192.168.4.146:5062;branch=2z9hG4bK043ca6360£253cbabed9b23fbeff9819; received=148.62.40.64;rport=36
149; ingress-zone=HybridCallServicesDNS

Via: SIP/2.0/TLS 127.0.0.1:5070;branch=z9hG4bK-353038-
8c648al6c2c5d7b85fa5¢c759d59%9aa190; rport=47732

Call-ID: daala6fab546ce76591fc464f0a50ee32@127.0.0.1

CSeq: 1 INVITE

Contact: <sip:192.168.1.6:5073; transport=tls>;call-type=squared

From: "pstojano test" <sip:pstojano-test@dmzlab.call.ciscospark.com>;tag=567490631

To: <sip:jorobb@rtp.ciscotac.net>

Max-Forwards: 14

Route:

Record-Route: <sip:proxy-call-id=17aa8dc7-422c-42ef-bddo-
b9750fbd0edf@192.168.1.5:5060; transport=tcp;lr>

Record-Route: <sip:proxy-call-id=17aa8dc7-422c-42ef-bddo-
b9750fbd0edf@192.168.1.5:5061; transport=tls;lr>

Record-Route: <sip:proxy-call-id=32c76cef-e73¢c-4911-98d0-
e2d2bb6fec77@192.168.1.6:7003; transport=tls;lr>

Record-Route: <sip:proxy-call-id=32c76cef-e73¢c-4911-98d0-
e2d2bb6fec77@192.168.1.6:5061; transport=tls;lr>

Allow: INVITE,ACK,BYE,CANCEL, INFO,OPTIONS, REFER, SUBSCRIBE,NOTIFY
User-Agent: TANDBERG/4352 (X8.10.2-b2bua-1.0)

P ZHTEEICE , MR ERE R Expressway C 43 ELEIR (404 KK E ) 5§, BETUELZE
TFoOMESBRTHINERT.,. FEEZRUTEM :

1. ISR RIERMANH AMEF Expressway LB X,



2. Expressway ERWEMm AT SIP BRAXIFNZEE , RAEISHEHEIFHKE SIP INVITE
3R, A1E Expressway C # Expressway E L& Xig (BARSEE. BAEFIHNLSE
) RFF B XA LA,
ﬁﬁﬂﬁ—ﬂ«)\ﬁﬁﬁ xConfiguration && Expressway E i& /71 Bk 5585 M Expressway C & F i X 15 1 &P
B, AHERNEEHURFEERENEE, BRTXEEREN , BEAUI TR THFEUN—NX
HEEE S - NMXEMEENIERAN, FEHE Expressway E ¥ F M IY4Z %4 Expressway C
T, Bt EET RS e XA B R AT 86 1R & IE .

MELT xConfig AT T A , W XFWEHNBESHRWRSEA , XE T TraversalServer X
KA, ©ET SIP TCP i M0 7003 5 Expressway C #1E,

BEMURSHXB2AET , eXTITEMME SIP BBHXEF., 7 Expressway Web H , th{E
FFinE SIP B , MTE xConfiguration b , EERA SIP PreloadedSipRoutes 3%

Expressway-E

*c xConfiguration Zones Zone Name: "Hybrid Call Service Traversal"
*c xConfiguration Zones Zone TraversalServer Authentication Mode: "DoNotCheckCredentials"
*c xConfiguration Zones Zone TraversalServer Authentication UserName: "hybridauth"
*c xConfiguration Zones Zone TraversalServer Collaboration Edge: "Off"
TraversalServer H323 H46019 Demultiplexing Mode: "Off"
TraversalServer H323 Port: "6007"

TraversalServer H323 Protocol: "Assent"

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone TraversalServer Registrations: "Allow"
*c xConfiguration Zones Zone TraversalServer SIP Media AesGcm Support: "Off"
*c xConfiguration Zones Zone TraversalServer SIP Media Encryption Mode: "Auto"
*c xConfiguration Zones Zone TraversalServer SIP Media ICE Support: "Off"
*c xConfiguration Zones Zone TraversalServer SIP Multistream Mode: "On"
*c xConfiguration Zones Zone TraversalServer SIP ParameterPreservation Mode: "On"
TraversalServer SIP Poison Mode: "Off"
TraversalServer SIP Port: "7003"

TraversalServer SIP PreloadedSipRoutes Accept: "On"

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone TraversalServer SIP Protocol: "Assent"
*c xConfiguration Zones Zone TraversalServer SIP TLS Verify Mode: "On"

TraversalServer SIP TLS Verify Subject Name: "rtpl2-tpdmz-118-

B U B e B B e e B e N e A |

*c xConfiguration Zones Zone
VCSC.rtp.ciscotac.net"

*c xConfiguration Zones Zone TraversalServer SIP Transport: "TLS"
*c xConfiguration Zones Zone TraversalServer TCPProbe KeepAliveInterval: "20"
*c xConfiguration Zones Zone TraversalServer TCPProbe RetryCount: "5"
*c xConfiguration Zones Zone TraversalServer TCPProbe RetryInterval: "2"
*c xConfiguration Zones Zone TraversalServer UDPProbe KeepAliveInterval: "20"

*c xConfiguration Zones Zone TraversalServer UDPProbe RetryCount: "5"

B N R N N N Y

*c xConfiguration Zones Zone TraversalServer UDPProbe RetryInterval: "2"

*c xConfiguration Zones Zone 7 Type: "TraversalServer"

R LAE |, WXEEHEREEREMNAN 3 (Webex BE ) » ERL , BRANLZETLHESH
I ARSS DNS XiZM “Any" 5l & |, HREAZE S LRXE | Eﬂiﬁé‘ﬂ?ﬂﬂﬂﬁﬂﬁro T PR

, Expressway E +#18 &M N FiE 7 AR 55 28 X E 19 Bl & (E 5,

Authentication: "No"
Description: "Calls to VCS-C"
Mode: "AnyAlias"

Name: "Webex Hybrid"

*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule Pattern Behavior: "Strip"
*c xConfiguration Zones Policy SearchRules Rule Pattern Replace:
*c xConfiguration Zones Policy SearchRules Rule Pattern String:
*c xConfiguration Zones Policy SearchRules Rule Pattern Type: "Prefix"

*c xConfiguration Zones Policy SearchRules Rule Priority: "15"

W W w w wwwwww

*c xConfiguration Zones Policy SearchRules Rule Progress: "Stop"



Protocol: "SIP"
SIPTrafficType: "Any"
Source Mode: "Named"

*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
Source Name: "Hybrid Call Services DNS"
State: "Enabled"

SystemGenerated: "No"

*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule Target Name: "Hybrid Call Service Traversal"
Target SIPVariant: "Any"

*c xConfiguration Zones Policy SearchRules Rule Target Type: "Zone"

MR IERE Expressway C B xConfiguration , R LAE £ &K Webex BEMWENFFinXig, —
MERANERAER  BREM Expressway E xConfiguration IR H# % 05 ( SIP 35 A

: "7003" ) , XBEFBIEIRIEHEE xConfiguration H#Y IE#A X,

*c xConfiguration Zones Policy SearchRules Rule

W wwwwwwww

MG —8 , BN THRXFENR CBEERURSER ). KB (EFEFR ) , ARA SIP
PreloadedSipRoutes #% ( fiingk SIP BHAXXE ) MEHEE,. MUk xConfiguration &7 & Z|
, LERER K", 1BIE (Cisco Webex BEEMWURSHEBIER ) , WENNRERNF

Lok, BIEFNE SIP BEAXFNENL , MBREIRERN X", B INVITE @EUTEHAIEL , N
Expressway C MiZ1E4EE. | “MNREHRE W XIHIEL T2 MIRLA SIP INVITE #R |, ZRHLHA
I SIP B ZFEFxMA.

Expressway-C

*c xConfiguration Zones Zone 6 Name: "Hybrid Call Service Traversal"

*c xConfiguration Zones Zone 6 TraversalClient Accept Delegated Credential Checks: "Off"

*c xConfiguration Zones Zone 6 TraversalClient Authentication Mode: "DoNotCheckCredentials"
*c xConfiguration Zones Zone 6 TraversalClient Authentication Password:
"{cipher}geh8eqg+fuVY1GHGgRLder/11YDA760/6KrHGA7g8bds="

*c xConfiguration Zones Zone 6 TraversalClient Authentication UserName: "hybridauth"

*c xConfiguration Zones Zone TraversalClient Collaboration Edge: "Off"
TraversalClient H323 Port: "1719"

TraversalClient H323 Protocol: "Assent"

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone

*c xConfiguration Zones Zone TraversalClient Peer 1 Address: "amer-expressway0l.ciscotac.net"
*c xConfiguration Zones Zone TraversalClient Peer 2 Address:
*c xConfiguration Zones Zone TraversalClient Peer 3 Address:
*c xConfiguration Zones Zone TraversalClient Peer 4 Address:
*c xConfiguration Zones Zone TraversalClient Peer 5 Address:

*c xConfiguration Zones Zone TraversalClient Peer 6 Address:

*c xConfiguration Zones Zone TraversalClient Registrations: "Allow"
*c xConfiguration Zones Zone TraversalClient RetryInterval: "120"
*c xConfiguration Zones Zone TraversalClient SIP Media AesGcm Support: "Off"
*c xConfiguration Zones Zone TraversalClient SIP Media Encryption Mode: "Auto"
TraversalClient SIP Media ICE Support: "Off"

TraversalClient SIP Multistream Mode: "On"

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
TraversalClient SIP ParameterPreservation Mode: "On"
TraversalClient SIP Poison Mode: "Off"
TraversalClient SIP Port: "7003"

TraversalClient SIP PreloadedSipRoutes Accept: "Off"
TraversalClient SIP Protocol: "Assent"
TraversalClient SIP TLS Verify Mode: "On"
TraversalClient SIP TURN Server Address:
TraversalClient SIP TURN Server Port:
TraversalClient SIP Transport: "TLS"

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone

A O O O O & O O O O O OO O OO O OO O O O O O O O O

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone 6 Type: "TraversalClient"

[lid: 0 !@E@Hhﬂ%ﬂﬂﬂ ZT Expressway C HEREFin XA EH IR, BL45UFMME SIP 5B
X E
fRR R

EEWHRETME SIP BBEAXE , THITUTERE



. B 3% Expressway C
SRR > X > X
ERREFURSEREFRXE (FMNEFRANGE TERR )
CEFNER SIP AR ERNF
ERRET
X RENFFE R Expressway C HIL T #bE , {BIR Webex B &M IEF RS2 X
HTRINE; SIP BB IFRE AR , thATRESTE Expressway E LB B2 M A R0 FE
Ro EXFBERT , BFKIZFT2FEIMWERE Expressway C , B Expressway E fF—E1E
Y85 NY H & 3% 404 REBFEBIRER,

a b wON -

@& 5 Cisco Webex B AT WA NI EA (toasts)

WEBRHE —FT2SREFFUMNASEFWESE, HILEBZ , WEFLUBA (HUE ) 2E
Cisco Webex RIAREFHPUWEI AW ( )5 ) R HBFANEA (toasts) » E—PNBEHIM Cisco
Webex £ 5 , £B=NBHXKBEABEMRE. A TEHNEANRE (WMEMTR) .

(1 e BX

Jonathan Robb

jorobb-CSC Test Phone

FE—NEA (toast) HAEFILA A ( EMF ) M Cisco Webex in & o EXFERT , EW ID 2
EERFUNAFHERERM. E=NEH (toast) KEANZP CTI o B4 AW AP Cisco
Webex RD, £#] , WITAELETSRE, BR , MREBEF ( Cisco Webex BEHIZITE
M) ) AEFUE , SEMERTAEINEGEN (WEFR) .



o Alice calls Bob using her Spark client.

Bob’s Spark client rings and call is forked to

Expressway.
+14085551234

bob@example.com Bob’s endpoint rings; Spark Remote Device

\\““ is triggered.
2 park-R i . .
o Call is extended to Cisco Collaboration
= rD bob@example.call.ciscospark.com Cloud through remote destination on Spark
Fle Remote Device; Cloud blocks the loop.
¥ Expressway-C Expressway-E

VzZ/

.....

Cisco Unified CM  bob@example.call.ciscospark.com

V'
o @
+14085551235

alice@example.com

313106

Alice Bob

BRI LUMNEFEE , Alice EEMBECH Cisco Webex N AR FRA Bob , B 5 E 2| T HER
®E, WHWMNESDEL Bob FEIEMNE £ URI HTE, RBRE , FHRITH |, ttERX URI by
Bit4s 7 18 CTI RD = Cisco Webex RD, ALt , ¥R &% F| CTI RD = Cisco Webex RD A}
, B} £3IRE F Cisco Webex , B Ri%& B bob@example.call.ciscospark.com ELE TiZiE B K
1, Cisco Webex ABXFERNEER , BUESEFLS X,

EFWECEMEI S |, Cisco Webex B AEEGE SIP Rk RM— NS, LECTLLESER
WS BREUEA EMN DX, TE Cisco Webex B9 SIP INVITE F11f A S E##8 “call-
type=squared” , 3} Bt EXHMABBRRARLF. MEMEEFRMBRT LLE , Cisco Webex FFFR
HIE a0 AT EE FEAY,

BETHRHEER , B EH—THRINEZHTTLINE S |, Bl Cisco Webex A F* Jonathan Robb
REMWUE , AP K Cisco Webex B AR IREIRANBA (toasts)o EXT 3 [a] B 1T B FE HERR

, NG IRLR EEM Expressway C # Expressway E INEZ M BEiERK, EX , BALLER
Expressway E A& , BAEZEX L SIP INVITE E£4% HE ¥R H 3 Cisco Webex INVITE i 7
call-type=squared B, XFHRRHEAXBARUFMAERESCEE . U THILZHRF Expressway E
A INVITE BAHB BRI,

2017-09-19T14:01:48.140-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 18:01:48,140"

Module="network.sip" Level="DEBUG": Action="Received" Local-ip="172.16.2.2" Local-port="5062"
Src-ip="146.20.193.73" Src-port="40342" Msg-Hash="11658696457333185909"
SIPMSG:

| INVITE sip:pstojano-test@rtp.ciscotac.net SIP/2.0

Via: SIP/2.0/TLS 192.168.5.164:5062;branch=z9hG4bK564cd36d87£3417513¢c9b559dc666£71,SIP/2.0/TLS
127.0.0.1:5070;branch=z9hG4bK-3237-5c5060d07ecc546a0bb861ef52a5f507; rport=43306

Call-ID: 6bc0ca8210c0b48df69£f38057ecled8b@127.0.0.1

CSeqg: 1 INVITE



Contact: "12sip-UA" <sip:12sip-UARl2sip-cfa-01.wbx2.com:5062;transport=tls>;call-type=squared
<-- Webex inserted value
From: "Jonathan Robb"

;£ag=540300020
To:

BXR AL HTFFE call-type=squared fB. LLAT , FEALATUEN Expressway FHEFF Webex iBE
B RS X, BAITLAE R Expressway E BE |, BAEBEM Expressway E & LAY T
FAVTHELL T ## Expressway E BB UEAMARXNEHR T INVITE,

2017-09-19T14:01:48.468-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 18:01:48,468"

Module="network.sip" Level="DEBUG": Action="Sent" Local-ip="192.168.1.6" Local-port="7003" Dst-
ip="192.168.1.5" Dst-port="26686" Msg-Hash="1847271284712495612"
SIPMSG:

INVITE sip:pstojano-test@rtp.ciscotac.net SIP/2.0

Via: SIP/2.0/TLS 192.168.1.6:7003;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bKec916b02b6d469abad0a30b93753£f4b0859; proxy-call-
1d=d7372034-85d1-41f8-af84-dffed6dla%9a9; rport

Via: SIP/2.0/TLS 192.168.1.6:5073;branch=2z9hG4bKd91699370129b4c10d09e269525de00c2;x-cisco-local-
service=nettle;received=192.168.1.6;rport=43119;ingress-zone=DefaultZone

Via: SIP/2.0/TLS 64.102.241.236:5061;egress-
zone=DefaultZone;branch=z9hG4bK52aac9%9a181192566e01b98ae0280bdf£858.0e65cdfel078cabb269eecbbbcel32
8be;proxy-call-id=ec5le8da-ela3-4210-95c9-494d12debcd8; received=172.16.2.2;rport=25016

Via: SIP/2.0/TLS
192.168.5.164:5062;branch=2z9hG4bK564cd36d87£3417513¢c9b559dc666£f71;received=146.20.193.73;rport=4
0342;ingress-zone=HybridCallServicesDNS

Via: SIP/2.0/TLS 127.0.0.1:5070;branch=z9hG4bK-3237-5c5060d407ecc546a0bb861ef52a5£507; rport=43306
Call-ID: 6bc0ca8210c0b48df69£38057ecled8b@127.0.0.1

CSeqg: 1 INVITE

Contact: <sip:192.168.1.6:5073; transport=tls> <-- Webex inserted value is now missing

From: "Jonathan Robb"

;£ag=540300020
To:

Max-Forwards: 15
Route: <sip:cucm.rtp.ciscotac.net;lr>

EEE M Expressway E &KiZZE| Expressway C B9 SIP INVITE &Y , iF3FE |, AR ARLERAD call-
type=squared, Z—NEFEELMNIEETR , ETHWE 4 & , B LAEFZF egress-zone EFTF
HybridCallServiceTraversal, £ , LA LBHU T AL : 358t , Cisco Webex M AREF U E
—MNEH (toast) YRR 2 Expressway E M SIP INVITE Bx R ARk HMIER T call-type=squared #x
o ZRIEMRIBERE , SBUTHHNATRERR,



I Y A J00 8T S8 1E Expressway REHRSFWURSFER , Rt AERTUMELTFHR, REE
xConfiguration , A LAE B XMW EE S . E7E xConfiguration HiR5I X1 , LRAFEA Via
THIEZRNEBEN (NERES ) BIF], WMEiXprR |, kAN egress-
zone=HybridCallServiceTraversal, HAFEENE SIP kLK Via 178 , ZZRFHMIBR. M
xConfiguration BEXE , XRHNXEHEMFIEZEE , A2ERE AL R 5B T A A e

*c xConfiguration Zones Zone TraversalServer Authentication Mode: "DoNotCheckCredentials"

*c xConfiguration Zones Zone TraversalServer Authentication UserName: "hybridauth"
TraversalServer Collaboration Edge: "Off"
TraversalServer H323 H46019 Demultiplexing Mode: "Off"
TraversalServer H323 Port: "6007"

TraversalServer H323 Protocol: "Assent"

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone TraversalServer Registrations: "Allow"
*c xConfiguration Zones Zone TraversalServer SIP Media AesGcm Support: "Off"
*c xConfiguration Zones Zone TraversalServer SIP Media Encryption Mode: "Auto"
*c xConfiguration Zones Zone TraversalServer SIP Media ICE Support: "Off"
*c xConfiguration Zones Zone TraversalServer SIP Multistream Mode: "On"
*c xConfiguration Zones Zone
Possible Suspect Value

*c xConfiguration Zones Zone 7 TraversalServer SIP Poison Mode: "Off"

R N B B e B e NN

TraversalServer SIP ParameterPreservation Mode: "Off" <--

*c xConfiguration Zones Zone 7 TraversalServer SIP Port: "7003"

*c xConfiguration Zones Zone 7 TraversalServer SIP PreloadedSipRoutes Accept: "On" <==
Possible Suspect Value

*c xConfiguration Zones Zone 7 TraversalServer SIP Protocol: "Assent"

*c xConfiguration Zones Zone 7 TraversalServer SIP TLS Verify Mode: "On"

*c xConfiguration Zones Zone 7 TraversalServer SIP TLS Verify Subject Name: "rtpl2-tpdmz-118-
VCSC.rtp.ciscotac.net"

*c xConfiguration Zones Zone 7 TraversalServer SIP Transport: "TLS"

*c xConfiguration Zones Zone 7 TraversalServer TCPProbe KeepAliveInterval: "20"
*c xConfiguration Zones Zone 7 TraversalServer TCPProbe RetryCount: "5"

*c xConfiguration Zones Zone 7 TraversalServer TCPProbe RetryInterval: "2"

*c xConfiguration Zones Zone 7 TraversalServer UDPProbe KeepAliveInterval: "20"
*c xConfiguration Zones Zone 7 TraversalServer UDPProbe RetryCount: "5"

*c xConfiguration Zones Zone 7 TraversalServer UDPProbe RetryInterval: "2"

*c xConfiguration Zones Zone 7 Name: "Hybrid Call Service Traversal"

e TREFURSENRER , ETNERRHNBERE , flW

. SIP PreloadedSIPRoutes #% : FF /3
. SIP ParameterPreservatoin &=, : <

£ FA1E{T Expressway ¥y Web FH , BRI UF X LENE AR AR,

g SIP =R

FnE SIP BEAXFRAN T, UEALXERLEISHEHIRLE SIP INVITE B3R,
“NRBFHLBPXIGIEL TEBLIRLH SIP INVITE iER |, EFFME SIP BRI RERC

SIP 2HMRE

#47E Expressway By B2BUA EBEBILXEH SIP FRHPREJEE TXESH,
Onpreserves It X155 B2BUA Z BB SIP iR URI FliFRBEKRRASE,

%ﬁ;\llows B2BUA EE# X HH5 B2BUA ZHBEHM SIP iR URI fIiERHKRASH (0BL

RIFXLEE X, xConfiguration JAK SIP INVITE“BX R ARk R 1F7E call-type=squared EX—E L
, ST N |, SRS FUERSERXEHN SIP SHARERE N X" RS BIRICHMIBRAR



Cisco Webex B AR BEIWmNEHANERA,
RRFR

E1E SIP INVITE BRR ARLFRE call-type=squared B , B4R 7 IBFES TR S5 R B FR
B X1 RE Expressway X#F SIP S5 :
&% Expressway E

2. &mERE > XiF > XiF

3. kR TREEN RS /M X

4. 5% SIP ZHREBERENFF

5 REFIRE,
T R R
AR ERTRHIFEF , B Expressway ELH Webex BEEIRFZHXFEEHEIR. HicE

, Webex ,;bp.azF%F' me CUCM X EFH LW SIP SHRBEXT LB TRFKREN X" . XK
ﬂﬂﬁﬂgﬁ‘[ﬂvﬁiExpressway-CJ:?‘EﬁJio MR RXMER , & AT HExpressway-E £ [@Expressway-
C&J% call-type=squared {8 , MExpressway-C&FHFIE,

Hh : ME#B| Cisco Webex

JLFFrB MAERIR R E Cisco Webex BY H it FEI K FEER B MR MY MFERI : “HFE M Unified CM JE
MEBFHUS —NERHTHURSEENAFR , ERIHHEFR®Q{EH Cisco Webex N ARERF TR
8, " Wik SR ITHEERE "R*ETﬁﬂﬂ?ﬂllumle«/{&*'ffiviH:'.lkl:?é*“ﬂ?ﬂHHTFﬁﬁﬁﬁE’J 2,

BEZB’A

AP ANKREBFEDAFS B WA F URI R
. AF B FWAZEBEFEF CTI RD/Webex RD Y Z| R Y
. AP B A EBiETT R IRE
. AP B 89 CTI-RD/Webex-RD fFH 0l 45 &t £ UserB@example.call.ciscospark.com Y B #Y it
. Unified CM J§#EN44% 1% ) Expressway C
. Expressway C fFFEI & IAZE Expressway E
. Expressway-E#Ecallservice.ciscospark.comigi L i {TDNS&E #
. Expressway E 2@ i% 0O 5062 #E#Z Cisco Webex 5,
9. Expressway E 1 Cisco Webex ¥ EFF AN [E1EF
10. Cisco Webex R R 4ZZE L A B KA A Cisco Webex RLARERF
11. A/ B WA A Cisco Webex B ARRFH HBIRE .
TR I 37

0N O WOWN -

SMEAF B AEBEBIE > Unified CM > CTI RD/Webex RD > Expressway C > Expressway E >
Cisco Webex ¥ 3 > Cisco Webex B AIRF ( BT ) -



o Alice calls Bob using her endpoint.

+14085551234
bob@example.com o Bob’s endpoint rings.

Call extended to the Cisco Collaboration
Cloud through remote destination on
Spark Remote Device; Bob answers on
Spark.

ob@example.call.ciscospark.com

Expressway-C

Cisco
Unified CM

bob@example.call.ciscospark.com

_,o Dial bob@example.com or

/
ﬁ +14085551234

+14085551235 Bob
alice@example.com

313105

EE . BBEE (Cisco Webex JEEiZITIERE) o
BED B

MR EST 2 X F| Cisco Webex B H 5 FF I IS ER 7 R THEHERR | BB EUWE Unified
CM. Expressway C Hl Expressway E B&., BEXEAEKE , BOUFERFILESIMENHF K.
B—F T EIM A RNSPIMEWIERE 2FE A Expressway“ B R £ 12K, fEB) Expressway #£& 7
FigRK , BAILMRIE T BRI 5 XA F Cisco Webex BIFEAL 23X E] T Expressway C =
Expressway E.

EFRBRALIEFE , TURRTATRE

1. B3| Expressway E
AT = e iE
SMERE > BRALIEHR
BIFZRAEIHWUAITE Webex SIP URI B Btttk (user@example.call.ciscospark.com)
MRFEILFHARE R Expressway E BEFHRiZFHA MW | {E7E Expressway C LEE It
pUP
£ Expressway E M HEZHI , B 2E W25 R0y -

1. SIP &353R URI #3k 7 Cisco Webex FAF#Y SIP bt

2. SIP FROMZF B & AL 0 5 51 R “B F i K <sip:Alias@Domain>
BETHER , EUUREEWSFBER URI, EUSFE—IHRE—NEHRFEW S K Cisco Webex
SIP # it R AE, MREKEEMARELR , TEXINVITE SIP : "B TR |, ZEBRTER
fEExpressway FIZ{THIFRESIPEEN, —B&IR5] 7 HGFEILA SIP INVITE , BEAUKREHEH
SIPRWY ID, RELER , FRERETW ID BRUVMBE , UEEEFEESHFWUS ZHEXEKNME
SHE


https://www.cisco.com/c/zh_cn/td/docs/solutions/PA/maroon/spark/hybdsrvs.html

LA 2 M Unified CM JEMEEE Cisco Webex FRE HIEFW (@B A T FIURSEZAFKIT
AYFEOL ) By — L I E &,

Bl # 1. Expressway7c % f# #rcallservice.ciscospark.comit: i

Expressway DNS Xigi#r £ IRERZF 2 REER URI A0 HIHEH 1T DNS £, BSRUT TR
Bl 7 ARIRE, WERDNSXiE E#ZIiE RURIA pstojano-test@dmzlab.call.ciscospark.com#y I il

, W B8R B Expressway DNS X 154¥1£ iF SR URIEY 4 fildmzlab.call.ciscospark.com L #1TDNS
SRV¥?3Z 8, MR Expressway BEHITUIIRME , MRt KLU T ERMN@R,

_sips._tcp.dmzlab.call.ciscospark.com.
Response: 5 10 5061 12sip-cfa-01.wbx2.com.
12sip-cfa-01.wbx2.com

Response: 146.20.193.64

MRFAE , £2KY SRV iexkNRERS R Miw O 5061 , MIFHKO 5062,

X&KR , w0 5062 EMIXRE TLS BFFFLEE , HoBF —NEMMHE O A F1E Expressway #
Cisco Webex ZB{ZZET. AL ERR , ((C/sco Webex JE&SFFIY RS EEE 15/ ) RPHEI
FaEAKAO 5061 , KA FELIRERRFS W S| R,

FrAE DNS X5 SRV EHRZBENEN ISR Z , BLE Expressway , FHIREZRHNERITE
NEXR,

ED M rEet | BA LG E S TE Expressway E £ | R EHAE ( EFETE?J_EEIE% ) Z Py
Eé%éﬂt?ﬁtko M3t A Expressway E 95— SIP INVITE Frig , EECH ABINXE , FAMT
ZBRAN | ﬂ%EHLlMﬂﬂM\IXiEH%&Li&%éﬂ%ﬂiiﬂ‘ﬂ DNS X5 , Uk KL T4 DNS EifiB 1

2017-09-19T13:18:50.562-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:18:50,556"

Module="network.sip" Level="DEBUG": Action="Received" Local-ip="192.168.1.6" Local-port="7003"
Src-ip="192.168.1.5" Src-port="26686" Msg-Hash="4341754241544006348"
SIPMSG:

| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SIP/2.0

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bK6d734eaf7a6d733bd1le79705b7445ebb46175.1d33be65c99c
56898f85df813fl1db3a7;proxy-call-id=47454c92-2b30-414a-b7fe-aff531296bcf; rport

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK13187594dd412;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: 991f7e80-9cll1517a-130ac-1501a8c0@192.168.1.21

CSeqg: 101 INVITE

Call-Info: <urn:x-cisco-remotecc:callinfo>;x-cisco-video-traffic-class=DESKTOP
Remote-Party-ID: "Jonathan Robb"
<sip:5010@rtp.ciscotac.net>;party=calling; screen=yes;privacy=off

Contact: <sip:5010@192.168.1.21:5065; transport=tcp>;video;audio

From: "Jonathan Robb"

;tag=332677~c9cc7ddc-9592-49e8-al3c-79e26£f48eebc-30106860
To:



Max-Forwards: 15

Record-Route: <sip:proxy-call-id=47454c92-2b30-414a-b7fe-
aff531296bcf@192.168.1.5:5061; transport=tls;lr>

Record-Route: <sip:proxy-call-id=47454c92-2b30-414a-b7fe-
aff531296bcf@192.168.1.5:5060; transport=tcp;lr>

Allow: INVITE,OPTIONS, INFO,BYE,CANCEL,ACK, PRACK,UPDATE, REFER, SUBSCRIBE, NOTIFY
User-Agent: Cisco-CUCM11.5

Expires: 180

Date: Tue, 19 Sep 2017 17:18:50 GMT

Supported: timer,resource-priority,replaces,X-cisco-srtp-fallback,X-cisco-original-called
Session-Expires: 1800

Min-SE: 1800

Allow-Events: presence

X-TAATag: 2272025a-ce36-49d0-8d93-cb6a5e90ffel

Session-ID: 75957d4fb66al3e835¢c10737aa332675;remote=00000000000000000000000000000000
Cisco-Guid: 2568978048-0000065536-0000000148-0352430272

Content-Type: application/sdp

Content-Length: 714

<SDP Omitted>

FEHSIP INVITER |, &7 LA EE & SR URI(pstojano-test@dmzlab.call.ciscospark.com), R
ID(991f7e80-9¢11517a-130ac-1501a8¢c0), From("Jonathan Robb"
<sip:5010@rtp.ciscotac.net>), to (sip:pstojano-test@dmzlab.call.ciscospark.com)#User-Agent
(Cisco-CUCM11.5), W Etk INVITE f& , Expressway Mt 1TIZBRE , LAECE2E W LAUFH
WEEm3 %2 —MXE, Expressway M TILETFEZEMN,

2017-09-19T713:18:50.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:18:50,564"
Module="network.search" Level="DEBUG": Detail="Search rule 'B2B calls to VCS-C' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-19T713:18:50.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:18:50,564"

Module="network.search" Level="DEBUG": Detail="Search rule 'Webex Hybrid' ignored due to source
filtering"

2017-09-19T713:18:50.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:18:50,564"
Module="network.search" Level="DEBUG": Detail="Search rule 'Calls to Webex' did not match

destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-19T713:18:50.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:18:50,564"
Module="network.search" Level="DEBUG": Detail="Considering search rule 'Webex Hybrid - to Webex
Cloud' towards target 'Hybrid Call Services DNS' at priority '90' with alias 'pstojano-
test@dmzlab.call.ciscospark.com'"

BELRBERE , BULLEET |, Expressway E ST 7T EMERAN L ERNIAZETHEA—A
FN (Webex iBE - £l Webex Cloud ) » #EEMNUMMLELRF 90 , BIRREZREMWARS DNS
X, T , ZFPUHEEE DNS X1 , BA[LLEF Expressway E £ & 4K DNS SRV &#

2017-09-19T713:18:50.565-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:18:50,565"
Module="network.dns" Level="DEBUG": Detail="Sending DNS query"
Name="dmzlab.call.ciscospark.com" Type="NAPTR (IPv4 and IPv6)"
2017-09-19T713:18:50.718-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:18:50,718"
Module="network.dns" Level="DEBUG": Detail="Sending DNS query"
Name="_sips._tcp.dmzlab.call.ciscospark.com" Type="SRV (IPv4 and IPv6)"
2017-09-19T13:18:50.795-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:18:50,795"
Module="network.dns" Level="DEBUG": Detail="Resolved hostname to:
['IPv4''TCP''146.20.193.64:5061'] (A/AAAA) Hostname:'l2sip-cfa-0l.wbx2.com' Port:'5061"'
Priority:'5' TTL:'300' Weight:'10' (SRV) Number of relevant records retrieved: 2"



£ FENRBEF , B LLEE|Expressway ERFEE K

URI(_sips._tcp.dmzlab.call.ciscospark.com)f AR 1T 7T SRVE , 7 B B ##47 H12sip-cfa-

01 wbx2.com#ixm A5061H EHL B . EHAI2sip-cfa-01.wbx2. comﬁﬂﬁjﬂ% 20.193.64, FERKE
B | Expresswayf§REU T —MNEE LS BREM146.20.193.64 KIETCP SYNKES , UEZHEE
4, M Expressway E BFEiEEkH , BAEFEREHI TXMHER.

2017-09-19T713:18:51.145-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:18:51,145"
Module="network.tcp" Level="DEBUG": Src-ip="172.16.2.2" Src-port="25010" Dst-ip="146.20.193.64"
Dst-port="5061" Detail="TCP Connecting"

2017-09-19T713:19:01.295-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:19:01,289"
Module="network.tcp" Level="ERROR": Src-ip="172.16.2.2" Src-port="25010" Dst-ip="146.20.193.64"
Dst- port "5061" Detail="TCP Connection Failed"

£ iR Expressway E B BEIEFKAFBRH |, LA LLE F Expressway E EEZHIEZEEIZHI1E
TCP jﬁ’ﬁl:l 5061 EfEATEY IP 146.20.193.64 , BiEEAM. NBRENBIESHIRT , LEFEIAER
IR,

Expressway-E attempts TCP Connection

Tsecra41
—S111465862 TSecr-2310T4828

154849 TSacr=41114E5862

The Expressway-E doesn’t receive a SYN-ACK
50 it retries the SYN packet again 3 times

MIXLELRTLEL , %0 5061 LWRESRARR, ER , BEEMURSEEXMFER TCP wO
5062 , m3kim O 5061o Hit , BEERE RN Expressway E T #FHTIREUR O 5062 Y SRV 2%
o BEOZiZEE , LI E Expressway E Webex JE& DNS XiZi 2 B FEEE 1 &,

Name: "Hybrid Call Services DNS"

DNS SIP Authentication Trust Mode: "Off"

DNS SIP Default Transport: "TLS"

DNS SIP DnsOverride Name: "ciscospark.com"

DNS SIP DnsOverride Override: "Off"

DNS SIP Media AesGcm Support: "Off"

DNS SIP Media Encryption Mode: "On"

DNS SIP Media ICE Support: "Off"

DNS SIP ParameterPreservation Mode: "Off"

DNS SIP Poison Mode: "Off"

DNS SIP PreloadedSipRoutes Accept: "On"

DNS SIP Record Route Address Type: "IP"

DNS SIP SearchAutoResponse: "Off"

DNS SIP TLS Verify InboundClassification: "On"
DNS SIP TLS Verify Mode: "On"

DNS SIP TLS Verify Subject Name: "callservice.ciscospark.com"
DNS SIP UDP BFCP Filter Mode: "Off"

*c xConfiguration Zones Zone DNS SIP UDP IX Filter Mode: "Off"

1 Expressway-E xConfiguration & , A LAE B EHMEEE S DNS &Eifi#B%Ek : DNSOverride
# % M DNSOverride M2, HT xConfiguration DNSOverride BZi& B 7% , E itk DNSOverride
BT EEN. EFEFH T HAXEERITHLIRE , B LUER Expressway Web Ul ERENE
o

{83 DNS #3R ( #£ xConfig ###: 2/ DnsOverride ik )
M XIE & 8 H 3k SIP H?HHE%EE EIFHIEEN SIP iF , MIEKRSENPHIE. EMEERT

Cisco Webex MRS, 1ES ¥ www.cisco.com/qgo/hybrid-services,

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone

Y O O O O O O O O O O O O O & OO OV O



http://www.cisco.com/go/hybrid-services

ER R ( % xConfig P#¥HF DnsOverride 5 )
W AETE DNS AE#HI FQDN , MIEE R H L SIP URI L#YiE, &R SIP URI &2 E|§ I,

THXEELE , BEAFAXEE (MRRELER ) 5ERIHN DNS EXBETEHx, MRY
X5 (Cisco Webex’EEHWURSZIERRE) FHNBEAMHES , BLXIEHDNSIER SBMIZE
FOn , MEE FHIE AR E Hcallservice.ciscospark.com, MREEUIXLEE , LUEEEEHBER

, Il DNS SRV & BHENFATL2TE, UTRETUM Expressway E 2 #i BKIEZRAEETIN
RBHFE&

2017-09-19T710:18:35.048-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,048"
Module="network.dns" Level="DEBUG": Detail="Sending DNS query"
Name="_sips._tcp.callservice.ciscospark.com" Type="SRV (IPv4 and IPv6)"
2017-09-19T710:18:35.126-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,126"
Module="network.dns" Level="DEBUG": Detail="Resolved hostname to:
['IPv4''TCP''146.20.193.70:5062'] (A/AAAA) ['IPv4''TCP''146.20.193.64:5062'] (A/AAAA)
Hostname: 'l2sip-cfa-02.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV)
Hostname:'l2sip-cfa-01l.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV) Number of
relevant records retrieved: 4"

R B

1. BFF| Expressway E

2. @I EXE > Xig

3. kF S H B/ Webex JES DNS Xig

4. f3“45tk DNS BR"EERFF

5. JF151& & A callservice.ciscospark.comBA i€ R {E
6. REFEEN

XX : 1R Expressway R EHA— DNS X , RfdE—/N#£I4AY DNS XiF , AT R
FAXLEENREESEURS.

Bl 2 A 5062 PA 1L B Cisco Webex By H 34 &

Cisco Webex 7 X Il MA 4G 24 ET , REEFIHASIRE | B#WUAH Cisco Webex M
AREFASERMAZH, mERizERL  SFEEEXREAMBPN T AN B FRICFRRAETEMEN
REWENLS, BXEEFULRBMOTEENREDT |, BSRAXHEXIBED (WEFRR) .

ER A RERE R



pstojano test

Active 15 minutes ago ™

(& Al v @ |

s LSt
test was unavailable.

™

SHEREW R #1 EEl , A LLE %294 Expressway E S EERIER , RAEEES
Expressway VI8 R L IDRHEMW KL EE T Expressway Eo SELBT—# | MM
Expressway-Ci#t AExpressway-EI#I3AINVITEF 4. EidE , BEERNHNBIEE :

PT

1. Expressway-E &Y E INVITE

2. BEHNZ E IR B FFUZESTES DNS XiF

3. DNS X R A E EFAYE LT DNS &k

4. REREE®RA 5062 LE2RAHEWET TCP EF
5. M@ TLS EBEF =AM

2017-09-19T10:18:35.023-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,017"

Module="network.sip" Level="DEBUG": Action="Received" Local-ip="192.168.1.6" Local-port="7003"
Src-ip="192.168.1.5" Src-port="26513" Msg-Hash="3732376649380137405"
SIPMSG:

| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SIP/2.0

Via: SIP/2.0/TLS 192.168.1.5:5061;egress~
zone=HybridCallServiceTraversal;branch=z9hG4bK57d8d5c823824bcddfd62f6f£f7e09£9939482.899441b6d60cC
444e4ed58951d07b5224 ;proxy-call-id=696f6flc-9abe-47£f3-96a4-e26£649fb76f; rport

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK12d4b77c97a64; received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: 6a48de80-9cl11273a-12408-1501a8c0@192.168.1.21

CSeqg: 101 INVITE

Call-Info: <urn:x-cisco-remotecc:callinfo>;x-cisco-video-traffic-class=DESKTOP
Remote-Party-ID: "Jonathan Robb"
<sip:5010@rtp.ciscotac.net>;party=calling; screen=yes;privacy=off

Contact: <sip:5010@192.168.1.21:5065; transport=tcp>;video;audio

From: "Jonathan Robb"

;£tag=328867~c9cc7ddc-9592-49e8-al3c-79e26f48eebc-30106829
To:

Max-Forwards: 15
Record-Route: <sip:proxy-call-id=696f6flc-9abe-47f3-96a4-
e26£649fb76£@192.168.1.5:5061; transport=tls;lr>



Record-Route: <sip:proxy-call-id=696f6flc-9abe-47f3-96a4-
e26f649fb76£@192.168.1.5:5060; transport=tcp;lr>

Allow: INVITE,OPTIONS, INFO,BYE,CANCEL,ACK, PRACK,UPDATE, REFER, SUBSCRIBE, NOTIFY
User-Agent: Cisco-CUCM11.5

Expires: 180

Date: Tue, 19 Sep 2017 14:18:34 GMT

Supported: timer,resource-priority,replaces,X-cisco-srtp-fallback,X-cisco-original-called
Session-Expires: 1800

Min-SE: 1800

Allow-Events: presence

X-TAATag: b2967a3b-93fb-4cad-b0d7-131£75335684

Session-ID: 75957d4fb66al3e835¢c10737aa328865;remote=00000000000000000000000000000000
Cisco-Guid: 1783160448-0000065536-0000000126-0352430272

Content-Type: application/sdp

Content-Length: 714
<SDP Omitted>

MER INVITE RETTEZ , INVITE #ZWIEE, A BEWEE , BX B Expressway C B IP ib
7 ,U\EEETLX@ETEQMJW B

2017-09-19T710:18:35.023-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,022"
Module="network.search" Level="DEBUG": Detail="Search rule 'B2B calls to VCS-C' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-19T710:18:35.023-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,022"

Module="network.search" Level="DEBUG": Detail="Search rule 'Webex Hybrid' ignored due to source
filtering"

2017-09-19T710:18:35.023-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,022"
Module="network.search" Level="DEBUG": Detail="Search rule 'Calls to Webex' did not match

destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-19T710:18:35.023-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,022"
Module="network.search" Level="DEBUG": Detail="Considering search rule 'Webex Hybrid - to Webex
Cloud' towards target 'Hybrid Call Services DNS' at priority '90' with alias 'pstojano-
test@dmzlab.call.ciscospark.com'"

BELRAEFE , BT LLE BExpressway-EEN MMNERAN 3 THEMN , BREHFT —A

( Webex;B& — FWebex= ) BER. BRAMMWMEER N0, B E B FLERS
DNSKX1, MIE , ZEWUH K% E DNS XiF , LA LLEF Expressway E £ X 4£H DNS SRV &
WA X e E%, BIEATLLESSH DNS EikiB18

2017-09-19T710:18:35.048-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,048"
Module="network.dns" Level="DEBUG": Detail="Sending DNS query"
Name="_sips._tcp.callservice.ciscospark.com" Type="SRV (IPv4 and IPv6)"
2017-09-19T710:18:35.126-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,126"
Module="network.dns" Level="DEBUG": Detail="Resolved hostname to:
['IPv4''TCP''146.20.193.70:5062'] (A/AAAA) ['IPv4''TCP''146.20.193.64:5062'] (A/AAAA)
Hostname: 'l2sip-cfa-02.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV)

Hostname: 'l2sip-cfa-0l.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV) Number of
relevant records retrieved: 4"

BB EE |, FEAHIS | callservice.ciscospark.com SRVIERKE . WK T HAAMTRENE
MieF , CNHEMRO 5062, XEEEAR. K, AU F—4 TCP BE., WAITAE
: T LR BT B A R TCP EE | HERIIE Dst-port="5062" B M #Hix O, T RHER
EHHEFEINANBENRG

2017-09-19T10:18:35.474-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,474"
Module="network.tcp" Level="DEBUG": Src-ip="172.16.2.2" Src-port="25026" Dst-ip="146.20.193.70"
Dst-port="5062" Detail="TCP Connecting"

2017-09-19T10:28:35.295-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:28:35,289"
Module="network.tcp" Level="ERROR": Src-ip="172.16.2.2" Src-port="25026" Dst-ip="146.20.193.70"
Dst-port="5062" Detail="TCP Connection Failed"



IEET LA IZH B R ZBHETHEEN tecpdump FREVEX TCP BFMEZIFMEE ( WEFT

) o

Expressway-E attempts TCP Connection twice

Filter | tep.pornt==5062 L Expression... Clear 2 Nﬁ
Ho.  Time Source Destin Protocal S Port D Port Length f
I 20 Z i18:35.474312 16.2.2 ~146.20.193.70 _TEP : 250260 5062

4C;ﬂ%ﬁ" SYN] Seq=0 Win=29200 Len=0
_ 74 25027-5062 [SYN] Sedhp Win=29200 Len=0

e

The Expressway-E doesn’t receive a SYN-ACK
so it attempts to retransmit.

BERY , R AT BAHE Expressway E EEFEESH 7MW, EHZENERET , TS Webex FFER
3 TCP i&E#, MR Webex BRIERIGR TCP SYN HIEE , Mgt HIXFMER , A , BMF
AN B EZNBRSHFEFSERZAREZ, Et7E4d , EAENERRRLERBHH
Hi&% (BFALEE, IPSE ) TATRERH.

R B

BATXR— I REENRR , IBENRHRATFAINEEERR. I, IRMENIZEEFAER
, WAL G & /B R E A EBEE O EBBRIEIR |, UIRENE ZEE. M Expressway AEXRE
, FEERTH-—DHRE , BALEEHATERE L,

[ 3 Expressway # ZH N & B &R

BEANEELE IR Expressway L SEEMXNEXRBB, #FEMANEE [ FATEESIN @M ,
RAFLF HEFEUBEESERAERAN, HokREER |, B2k , RE regex [ABE
Expressway EHHEEL , BEEMHAFT—ELQSBEZANEE, ZiSENS , BFRIWTE
WHy s, SATEEMS X EWFLZE—#  SERIZMEEH -

- B P/ Cisco Webex M ARF I R“MARHE

- ENEBEERIRE

- WA PR REENIRE

. B A F# Cisco Webex MAREFFIRE
BRFEEMER—# , BIEFEEFRA CUCM SDL BRERLAK Expressway C # Expressway E 2 i
BE&. BURI—# , BN ZSEERAHLEXEAREYHBEFRIRAIEUNFETE, SUE—#
, 1B¥E Expressway E BRAF IR LAHAEZFEWEE T Expressway E BRXM T, A T2
HARAMER , EUMER , BAI1ZEFE T Expressway C [6 Expressway E ZiZ#I#0# SIP INVITE,

2017-09-25T11:26:02.959-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,959"

Module="network.sip" Level="DEBUG": Action="Received" Local-ip="192.168.1.6" Local-port="7003"
Src-ip="192.168.1.5" Src-port="25675" Msg-Hash="1536984498381728689"
SIPMSG:

| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SIP/2.0

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bK1lc7bf93f£f08014ca5e00bb0b5£80b184b272412.a81£2992e38
63ac202a000a3dd599763 ;proxy-call-id=£f79b8631-947b-46d4-a888-911bf0150bfe; rport

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=2z9hG4bK1c8c419938648;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: d58£f2680-9c91200a-1c7ba-1501a8c0@192.168.1.21

CSeqg: 101 INVITE

Call-Info: <urn:x-cisco-remotecc:callinfo>;x-cisco-video-traffic-class=DESKTOP

Remote-Party-ID: "Jonathan Robb"



<sip:5010@rtp.ciscotac.net>;party=calling; screen=yes;privacy=off
Contact: <sip:5010@192.168.1.21:5065; transport=tcp>;video;audio
From: "Jonathan Robb"

tag=505817~c9cc7ddc-9592-49e8-al3c-79e26f48eebc-30106972
To:

Max-Forwards: 15

Record-Route: <sip:proxy-call-id=£f79b8631-947b-46d4-a888-
911bf0150bfe@192.168.1.5:5061; transport=tls;lr>

Record-Route: <sip:proxy-call-id=£f79b8631-947b-46d4-a888-
911bf0150bfe@192.168.1.5:5060; transport=tcp;lr>

Allow: INVITE,OPTIONS, INFO,BYE,CANCEL,ACK, PRACK,UPDATE, REFER, SUBSCRIBE, NOTIFY
User-Agent: Cisco-CUCM11.5

Expires: 180

Date: Mon, 25 Sep 2017 15:26:02 GMT

Supported: timer,resource-priority,replaces,X-cisco-srtp-fallback,X-cisco-original-called
Session-Expires: 1800

Min-SE: 1800

Allow-Events: presence

X-TAATag: 8e8c014d-5d01-4581-8108-5cb096778£fc5

Session-ID: 75957d4fb66al3e835¢c10737aa505813;remote=00000000000000000000000000000000
Cisco-Guid: 3582928512-0000065536-0000000240-0352430272

Content-Type: application/sdp

Content-Length: 714

<SDP Omitted>

55 FH SIP3R 3k A Y IR 141D (d58f2680-9¢91200a-1c7ba-1501a8¢c0) , & Al LA IE 1 3R 5 b X iE #E < Bk
WATBERE. EEFERAEPWPNE=NTEW ID &t , BAILLE R Expressway E B[]
Expressway C K% 7 404 RIBBIEHIR,

2017-09-25T11:26:13.286-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:13,286"

Module="network.sip" Level="DEBUG": Action="Sent" Local-ip="192.168.1.6" Local-port="7003" Dst-
ip="192.168.1.5" Dst-port="25675" Msg-Hash="12372154521012287279"
SIPMSG:

|SIP/2.0 404 Not Found

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bK1lc7bf93ff08014ca5e00bb0b5f8b184b272412.a81£2992e38
63ac202a000a3dd599763 ; proxy-call-id=£f79b8631-947b-46d4-a888-
911bf0150bfe; received=192.168.1.5;rport=25675; ingress-zone=HybridCallServiceTraversal

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK1c8c419938648;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: d58£2680-9c91200a-1c7ba-1501a8c0@192.168.1.21

CSeqg: 101 INVITE

From: "Jonathan Robb"

;£tag=505817~c9cc7ddc-9592-49e8-al13c-79e26f48eebc-30106972
To:



Server: TANDBERG/4135 (X8.10.2) Warning: 399 192.168.1.6:7003 "Policy Response"
Session-ID: 00000000000000000000000000000000; remote=75957d4fb66al3e835c10737aa505813 Content-
Length: 0

HEBETEFEUATHAR :
1. Expressway E Mk Z iR @ Cisco Webex &% INVITE
2. Expressway E 2 #ITEB B RKIELIFW (404 KRBER ) W—F,

404 KRR BEIRBEH R T Expressway TER B HWitiat, BT Expressway E A RANEH
B MEMTRFRZBEBFEY , B E KB Expressway E B9 xConfiguration, & 7] 3L
It xConfiguration R ZERFFLAL4EEL Webex BES DNS XERIERZMAN ., EM xConfiguration
AEEIR Expressway LEENERAN , £0] L8 R “xConfiguration Zones Policy SearchRules
Rule”s {TIRER , B9 E B Expressway LB MERMNNBRANBEEFIR. ERAN"FH
FHBRFIBESVEZNFCHINERAN RN, NMREEERERANBEIEE, ETUE
A¥ARRE (Hlm‘Webex ) RERBEREAN. REAMAMUN S —FEERERREN
“*@."\.ciscospark.com"N X FHFHEE. IRENEBNRIFZHR, (BRRA=ZFFLELE
# ) £ME xConfiguration J5 , BAALEE , BRAN 6 £H FFHEW4%iES Cisco Webex HIEH
AN,

*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule Target SIPVariant: "Any"
c xConfiguration Zones Policy SearchRules Rule Target Type: "Zone"

Eﬁ]ﬁtlﬂ:ﬁ:‘:ﬁ BIMNUUEASDARNAERIIE. KAESEFANRE , RNEERENTHE
@ > TH > RERS
- Bl# : %Request URI in the initial INVITE% ( %20 : pstojano-
test@dmzlab.call.ciscospark.com)
. XA : Regex
- BXZHFHR, *@."\.ciscospark\.com
- /R1THh BF
MERNE Regex RBIEH , BN ZLBTIREMRIINER , I TEHRAR

Authentication: "No"

Description: "Outbound calls to Webex"
Mode: "AliasPatternMatch”

Name: "Webex Hybrid - to Webex Cloud"
Pattern Behavior: "Leave"

Pattern Replace:

Pattern String: ".*@.*\.ciscospark\.com"
Pattern Type: "Regex"

Priority: "101"

Progress: "Stop"

Protocol: "SIP"

SIPTrafficType: "Any"

Source Mode: "Named"

Source Name: "Hybrid Call Service Traversal"
State: "Enabled"

SystemGenerated: "No"

Target Name: "Hybrid Call Services DNS"

O O Oh Oh Ohh h Oh Oh O Oh Oh O Oh Oh Oh Oh O O



Check pattern

Alias

Alias # | pstojano-test@dmzlab.call ciscospark.com |
Pattern

Pattern type Regex ¥ | | 1

Pattern string # | 5@ " ciscosparkicom i
Pattem behavior Leave ¥ | LI

Check paiiem

Result Succeeded

Deetails Aliaz matched pattern
Alias pstojano-test@dmzlab. call.ciscospark.com

EFRINEFANEZEERBIERE , B WIAEE Expressway FEHERIE 404 RRBIE RN
Expressway E BEAZ B KR THZ®, LT R Expressway HiTH8 ZH N2 8B RHI,

2017-09-25T11:26:02.966-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,966"
Module="network.search"” Level="DEBUG": Detail="Search rule 'B2B calls to VCS-C' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-25T11:26:02.966-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,966"
Module="network.search"” Level="DEBUG": Detail="Search rule 'Webex Hybrid' ignored due to source
filtering"

2017-09-25T11:26:02.966-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,966"
Module="network.search"” Level="DEBUG": Detail="Search rule 'Calls to Webex' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-25T11:26:02.967-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,967"
Module="network.search" Level="DEBUG": Detail="Considering search rule 'to DNS' towards target
'DNS' at priority '100' with alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-25T11:26:02.968-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,968"
Module="network.dns" Level="DEBUG": Detail="Sending DNS query" Name="dmzlab.call.ciscospark.com"
Type="NAPTR (IPv4 and IPv6)"

2017-09-25T711:26:02.982-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,982"
Module="network.dns" Level="DEBUG": Detail="Could not resolve hostname”
2017-09-25T711:26:02.982-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,982"
Module="network.dns" Level="DEBUG": Detail="Sending DNS query"
Name="_sips._tcp.dmzlab.call.ciscospark.com™ Type="SRV (IPvd and IPv6)"

EAXTRHIG |, BATLAED Expressway LB T HMERAN, SI=ZPRANEEHRATMBLZE , £
MEANBIER, EESTHKIES R , EERENEMNJF Expressway I BIE Rk #E DNS
BEiB®, EMBRAE xConfiguration FEENAZR , I Webex BEEEBRNERANMNEZHE
“Webex Hybrid - to Webex Cloud” , BE LR @ ZHNZBBAZFERERAN, e , SREE
EHEROERAN (3 DNS ) RMARSTE , MESAUER ST RELBEMT Webex BA
BRANMNER, Atk , BULIEHES xConfi ig , X—REREZ N DNS"HE RN

*c xConfiguration Zones Policy SearchRules Rule Authentication: "No"

*c xConfiguration Zones Policy SearchRules Rule Description:

*c xConfiguration Zones Policy SearchRules Rule Mode: "AliasPatternMatch”

*c xConfiguration Zones Policy SearchRules Rule Name: "to DNS"

*c xConfiguration Zones Policy SearchRules Rule Pattern Behavior: "Leave"

*c xConfiguration Zones Policy SearchRules Rule Pattern Replace:

*c xConfiguration Zones Policy SearchRules Rule Pattern String: "(?!.*@%localdomains%.*§) .*"
*c xConfiguration Zones Policy SearchRules Rule Pattern Type: "Regex"

*c xConfiguration Zones Policy SearchRules Rule Priority: "100"

*c xConfiguration Zones Policy SearchRules Rule Progress: "Stop"

*c xConfiguration Zones Policy SearchRules Rule Protocol: "Any"

*c xConfiguration Zones Policy SearchRules Rule SIPTrafficType: "Any"

*c xConfiguration Zones Policy SearchRules Rule Source Mode: "Any"

*c xConfiguration Zones Policy SearchRules Rule Source Name: "Please Select"

I R e e e e N o



*c xConfiguration Zones Policy SearchRules Rule 1 State: "Enabled"

*c xConfiguration Zones Policy SearchRules Rule 1 SystemGenerated: "No"

*c xConfiguration Zones Policy SearchRules Rule 1 Target Name: "DNS"

*c xConfiguration Zones Policy SearchRules Rule 1 Target SIPVariant: "Any"
*c xConfiguration Zones Policy SearchRules Rule 1 Target Type: "Zone"

ERERZANGE, BAUBHIUTER
. BXZ&#E 5 Cisco Webex #3R URI #TE
- EEFBREHR 100
. #E (Pattern behavior) #i& B R “FE 1",

WEREIFRRM , #1 Cisco Webex ¥R URI St NAHE , H B RIEMA , Expressway
SEIEER (ER ) HEFEAN, Bt , AL ERR—MX<BE K. Expressway & ZH ML
EENITHEREREEAZARAERBENAN, ATRTH. BEAN : ZubEXITH  HEE 1
LARERAN : PEENTH - HEE 10 RARIERMAN : DNSEKNITH : FILLE 50 RERE
AERGIFR , BEEZRBALocal’(1) WERAN , MREXFACEHENERAN , MELBEER
“Neighbor (W18 KA N (10) , B RBRNIT R BURE R RE, MRERAN“Neighbor F TR , M &
HEBRGEANDNS” (50) , BRMLIES ., MREREMANDNS"EER , WLELER , TieRE
FERARET 50 WEEAN , EAEITHHRERIEL. Bl , BTEEto DNS"H
“Webex Hybrid - to Webex Cloud”# Il = [ #Y18 2 M| 48 554 o

*c xConfiguration Zones Policy SearchRules Rule 1 Name: "to DNS"
*c xConfiguration Zones Policy SearchRules Rule 1 Priority: "100"
*c xConfiguration Zones Policy SearchRules Rule 1 Progress: "Stop"

*c xConfiguration Zones Policy SearchRules Rule 6 Name: "Webex Hybrid - to Webex Cloud”
*c xConfiguration Zones Policy SearchRules Rule 6 Priority: "101"
*c xConfiguration Zones Policy SearchRules Rule 6 Progress: "Stop"

FEit , ST LUEE“BDNS NI B S RIE T “BlWebexBS — ElWebexz="#01 , Bt , HEE=
R BIDNS"HN, HFERXNTH (HE ) REREL”, Bl Expressway E LR &E R Webex
Hybrid - to Webex Cloud #1ll , 3 B BLSKRK, FHFRARUEREERSHEUERSEEPE
KEEL, REFHR , ANEBEBBRARE , 2tI2—MEAELEANATF Cisco Webex # R,
Am, ATFEEAAREEHCTEAN , HANBRDBEA , ARLSBFYLW, Cisco Webex
AR HYE U BERERAE, ERREEE , BBRERTUTSR

1. 53| Expressway E

2. SMBEE > RSHE > BEAN

3. &1 Webex BEERAN M R ( #I40 : F# : Webex Hybrid - to Webex Cloud )

4. BREFERABTRMAERAN , EXEBE , NFLEBRMA. (40 : £ER

:99)

ERXANNBGIR , X FHERESL , CEERANREFIIRPUBNEE, EX , DNS XH
RETHIZEER , ATHREMFERGENBEHBREAXITERRN, @it , RONBUCT KSR
FANEEAIERER , AEEBREHATE. RHE 4 Expressway CPL Bl Ef§iRExpressway f# R
FRAVENCEARSSE L TANFIWLLEETS (CPL) BEABKRKRIE. NREEDRN
Expressway R 5 RN AT Cisco Webex BEAFWEBFZ MBI MzRHER , RMNBIARWSAH
17 CPL SEREFMN, RE Expressway LH[E Cisco Webex Hybrid #9 CPL BiEEXHEM , IR
REHR , CUABRELEFUEE, ATHEREBERT OAEAZKAFZFERE CPL HiREE.
SAEHAMs X HRWZR—F , HERIRERN :

- WA FK Cisco Webex BIARFE RN

- EMNEBEE R

- BUA PRI ENIRS

- BUAFHREARE IR
S AHMAER—& , TSR A CUCM SDL BERL K Expressway C Ml Expressway E ¥ H
Fo BUE—# , BREE ATHEAERRALIERMZEAEFRIFUNER. SXE—% , 8
#& Expressway E R L I2 KA LAFAEZMWSBAT Expressway E BAM T, U TRSHHE
BB, LR ER , T & & Expressway C [0 Expressway E X F1# SIP INVITE.



2017-09-25T16:54:43.722-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,722"
Module="network.sip" Level="DEBUG": Action="Received" Local-ip="192.168.1.6" Local-port="7003"
Src-ip="192.168.1.5" Src-port="26404" Msg-Hash="17204952472509519266"

SIPMSG:

| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SIP/2.0

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal ;branch=z9hG4bK781a1304234ed%aaec86834368739430283256.34216c32a0d
e36el16590bae364£388b6; proxy-call-id=3bbbf94a-082e-4088-8f5a-5ea7e82f8aac;rport

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK1cf344a8bll7e;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: c030£100-9¢916d13-1cdcb-1501a8c0@192.168.1.21

CSeq@: 101 INVITE

Call-Info: <urn:x-cisco-remotecc:callinfo>;x-cisco-video-traffic-class=DESKTOP
Remote-Party-ID: "Jonathan Robb"
<8ip:5010@rtp.ciscotac.net>;party=calling; screen=yes;privacy=off

Contact: <8ip:5010@192.168.1.21:5065; transport=tcp>;video;audio

From: "Jonathan Robb"

;tag=512579~c9cc7ddc-9592-49e8-al3c-79e26£48eebc-30107000
To:

Max-Forwards: 15

Record-Route: <sip:proxy-call-id=3bbbf94a-082e-4088-8f5a-
5ea7e82f8aac@192.168.1.5:5061;transport=tls;1lr>

Record-Route: <sip:proxy-call-id=3bbbf94a-082e-4088-8f5a-
5ea7e82f8aac@192.168.1.5:5060; transport=tcp;lr>

Allow: INVITE,OPTIONS, INFO,BYE,CANCEL,ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY
User-Agent: Cisco-CUCM11.5

Expires: 180

Date: Mon, 25 Sep 2017 20:54:43 GMT

Supported: timer,resource-priority,replaces,X-cisco-srtp-fallback,X-cisco-original-called
Session-Expires: 1800

Min-SE: 1800

Allow-Events: presence

X-TAATag: 4fffefed-0512-4067-ac8c-35828£0a1150

Session-ID: 75957d4fb66al3e835¢c10737aa512577; remote=00000000000000000000000000000000
Cisco-Guid: 3224432896-0000065536-0000000264-0352430272

Content-Type: application/sdp

Content-Length: 714

<SDP Omitted>
{#/ SIP kR EFELY ID (c030f100 9¢916d13 1cdcb 1501a8c0) , SR AT AR [ T8 RS X iF
EXBNFAEEE. EEBAEPFRFNE=/TW ID & , BT LA E S Expressway E MBI
Expressway C &% T 403 Forbidden $&i%.
2017-09-25T16:54:43.727-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,727"
Module="network.sip"™ Level="DEBUG": Action="Sent" Local-ip="192.168.1.6" Local-port="7003" Dst-
ip="192.168.1.5" Dst-port="26404" Msg-Hash="9195436101110134622"

SIPMSG:

|SIP/2.0 403 Forbidden

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal ;branch=z9hG4bK781a1304234ed%aaec86834368739430283256.34216c32a0d
e36e16590bae36df388b6;proxy-call-id=3bbbf94a-082e-4088-8f5a-
5ea7e82f8aac;received=192.168.1.5;rport=26404; ingress-zone=HybridCallServiceTraversal

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK1cf344a8bll7e;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: c030£100-9¢916d13-1cdcb-1501a8c0@192.168.1.21



CSeq@: 101 INVITE
From: "Jonathan Robb"

;tag=512579~c9cc7ddc-9592-49e8-al3c-79e26£48eebc-30107000
To:

jtag=64fe7f9eab37029d
Server: TANDBERG/4135 (xX8.10.2)
Warning: 399 192.168.1.6:7003 "Policy Response"
Session-ID: 00000000000000000000000000000000; remote=75957d4fb66al3e835c10737aa512577
Content-Length: 0

E T fBExpressway E3E4E b /20 3 B Expressway CR X403 LB RN RR , #BESH403% 1L
% AExpresswayfy [R#SIP INVITEZ R BE%RB. BEdomXEAERE , SEETIUERIE
EHMHNFIEZERE, #IE , £ETIERANERAN , BEEDEA T HUGEES
(CPL) B8, LUTFERBE,

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,725"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,725"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,726"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,726"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:

n
BELRBES N , B UAE CPL 84 T,
2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: Event="Search Completed"
Reason="Forbidden" Service="SIP" Src-alias-type="SIP" Src-alias="5010@rtp.ciscotac.net" Dst-
alias-type="SIP" Dst-alias="sip:pstojano-test@dmzlab.call.ciscospark.com" Call-serial-
number="48c80582-ec79-4d89-82e2-e5546£35703c" Tag="4fffefed-0512-4067-ac8c-35828£0a1150"
Detail="found:false, searchtype:INVITE, Info:Policy Response" Level="1" UTCTime="2017-09-25
20:54:43,726"
2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: Event="Call Rejected" Service="SIP" Src-
ip="192.168.1.5" Src-port="26404" Src-alias-type="SIP"

EE -ERERT , BTABIHHHEZEAL , BH CPL, FindMe Hl Transform #27 iH#
FHNZ G EHERSHIERT , BT A Expressway B xConfig SRE iFith 7 i 4R
AR , WFCPL, RIEBAHTER , ENETFTLBIEHHAN, LT xConfig #B5 FEA
Expressway E £/ T 21k CPL 24,



*¢ xConfiguration Policy AdministratorPolicy Mode: "LocalCPL"
RATEGHTHANER , SBEZFE Expressway E H SR ERE > PSR > AN ( MEARR
=)o

Call Policy rules

EERNHARERN , ﬁﬁllﬂiﬂl’)\?ﬁl ; Bﬁiﬁ ; .*E1‘/'T<:.*@dmzlab\.call\.ciscospark\..com.*hi{’iE i ]
IR LRI , 5 _(Cisco Webex BE RS HFIER) PRINEMLL , BN BHFSaEEE.

Field Setting

Source Type From address

Rule applies to Unauthenticated callers

Source pattern J@examplel.call\.ciscospark\.com.”, where example is your
company's subdomain.

Destination pattern

Action Reject

BRAREMREAE  SRESHAECPLANER , AEFFRREN.
*@%Webex_subdomain%\.call\.ciscospark\.com. *BB##E=X R, *

1. B 53| Expressway E

2. S BEE > WA SRRE > AN

3. 4% A Cisco Webex B & FF I Bk 5512 il A AR I

4. MARMRX A . *@%Webex_subdomain%\.call\.ciscospark\.com, *(fil :

*@dmzlab\.call\.ciscospark\.com.*)
5 WA HHREN, *
6. EFERTEF

%5 Webex Hybrid CPL SR i¥4ifE 8 , i##50 (Cisco Webex BA#it#58) . XE : M
Cisco Webex Bl &t = M\ Z3th B Cisco Webex [F18 1 IP B3:iE/MER R iREt G.711, G.722
= AAC-LD AN N EMRmMEBIR. BERURSEEIRF=MTFRANZMRMBBEE : G.711,
G.722 M AAC-LD. ERIIE I 5 Cisco Webex SRR |, AMEEAXEZINRMILETZ —. ity
FEUTLREAFEASHEANFTREFDGS BB TRERRSEMN. EEAEUnified
CMLEAEENA/ERAXEIZE , XL R TEERE, N THESETH , BREXT
gESE LAY )5 B EA K Unified CMEEELE 3 #EH Early Offer 2 Delayed Offer MEFTFRRE. LT
RIXFTATREHIAN LT RERAGTF
1. Cisco Webex ZiX#ft G.711, G.7225 AAC-LD B AL INVITE w/ SDP. Expressway-C fF
KXt # 8.3 Unified CM , {B Unified CM LR NN A G.729 BT, Eik , BTFRE
ARS8 , Unified CM B4 XA,
2. Unified CM B9 £5i24E 8 W 883 Early Offer ZIA Cisco Webex , iXE k& #0% INVITE &
X B Expressway-C 3= = G.729 EHIHI SDP. #RJa , Cisco Webex£ &i%200 OK
w/SDP , ZSDPRNEF I (m=audio 0 RTP/SAVP)HFE , R RAEFXRKGC.729, —H
Expressway-CHFILINVITE % BlUnified CM , Unified CMFL IEFERY | B 9385 7] AR 4R R
B
3. Unified CM B89 £ %04 HH & FE Y48 Cisco Webex B Delayed Offer , X k& #0144 INVITE
R X F Expressway-C f#7&& SDP, Cisco Webex REXE—NMNEEHXEHNAME XA
fRTGE] MY 200 OK w/ SDP, Expressway-C $#iZ 200 OK &% Unified CM , {BUnified CM
BRI RAARFGC.720H TZHW, Hit , AFRETHNEMABER , Unified CM B4 Z
Wm‘lo

MREE R B 51 [ T A AR & A BR S5 BEF A K , BR T Unified CM SDLERERS , #83E 2%
MIRAExpressway B &, THEN R AFEH B EUnified CMZ i H 35 /A 4ER Early Offerit 1789



https://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_0110.html
https://www.cisco.com/c/zh_cn/td/docs/solutions/PA/maroon/spark/hybdsrvs.html

#HERHE . ARRMAEFWSBIE Cisco Webex , FTEABZE 5 #7 M Expressway-E FFAEL T &
Cisco Webex#J28INVITE outfI RB R, SUBRI SEFHARBBHRREN G.729 (FHAR
18) o 101 ATFNEFESH , X F S HRIZRTHEX.

2017-09-19T710:46:10.488-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:46:10,488"
Module="network.sip"™ Level="DEBUG": Action="Sent" Local-ip="172.16.2.2" Local-port="25034" Dst-
ip="146.20.193.64" Dst-port="5062" Msg-Hash="4309505007645007056"

SIPMSG:

INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SIP/2.0

Via: SIP/2.0/TLS 64.102.241.236:5062;egress-
zone=HybridCallServicesDNS;branch=z9hG4bK323e6b15ad0cbb£f409751£67848136£falll5;proxy-call-
id=a3a78ee2-c01b-4741-b29b-55aedea256d42; rport

Via: SIP/2.0/TLS 172.16.2.2:5073;branch=z9hG4bK350703fe46645f0acddef05b35adc5¢c157 ;x~-cisco-local-
service=nettle;received=172.16.2.2;rport=41511; ingress-zone=DefaultZone

Via: SIP/2.0/TLS 192.168.1.6:5061;egress-
zone=DefaultZone;branch=z9hG4bKf71£2bf47233d6ca52b579364594ac6cllls.a402e3£25603£5a77b60bl7ead7d4
bf72;proxy-call-id=bel7a470-0bca-4ad5-8a6c-14872e007efb; received=192.168.1.6;rport=25025

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bKfcf4c£fd09d4213a88bd2331cef0bc82b540559.494a140082bd
66357134b%eed43354£8;proxy-call-id=4d4d4e950-babc-4545-ad4a7-
c60a8bl7a8bd;received=192.168.1.5;rport=26513; ingress-zone=HybridCallServiceTraversal

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK12dd82194c4£7;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: 44bdd400-9c¢112dbl1-124d95-1501a8c0@192.168.1.21

CSeq: 101 INVITE

Remote-Party-ID: "Jonathan Robb" <sip:5010@rtp.ciscotac.net>;privacy=off;screen=no;party=calling
Contact: <s8ip:172.16.2.2:5073; transport=tls>;video;audio

From: "Jonathan Robb"

Max-Forwards: 14

Record-Route: <sip:proxy-call-id=a3a78ee2-c01b-4741-b29b-
55aedea256d2@64.102.241.236:5062; transport=tls;lr>

Record-Route: <sip:proxy-call-id=a3a78ee2-c01b-4741-b29b-
55aedea256d42@172.16.2.2:5061;transport=tls;1lr>

Allow: INVITE,ACK,BYE,CANCEL, INFO,OPTIONS, REFER, SUBSCRIBE, NOTIFY
User-Agent: TANDBERG/4352 (X8.10.2-b2bua-1.0)

Supported: X-cisco-srtp-fallback,replaces,timer

Session-Expires: 1800;refresher=uac

Min-SE: 500

X-TAATag: 14a0bd87-1825-4ecf-9f3d-4a23cfa69725

Session-ID: 75957d4fb66al3e835c10737aa329445;remote=00000000000000000000000000000000
Content-Type: application/sdp

Content-Length: 1407

v=0

o=tandberg 0 1 IN IP4 64.102.241.236

8=-

c=IN IP4 64.102.241.236

b=AsS:384

t=0 0

m=audio 52668 RTP/SAVP 18 101 <-- CUCM is only supporting G.729 for this call
a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

a=crypto:1 AES CM 128 HMAC SHALl 80 inline:...ccccccececccccccccocscsccscscscscccscscssssssscscs
a=crypto:2 AES CM 128 HMAC SHALl 80 inline:...ccccccececccccccccoscscsccscsccscccscscssssssscscs
UNENCRYPTED_ SRTCP

a=crypto:3 AES CM 128 HMAC SHALl 32 inlines..ccccccccccccccccccccoscscsccscsccscccsoscssssssscscs
a=crypto:4 AES CM 128 HMAC SHALl 32 inline:s..cccccccccccccccccccecscsccscscscscccsoscssssssscscs



UNENCRYPTED_ SRTCP

a=sendrecv

a=rtcp:52669 IN IP4 64.102.241.236

m=video 52670 RTP/SAVP 126 97

b=TIAS:384000

a=rtpmap:126 H264/90000

a=fmtp:126 profile-level-id=4280l1le;packetization-mode=1;level-asymmetry-allowed=1
a=rtpmap:97 H264/90000

a=fmtp:97 profile-level-id=4280le;packetization-mode=0;level-asymmetry-allowed=1
a=rtcp-fb:* nack pli

a=crypto:1 AES CM 128 HMAC SHALl 80 inline:...ccccccececccccccccoscscsccscsccscccscscssssssscscs
a=crypto:2 AES CM 128 HMAC SHALl 80 inlines...ccccccececccccccccocscscscscsccscccscscssssscscscs
UNENCRYPTED_ SRTCP

a=crypto:3 AES CM 128 HMAC SHALl 32 inlines..cccccccecccccccccccescscscscscscscccsoscssssssscscs
a=crypto:4 AES CM 128 HMAC SHALl 32 inlines..cccccccccccccccccccoscscsccscscscscccsoscssssssscscs
UNENCRYPTED_ SRTCP

a=sendrecv

a=content:main

a=label:11

a=rtcp:52671 IN IP4 64.102.241.236

FE A INVITE IEEL , Cisco Webex £/ 200 OK EBER BRI, MRESFABEEIXZHER
, REEZIZNRMBBRCHE, HEEEE , BAXRIEFTMRO , FURFEADEZZTHIR

o

2017-09-19T10:46:27.073-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:46:27,072"
Module="network.sip" Level="DEBUG": Action="Received" Local-ip="172.16.2.2" Local-port="25034"
Src-ip="146.20.193.64" Src-port="5062" Msg-Hash="5236578200712291002"

SIPMSG:

SIP/2.0 200 OK

Via: SIP/2.0/TLS 64.102.241.236:5062;egress-
zone=HybridCallServicesDNS;branch=z9hG4bK323e6b15ad0cbbf409751£67848136falll5;proxy-call-
id=a3a78ee2-c01b-4741-b29b-55aedea256d2; rport=38245; received=192.168.5.26,SIP/2.0/TLS
172.16.2.2:5073 ;branch=z9hG4bK350703fe46645f0acddef05b35adc5¢c157 ; x-cisco-local-
service=nettle;received=172.16.2.2;rport=41511; ingress-zone=DefaultZone, SIP/2.0/TLS
192.168.1.6:5061;egress-
zone=DefaultZone;branch=z9hG4bKf71£f2bf47233d6ca52b579364594ac6cl114.a402e3£f25603£f5a77b60bl7ea47d
bf72;proxy-call-id=bel7a470-0bca-4ad5-8a6¢c-

14872e007efb;received=192.168.1.6; rport=25025,SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal ;branch=z9hG4bKfcf4cfd09d213a88bd2331cef0bc82b540559.494a140082bd
66357134b%eed43354£8;proxy-call-id=4d4d4e950-babc-4545-a4a7-
c60a8bl7a8bd;received=192.168.1.5;rport=26513; ingress-
zone=HybridCallServiceTraversal, SIP/2.0/TCP

192.168.1.21:5065;branch=z9hG4bK12dd82194c4£f7; received=192.168.1.21;ingress-zone=CUCM11
Call-ID: 44bdd400-9c¢112db1-12d95-1501a8c0@192.168.1.21

CSeq: 101 INVITE

Contact: "l1l2sip-UA" <sip:12sip-UA@l2sip-cfa-0l1l.wbx2.com:5062;transport=tls>

From: "Jonathan Robb"

Record-Route: <sip:12sip-cfa-0l.wbx2.com:5062;transport=tls;lr>,<sip:proxy-call-id=a3a78ee2-
c01b-4741-b29b-55aedea256d42@64.102.241.236:5062; transport=tls;lr>,<sip:proxy-call-id=a3a78ee2-
c01b-4741-b29b-55aedea256d42@172.16.2.2:5061; transport=tls;1lr>

Allow: INVITE,ACK,CANCEL, BYE, REFER, INFO,OPTIONS, NOTIFY, SUBSCRIBE

User-Agent: Cisco-L2SIP

Supported: replaces

Accept: application/sdp

Allow-Events: kpml

Session-ID: ed35426ed3ade6fdc3b058792333df2b;remote=75957d4fb66al3e835c10737aa329445

Locus: 4711a33f-9d49-11e7-9bf6-deal2d0£2127

Locus-Type: CALL

Content-Type: application/sdp



Content-Length: 503

v=0

o=linus 0 1 IN IP4 146.20.193.109

8=-

c=IN IP4 146.20.193.109

b=TIAS:384000

t=0 0

m=audio 0 RTP/SAVP * <-- Webex is zeroing this port out

m=video 33512 RTP/SAVP 108

c=IN IP4 146.20.193.109

b=TIAS:384000

a=content:main

a=sendrecv

a=rtpmap:108 H264/90000

a=fmtp:108 profile-level-id=42001E;packetization-mode=1;max-mbps=40500;max-£fs=1620;max-
fps=3000;max-br=10000;max-dpb=3037; level-asymmetry-allowed=1

a=rtcp-fb:* nack pli

a=crypto:1 AES CM 128 HMAC SHALl 80 inline:..cccccccececccccccccccscscscscsscccscsccccsss
a=label:200

BIETLAEA TranslatorX EEHE R FE. SATUBINEEERSUBINTR. BREEXEE
SREMEHI—/BYE , ZBYE3X HExpressway-CH 5[ , WE R

— — — — — —
Expressway-C Expressway-E Inside Expressway-E Outside Spark
192.168.1.5 392.‘-.:38.1.6 1721622 146.20.193.64

14:46:09.835 INVITE w/ SDP (101 INVITE)
14:46:09.839 100 Trying (101 INVITE}
14:46:09.979 CD INVITE w/ SDP (101 INVITE)
14:46:09.985 (:::) 100 Trying (101 INVITE)
14:46:09.998 C) INVITE wy SDP (sendrecv) (101 INVITE)
14:46:10.002 (::) 100 Trying (101 INVITE)
14:46:10.488 INVITE w/ SDP (sendrecy) (101 INVITE)
14:46:10.755 100 Trying (101 INVITE)

4:46:11.537 180 Ringing (101 INVITE)
14:46:11.537 C:) 180 Ringing (101 INVITE)
14:46:11.539 (::) 180 Ringing (101 INVITE)

180 Ringing (101 INVITE)

] 200 OK w/ SDP (sendrecv) (101 INVITE)
1
14:46:27.076 (| 200 OK w/ SDP (sendrecv) (101 INVITE)

14:46:27.078 C:) ACK (101 ACK)
14:46:27.080 ACK (101 ACK)
14:48:27.101 C ™) 200 OK w/ SDP (sendrecv) (101 INVITE)
14:46:27.105 200 OK w/ SDP (sendrecv) (101 INVITE)

14:46:27.133 ACK (101 ACK)

14:46.22.125 — D ACK (101 ACK

EC - ™
4:46:27.175 BYE (102 BYE)
i -~ | | BYE from

TLD BYE(1028YD) >
14:46:27,177 (]D 200 OK (102 BYE) C U CM
14:46:27.179 200 OK (102 BYE)
14:46:27.183 o Bve (1028v8)

M TRBYEHBMFHARE ., STLIERHLES , HFRER Cisco-CUCM11.5 , XM IZHE
£H Unified CM £, BEEHNS—KE , REARBIRE Ncause=47, LABHELERE
“Tou FBIR

2017-09-19T10:46:27.175-04:00 amer-expresswayOl tvcs: UTCTime="2017-09-19 14:46:27,175"
Module="network.sip™ Level="DEBUG": Action="Received" Local-ip="192.168.1.6" Local-port="7003"
Src-ip="192.168.1.5" Src-port="26513" Msg-Hash="237943800593485079"

SIPMSG:

BYE 8ip:192.168.1.6:5071;transport=tls SIP/2.0

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-



zone=HybridCallServiceTraversal ;branch=z9hG4bK90a666b3461356£8cd605cec91e4538240575.494a140082bd
66357134b%eed43354£8;proxy-call-id=4d4d4e950-babc-4545-a4a7-c60a8bl7a8bd; rport

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK124dd10269d39;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: 44bdd400-9c¢112db1-12d95-1501a8c0@192.168.1.21

CSeq: 102 BYE

From: "Jonathan Robb" <sip:5010@rtp.ciscotac.net>;tag=329447~c9cc7ddc-9592-49e8-al3c-
79e26f48eebc-30106833

To: <sip:pstojano-test@dmzlab.call.ciscospark.com>;tag=£3734601fb0eb541

Max-Forwards: 69

Route: <«<sip:proxy-call-id=bel7a470-0bca-4ad5-8a6c-

14872e007e£fb@192.168.1.6:7003; transport=tls;lr>,<sip:proxy-call-id=bel7a470-0bca-4ad5-8a6¢c-
14872e007e£fb@192.168.1.6:5061; transport=tls;lr>

User-Agent: Cisco-CUCM11.5

Date: Tue, 19 Sep 2017 14:46:09 GMT

X-TAATag: 14a0bd87-1825-4ecf-9f3d-4a23cfa69725

Reason: Q.850 ;cause=47

Session-ID: 75957d4fb66al3e835c10737aa329445; remote=ed35426ed3ade6£dc3b058792333d£f2b
Content-Length: 0

B FCisco Webex @ # 2t W RHIN FMERBR[AT , BEERSAR : aMIAERSAR
ER%4 Cisco Webex B ##4 INVITE B Kb.Cisco Webex AT AR ENBHE, IE , THRIDA
INVITER 4 24k , ATLERBICMNERGC.729, THRIKER , HEHM (Cisco WebexiB4& W iR
FHEEM) , HEAGEBELAZTIER X , HPTERBERU RS EZEN EREZG B0 NSRS
HTZXFNRERMBEBRE. BERMNSEILLTAZR : Cisco Webex XU T RBBER :

- H — G.711, G.722, AAC-LD

. MM — H.264
EE : OpusFH FCisco Webex BE IR ASBEER. AF LILER , B LIBHUTEL :
Unified CM B XX S XN FIMRMBETR Cisco Webex NIEOHBHNFRE, BRER : Eff
RILESERER |, B TRER ERECisco Webex RD ( M E/EA s ) MExpressway-CHISIPH
KZzRAPXEEE. Al , #FREIRPMTEMENRZH. REFEMHNTSIXEHRY., ERE
Expressway C SIP KRy ig &t , lHITSUTIRE -

1. BFUnified CM,

2. & ZEDevice > Trunko

3. BRPUFHR L EHFind,

4. %% Expressway C R4k,

5. BFRiIRZ MBI
EREHEFUBNCTI-RDIHCisco Webex-RDEY iR &M , WHITEL T4 :

1. S EDevice > Phone,
2. 8% , EALLi%EDevice Type contains Webex= CTl Remote Device ( BUR F & F £/
A& ).
3. BRRFZMER.
BEEEISMEZBHXE

1. S EISystem > Device Pool,
2. 5% AT Expressway C SIP FR4kpdig & 5th.
3. B d“Device Pool(i& & ith)”,
4. DR XiEE .
5. %R AT Webex-RD = CTI-RD Hyi#&ith.
6. B i“Device Pool(i& & ith)”,
7. BREXEE
BEXEXR :
1. SR EZERE>KEEE>XE.
2. ERBEN—I X,



3. BEMEAGC.TINFNM KB A REFEREARR,

Wrt , MRB\EER G729 WEXEZAFERXEXR , SR EHEEZXRUZE Cisco Webex
FEANSZFNEARBBRIEA —IMTFENEEE , ZREBIE—IPIRXTXRHXE.
ELREFNZRT , BELTHEA : Expressway-C FEEXIE : ReservingBandwidthWebex-RD
Xig : RTP &% T HRRTPi® & FReservingBandwidthXigi z B X RV E R , MEAFRR.

nnnnnnnnnnnnnnnnnnn

-Region

G.729 Not Supported by Spark

B LB BB Expressway-C REFTEMNIR R MREXRX B xR, FiRZFUE—ITXEHZEE
RTP-E#®tii&HE , Eit Cisco Webex-RD Fl Expressway-C 4k B XiFX R 2 RTP-ig &M
RTP-E&iRMEZ AKX R, MERR , BAINESHXRIZIFAAC-LD , AAC-LDRCisco WebexX
FNETMEAER—  BEFUPRERRE, @E 2 83T Unified CM B XEAFEEX/DME
RES IS BREEE , 28 SDP i SIP HERITEREEK, A XEYBNRSESE
PAEBAEBEZABED. NTFFSHEUHEHRESEE , RARNERT, N¥TF2F Unified
Communications Manager (Unified CM) , 2 BI A H , RARINELE IS SDP R X SIP
HETETT, FUnified CMBWEBIRASF , SIPHEBAFNEX/PNERIN , {BIENFEHRERR
B, MARARFZE. Bt , #RUnified CMA IBRRAFA A ZFEERUBRSEENETFRTELE
FlUnified CMEBRXEABEEXRPTEAFRE, NRBXERERS L RBERERGE S FUYRSE
B , BR T Unified CM SDL BRERBUIEZ S , ISEB|EIRE Expressway H&. 7 THER
B, HEETHRRENER , AR THREREAMNGRAR, BEEEREFLANEE , BAAAE
, —EBUnified CMLBIZ KWSIPHE , BREXATCPEREF , M LR Expressway-Co Hit
, ZHERXENGRANSFREES :

1. Cisco Webex &3X—%& K## SDP I A INVITE B, Expressway-C & iItiE B &%
B Unified CM , Unified CM %[ TCP &= , AAJF SIP X & Eet,

2. Unified CM €A Early Offer i 8] Webex & i 3t 0 | iX Bk &1XF EXPRESSWAY-
C B#0% INVITE 28 & SDP, Cisco Webex fAJg £&3iX—%&H SDP £ 200 OK lja R4 8
, M\ Expressway-C &Z3XZE Unified CM B 200 OK M RIE B33 K. Unified CM 3<F TCP &
EF , RE SIP X iE N8,

3. Unified CM £ A Delayed Offer 215 [6] Webex & i3 i yhFFRY | iX Bk & X B Expressway-
C 9408 INVITe B F3T& SDP. Cisco Webex /5 &iX—% % SDP i 200 OK HE. , M
Expressway-C &3 ZE Unified CM B9 200 OK offer B3 X, Unified CM X TCP EjE=F
, ARG SIP X iEFE,
BEENISTEREM Expressway-C BEATHBR T BERR. WREEMFEATranslatorXERF , &
£ B BlExpressway-CIE £ {5 # SDPRI Cisco Webex 200 OK(OK)4%i% ElUnified CM, [BIER Unified
CM ki=F£EE SIP ACK HE , MERR.


http://translatorx.org/

— — — —
CUCM Expressway-C Expressway-E
14:05:01.183 INVITE (101 INVITE)
14:05:01.190 100 Trying (101 INVITE)
14.05:01.216 I INVITE (101 INVITE)
14:05:01.226 S 100 Trying (101 INVITE)
14:05:04.021 " 180 Ringing (101 INVITE)
14:05:04.025 & 180 Ringing (101 INVITE)
14:05:19.737 200 OK w/ SDP (sendrecv) (101 INVITE)
= 200 OK w/ SDP (sendrecv) (101 INVITE)

CANCEL (101 CANCEL)

14:06:22.829 < 481 Call Leg/Transaction IDaeﬁ Not Exist (101 E.ﬂ.MCELJI

No SIP ACK

B F Unified CM B RIBRIMARER , Bit , FXERZE SDL REKIESAZEF Unified CM AL IEX
fiER. ElFERD , 8L EZIHUnified CMAZRER B Expressway-CH A .. FFITEPAELCULH BE
TWH,

CUCM Traces

53138762.000 |09:05:19.762 |AppInfo |SIPSocketProtocol(5,100,14,707326)::handleReadComplete
send SdlReadRsp: size 5000

53138763.000 |09:05:19.762 |SdlsSig | Sd1ReadRsp |wait
| SIPTCp (5,100,71,1) | sd1TCPConnection(5,100,14,707326)
|5,100,14,707326.4410.36.100.1404* | *TraceFlagOverrode

53138763.001 |09:05:19.762 |AppInfo |SIPTcp - SdlRead bufferLen=5000

53138763.002 |09:05:19.762 |AppInfo |//SIP/Stack/Error/0x0/httpish cache_header_val: DROPPING
unregistered header Locus: c904ecbl-d286-1lle6-bfdf-b60ed9145494

53138763.003 |09:05:19.762 |AppInfo |//SIP/Stack/Info/0x0/httpish msg process_network_msg:
Content Length 4068, Bytes Remaining 3804

53138763.004 |09:05:19.762 |AppInfo |//SIP/Stack/Info/0x0/ccsip_process_network_message:
process_network msg: not complete

53138763.005 |09:05:19.762 |AppInfo |SIPTcp - Ignoring large message from %Expressway-
C_IP%:[5060]. Only allow up to 5000 bytes. Resetting connection.

#ESIPX &R} , Cisco Webex¥F B Expressway-E& 3% A WiSIP 603354254 8. , i B FRFIHFmR

o

Expressway-E Traces

2017-01-04T09:05:40.645-05:00 vcs-expressway tvcs: UTCTime="2017-01-04 14:05:40,645"
Module="network.sip" Level="DEBUG": Action="Received" Local-ip="%Exp-E%" Local-port="25150" Src-
ip="%Webex_ IP%" Src-port="5062" Msg-Hash="2483073756671246315" SIPMSG: SIP/2.0 603 Decline

MBI , BURE=ZHFTENZRPERLITH. AERBER , G RUNAERESEE 3 7z
REZK , FX—7RT , HIEFWEL Delayed offer X% E Cisco Webex, fRFE :

1. B FUnified CM,

2. S ERSG>BFSH.

3. kR IEEIE ST Call Manager PFRSSHYBRSS 28,

4. B TIEFERSFE , E&FECisco Call Managerfi 5.



5. R B/ REI,

6. EMFTES Y (RE-SIP) RERME , EXSIP BAEAHEEBK/MMEN 18000,
7. & Save,

8. A1Z1T Cisco Call Manager BRI 84 Unified CM T RE& TR,

AR BETF IP BiE, tMERSA/R SIP PAFERALRE  XAEHEZ. XEREFTUAME
WEZ , UBRABRELEOXNARENEE, FPEECUCMLENESARE , RIFSMBERHEMAT

TuE2, AppendiXExpressway #BEHERR T &% f X3 8 FExpressway R A4
EXAERF , YAENERA RS ERENE EEFAUMB SN ETHRN , ZXARFIFEEFA
o B LIE4 > TH > BERARARIATE Expressway LIREIZEHABKF. E¥ , MREN
BRERANENREIXRBFNEERFHREBEER , RAFEREBN FRFRRITRIIRE

, MGERAIES, XN FREMWARSER , 258 TLUET N E Unified CM #£8 FQDN FE5&
AREEBOBEFHRECE. FAKSARERN , ®idd , ZFUFRIERE BB Unified
CM #£& FQDN 2B M~ 2 B4 URI # 1T H. BX5RH , MRIUTHE# A Expressway , i
HiEBX EEREE cucm.rtp.ciscotac.net T IE jorobb@rtp.ciscotac.net iR & P =X ThEE,

SIPMSG:

| INVITE sip:jorobb@rtp.ciscotac.net SIP/2.0

via: SIP/2.0/TLS 192.168.1.6:7003;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bKcac6d495278590991a2b516c£57e75827371;proxy-call-
id=abcba873-eaae-4d64-83b4d-c4541d4e620c; rport

Via: SIP/2.0/TLS 192.168.1.6:5073;branch=z9hG4bK837b03£f2cd91b6bl9bedfc58edb251bf12;x~-cisco-
local-service=nettle;received=192.168.1.6;rport=41913; ingress-zone=DefaultZone

Via: SIP/2.0/TLS 64.102.241.236:5061;egress-
zone=DefaultZone;branch=z9hG4bK524£89592d00££c45b7b53000271676c370.88b5177ac4d7cfcaeleb8f8be78da
055;proxy-call-id=2db939b2-a49b-4307-8d496-23716a2c090b; received=172.16.2.2;rport=25010

via: SIP/2.0/TLS
192.168.4.150:5062;branch=z9hG4bK92f9e£952712e6610c3e6b72770c1230; received=148.62.40.63; rport=39
986; ingress-zone=HybridCallServicesDNS

via: SIP/2.0/TLS 127.0.0.1:5070;branch=z9hG4bK-313634~
3d27a6f914badee6420287903c9c6ad5; rport=45939

Call-ID: 3e613afbl85751cdf019b056285eb574@127.0.0.1

CSeq: 1 INVITE

Contact: <sip:192.168.1.6:5073;transport=tls>

From: "pstojano test" <sip:pstojano-test@dmzlab.call.ciscospark.com>;tag=145765215

To: <sip:jorobb@rtp.ciscotac.net>

Max-Forwards: 15

Route:

EFEARERSNEESMUYRSEEERIFLERANESR , BRITUATIER

1. SRELP>TE>HEHRN,

2. 3 F 5% , ¥ AUnified CME#EFFQDN,

3. FPattern Typei& [l Prefix,

4, FRR F & E]E A Unified CMEEERFQDN,

5 FHERTRIZEEA B

6. EFHEHN",
MR Expressway FWERANERER , £LEIERRE-KRDER. A TROEFRTHR
R BN DR,



Check pattern

Alia
Alias ¥ |cucm.rtp.ciscotac.nst
Pattern
Pattern type Prefix ¥ L
Pattern string + |cucm._rtp_ciscotac.net
Pattern behavior Leave bl B
Check pattern
Result
Deetails Alias matched pattern
Aliag cucm.rip_ciscotac net

R Zh Y IR B & 1t B4 (cucm.rtp.ciscotac.net) 5 (cucm.rtp.ciscotac.net) BT BIEN FAFBCE. HT
THREBEXLERMMBEHRMTFN , R LAERABRNEXpressway B EARF. ENXARFNR
BB ENR Expressway 25 A LURIE4A EH B2 M FEAE B B4 E X , 3P4 Expressway HIE
VXARFIEEETA. BB EMNEFERN , MEETTRMBEX—). BRLELEYF > TR > EUX
¥ T Expressway ERBIENTAERF. . BSNER—Li%A , THROMMEHExpressway-C LY
“TEAV"ThBESR A B RS ER B & AT BURIESIPRE B 3R Sk P MY Unified CMSEB¥FQDNES B FERY

1. $SMELHF>T BE>EN,
2. 31 B"F B 5 A Unified CM#EFQDN,
3. FESIPER
4. RiRi%E#FECisco Webex Hybrid Traversal Client Zone,
5. i&#¥Locate,
AENEBRERBRER. UTRETELEEE RN REN ARG , MEPRR.

Locate
Locate
#* |cucm.rp.ciscotac.net i
Hop count 5 i
rotocol SIP ¥ 1
IrcE Hybrid Call Service Traversal ¥ | i
ez ¥ !
i
Locate

DTRERER. HERTNBHNME, SFRKRH :
- AT LAY B 8 3 1T B AV BB 3K (True)
CREE (KEEH/ER )
- BIRER (#BEHNBIE)
- EEHERAN (BEFURSHALER )
- LR R GX By X (CUCM11)

Search (1)

State: Completed

Found: True

Type: SIP (OPTIONS)
SIPVariant: Standards-based



CallRouted: True

CallSerial Number: ae73fb64-c305-457a-b7b3-59€a9688c630
Tag: 473a5bl19-9a37-40bf-bbee-6£7bc94e7¢77
Source (1)

Authenticated: True

Aliases (1)

Alias (1)

Type: Url

Origin: Unknown

Value: xcom-locate

Zone (1)

Name: Hybrid Call Service Traversal
Type: TraversalClient

Path (1)

Hop (1)

Address: 127.0.0.1
Destination (1)

Alias (1)

Type: Url

Origin: Unknown

Value: sip:cucm.rtp.ciscotac.net
StartTime: 2017-09-24 09:51:18
Duration: 0.01

SubsSearch (1)

Type: Transforms

Action: Not Transformed
ResultAlias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
SubsSearch (1)

Type: Admin Policy

Action: Proxy

ResultAlias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
SubsSearch (1)

Type: FindMe

Action: Proxy

ResultAlias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
SubsSearch (1)

Type: Search Rules
SearchRule (1)

Name: as is local

Zone (1)

Name: LocalZone

Type: Local

Protocol: SIP

Found: False

Reason: Not Found

StartTime: 2017-09-24 09:51:18
Duration: 0

Gatekeeper (1)

Address: 192.168.1.5:0

Alias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
Zone (2)

Name: LocalZone



Type: Local

Protocol: H323

Found: False

Reason: Not Found

StartTime: 2017-09-24 09:51:18
Duration: 0

Gatekeeper (1)

Address: 192.168.1.5:0

Alias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
SearchRule (2)

Name: Hybrid Call Service Inbound Routing
Zone (1)

Name: CUCM11

Type: Neighbor

Protocol: SIP

Found: True

StartTime: 2017-09-24 09:51:18
Duration: 0

Gatekeeper (1)

Address: 192.168.1.21:5065
Alias (1)

Type: Url
Origin: Unknown
Value: cucm.rtp.ciscotac.net

i B 489B Expressway R 75 3R i RO 7 5 3= 0 5 SR IRk R U R | AR EB A
EAY M HEICF. It Expressway Theih TRIFRSE AR FHAFEE , AT Expressway BTy
EZBRE, BT EDTEN SIP HBIEX , Expressway H{a4&i% iZ M , BLF Expressway
nAEEREEEE, CHBAFEREFSTEANERBREFRNBLEEE. BFERABTHTRE
, LB REa#IR (FATAL), Zi#E4#iR (ERROR), B&ER (WARN), —#E R (INFO), FiAE
& (DEBUG) MBER{E 8 (TRACE), RIMERT , IENEAEZERNINFO , BJLFHIRYL MBI AT
BONFERNE. B , BTHEEESREMERNAFIERAIIMN—REER (INFO) BERRAEE
(DEBUG) , AE#HF#h TR EER. UTSRHEBPERAMMAHE developer.ss| R BEITF
B, ZBRAEA TLS (HE ) BFRHAESE.

1. BFF|Expresswayi 588 ( B FIEExpressway-ERIC LR ) o

2. SMEEF>UN>AA>ZRHAEERRE.

. BB ELEERENEIR , EAHIH |, BZE developer.ss| HRH B HE,

4. BRI SWE , NEEPIEFRRRA,

5. Click Save.
W, BEERFFRHBEREHAEFIZR !

1. B FExpresswayR5588 ( £MEExpressway-ERICLER ) o

2. $SMELF>U > M B &L R,

3. B.h“Start New Log(/8 31 ¥ B %) (R % P tcpdumpit M),

4. EF R,

5. B 7“Stop Logging(# 1k A &%)

6. B drDownload Log.
X F Expressway 2 M B &% , #idE , ¥R ATM Expressway C Fl Expressway E 74 B &
i3k : 5% , EExpressway-E LT i85 , Rig¥k EExpressway-CH B3, W , BRI UEHRE
¥, XX : B#l , Expressway/VCS# i H & BT B & HXExpressway i F il H R ZEE

CAFIRIER, MALRELIAETSE , WL tewes., HXER

. _{Cisco Webex B&FFM RS BIERT )
. _{Cisco Webex E&&itERH )



https://tools.cisco.com/bugsearch/bug/CSCvc70955
https://www.cisco.com/go/hybrid-services-call
https://www.cisco.com/c/zh_cn/td/docs/solutions/PA/maroon/spark/hybdsrvs.html

. _{Cisco Expressway & R )
- BARF R - Cisco Systems



https://www.cisco.com/c/zh_cn/support/unified-communications/expressway-series/products-maintenance-guides-list.html
https://www.cisco.com/c/zh_cn/support/index.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



