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TFTP Cisco Jabber

i
2MS (= [®

r* Softphone config https://<tftp_ip>:6970/CSFuser.cnf.xmi
i
" sipOAuthiMode can be:
= ] for disabled
= | for enabled

i *: ﬁﬂrts:»
i <sipOAuthPort=5020</sipOAuthPort>
i <sipMRAOAuthPort=5091</sipMRACAuthPort>

= = :
/ports -If disabled > legacy non-secure 5060 or

secure 5061 ports used
f enabled > sipCAuthPort on-pramise

<sipOAuthMeode>1</sipOAuthMode>
5090 or MRA 5091 used

Cisco JabberiElsipOAuthModeZ B A AER BB A T SIP OAuthiE =X, tLSHAIURANUTEZ

« 0-SIPOAuthe 4
« 1— FHASIP OAuth

MERSIP CAuthi#EX 2B A , MJabberfEf AX LSz —HESIP TLSIEZEMN KO —
sipOAuthPort i T2t 288 | sSsipMAOAuthPort il FEFMRANZIE, ROIE RERINE —
sipOAuthPort 5090F1sipMAOAuthPort 5091, XLEEAEE , ¥ BAIES/NCUCMT R LBFTRE

o

MRSIP OAuthiE X B2 | MJabberfE B 1% 5 IR £ (5060)3K =2 (5061)% O ¥ 47SIPEA

N sxE - Cisco UCM{E A SIPEiEOAuthi® O (5090) {5 AT i@ TLS MJabber OnPremisei& % i 1T
HISIPLER M. BR , UCMERASIPBIIZRZEHFIHKA ( BIA5091 ) BEMLTSITR B
Jabber over ExpresswayfySIP& B EM. XA NnOH2AEREN. BSABEER D,

CallManagerBR 5 £ sipOAuthPortFlsipMAOAuthPort 51T, B2 , F-Nis A& EH
Tomcatif B M Tomcat-trusti#t 174 ATLS/MTLSERE, HREH Tomcat-trustiZ i FEB I UESIP
OAuth#E X fExpressway-CiE$ , AEMRAIE EZ1T.

EEHERTomcatiE BHFERT , FEELAEZE MW T X L EFH/SsICallManageri# 2,
CCM# 2 EsipOAuthi O LN MEAFIE PN ZER SR,

LB R 7 A #h B Cisco Jabberfy 7 ff:



UCM Cisco Jabber

~n
S H0

..— TLS “Client Hello” (port 5090)

TLS “Server Hello”

k4

TLS “Certificate” =7 Tomcat certificate

i AR d
le——— TLS “Finish”

i: I:_I =
; TLS

«—— SIP REGISTER

no Proxy-Authorization

Y

407 Proxy Auth Required

«~———— SIP REGISTER —
Proxy-Authorization: XXXXX Access tnkanﬁl

200 OK (Register) >

Itk B #3838 33 MRAJE i Cisco Jabber:

CUCM Exp-C Exp-E Cisco Jabber
ey

b Bo
l«—— TLS “Client Hello” (port 5091) ' ﬂ
i TLS i
TLS “Server Hello” l + OAuth in SIP i
— e | |
TLS “Certificate” E} Tomcat certificate | i
TLS “Certificate request’ § :

: —y Expressway-C certificatei
w——— TLS “Certificate” %’ P L4 '
e TLS “Finish”

0

| |
mTLS

L SIPREGISTER
i 200 OK (Register)
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Fti& — Z<#tbJabber

NoxE
BREBESIP CAuthiBERX 2RI TR T ILR :
— BLi& TMRA , 3#7EUnified Communication Manager(UCM)FExpressway < 8] 2 31 & 3
( NEFEAMRARER ) -
- UCMEM B AT S HIEHIThRER B RE S E LK o

1.0 & T B o
FERAOAuthif B F e B “RIFT & F” , H 7 Cisco JabberZ i B RIEFH S . MCisco Unified CM

Administration® , i%£##System > Enterprise Parameters,

~SS0 and OAuth Configuration

OAuth Access Token Expiry Timer (minutes) * [60
Jabber OAuth Refr n Expiry Timer (days) * 60
Physical Phone OAuth Refresh Token Expiry Timer (days) * |50

Redirect URIs for Third Party SSO Client |

SS0 Login Behavior for i0S * | use embedded browser (WebView) v
@Aqhmmgg@@ ogin Flow * [ Enabled V)
Use SO for RTMT * | False v

2.Be EOAuthim A

1%£$FSystem > Cisco Unified CM, X2 A[IEF R, BAFETRRIAE, TESZINIEEBEN1024F
49151, BXNEBMNRSHEEHRNERE.

— Cisco Unified Communications Manager TCP Port Settings for this Server

Ethernet Phone Port* 2000 |
MGCP Listen Port* 2427 |
MGCP Keep-alive Port* 2428 |
SIP Phone Port* 5060 |
SIP Phone Secure Port™® ‘5051 ‘
SIP Phone OAuth Port* 5090 |
SIP Mobile and Remote Access OAuth Port™® ‘5@91 ‘

3.B HSIP OAutht&E =,

FEARAENTSITRELREASIP OAuthiE X, E1TA TS : utils sipOAuth-mode enable,

admin:utils sipOAuth-mode enable
SIP OAuth mode enabled.

Please restart the Cisco CallManager service on all nodes in the cluster where it is running.
admin:

4. F# /33 Cisco CallManagerfR % .



MCisco Unified Serviceabilityd1i%£#¥Tools > Control Center - Feature Services, 1ERE AL FiE3IR
AHOFET R LEEHEHZ3ICisco CallManagerfR% .

S5.EZEEEXHHEEOCAUth

MCisco Unified CM Administration® , i%£##System > Phone Security Profile, i%£#Enable OAuth
Authentication A /g Fi £ 3% Y SIP OAuthX #5,

- Phone Security Profile Information

Product Type: Cisco Unified Client Services Framework

Device Protocol: SIP

Name™* |Ci5co Unified Client Services Framework - OAuth auth |
Description |Ci5co Unified Client Services Framework - OAuth auth |
(Device Security Mode | Encrypted ] )
Transport Type®* TLS v|

TFTP Encrypted Config
[ Enable OAuth Authentication}

& — EFMRARJabber
BIRSRMH

EBEH TMRA LB JabberfISIP OAuthBX 281 , TR AX P EE — JabberAith —E Ry
%1-4,

% 1.)3 ARefresh Login over MRA,

FE £ A Cisco Jabber over MRAELESIP OAuth & 33k 2 5 , A IFEExpressway ( tB#5H B iR
+h ) LEAR#FER, EExpressway-CLt , SMEBRE>Z—BE>EE , HAREIOAUthTE
TR RFSBREN T

MRA Access Control

Authentication path | UCM/LDAF basic authentication ~| 1
G\uthorize by OAuth token with refresh [ ]

Authorize by user credential Off ~| 1

Allow Jabber i0S clients to use embedded Safari browser [

Check for internal authentication availability !

Allow activation code onboarding No ~| 1



S R2. Rl EFTExpressway-CH B Unified CMFT &
SinEEE>% — 88> Unified CMBRS 88, KIS IFTExpressway-CH Ky Unified CMTi K.

Unified CM servers

O cucm11.domain-1.com administrator Off

( labcucm105pub.labcucm co.m.) ccmadmin On

Add| Deletel Select aII| Unselect aIl] Refresh serversh\

N oaE TEExpressway-CH B 31 8122 #F B CEOAuUth(TLS) X138, a0 , CEOAuth <Unified CM
name>, SIEIZZEMN | ¥k BJabber over MRAKISIP#E R B|Unified CM¥5 =, X1
FEATLSERE , MAERE N Unified CMELE TREERN., N TRBIUEME , Expressway-Cik
FENEMEBZ A BI(SAN)FHE B KiEE|Unified CMEE, BSHAXHWRIET YD , B

RIEWEER .

S ERLEE XM PEEOAUth .

MCisco Unified CM Administration/ , 1%#FSystem > Phone Security Profile, £ % Bit4s Cisco
Jabberf it & XX # £ /8 FOAuthZ %,

- Phone Security Profile Information

Product Type: Cisco Unified Client Services Framework
Device Protocol: SIP
Name* |Ci5co Unified Client Services Framework - OAuth auth |
Description |Ci5co Unified Client Services Framework - OAuth auth |
@euice Security Mode Encrypted w )
Transport Type*  [TLs v

TFTP Encrypted Config
Enable OAuth Authentication]

IO Ur
1.8 ESIP OAuthiEX 2B E€REB A,

MCisco Unified CM Administrationi®iEOAuth#& =, , i%&#System > Enterprise Parameters,

Security Parameters
Cluster Security Mode * 1

(Cluster SIPOAuth Mode * Enabled )
LBM Security Mode ¥ | Insecure




®E , FHAdmMIn CLI — E1TH : &1Tsql select paramvalue FROM processconfig WHERE
paramname = 'ClusterSIPOAuthMode'

admin:run sql select paramvalue FROM processconfig WHERE paramname = 'ClusterSIPOAuthMode’

AJREENE 0 — RREEA (ML) , 1 —KRREBA.
2. iFExpressway-C SANZ H 2 & BRI #EFCUCM,

Expressway-CIEIAXLFF HIEBHICN/SANEFME B A IEFIUCM, XEFMAEERER
expresswaycconfiguration®® ¥, X KN RIF Expressway-CH B Unified CM¥1 26T , #EA
Wi, X% B A TEUCMMExpressway-C2 B2 EE. E5SIP MRA OAuthim O ( BRIATE
R TH5091 ) BIMTLSIEIZHRE , Expressway-CIEBHICN/SANZR AN RXEZ B #HTRE, W
RWUERM , MMTLSEEXMK,

¥ 1iF 5k B Cisco Unified CM Administration#y%& B , #%&#¥Device > Expressway-C ( MUCM
12.5.1Su1FF 14 )

— Cisco Expressway-C Configuration

Host Name/IP Address* (exp-c ) |
Description |this is added through ax |

X509 Subject Name / Subject Alternate Name domain—z.com,domain—l.com,exp—c.domain—l.com)

file,domain-

3.1 iEExpressway-C_E B CEOAuth[X 13,

E B Expressway-C > Configuration > Zones > Zones, H{RFTE #H &IZ N CEOAuthX 4t F5E3h
Jk/b\O

Default zone 0 0 kbps Off On
Neighbor 0 0 kbps Off Active
MNeighbor 0 0 kbps Off Active

4.3 CallManagerit 2l SIP OAuthiw O,

MEECLIZ1TH T : show open ports regexp 5090(BRIASIP OAuthii O)



admin:show open ports regexp 5090

Executing.. please wait.
ccm 30622 ccmbase 364u IPv4 207160 0ted TCP 10.43. :5090 (LISTEN)

MNEHECLIZ{Tan S : show open ports regexp 5091(ERiASIP MRA OAuthif A)

admin:show open ports regexp 5091

g.. please wait.
30622 ccmbase 351u IPv4 207155 0td TCP 10.48. :5091 (LISTEN)

HUEHEER

Jabber HE Rl ( A )

MJabber BEAEE Fin 05090 LA # SIP OAuth;E MY B &R 6l

## CSF configuration retrieved 2020-03-30 13:03:18,278 DEBUG [0x000012d8]
[src\callcontrol\ServicesM anager.cpp(993)] [csf.ecc] [csf::ecc:: ServicesManager::fetchDeviceConfig] -
fetchDeviceConfig() retrieved config for CSFrado 2020-03-30 13:03:18,278 DEBUG [0x000012d8]
[rc\callcontrol\ServicesM anager.cpp(1003)] [csf.ecc] [csf::ecc:: ServicesM anager::fetchDeviceConfig] -
Device Config:

10.10.10.1

ccml12pub

2000

5060

5061

5090

5091



1

## Setting SIP oauth mode to 1 2020-03-30 13:03:18,747 DEBUG [0x00002968]
[ig\CertificateV erificationHel per.cpp(35)] [csf.ecc]
[csf::ecc::CertificateV erificationHel per::setSipOauthM ode] - sip OAuth Mode=1 ## Setting OAuth ports
(5090 and 5091) for each UCM server 13:03:19,013 INFO [0x00002484]
[\coré\ccapp\config\config_parser.c(1491)] [csf.sip-call-control] [config_process ccm_properties)] -
ccm0=10.10.10.1 ccm1=10.10.10.2 ccm2=sip_oauth _port 0=5090 sip_oauth port 1=5090
sip_oauth_port 2=5090 length=0 13:03:19,013 INFO [0x00002484]
[\coré\ccapp\config\config_parser.c(1494)] [csf.sip-call-control] [config_process ccm_properties) -
sip_mar_oauth_port_0=5091 sip_mar_oauth _port 1=5091 sip_mar_oauth_port_2=5091 ## Open TLS
connection to 5090 2020-03-30 13:03:18,528 DEBUG [0x00000e2c]
[sipstack\sip_transport_connection.c(431)] [csf.sip-call-control] [sip_create transport_connection] -
[SIP][CONN][O] create TLS connection 10.10.10.10:5061-----10.10.10.1:5090. ## Sending register message
2020-03-30 13:03:19,200 DEBUG [0x00000e2c] [\sipcc\core\sipstack\ccsip_debug.c(1041)] [csf.sip-call-
control] [platform_print_sip_msg] - sipio-sent---> REGISTER sip:10.10.10.1 SIP/2.0 Via: SIP/2.0/TLS
10.10.10.10:62162; branch=z9hG4bK 00001188 From:

;tag=882323451234089000003bdd-00005€ff To:

Call-1D: 88232345-12340017-00001c0b-00000cfa@10.10.10.10 Max-Forwards: 70 Date: Mon, 30
Mar 2020 11:03:19 GMT CSeq: 2270 REGISTER User-Agent: Cisco-CSF Contact:

;+sip.instance="

";+u.sip! devicename.ccm.cisco.com="CSFrado";+u.sip!model .ccm.cisco.com="503";video
Supported: replaces,join,sdp-anat,norefersub,resource-priority,extended-refer, X -cisco-callinfo, X -cisco-
serviceuri, X -ci sco-escapecodes, X -Ci sco-service-control , X -ci sco-srtp-fal  back, X -cisco-monrec, X -cisco-
config,X-cisco-sis-7.0.0,X-cisco-xsi-8.5.1,X -cisco-graceful -reg, X -cisco-duplicate-reg ## 407 Proxy
Authentication Required 2020-03-30 13:03:19,310 DEBUG [0x00000e2c]
[\sipcc\core\sipstack\ccsip_debug.c(1041)] [csf.sip-call-control] [platform_print_sip_msg] - sipio-recv<---
SIP/2.0 407 Proxy Authentication Required Via: SIP/2.0/TLS
10.10.10.10:62162; branch=z9hG4bK 00001188 From:

;tag=882323451234089000003bdd-00005¢ff To:

;tag=441122775 Date: Mon, 30 Mar 2020 11:03:31 GMT Call-1D: 88232345-12340017-
00001c0b-00000cfa@10.10.10.10 Server: Cisco-CUCM12.5 CSeq: 2270 REGISTER Proxy-Authenticate:
Bearer reAlm="ccmsipline" Content-Length: 0 ## Register with OAuth token included in the Proxy-
Authorization header 2020-03-30 13:03:19,310 DEBUG [0x00000e2c]
[\sipcc\core\sipstack\ccsip_debug.c(1041)] [csf.sip-call-control] [platform_print_sip_msg] - sipio-sent--->
REGISTER sip:10.10.10.1 SIP/2.0 Via: SIP/2.0/TLS 10.10.10.10:62162;branch=z9hG4bK 00004a32 From:

;tag=882323451234089000003bdd-00005€ff To:



Call-1D: 88232345-12340017-00001c0b-00000cfa@10.10.10.10 Max-Forwards: 70 Date: Mon,
30 Mar 2020 11:03:19 GMT CSeq: 2271 REGISTER User-Agent: Cisco-CSF Contact:

;+sip.instance="

":+u.sip! devicename.ccm.cisco.com="CSFrado";+u.sip!model .ccm.cisco.com="503";video
Proxy-Authorization: Bearer token="

" Supported: replaces,join,sdp-anat,norefersub,resource-priority,extended-refer, X -cisco-
callinfo,X-cisco-serviceuri,X -cisco-escapecodes, X -ci sco-service-control , X -ci sco-srtp-fall back, X -cisco-
monrec, X -cisco-config,X-cisco-sis-7.0.0,X-cisco-xsi-8.5.1,X -cisco-graceful -reg, X -cisco-duplicate-reg
Reason: SIP;cause=200;text="cisco-alarm:111 Name=CSFrado Activel. oad=Jabber for Windows-
12.8.0.51973 Inactivel oad=Jabber_for_Windows-12.8.0.51973 L ast=Application-Requested-Destroy"
Expires: 3600 Content-Type: multipart/mixed; boundary=uniqueBoundary Mime-Version: 1.0 Content-
Length: 1271 # 200 OK for Register 2020-03-30 13:03:19,325 DEBUG [0x00000e2c]
[\sipcc\core\sipstack\ccsip_debug.c(1041)] [csf.sip-call-control] [platform _print_sip_msg] - sipio-recv<---
SIP/2.0 200 OK Via SIP/2.0/TLS 10.10.10.10:62162;branch=z9hG4bK 00004a82 From:

;tag=882323451234089000003bdd-00005¢ff To:

;tag=1915868308 Date: Mon, 30 Mar 2020 11:03:31 GMT Call-ID: 88232345-12340017-
00001c0b-00000cfa@10.10.10.10 Server: Cisco-CUCM12.5 CSeq: 2271 REGISTER Expires: 120 Contact:

;+sip.instance="

":+u.sip!ldevicename.ccm.cisco.com="CSFrado";+u.sip!model .ccm.cisco.com="503";video;X-cisco-newreg
Supported: X-cisco-srtp-fallback,X-cisco-sis-9.1.0 Content-Type: application/x-c



=1 - SIP OAuthiE s O A PUfg
SIP OAuthiE = T # A ity E8 B Jabberi® & £ BUCMIEM . UCMARIX403MER EMHE -

SIP/2.0 403 Forbidden Via: SIP/2.0/TLS 10.5.10.121:50347; branch=z9hG4bK 00005163 From:
;tag=005056867e66010a00006698-00002a32 To:

;tag=1946377502 Date: Fri, 03 Aug 2018 05:00:18 GMT Call-1D: 00505686-7e660005-0000216b-
0000366f@10.5.10.121 Server: Cisco-CUCM12.5 CSeq: 363 REGISTER Retry-After: 35 Warning: 399
UCM2-PUB "SIP OAuth Registration port Mismatch" Content-Length: O

AREMERR T R BRBE AT RN

- OAuthiEXE2 R/ E A
- BREXBNRELZLBEENHE R AOAUthZ#F
« BETLSMARmTLSHES5090% A L #UKAYHEE

1782 — R BExpresswayfJ K ZICA

Expressway-C7c £ 5sipMAOAuthport EFSUCMEZ I mTLSEF ( BRIAE 5091 ) » Expressway-
CREFUCMAZMIES , HEMTLSIE B H 8 A K HCAH B3 1T AL,

A RERY AR IR 5 2 CallManager RS EMTLSE F BRI KX HTomcatiE #, #{RExpressway-CIE1E
UCM Tomcatif B ZE &,

&3 — KBUCMBI KR EICA

Expressway-C7c% 5 sipMAOAuthport EFSUCMEB ImTLS#EF ( BRIAMEHRS5091 ) o UCMAEE
Expressway £ ZRIEH |, HFEMTLSIRE B H LA KR HCAHE S 1T 5L,

WEENEIESHIR(UCM 10.x.x.198, Expressway-C 10.x.x.182):

Time Sowrce Destination Frotecol Source por  Destinats Length Info

111:16:29.659235 10.88 &F.182 10.88 88,198 TCP 25161 591 74 25161 + 5091 [SYN] Seq=@ Win=64240 Len=@ MSS=1
111:16:29.6596@9 10.88 88.198 1088 4%, 182 TCP 5891 25161 74 5091 » 25161 [SYN, ACK] Seq=@ Ack=1 Win=2896@

'11:16:29.659627 1.8 .182 16.4 198 TCP 25161 591 66 25161 —+ 5891 [ACK] Seg=1 Ack=1 Win=64256 Len=8
111:16:29.714501 12.4 -182 16.4 .198 TLSv1.2 25161 56891 268 Client Hello

111:16:29.715316 12. . .198 16.. .182 TCP 5891 25161 66 5891 - 25161 [ACK] Seq=1 Ack=195 Win=36688 Len
.11:16:29.737863 18. . .198 16. .182 TLSw1.2 5@91 25161 1514 Server Hello

111:16:29.737891 16. . .182 1e. .198 TCP 25161 5891 66 25161 -+ 5891 [ACK] Seq=195 Ack=1449 Win=64128

111:16:29.737137 18. - .198 19. . .182 TLSvl.2 5@91 25161 1881 Certificate, Server Key Exchange, Certificate

+11:16:29.737149 12. .- .182 19,4 198 TCP 25161 5e9l 66 25161 —+ 5091 [ACK] Seg=195 Ack=2464 Win=6348%8

111:16:29,753375 1.4 .182 19.8 .198 TLSv1.2 25161 591 2878 Certificate, Client Key Exchange, Certificate '
+11:16:29.754116 12. . .198 1g.4 ,182 TCP 5e91 2516l 66 5091 + 25161 [ACK] Seg=2464 Ack=3087 Win=35712
'11:16:29.758718 (_13, ‘ .198 10.4 .182 TLSv1.2 5@91 25161 73 Alert (Level: Fatal, Description: Unknown CA)J
111:16:29.758743 12. % .182 10.4 .198 TCP 25161 56851 66 25161 + 56891 [ACK] Segq=3e87 Ack=2471 Win=64128

11:16:29.758780 c 3 : ' 5@91 25161 66 5891 -» 25161 [RST, ACK] Seq=2471 Ack=3887 Win=




A BERY iR R 75 Z=:UCM{E Bl Tomcat-trustiZ % X 7£SIP OAuthii O EBImMTLSIE F B8 I UE & AE .
#fRExpressway-CHI & & A UL E# E £ FEUCM,
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