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—Real-time Device Status

Registration: FPartial Registered
IPv4 Address: 10.10.3.189
Active Load ID: s=ip9951.9-4-2-13
Inactive Load ID: =ip9351.9-4-15R1-2

Download Status: Mone
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Time Leg 1 Leg 2 CSeq Source Destination Expires
21:17:42.610 -» REGISTER 200 REGISTER 10.2.60.26 10.2.60.24 0
21:17:42.613 —» REGISTER 200 REGISTER 10.2.60.24 10.2.60.21 0
21:17:42.614 4+ 100 TRYING 200 REGISTER 10.2.60.21 10.2.60.24
21:17:42.614 <+ 200 OK 200 REGISTER 10.2.60.21 10.2.60.24 0
21:17:42.615 < 200 OK 200 REGISTER 10.2.60.24 10.2.60.26 0
21:19:42.726 - REGISTER 202 REGISTER 10.2.60.26 10.2.60.24 0
21:19:42.728 —» REGISTER 202 REGISTER 10.2.60.24 10.2.60.21 0
21:19:42.729 4 100 TRYING 202 REGISTER 10.2.60.21 10.2.60.24
21:19:42.730 <4 200 0K 202 REGISTER 10.2.60.24 10.2.60.26 0
21:19:42.730 4 200 OK 202 REGISTER 10.2.60.21 10.2.60.24 0
21:21:42.813 -+ REGISTER 203 REGISTER 10.2.60.26 10.2.60.24 0
21:21:42.816 —» REGISTER 203 REGISTER 10.2.60.24 10.2.60.21 0
21:21:42.817 <+ 200 OK 203 REGISTER 10.2.60.24 10.2.60.26 0
21:21:42.817 <+ 100 TRYING 203 REGISTER 10.2.60.21 10.2.60.24
21:21:42.817 <+ 200 OK 203 REGISTER 10.2.60.21 10.2.60.24 0
21:23:42.900 —» REGISTER 204 REGISTER 10.2.60.26 10.2.60.24 0
21:23:42.903 -+ REGISTER 204 REGISTER 10.2.60.24 10.2.60.21 0
21:23:42.904 4+ 100 TRYING 204 REGISTER 10.2.60.21 10.2.60.24
21:23:42.905 4 200 OK 204 REGISTER 10.2.60.24 10.2.60.26 0
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SIPMSG:
|REGISTER sip:cucm@l SIP/2.0

Via: SIP/2.8/TLS 172.16.84.116:53479; branch=29hG4bK@R006TbE
Call-ID: @@505696-ff30005:-0000513d-000001172172.16.84.116
CSeq: 2150 REGISTER

Contact: <s5ip:81d82b06-cB92-2dea-0794-46b5b9e55f6d@172.16.84.116:53479; transport=tls=;+sip. instance="<urn:uuid:

+u.sipldevicename. cem.cisco. com="alimad" ;+u.sip!model.com. cisco. comn="503"; video
From: <sip:2881@cucedl-;tag=005056961f30067500002408-00000a99

To: =sip:2081@cucm@l=

Max-Forwards: 7@

Route: =sip:expe@l.apolo.local;transport=tls;lr=,<sip:10.15,13.15:5061; transport=tls; zone-id=1;directed; lr=,<sip: cucmdl; transport=tcp; lr=

User-Agent: Cisco-CSF
Expires: 3688
Date: Thu, 17 Jun 2021 23:56:04 GHT

2000-PR0R-20R0-0R5R5606F F30=";

Proxy-Authorization: Digest username="Alimad", realm="expe®l.apolo.local"™, wri="sip:cucmdl", resp

32872bf3ed

fo@f8fd15cdfe24",

nonce="2876968fd795de0B9669fE0Ta2 f381f09dc5ab24d18febaf2d673a337F71", opague="AQAAAGU AquV02MEX4gBBYpmF/32TP0x", cnonce="00R@43af", qop=auth, nc=00000801, algorithm=MD5

Supported: replaces,join,sdp-anat,norefersub, rescurce-priority,extended-refer,X-cisco-callinfo,X-cisco-serviceuri,X-cisco-escapecodes,X-cisco-service-control,X-cisco-srtp-fallback
cisco-monrec,X-cisco-config,X-cisco-sis-7.0.08,X-cisco-x5i-8.5.1,X~cisco-graceful-reg, ¥-cisco-duplicate-reqg,path

Reason: SIP ;cause=200;texts"cisco-alarm:111 Name=alimad Activeload=Jabber_for_Windows-12.8.1.52494 Inactiveload=Jabber_for_Windows-12.8.1.52494 Last=Application-Requested-Destroy"

—Version: 1.9
Content=Type: multipart/mixed;boundary=uniqueBoundary
Content-Length: 1271

==uniqueBoundary
Content-Type: application/x-cisco-remotecc-request+xml
Content-Disposition: session;handling=cptional

<Pxml version="1.8" encoding="UTF-B"?> <x-cisco-remotecc-request> <bulkregisterreq= <contact all="true"s <register></register> </contact> </bulkregisterreq>
</x-cisco-remotecc-request>

——unigueBoundary

Content=-Type: application/x-cisco=remotecc=-request+xml

Content-Disposition: session;handling=cpticnal

<?xml version="1.8" encoding="UTF=B"7> <x=cisco=remotecc=-request> <optionsind> <combine max="g"» =remotecc» wstatus»</status> </remotecc>
<service-controle</service—control> </ combines <dialeg usage="hook status"= <unot=</unot> =sub=</sub> </dialog> <dialeg usage="shared line">
=unot==/unot> =s5ubz=</sub> =/dialog= <presence usage="blf speed dial“= =unot=<funot> =subz</sube </presences <joinreg></joinreq>
=cfwdall=anyline»</cfwdall=-anyline> =coaching=</coaching> <oosalarm=</oosalarm= <x=Cisco=number></x=cisco=number> <bfcp></bfcp> <ixwefix>

<gatewayrecording=</gatewayrecording>
——unisue&nundary——
[

<conferenceDisplaylnstances=</conferenceDisplaylnstance= </optionsind= </x-cisco-remotecc-requests
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SIPMSG:

JREGISTER sip:cucm@l SIP/2.8

Via: SIP/2.8/TLS 18.15.13.20:7001;egress-zone=MRAZOne; branch=z9hG4bK53395b9916f575179b@29f@d5799277033. eb5al2fcd592fc1768578e8bcbd02dfe;
proxy-call-id=7783cb29-e531-42eb-8dca-fT7b6a2667b5a; rport

Via: SIP/2.8/TLS 172.16.84.116:53479; branch=29hG4bK@R8@aBb38; received=10.88.246.8; rport=53479; ingress=zone=CollaborationEdgeZone

Call-ID: @B505696-Tf300085e-00085f3d-00000F17@172.16.84.116

CSeq: 2156 REGISTER

Contact: =sip:@81d82b96-cB92-24ea-0794=-46b5b9e55f6d@172.16.84.116:53479; transport=tls>;+sip. instance="<urn:uuid: A0000000-0000-0000-0000-B0505696f 38"
i*u.sip!devicename.ccm, cisco.com="alimad";+u.sip'model.ccm.cisco.com="503" ;video;bfcp;+u.sipluserid.ccm.cisco.com="Alimad"

From: <sip:2881@cucmdl=>;tag=08585696ff30067c0000RG647-000026e9

To: <sip:288l@cucm@l

Max-Forwards: 15

Route: =sip:cucmBl;transport=tcp;lr

Path: <sip:108.15.13.20:7001;transport=tls;1r

Path: <sip:18.88.246.8:53479; transport=tls;apparent;ds;lr

User-Agent: Cisco-CSF

Expires: 36808

Date: Fri, 18 Jun 2021 @@:03:44 GMT

Supported: replaces,join,sdp-anat,norefersub, resource-priority,extended-refer, X-cisco-callinfo,X-cisco-serviceuri,X-cisco-escapecodes,X-cisco-service-contral,
X-cisco-srtp-fallback,X-cisco-monrec, X-cisco-config,X-cisco-sis-7.8.8,X-cisco-xsi-B.5.1,X-cisco-graceful-reg, X-cisco-duplicate-reg,path
P-Asserted-Identity: <sip:2@@1@cucm@l

X-TAATag: ab78a78f-f348-44085-achd-1495bc452534d

Session-ID: 4c@6c9f100255000a080094FdEdfE0@0; remote=R0000000000000000000000R00BBR200

Content-Length: @
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https://video.cisco.com/video/5810050375001
https://video.cisco.com/video/5810050375001
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[y PartiallyRe gisteredPhone

[7] PRIChannelsActive

j] PRISpansinsemvice

j| RegisteredAnalogAccess =
[y RegisteredHardwarePhones |
[ RegisteredMGCPGateway

j] RegisteredOther3tationDevice
_jSIF'LineServerAuthorizationCh |
[ SIPLineServerAuthorizationFaill’
[} SIPTrunkapplicationsuthorizatio|/
j] SIPTrunkApplicationAuthorizati _:i
[™ SIPTrunkAuthorizationFailures |4

P EAER  HHFEMNRENTE,
4. EThresholdBLE T , #EHValue , ARG A LARFOveriZiE RN 1,
5. & /5 F B F B4 ET,
6. EAMARRERRIRET  EREE , EBFN, HAREINRREFER , EXRGF , BHH

emai.

7. %N EEWAEIRAY B FER At

8. IR “RE"

cucmi1,Cisco CallManager

FartiallyRegisteradPhone

1004820 10:42:40  10:40:00  10:49:20  10:40:40 A0:60:00 10:40:20  10:50:40 1005100 10:51:20

Alert Properties: Threshold ... *

Alert Properties: General
Mame: Woucrmd 11Cisco G artiallyRegisteradPhone
¥ Enable Alert Soverity | Critical
Description:
Recommended Action:

[ mext> || cances |

Th :
Trigger alert when following condition is met
Value: [¥] Over |1 R [Tl Under

Valpe Calculated As:
% Abzolute
Diefta {cur - prev)
Delta Percentage ((Cum - previiprey)
Duration;
Trigger alert onty when value constantly oelow

of over nreshold for |0 seconds
® Trigger alert Immediately
< Back Mext> | Cancel |

+ Enable Emall
Trigger Alen Acion:
Default

User-defingd amail taxt

-qam:l_

Action List [ Ade..
Default r =
. |email Edit |
*  Configure... | I || Detete
Action Config... x
Name: email
i)oscripuon
Redpients:
Readplent | Enable| Add__.
amail@apotolocal ¥l -
Delate
Save _. Camcel | [ ok Tatal
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B log - root@10.15.13.15 - WinSCP

Local Mark Files Commands Session Options Remote Help

BB & 53 Synchronize B¢ B @& (7 Queue ~ Transfer Settings Default - @~
& root@10.15.13.15 x & New Session
4 My documer ~ = ~ @ ~ g m e | log ~E-E- e~
Ef New~ [ I @
CA\Users\administrator. APOLO\Documents), Jmnt/harddisk/log/
Name Size Type Changed . MName
.. Parent directo.. 6/17,/2021 5:26:3.. | sensors.2
Lab File folder 6/17/2021 5264.. | sensors.1
RTMT File folder 6/14/2021 7:10:5.. | sensors

| packagesd.log
| network_log.11
| network_log.10
| metwork_| 09_9
| network_log.8
| network_log.7
| network_log.6
| network_log.5
| network_log.4
| network_log.3
| network_log.2

= ™ & [QFind Files %o

4 New~ [# =] &

Size Changed Rights Owner
51,39.. 6/22/2021&:17:2.. rw-r--r-- root
5140.. 6/23/20216:23:3.. rw-r--r—- root
36,04.. 6/24/202111:17.. rw-r--r-- root

TKB 6/17/2021 4:54:5... rw-r--r-- root
10,24.. 6/18/2021 9:39:2.. rw-r--r-- root
10,24.. 6/19/2021 4:59:3.. rw-r--r-- root
10,24.. 6/20/2021 1:42:2.. rw-r--r-—- root
10,24.. 6/20/2021 10:25.. rw-r--r-- root
10,24.. 6/21/2021 6:41:5..  rw-r--r-- root
10,24.. €/22/2021 431:1.. rw-r--r-- root
10,24.. 6/22/2021 2210.. rw-r--r-- root
10,24.. 6/23/202112:10:.  rw-r--r-- root
10,24.. 6/23/2021 9595 rw-r--r-- root
10,24.. ©/23/2021 74T7:3.. rwe-r-=r-- root
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