EFAnsibleii EFMCLAEFHFTDEZEAOIP
H %

B

ZREM
ER
SERALE

L
(\3
gl
]
b

RN B Bz TFirepowerE 3 A0 (FMC) LA 52 A Ansible B & Firepower & i B ) (FTD) 2 O IPHY
SR,

TR
=R

Cisco BB THLUTEE :

* Ansible

« UbuntufRss 85

+ Cisco Firepower& & f/0\(FMC)E L
+ Cisco Firepower & i B 8 (FTD) BE #1

EXMBEFRT |, AnsibletZE% & Ubuntu L.

I RANsible X Th Z&EEAnsible X FHNEMES £, FeEETAXF 5 AfYAnsibleii Ho
55 FH BV 4B 4
AXPNEEETUTHREMNEERA

 Ubuntufr%58822.04

* Ansible 2.10.8

+ Python 3.10

o BRIFirepower R B HEE 17 .4.1



« BRFirepowerE B R/ UNEHL7.4.1

AXHEPNEEHRETREXRENEFNREZEFEN, AXEFEANMAERZHNERAR
(BN ) BE, MREHMNELTEIRES , BHRRETHEAARTHEBELE,

b B /=
B R1E /%\

AnsibleR— 1M EEFELEMNITE , #EEMBRBNER T EFNIIN. BLAnsible , ATAXA
ZHEESTERNLES. AXARANGTENZRERTSE,

EARRGIR , RIETRERAS , EOPHIL, BBAEDEHERHFTD,
BoE
P 4% B

DMZ Server
EO

Gigabit0/2

]
EO- - - -Gigabit0/0 | I__T| Gigabit0/1 EO

"
I

Qutside Client FTD
10.0.5.12/24
Mgmt
G0o/2
160.0.5.20/24 10.0.5.11/24
— - -Ens2 G0/0 GO/ EO
Ansible Server Switch

i

BE

HTEARMAXFROIMAREFRENBA | BATRMT —EETUREZFERITU B RO,
M REL TR S KE

+ AnsiblefR55 2 E Binterneti® %,



* Ansible R 2R 8EH 5FMC GUIim O R ZIE(E ( FMC GUIRIERIAIR 09443 ) .
- FTDERIEMEIFMC,
P B SSHE R &I & E#ZF|Ansible R S5 ESHICLI,

F =& . IBE{TI T ansible-galaxy collection ingtall cisco.fmcansibleSAEANsiblefR 2% 28 + & EFMCHIAnsiblefE 2,

<#root>
cisco@inserthostname-here:~$

ansi bl e-gal axy collection install cisco.fntansible

E=% : BT S mkdir /home/cisco/fme_ansiblebA B 28 — N SRR F B 30, FEARRGIF |, B FA/home/cisco/ , 3R
Z#Hfmec_ansible,

<#root>
cisco@inserthostname-here:~$

nkdi r /home/ ci sco/ fnc_ansible

FML . SMEIXHR/home/cisco/fme_ansible , BIEBEX ., FEARRFIF |, BF=XHE Ninventory.inio

<#root>
cisco@inserthostname-here:~$

cd /home/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

i nventory.ini

BOLEFILRBHEMABER |, EREBNSHELIREERHHS .

<{froot>
[fmc]

10.0.5. 11



[fmc:vars]
ansible_user=

ci sco

ansible_password=

ci sco

ansible_httpapi_port=443
ansible_httpapi_use_ss1=True
ansible_httpapi_validate_certs=False
network_type=HOST
ansible_network_os=cisco.fmcansible.fmc

FRD . SMEIXHR/home/ciscolfme_ansible , BIBTEEXH, FEARREF , TEXH A N fme-configure-interface-vars.yml,

<#root>
cisco@inserthostname-here:~$

cd /home/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

frc-configure-interface-vars. yn

inventory.ini

BULEHLRABRHRWEER  NIEAEBNSHERREETRNIS

<#root>
user: domain: 'Global' onboard: acp_name: 'TEMPACP device_name: ftd1l: 'FTDA' ftd_data: outside_name: '

Cut si de

] A}

inside_name:

I nsi de

' dmz_name:

Dvz

outside_ip:

10.1.1.1

inside_ip:

10.1.2.1



" dmz_ip:
10.1. 3.1
' mask24: '

255. 255.255. 0

#6FL : SMEIXHR/home/cisco/fme_ansible , BIZEKBE S, EARBIFR , FH3HE Ffme-configure-interface-playbook.yaml .

<#root>
cisco@inserthostname-here:~$

cd /home/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fc-configure-interface-pl aybook. yani

fmc-configure-interface-vars.yml inventory.ini

BULEHERBEHRUECUARER , AEAEBSHERRHEERHIS .

<#root>
--- - name: Update FTD Interface IP Address hosts: fmc connection: httpapi tasks: - name: Task01 - Get User Domain cisco.fmcansible.fmc_configu

user. domai n

}}" register_as: domain - name: Task02 - Get Devices cisco.fmcansible.fmc_configuration: operation: ge
devi ce_nane. ftdl

}}" register_as: device_list - name: Task03 - Get Physical Interfaces cisco.fmcansible.fmc_configurati
ftd data. outside _nanme

31" dpv4: static: address: "{{ Outside_ip | default(
ftd_data.outside_ip

) }3}" netmask: "{{ Outside_netmask | default(
ftd data. mask24

) }3}" MTU: 1500 enabled: True mode: NONE type: physicalinterface name:

G gabi t Et hernet 0/ 0

path_params: domainUUID: '{{ domain[0].uuid }}' containerUUID: '{{ device_list[0].id }}' objectId: '{{

ftd data.inside_nanme



}}" dpv4: static: address: "{{ Inside_ip | default(
ftd_data.inside_ip)

31" netmask: "{{ Inside_netmask | default(
ftd_data. mask24

) }}" MTU: 1500 enabled: True mode: NONE type: physicalinterface name:
G gabi t Et hernet 0/ 1

path_params: domainUUID: '{{ domain[0].uuid }}' containerUUID: '{{ device_list[0].id }}' objectId: '{{
ftd_data.dnz_nane

33" dipv4: static: address: "{{ DMZ_ip | default(
ftd data.dnz_ip
) }3}" netmask: "{{ DMZ_netmask | default(
ftd_data. mask24
) }}" MTU: 1500 enabled: True mode: NONE type: physicalinterface name:

G gabi t Et hernet 0/ 2

path_params: domainUUID: '{{ domain[0].uuid }}' containerUUID: '{{ device_list[0].id }}' objectId: '{{



AR ARHIFRPREERHEVAFELTE, XETENNNEREELREXFF.

L] 7. SHEBIXHFF/homelciscolfme_ansible , run commandansible-playbook -i <inventory name>.ini <playbook _name>.yaml -

e@"<playbook_vars>.yml" LA #& i ansibleff 55 o

EARRHIG | %< Ransible-playbook -i inventory.ini fme-configure-interface-playbook.yaml -e@"fmc-configure-interface-varsyml”,

<#root>
cisco@inserthostname-here:~$

cd / hone/ci sco/ f nc_ansi bl e/



cisco@inserthostname-here:~/fmc_ansible$

I's

fmc-configure-interface-playbook.yaml fmc-configure-interface-vars.yml inventory.ini

cisco@inserthostname-here:~/fmc_ansible$

ansi bl e- pl aybook -i inventory.ini fnc-configure-interface-playbook.yam -e@fnt-configure-i

PLAY [Update FTD Interface IP Address] Fedededehh NN NN h N hhfhfhffddddedededededededededhhhn

nterface-vars

TASK [Gathering Facts] B R R e o A R o A o A ok S o A o Sk A kS ik R T o S i e R Rk Sk S o S S S R R A Sk R Tk Sk o S o SR R R AR ok S e o SR T

ok: [10.0.5.11]

TASK [Task01 - Get User Domain] Fededededeh NN RN NN fhdddddddddeddeddededddh RN RN NN dddddedddededededededededededddn

ok: [10.0.5.11]

TASK [Taskoz - Get Devices] B R R A o A R ko A Rk A T ok L o S o R S Tk Sk o S S o A R R AR o S o S T e R T A

ok: [10.0.5.11]

TASK [Task03 - Get Physica] Interfaces] Fededef Sl dd e dhd ke dd Al Al Rl Al Al dd e f Sl ddddnk

ok: [10.0.5.11]

TASK [Task04 - Setup Outside Interface with static IP] *®¥wksdidkdkdniniminiiis
changed: [10.0.5.11]

TASK [Taskos _ Setup Inside Interface With Static IP] R R R R R o o R Ak R R R R R R

changed: [10.0.5.11]

TASK [Ta5k06 _ Setup DMZ Interface With Static] TeddehddhddfddNddhdd RS NdddNh S Ndd vl dh Nl Ndk

changed: [10.0.5.11]

TASK [Task07 - Get Dep10yab1e Devices] dededededeh e h NN h NN NN hhddddddddeddeddededededdh NN NN NN hdddedededededededd

ok: [10.0.5.11]

TASK [Task08 - Start Dep]oyment] Fededef Sl dd kel Al d S ddh el Al f AR dd Al Al dddddddn

changed: [10.0.5.11]

TASK [Wait for Dep1oyment Comp1ete] FTehdhh N hh R hffffffdddededededededededede NN h R h R hfffdddeddedededededededededdhn

ok: [10.0.5.11]

TASK [Taskog _ PO]] Dep10yment Status Unt11 Dep10yment Successfu1] dedededhdede N dedehddedhddehddefhddhdddhdddhdd

ok: [10.0.5.11]

TASK [Taskl0 - Stop The Playbook If The Deployment FaiTled] s ddsiddodiddoimiddomiddioidoiidoliiodoooooor

skipping: [10.0.5.11]

PLAY RECAP Tl Nl Nl Rl fdhddhfdhddhddRddNddhdd RSNl Rl RS Ndeh Nl Nl fdhddhddhdk

10.0.5.11 : ok=11 changed=4 unreachable=0 failed=0 skipped=1 rescued=0 ignored=0

*

e o ol oo e sl ol st ofe ol st o ol ot o ol sl o ol ot o ol ot
R R R R o R i S T S R



FERARSS RN BT EEET,.
B SSHER 4| AEESIFTDMICLI , HiE1T8 T show interface ip brief fllshow running-config interface GigabitEthernet 0/X o

BOBM, Pt FEEE BRI,

<ffroot>

> show interfaceip brief
Interface IP-Address OK ? Method Status Protocol

G gabitEthernet0/0 10.1.1.1
YES manual

up up

G gabitEthernet0/1 10.1.2.1
YES manual

up up

G gabitEthernet0/2 10.1.3.1
YES manual

up up

>

show runni ng-config interface G gabitEthernet 0/0

interface GigabitEthernet0/0
nameif

Qut si de

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

ip address 10.1.1.1 255.255.255.0

>

show runni ng-config interface G gabitEthernet 0/1

!
interface GigabitEthernet0/1



nameif

I nsi de

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

ip address 10.1.2.1 255.255.255.0

>

show runni ng-config interface G gabitEthernet 0/2

!
interface GigabitEthernet0/2

nameif

DvZ

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

ip address 10.1.3.1 255.255.255.0

R BR

FEHRENEE TR THEE#-THE R,

EBEEE Sanshle B A& |, &7 LU A-vwviz Tans bl e B B

cisco@inserthostname-here:~/fmc_ansible$ ansible-playbook -i inventory.ini fmc-configure-interface-playbook.yaml -e@"fmc-configure-interface-vars.yr

HXES

Cisco Devnet EMC Ansible



https://github.com/CiscoDevNet/FMCAnsible/tree/main
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