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4099 FE2069 172.24.1.3/32
4099 Border 10.48.13.0/24

oAl



1.1 MACHth it 3]

NTHE2EKH , EHNEIDREXRBKVLANRNIREAIMACHEE , IR AR PF D 508 Rk Al £ Y PR AE
FIRF I B2

BB SR EFE2EXHIDHEKEHWVLAN |, BA L EEREERGS

5 F"show lisp instance-id <instance> ethernet"

<#froot>
FE2068#

show | isp instance-id 8191 ethernet

Instance ID:

8191
Router-1isp ID: 0
Locator table: default
EID table:

VIl an 150
Ingress Tunnel Router (ITR): enabled
Egress Tunnel Router (ETR): enabled
Site Registration Limit: 0
Map-Request source: derived from EID destination
ITR Map-Resolver(s): 172.30.250.19
ETR Map-Server(s): 172.30.250.19

Wk PR |, SKAIID 81915VLAN 150Kk Bk, X5 HVLANARIFRAMACH: It ZREILISPEAMT |,
FXHILISP VXLANSHRAEBERY —E0 506

<tfroot>

FE2068#

show mac address-table vlan 150

Mac Address Table

150 0000. 0c9f . f 18e STATIC VI 150

150 0050. 5693. 8930 DYNAM C G1/0/1



150 2416. 9db4. 33fd STATIC VI 150

150 0019. 3052. 6d7f CP_LEARN L2LI O

Total Mac Addresses for this criterion: 3
Total Mac Addresses installed by LISP: REMOTE: 1

EOVM50M AR E BXBALELIED (#Ovian 150 ) WMACHEL,

o XEMACH U FREFMBEIZHFET R , RAFMELSIER EHIXLEMACH 1t ZRAEE
« ZRBCP_LEARNZ B RENXHEMRINEE., N TFAAEHEHMIIATRBASZE , B 1F
EM BRI S,

—BENZENFERA , eiRatilFlispHEEHES | tAaH NS RBERIRE AT
BEXR%ZE,

<tfroot>
FE2068#

show | isp instance-id 8191 ethernet database

LISP ETR MAC Mapping Database for LISP 0 EID-table

Vlian 150 (11D 8191)

, LSBs: 0Ox1
Entries total 3, no-route 0, inactive 0, do-not-register 2

0000. Oc9f . f 18e/ 48
, dynamic-eid Auto-L2-group-8191,
do not register

, inherited from default locator-set rloc_hosts
Uptime: 14:56:40, Last-change: 14:56:40
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

172. 30. 250. 44

10/10 cfg-intf site-self, reachable

0050. 5693. 8930/ 48

, dynamic-eid Auto-L2-group-8191, inherited from default locator-set rloc_hosts
Uptime: 14:03:06, Last-change: 14:03:06
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State



172. 30. 250. 44

10/10 cfg-intf site-self, reachable
2

416. 9db4. 33f d/ 48

, dynamic-eid Auto-L2-group-8191, do not register, inherited from default Tocator-set rloc_hosts
Uptime: 14:56:50, Last-change: 14:56:50
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

172. 30. 250. 44

10/10 cfg-intf site-self, reachable

NTHFEEFETRNAAEEHAESMEMACHE | FEREMSR,

- IRATEEAFEFET UEMEFENEMER.

« BRERTEMREHARS. E2ERETIBEVISVIN2PMMACH L , B2 ER“FEMIRIE
, SABS I E18UEM

 fEshow mac address tablefn TR B EIMNIZER B FTREAMACHHE |, Rtk FT 4T RElispE
BET,

NTE2EREH , FREFBEFE2EMACH I F T NEID , EFEMARPHINDIIE 3 b it #EAT1E B0

o XFELISP VXLANRHRAEREF RER A X LT , AR EMEEEVLANRAZ

- BT FE2EXRFIDHTEREEBZHRESB -G , ZVLH A FLHBENRE — =6 F HE LR
R at FEATE R At , RWEMFIREZNET HEMET R Z R EARBIRINE R,

- RE , Xtto@BEHFEET OEM. BFNDSRARPKR | XEHEDHEIXEICPU , Uk
FEHFETRNER , EEREEEA 2 HMACHHE KB,

- MBRRRSEMR , NASEEARP/NDEIESE , LAMEM B Wmactti it A\ B ABE RN 215
macith it .

- RE , LEENHE ST MER BBIUETLISP VXLANR AR K o

EEERBN L E MM b EATE S , T EA S show device-tracking database,

« XHXERIRFREREE AW RS,
- JW|HLECSHIPHIIRIEAL (Fity ) , FEFETRBREREES.

ZERFZEHSERELRB BT,

- EHETNDSHARPERGERZXLEEAG , EMEBASERE it 570000.0000.00fdHY & %
RERBIEEE T
- iR, EERSERNENKImacitit , IO X ERATUO,

R IR IEE

<{froot>



FE2068#

show devi ce-tracki ng dat abase vl anid 150

vlanDB has 6 entries for vlan 150, 3 dynamic

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prilvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan
ARP
172.24.1.3 0050. 5693. 8930
Gil/0/1 150 0005 31s REACHABLE 213 s try O

RMT 172.24.1.4

0050. 5693. 3120

TuO 150 0005 51s REACHABLE

API
172.24.1.99 0000. 0000. o0fd

Gil/0/1 150 0000 5s UNKNOWN  try 0 (25 s)
ND FE80::1AE4:8804:5B8F:50F6 0050.5693.8930 Gil/0/1 150
ND
2001: DBS: : E70B: ES8E1: E368: BDB7 0050. 5693. 8930

Gil/o0/1 150 0005 137s REACHABLE 110 s try O
L 172.24.1.254 0000.0c9f.f18e V1150 150
L 2001:DB8::1 0000.0c9f.f18e V1150 150
L FE80::200:CFF:FE9F:F18E 0000.0c9f.f18e V1150 150

privi

0005

0100
0100
0100

{8 Fi @5 & “show lisp instance-id <instance> ethernet database address-resolution” & 7~ 25 ith 3 fiff 9

BR &

<ffroot>
FE2068#

show |isp instance-id 8191 ethernet database address-resol ution

LISP ETR Address Resolution for LISP O EID-table Vlan 150 (IID 8191)
(*) -> entry being deleted
Hardware Address L3 InstID Host Address

0000. 0c9f . f 18e 4099 FE80: : 200: CFF: FEOF: F18E/ 128

ag

12



4099 2001: DB8::1/128

0050. 5693. 8930 4099 172.24.1.3/32

4099 2001: DB8: : E70B: ES8E1: E368: BDB7/ 128

4099 FE80:: 1AE4: 8804: 5B8F: 50F6/ 128

1.25) 7P b3k % 5]

EIPE LR RRERIRE L, B3 RLISPRHIIDEVRFRER R B EE M 4 .

« LVRFEREZSHIRIELMZEOSV)TEE , EMNRANEIREBNEN —H2
- EASHERT , XESVIEETAEE BN E2RZHEMAIVLAN,

A @ H“show lisp instance-id <instance> ipv4" & VRFSLISP3L 1D 2 8] #9 B 51

<tfroot>
FE2068#

sh lisp instance-id 4099 ipv4d

I nstance |D: 4099
Router-1isp ID: 0

Locator table: default

EID tabl e: vrf Fabric_VN 1
Ingress Tunnel Router (ITR): enabled

Egress Tunnel Router (ETR): enabled

I TR Map- Resol ver (s): 172. 30. 250. 19
ETR Map- Server(s): 172. 30. 250. 19

N
AE  MHSETATFRIETASEGEANEMIhEE , LR ERLISP VXLANR #RAERER



ERAREFFET R

B EIELHIHFHEESIVRFE |, [BIZ—LISP 0 <instance-id>##0 |, ZEOEZ{TEEF
Fshow vif Faf M,

- WEOTFEEFHOE  BETFTERE (EARKZABRABERERN )

<ffroot>
FE2068#

show vrf Fabric_VN_1

Name Default RD Protocols Interfaces
Fabric_VN_1
ipv4,ipv6
LI 0. 4099
VI 150
VI 151

EFVLANF T EMACH HE A FIPRI L AMMIARE , EEIREUPH U ESISEIDSBEE R,

£ RLISPE 4!

<ffroot>
FE2068#

sh l'isp instance-id 4099 dynanic-eid

LISP Dynamic EID Information for router O,



11D 4099, EID-table VRF "Fabric_VN 1"

Dynani c- El D nane:

Fabri c_VN_Subnet _1_| Pv4

Dat abase- mappi ng El D-prefix: 172.24.1.0/24, locator-set rloc_hosts

Registering more-specific dynamic-EIDs
Map-Server(s): none configured, use global Map-Server
Site-based multicast Map-Notify group: none configured

Nurmber of roami ng dynam c-El Ds di scovered: 2

Last dynamic-El D di scovered: 172.24.1.3, 21:17:45 ago

Dynami c- EI D nane: Fabric_VN Subnet_1 | Pv6

Dat abase- mappi ng ElI D-prefix: 2001: DB8::/64, |ocator-set rloc_hosts

Registering more-specific dynamic-EIDs
Map-Server(s): none configured, use global Map-Server
Site-based multicast Map-Notify group: none configured

Nurmber of roami ng dynam c-El Ds di scovered: 2

Last dynami c- EI D di scovered: 2001: DB8:: E70B: EBE1l: E368: BDB7, 21:17:44 ago

Dynani c- EI D nane: Fabric_VN_Subnet_2_I Pv4

Dat abase- mappi ng ElI D-prefix: 172.24.2.0/24, |ocator-set rloc_hosts

Registering more-specific dynamic-EIDs
Map-Server(s): none configured, use global Map-Server
Site-based multicast Map-Notify group: none configured

Nurmber of roami ng dynam c-El Ds di scovered: 2

Last dynami c- El D di scovered: 172.24.2.2, 21:55:56 ago

X EE LHSEE AN IPHE AR N TR S KRB Y |, FETRBALISPRERF BT XM



FEHFE T ROEM.

<{froot>
FE2068#

show |isp instance-id 4099 ipv4 database

LISP ETR IPv4 Mapping Database for LISP O EID-table vrf Fabric_VN_1 (IID 4099), LSBs: Ox1
Entries total 4, no-route 0, inactive 0, do-not-register 2

172.24.1.3/32, dynanic-eid Fabric_VN Subnet_1_|Pv4

, inherited from default locator-set rloc_hosts
Uptime: 21:28:51, Last-change: 21:28:51
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

172. 30. 250. 44

10/10 cfg-intf site-self, reachable
172.24. 1. 254/ 32, dynam c-eid Fabric_VN Subnet_1 | Pv4, do not register,

inherited from default locator-set rloc_hosts
Uptime: 22:22:35, Last-change: 22:22:35
Domain-ID: Tlocal

Service-Insertion: N/A

Locator Pri/Wgt Source State

172. 30. 250. 44

10/10 cfg-intf site-self, reachable
172.24.2.2/32, dynanic-eid Fabric_VN _Subnet_2_|Pv4

, inherited from default locator-set rloc_hosts
Uptime: 22:07:03, Last-change: 22:07:03
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

172. 30. 250. 44

10/10 cfg-intf site-self, reachable
172.24. 2. 254/ 32, dynam c-eid Fabri c_VN Subnet_2 | Pv4, do not register
, inherited from default locator-set rloc_hosts

Uptime: 22:22:35, Last-change: 22:22:35

Domain-ID: Tocal

Service-Insertion: N/A

Locator Pri/Wgt Source State

172. 30. 250. 44

10/10 cfg-intf site-self, reachable



HEERAELRLEHANIPHIER,

« WTFEH , XERBABERENEA (/3280128 ) , BEMRZXLERHAESAINETLIRATR
RILISPEIEREEH , MEMtE AR FM,

« REASVIESMIPHUFRICS N AIEM". XA 7] LU S P8 SR AE B IR 2 6] 438 I S T 19 <OE A
E4EIPHb AL,

<tfroot>
CP_BN_2071#

sh lisp instance-id 4099 ipv4 dat abase

LISP ETR IPv4 Mapping Database for LISP O EID-table vrf Fabric_VN_1 (IID 4099), LSBs: Ox1
Entries total 2, no-route 0, inactive 0, do-not-register 0

0.0.0.0/0
, locator-set rloc_border, auto-discover-rlocs, default-ETR

Uptime: 2d17h, Last-change: 2d17h
Domain-ID: Tlocal

Metric: O
Service-Insertion: N/A
Locator Pri/Wgt Source State

172. 30. 250. 19

10/10 cfg-intf site-self, reachable

10. 48.13.0/ 24, route-inport

, inherited from default locator-set rloc_border, auto-discover-rlocs
Uptime: 2d17h, Last-change: 2d16h
Domain-ID: local, tag: 65101
Service-Insertion: N/A
Locator Pri/Wgt Source State

172. 30. 250. 19

10/10 cfg-intf site-self, reachable

1.3 EIDS 12 % H AV Bl A

ETLISP VXLANKY SXHRERE P KR EMBELISPRI FiEM ., XEREFMEEIMEBELIE RN
TCP&iE ( BILISP&E ) TR MNBNRIEMIEEERREMPNENEFHFET REILISPE
. BEMLISPAE , FTEIMESRE, URRREMPREESMNEFITETR , NAEETFE
E T KEF A FEMEID,



LRMIEFRE EXBEEAEIMIARTN (BEREABLR LRE ) , RS HNDown
T2 EEHFET QRJPELE AR [QVLEIRE LEMHMEAIPEENIRE
EIDAVEM B LISPIEMH B2 1T

RIEBIFACEERESFET Ro

EEFERMIEMKFIEZ LWLISPLIE |, AIEA S show lisp session,
THXIE RSFENRESHSEtE,

<tfroot>

FE2068#

show |'i sp session

Sessions for VRF default, total: 1, established: 1
Peer State Up/Down In/Out Users

172. 30. 250. 19: 4342 Up

22:06:07 9791/6531 10

£ RADownHILISPAFE A RER £ B R BEMEIDFMBNRHFE T SRR L,
BEREREEEAMEANIATR , IETAFLERAS ASRBRERFERLEIRZ S,

{# A @S “show lisp session vrf default <ip address>" & REKXLISPAFENEZFMER

<#froot>
FE2068#

show lisp vrf default session 172.30.250. 19

Peer address: 172.30.250.19:4342
Local address: 172.30.250.44:13255
Session Type:

Active

Session State:

Up
(22:07:24)
Messages in/out: 9800/6537
Bytes in/out: 616771/757326
Fatal errors: 0
Rcvd unsupported: 0
Rcvd invalid VRF: 0
Rcvd override: 0
Rcvd malformed: 0
Sent deferred: 1

SSO redundancy: N/A
Auth Type: None



Accepting Users: 0

Users: 10
Type ID In/Out State
Policy subscription Tisp O IID 4099 AFI IPv4 2/1 Established
Pubsub subscriber Tisp O IID 4099 AFI IPv6 1/0 IdTe
Pubsub subscriber Tisp O IID 8191 AFI MAC 2/0 IdTe
Pubsub subscriber Tisp 0 IID 8192 AFI MAC 0/0 IdTe

ETR Reliable Registration lisp O |1 D 4099 AFl 1|Pv4

6/5 TCP

ETR Reliable Registration lisp O |1D 4099 AFl 1Pv6

1/3 TCP

ETR Reliable Registration lisp O 11D 8191 AFl MAC

9769/6517  TCP

ETR Reliable Registration lisp O 11D 8192 AFlI MAC

2/6 TCP
ETR Reliable Registration Tisp 0 IID 16777214 AFI IPv4 4/4 TCP
Capability Exchange N/A 1/1 waiting

SRRV A R R PR SK A A E42H T E T RUEMAYEIDA TIEZRES.

<#froot>
CP_BN_2071#

show | isp session

Sessions for VRF default, total: 7, established: 4
Peer State Up/Down In/Out Users

172. 30. 250. 19: 4342 Up
22:10:52 1198618/1198592 4
172. 30. 250. 19: 49270 Up
22:10:52 1198592/1198618 3
172. 30. 250. 30: 25780 Up
22:10:38 6534/9805 6
172. 30. 250. 44: 13255 Up

22:10:44 6550/9820 7

EREFTEHTRLNSERN , BERERESATEARSHAE,



« MREXEHEMBorder/CPTT R , NEASEIHFMEBBHLISPAIE,
o TEARBIF | FEM172.30.250.19:4342%172.30.250.19:49270 & iF
- BEMRAE , ORAGOESFET UEMEEID,

14725 FEER

MARREFRZFEDEMRERNEES , EHFET REEBHWEIRERNTEUE, BIFRHM
ID , 4% — NI EERMAEIDR H XK A E MR R,

{ FAshow lisp site® R E3EEHIE Rt

<#root>
CP_BN_2071#

show lisp site

LISP Site Registration Information
* = Some locators are down or unreachable
# = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID

site_uci never no - 4097 0.0.0.0/0
never no -- 4097 172.23.255.0/24
never no -- 4097 172.24.255.0/24
never no - 4099 0.0.0.0/0
00:00:00

yes# 172. 30. 250. 19: 49270 4099 10.48.13.0/ 24
never no -- 4099 172.23.1.0/24
never no -- 4099 172.24.1.0/24
21:35:06

yes# 172. 30. 250. 44: 13255 4099 172.24.1. 3/ 32
22:11:46

yes# 172. 30. 250. 30: 25780 4099 172.24.1. 4/ 32
never no -- 4099 172.24.2.0/24
22:11:52

yes# 172. 30. 250. 44: 13255 4099 172.24.2.2/32

WS ERMAEEMVEIDMREEMEIDWEID, FEIZNRE , XEFHREEERAN
RLOC , 85X AR A, Mok , EIDE T LEME 24 RLOC(RLOCS),

EETRENFAEE , v S IIEEIDA LA

<#root>



CP_BN_2071#

show lisp site 172.24.1.3/32 instance-id 4099

LISP Site Registration Information
Site name: site_uci
Description: map-server
Allowed configured locators: any
Requested EID-prefix:

EID-prefix:

172.24.1.3/32 instance-id 4099

First registered: 21:35:53

Last registered: 21:35:53

Routing table tag: 0

Origin: Dynamic, more specific of 172.24.1.0/24
Merge active: No

Proxy reply:

Yes
Skip Publication: No
Force Withdraw: No
TTL:
1d00h
State:
conpl ete
Extranet IID: Unspecified
Registration errors:
Authentication failures: 0

Allowed Tocators mismatch: 0
ETR 172.30.250.44:13255, last registered 21:35:53, proxy-reply, map-notify

TTL 1d0Oh, no merge, hash-function shal
state complete, no security-capability
nonce Ox6ED7000E-0xD4C608C5
XTR-ID 0x88F15053-0x40C0253D-0xAE5EA874-0x2551DB71
site-ID unspecified
Domain-ID Tocal
Multihoming-ID unspecified
sourced by reliable transport

Locator Local State Pri/Wgt Scope

172. 30. 250. 44 yes up

10/10 IPv4 none

AR EFAmEs  FEIEIRUTIR
- KB, FARKRE  BEHTFETRLEZBNRFER. EESELISPH , BREFERE



HERIDEMEDEBINEBRERFTFET QBEZEMBMXTR

« TTL , X2EIDE MV EFT A, BRINER T 24/ 6t

. ETR1EM , X 5B RIAEIDEMM REEMREE X

-« RLOCEER , X2 A TEIXEIDHRLOC, XtBERB[ELR , Wftup/downd, R
RLOCXH , IT&EATE. TEBENENRER , HEFEEZIPRLOCH , AJLAE
X ERLOCKR NEIDK F H A —/ME XK,

EEERFIFTET S LAEMARIES , ATLAERA S show lisp server registration history.
- R T EEMMBUEEMBEID,
£ REM A B R

<tfroot>
CP_BN_2071#

show | isp server registration-history |last 10

Map-Server registration history
Roam = Did host move to a new location?
WLC = Did registration come from a Wireless Controller?

Prefix qualifier: + = Register Event, - = Deregister Event, * = AR register event
Timestamp (UTC) Instance Proto Roam WLC Source
EID prefix / Locator

*Mar 24 20:49:51.490 4099 TCP No No 172.30.250.19

+ 10.48.13.0/24
*Mar 24 20:49:51.491 4099 TCP No No 172.30.250.19

- 10.48.13.0/24
*Mar 24 20:49:51.621 4099 TCP No No 172.30.250.19

+ 10.48.13.0/24
*Mar 24 20:49:51.622 4099 TCP No No 172.30.250.19

- 10.48.13.0/24
*Mar 24 20:49:51.752 4099 TCP No No 172.30.250.19

+ 10.48.13.0/24
*Mar 24 20:49:51.754 4099 TCP No No 172.30.250.19

- 10.48.13.0/24
*Mar 24 20:49:51.884 4099 TCP No No 172.30.250.19

+ 10.48.13.0/24
*Mar 24 20:49:51.886 4099 TCP No No 172.30.250.19
- 10.48.13.0/24

*Mar 24 20:49:52.017 4099 TCP No No 172.30.250.19
+ 10.48.13.0/24
*Mar 24 20:49:52.019 4099 TCP No No 172.30.250.19

- 10.48.13.0/24

EREFEMHLLAMEID , 55 Fshow lisp instance-id <instance> ethernet server ( ttf R4 E

B3R ML )

<ffroot>



CP_BN_2071#

show i sp instance-id 8191 ethernet server

LISP Site Registration Information
* Some Tocators are down or unreachable
# = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst
Register Registered ID

site_uci never no -- 8191
00:00:04

yes# 172. 30. 250. 44: 13255 8191 0019. 3052. 6d7f/ 48
21:36:41

yes# 172. 30. 250. 44: 13255 8191 0050. 5693. 8930/ 48
22:13:20

yes# 172. 30. 250. 30: 25780 8191 0050. 5693. f 1b2/ 48

MEIOMACH 3t BURER B X AN EZFMAER

<tfroot>

CP_BN_2071#

show i sp instance-id 8191 ethernet server 0019.3052. 6d7f

LISP Site Registration Information
Site name: site_uci
Description: map-server
Allowed configured locators: any
Requested EID-prefix:

EID-prefix:

0019. 3052. 6d7f/ 48 i nstance-id 8191

First registered: 22:14:38

Last registered: 00:00:03

Routing table tag: 0

Origin: Dynamic, more specific of any-mac
Merge active: No

Proxy reply:

Yes

Skip Publication: No
Force Withdraw: No
TTL:

1d00h

EID Prefix

any-mac



State:

conpl ete
Extranet IID: Unspecified
Registration errors:
Authentication failures: 0

Allowed Tocators mismatch: 0O
ETR 172.30.250.30:25780, last registered 00:00:03, proxy-reply, map-notify

TTL 1d0Oh, no merge, hash-function shal
state complete, no security-capability
nonce 0x0465A327-0xA3A2974C
XTR-ID 0x280403CF-0x598BAAF1-0x3E70CE52-0xE8F0O9EGE
site-ID unspecified
Domain-ID Tocal
Multihoming-ID unspecified
sourced by reliable transport

Locator Local State Pri/Wgt Scope

172.30. 250.30 yes

up 10/10  IPv4 none

Ft in“registration history” A& & ML AR EIDAY EM 7 5212 %

AR HRBERREFEPEHEAEEMACHIDIMW L ENREE , K SHEEEA

<ffroot>
CP_BN_2071#

show |isp instance-id 8191 ethernet server registration-history

Map-Server registration history
Roam = Did host move to a new location?
WLC = Did registration come from a Wireless Controller?

Prefix qualifier: + = Register Event, - = Deregister Event, * = AR register event
Timestamp (UTC) Instance Proto Roam WLC Source
EID prefix / Locator

*Mar 24 20:47:10.291 8191 TCP Yes No 172.30.250.44

+ 0019.3052.6d7f/48
*Mar 24 20:47:10.296 8191 TCP No No 172.30.250.30

- 0019.3052.6d7f/48
*Mar 24 20:47:18.644 8191 TCP Yes No 172.30.250.30

+ 0019.3052.6d7f/48
*Mar 24 20:47:18.647 8191 TCP No No 172.30.250.44

- 0019.3052.6d7f/48
*Mar 24 20:47:20.700 8191 TCP Yes No 172.30.250.44

+ 0019.3052.6d7f/48
*Mar 24 20:47:20.702 8191 TCP No No 172.30.250.30

- 0019.3052.6d7f/48
*Mar 24 20:47:31.914 8191 TCP Yes No 172.30.250.30

+ 0019.3052.6d7f/48
*Mar 24 20:47:31.918 8191 TCP  No No 172.30.250.44



- 0019.3052.6d7f/48

*Mar 24 20:47:40.206 8191 TCP Yes No 172.30.250.44
+ 0019.3052.6d7f/48
*Mar 24 20:47:40.210 8191 TCP No No 172.30.250.30

- 0019.3052.6d7f/48

EEERFFTETR LE MU EFER , H /S HEAM iaddress-resolutions

- XIMNETRMACHIIt EEFIZEEZEMNME , TERATRRERIDENE2E B EMACHE it
NI BIABREE R R,
o WNFIZE2EMACHIAIRLOCKT 2 3% R AT,

k¥ tn“address-resolution” A E F IR FSFE T R LA M b ut FETER

<tfroot>
CP_BN_2071#

sh lisp instance-id 8191 ethernet server address-resol ution

Address-resolution data for router lisp O instance-id 8191

L3 InstID Host Address Hardware Address
4099 172.24.1.3/32 0050. 5693. 8930
4099 172.24.1. 4/ 32 0050. 5693. f 1b2
4099 2001: DB8: : E70B: ESE1: E368: BDB7/ 128 0050. 5693. 8930
4099 2001: DB8: : F304: BCCD: 6BF3: BFAF/ 128 0050. 5693. f 1b2
4099 FE8O: : 3EE: 5111: BA77: E37D/ 128 0050. 5693. f 1b2
4099 FE8O: : 1AE4: 8804: 5B8F: 50F6/ 128 0050. 5693. 8930

AR EMESERR A IPveib it SIPVEZIASEIDALEL , W 2 Mt , X2 ERERS
FHPTR L. SERZFAFFLEEIRXNMIDTEM , B AT iU,

_H

EATIEE B AR



X FTEZLISP VXLANX BB AR E , FEEN BIRAIRLOC, FELISP VXLAN B[+
, KBS EARFEFERTER , EEFMNRAEFRAIRERFIRFZFHNHEEEE(FIB).

ERLISP VXLANR#5ERERT , 2 THRIEE S XM EF,

« XEWREREHEAZFICPU , 7+ ACPURIEIERZESIFET RBMEER , BLEHRLOCER
, T E 48 M EIDAY MU E EHNRLOC,
o HEFITRIWEIRFERN , EQRMHSHEIDXBENERAEMRES , REXKBIDTERS

=

R o

- VEREAMRENEN , BHFEET R REERAAERVEIDARA | ESREZEIDFIEN
EAEIDR , MZEIDFFEGEAEM,

FAR BRI FET Lfmap-reply N EEEFH R E17,

- MENENTTLEE 2406, (NTRRFLEE K BERE150% ).
« WTFHUARMEID , AHAEEFCHARFER., (XMGERATEIRZEM )




2 ALK MR & 17

{ Fshow lisp instance-id <instance> map-cache® ¥ & R LA MR 5 & 1%

<tfroot>

FE2067#

show i sp instance-id 8191 ethernet map-cache

LISP MAC Mapping Cache for LISP 0 EID-table
MVl an 150 (11D 8191)

, 1 entries
0

019. 3052. 6d7f/ 48

, uptime: 00:00:07, expires: 23:59:52, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID

172. 30. 250. 44

00:00:07 up 10/10 -

BT ERNEBENTHZEEMACHIERE,

« BMEANAMXLRENRFEEFRE  FENRERET KRB IR

« XS HXBRERREZHETSLISPHE IR B &,

- —EBURFNERA , CRERARFEFS , BEREE2RE B BANHERREDR
HIHY 3% B E AV 2]

HE2RRHIF |, IEHRBUMKREZH,

« RIAMBIRT , LISPVXLANTSZERE  RAECHEAEERK , ERUUNEKEMSE
(GRT)HEEIPAHIBAE , BidiZA n Lzt E2E M,

TRITBIRE A

<#froot>
FE2068#

sh run | sec instance-id 8191

instance-id 8191

remote-rloc-probe on-route-change
service ethernet

eid-table vlan 150

br oadcast - under | ay 239.0.1.19



database-mapping mac locator-set rloc_hosts

exit-service-ethernet
|

exit-instance-id

2.2 IPMETEF
SN FEIEEH | MG EFERRCTEILEECPUNTEMEN AR | Lk HS B %S

BERHES.

- BR , NTFEIFEHES , B RELFBEEN , REZEBICPULKHEST, XBENE EHImap-
cachef T RTRK. XN FIPv4 , iZ#b190.0.0.0/0 , XFIPv6 , izttt R : :0/0,

s BRI MBS EEFESXENEE ST, MRD AT SEE A kmap-cache
0.0.0.0/0%% : :0/0MHIEHFERE , CLZHBIRREMBITARAER , TTAT2NEBEHIIR
BB RESNER

T RRFEFEE

<ttroot>

FE2068#

sh run | sec instance-id 4099

instance-id 4099
remote-rloc-probe on-route-change
dynamic-eid Fabric_VN_Subnet_1_IPv4
database-mapping 172.24.1.0/24 Tocator-set rloc_hosts
exit-dynamic-eid
I
dynamic-eid Fabric_VN_Subnet_1_IPv6
database-mapping 2001:DB8::/64 Tocator-set rloc_hosts
exit-dynamic-eid
I
service 1ipvéd
eid-table vrf Fabric_VN_1

map- cache 0.0.0.0/0 nap-request

exit-service-ipvé

!

service ipvb6

eid-table vrf Fabric_VN_1

map-cache ::/0 map-request
exit-service-ipvé6

I
exit-instance-id



map-cache 0.0.0.0/0F1 : :/0 map-requestS BBR &Y E 775 B BT “send-map-request” iR fETE IR 5T 52
FEHEE. ZFLENRESCAHKRGER. BTRHFEFEFENBRARETREKCTENFIB , Hite
BERATABHFEMNEEAZENFMERHIPRE,

- EXENFEEL, ABREEFE—NBES , E RN EIERsend-map-request + encapsulate
to proxy ETR.
XeSSHERARMBGHNE - MUETMAMSNER , HERFEIRERE K Eetr (WRE
7)o

<tfroot>
FE2067#

show | isp instance-id 4099 i pv4 map-cache

LISP IPv4 Mapping Cache for LISP 0 EID-table vrf Fabric_VN_1 (IID 4099), 6 entries

0.0.0.0/0,

uptime: 22:28:18, expires: 00:13:41, via map-reply, unknown-eid-forward
action:

send- map-request + Encapsulating to proxy ETR

PETR Uptime State Pri/Wgt Encap-IID Metric
172.30.250.19 22:28:18 up 10/10 - 0

10. 48. 13. 0/ 24,
uptime: 02:31:26, expires: 21:28:34, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID
172. 30. 250. 19
02:31:26 up 10/10 -
172.24.1.0/ 24

, uptime: 22:31:34, expires: never, via dynamic-EID, send-map-request

Negati ve cache entry, action: send-nmap-request

172.24.2.0/ 24
, uptime: 22:31:34, expires: never, via dynamic-EID, send-map-request

Negati ve cache entry, action: send-map-request

172.24.2.2/32
, uptime: 00:00:21, expires: 23:59:38,
via map-reply, conplet

e
Locator Uptime State Pri/Wgt Encap-IID



172. 30. 250. 44
00:00:21 up 10/10 -
172.28. 0.0/ 14,
uptime: 22:28:22, expires: 00:13:39, via map-reply, unknown-eid-forward
PETR Uptime State Pri/Wgt Encap-IID Metric
172.30. 250. 19

22:28:19 up 10/10 - 0

ERBEPERT —E&KE,

o LbitHAEY10.48.13.0/24F1172.24.2.2/32i8 3 M ET RI B IR A H SR . FREIX L B iR E
FHHEAEREZBNENMS.
« 172.28.0.0/14REWEI MBS NZN T REHIPHIIRA RO, RENZBERFERESD , K
Mtk F MR ER T 2 A& REHER,

B RREFNRERR
a _ =
C Underlay ‘>




BAE2RHEIRE KR

LISP/VXLANX R EFE R RV RE A BT K2R B E2E KA K

« TEEMS BN FIEUR T g B BIMACHEE

« RIZXBMEMMACHLE ( AR EXHEVEMBIMACH UL ) WL ELXBIE2R. NMEKIFESHN
B 2R, MSBETEIEEKIZM,

- WBEEHERTET Catalyst 9000 R FIKIH M EEHE L

3282R¥ K

BIELISP VXLANRIREEH SE2R R E T 52 BHFMACHIETERK. ZEBRREAESH O#
AL2LIOKWMACHEiEFR .

TR MIZEE 2R ERD

<ffroot>
FE2068#

show mac address-table vlian 150

Mac Address Table

Vlan Mac Address Type Ports
150 0000.0c9f.f18e STATIC V1150
150 0050.5693.8930 DYNAMIC Gil/0/1
150 2416.9db4.33fd STATIC V1150

<- Loca

150 0019.3052.6d7f CP_LEARN

L2LI 0 <- Renote

Total Mac Addresses for this criterion: 3
Total Mac Addresses installed by LISP: REMOTE: 1

NTARMES (WREERE ) , REBZERPEENIPABARIE

« ATHERE, RAEBEMNARE (ERABZHL ) RENERZHE  FERERBERET
HYEFBERIR

- JES A RBRE A RZEREFEEEVXLANF,

- RAEMLELTMARBAHABZVRE , AN EANE2ELPIBEHRE.

ERERHIPAREA

<ffroot>



FE2068#

sh ip nroute 239.0.19.1

IP Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,

L - Local, P - Pruned, R - RP-bit set, F - Register flag,

T - SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,
X - Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
U - URD, I - Received Source Specific Host Report,

Z - Multicast Tunnel, z - MDT-data group sender,

Y - Joined MDT-data group, y - Sending to MDT-data group,

G - Received BGP C-Mroute, g - Sent BGP C-Mroute,

N - Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,

Q - Received BGP S-A Route, g - Sent BGP S-A Route,

V - RD & Vector, v - Vector, p - PIM Joins on route,

x - VXLAN group, c - PFP-SA cache created entry,

* - determined by Assert, # - iif-starg configured on rpf intf,

e - encap-helper tunnel flag, 1 - LISP decap ref count contributor

Outgoing interface flags: H - Hardware switched, A - Assert winner, p - PIM Join
t - LISP transit group

Timers: Uptime/Expires

Interface state: Interface, Next-Hop or VCD, State/Mode
(*, 239.0.1.19), 00:02:36/stopped, RP 172.31.255.1, flags: SICF

Incoming interface: GigabitEthernetl/0/23, RPF nbr 172.30.250.42

Outgoing interface Tist:

L2LISP0.8191, Forward/Sparse-Dense, 00:02:35/00:00:24, flags:

(

172.30. 250. 44, 239.0.1.19

), 00:02:03/00:00:56, flags: FT
Incoming interface:

Nul 10

, RPF nbr 0.0.0.0
Outgoing interface Tist:

G gabi t Et her net 1/ 0/ 23

, Forward/Sparse, 00:02:03/00:03:23, flags:
(

172.30. 250. 30, 239.0.1.19

), 00:02:29/00:00:30, flags: IT
Incoming interface:

G gabi t Et her net 1/ 0/ 23

, RPF nbr 172.30.250.42
Outgoing interface Tist:

L2LI SPO. 8191

, Forward/Sparse-Dense, 00:02:29/00:00:30, flags:

RS RRBREFFREELAZZEAREN T IRNFTEEMEJgeIS. GXH. EXER—1
S. G%B , Hiltis 5i& Z #Loopback0E R R,



N FEIKEABHNFEREWR , show ip mrouteis ©3i& & RL2LISPO.<instance>
BOFE R SRR AN PLE2RLFBERRZAREHFTFHE LT
MxEO,

3.3FIRKARIER

EETEIPELISP VXLANKZ R AEPE BT A KR E |, IS HWIUECEF,

s LISPE£SGEBHMMNTRE , EF2EBRHARFEARABALLD , MREESCEFREUEH
FIB,

NTALAENZEER , REEFEEIEECANEMRESR.

EREMRER

<ttroot>
FE2067#

sh lisp instance-id 4099 ipv4 nmap-cache 172.24.2.2

LISP IPv4 Mapping Cache for LISP 0 EID-table vrf Fabric_VN_1 (IID 4099), 1 entries

172.24.2.2/ 32

, uptime: 11:19:02, expires: 12:40:57, via map-reply, complete
Sources: map-reply
State: complete, last modified: 11:19:02, map-source: 172.30.250.44
Idle, Packets out: 2(1152 bytes), counters are not accurate (~ 11:18:35 ago)
Encapsulating dynamic-EID traffic
Locator Uptime State Pri/Wgt Encap-IID

172. 30. 250. 44

11:19:02 wup 10/10 -
Last up-down state change: 11:19:02, state change count: 1
Last route reachability change: 11:19:02, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:
Last RLOC-probe sent: 11:19:02 (rtt 2ms)

MRS EFF | AT LEIDMEMEEN172.30.250.44, HIt , FHEFR @ BFRNTEE |, FEHNZ
IP3RL A9 IP B AR b3t 9 172.30.250.44.

R THSEPINWVRFIEEHERS , FERERE,

<{froot>

FE2067#



show ip route vrf Fabric_VN_1

Routing Table: Fabric_VN_1
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated Tocal route overrides by connected
Gateway of Tast resort is not set
172.24.0.0/16 is variably subnetted, 5 subnets, 2 masks
172.24.1.0/24 1is directly connected, V1anl50
172.24.1.4/32 [10/1] via 172.24.1.4, 06:11:02, Vl1anl50
172.24.1.254/32 is directly connected, Vlanl50
172.24.2.0/24 1is directly connected, Vlanl51l
172.24.2.254/32 is directly connected, Vlanl51l

2 + © O

rorr =N

CEF#i iR it B X BIELISP VXLANRIRAERE B 32 K #1550

« LI T show ip ceffi i detail>x BT , EH TR ENBEL XM T EMEE B FRo
« BHALISP 0.<instance>WE HIEAORTRECHEL X,

<tfroot>
FE2067#

sh ip cef vrf Fabric_VN 1 172.24.2.2 detai

172.24.2.2/32, epoch 1, flags [subtree context, check Tisp eligibility]
SC owned,sourced: LISP remote EID - Tocator status bits 0x00000001
LISP remote EID: 2 packets 1152 bytes

fwd action encap

, dynamic EID need encap
SC inherited: LISP cfg dyn-EID - LISP configured dynamic-EID
LISP EID attributes: localEID No, c-dynEID Yes, d-dynEID No, a-dynEID No
SC inherited: LISP generalised SMR - [enabled, inheriting, Ox7FF95B3EOBE8 locks: 5]
LISP source path 1ist

next hop 172. 30. 250. 44 LI SPO. 4099
2 IPL sources [no flags]

next hop 172. 30. 250. 44 LI SPO. 4099



AT REBNEHEINT kT , T—FHEZE1Tshow ip cef <next hop> AEEHIE S W FHRBHEN
HOEO,

BITUERHRAEO

<ffroot>
FE2067#

sh ip cef 172.30.250. 44

172.30.250.44/32

next hop 172.30. 250. 38 G gabi t Et her net 1/ 0/ 23

AR BN TERFNFN Z B Z(ECMP)EEH R AR,

« MREFEE2DMNESEHRLOC , REWTUEESPHITAHIGE ; MRFEIERLOC
PRI T RERE |, MEBANEREMEF XA ARHIE,

- HTUDPE MR ABEEN4789 , H EFMANRREMIRZ Z R FTERAVRIPH 1M B 89
IPibst AR , A FEBERAEREANRRACNE R ERESELE — K&
-3z

« EALISP VXLANEY , X AL PHIUDPIRIERD , X FiEHNEPHRRERENR
HWEBRTE.

BAMBEEBN

« ELISP VXLANRERFR , IEREHTL I REVXLANF, XTEEANE2EM , LUE-RE
BXIFE2ENFEIRESR,
XNTFE2EM , FBEEFRBRX. W TBEIEIREZHIREAM , E£RELRNE2E L,

<tfroot>

Ethernet II, Src: 24:16:9d:3d:56:67 (24:16:9d:3d:56:67), Dst: 6¢c:31:0e:f6:21:c7 (6¢c:31:0e:f6:21:c7)
Internet Protocol Version 4, Src: 172.30.250.30, Dst: 172.30.250.44

User Datagram Protocol, Src Port: 65288, Dst Port: 4789

Virtual eXtensible Local Area Network

Flags: 0x8800, GBP Extension, VXLAN Network ID (VNI)
. .. = GBP Extension: Defined

Don't Learn: False
VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

- R
I

.000 .000 0.00 000

Group Policy ID 16



VXLAN Network ldentifier (VNI): 4099

Reserved: 0
Ethernet II, Src: 00:00:00:00:80:a3 (00:00:00:00:80:a3), Dst: ba:25:cd:f4:ad:38 (ba:25:cd:f4:ad:38)
Internet Protocol Version 4, Src: 172.24.1.4, Dst: 172.24.2.2
Internet Control Message Protocol

MBILISP VXLANSR 3B RF 1% S MR B AT LB |, vxlanBE SR A T2 HERNM, FRHE
SEML, BAKMIR KR —MEIRIR K

FEVXLANSRSK & | “VLANRIZHRIR 2 (VLAN Network Identifier) 3 B4 #i i B BILISPEBIID,

« B Group Policy IDFEAE HIMISGTHRIC
s XEERREFETHAOREHFEIIRER , BERTHETHNEREKE,

S HRIEME 23K

4 1A O B98I0
EH AL RS EIES BHVLANY N EDESGTIRG B AWIT |, A MEASGTHRD & HRITF

o

« {ERDot1x/MAB/central webauth#y & 13 36 iF tH i 7] LAZB B £ Radius fR 585 L Xt B F~ fl& i 3t
TEHRBRIEMZEN |, ZRSF[EBEHLZE RGN , AR FME B EEG PN EF /LR
H 6 EFERY P 4815 R 2.

X FLISP VXLANR#:5ERE , B/LME RN KRADIUSE £ :

* VianZ B : MRADIUSERSS 2R 24l , LLIEHIRENVLAN IDRE , Bin A D EAHES
2RI 3ELISPRHI,

« SGTE : KEMRESCTHSCTH B Kk, XFATHX WA RNWETAHNRE , FoE
T3 b 48t RS Y ST HRAE R ROE I PRB ML 50 BCSG TYEL

- FBERN  BERFEEEFETvianLiE1T, F2REATARKRERO LRENFEZvian®h KiEH
BUERBMIEEEREN. IFTUSEESENVLIANTRESNBERE

- 2FENZIMNMEHEECSHNSEEN. ATUMradiuslRFHBREBENREREFIREEZEMN
H AR R

- B N TREERR  FEEROD LNATENERS EEREZT. TUMRadiusfRSS /A
EERER , ZEMHEIEENASIRONAR

5 Fshow access-sessionfi T Eix O LW B HRIFER

<#root>
FE2067#

show access-session interface G 1/0/1 details



Interface:

GigabitEthernetl/0/1

IIF-ID: Ox1FF97CF7
MAC Address:

IPv6
IPv4

User-

Address:
Address:
Name: 00-50-56-93-F1-B2

Device-type:

0050.5693.f1b2
FE80::3EE:5111:BA77:E37D
172.24.1.4

Microsoft-Workstation

Device-name: W7180-PC
Status:

Aut hori zed

Domain:

DATA

Oper host mode: multi-auth
Oper control dir: both
Session timeout: N/A

Acct update timeout: 172800s (local), Remaining: 172678s

Common Session ID: 9256300A000057B8376D924C
Acct Session ID: 0x00016d77
Handle: 0x85000594

Current Policy: PMAP_DefaultWiredDotlxClosedAuth_1X_MAB

Local Policies:

Server Policies:

VI an Group: Vlan: 150

SGT Val ue: 16

Method status Tist:
Method State
dotlx

St opped

mab Authc

Success

FEBUTXEFE :

IPv4FlIPveitil - BEEIRRZREREEY,
« username : IRATEHRRIEMAFE,

- X FDot1x , XBEERHTERRIENAF,
{Eﬁﬁ MABET |, X2t S BIMACHEE , ERN AP B RMBRE KX

'Ik /L:\

%m%fﬁ?;_nftﬂ’ﬂk,u%ﬂ%ﬁgﬁift g1

iZJZ% XTH: Jﬁ'ﬁ t%i&ﬁtﬁ .Jttuu,i*{vﬂ'ﬂ_:

, AR HE

&Ejj“‘iﬁ" )

FIRadius# T B R IL,

A LT ERIE R, (N TEFRE



- PRSEFREE - XEXREBERadiuslREGH|NELE ( VIanD B MSGTHE ) WL E
E&M*ﬂﬁ LLmTLﬁmﬂimﬁLo
- ¥REJotIXFEEMAB Z BIIZE 1T

- WNRAGRF N RBEAPOLMT , NI bk 75 3£t FE ¥ # ZEmab,
- XPFE RdotIxB kMo

- MAB.E Rauthc successRREALT BB RIE , EFRRE B KIE4E R Raccess-
acceptik f&reject,

2RERBMETHNKRE(CTS)

Underlay 5

[ -
Only SSH

172.24.1.4 allowed 172.24.2.2
SGT 17 SGT 16

FELISP VXLANZMRERECTSS |, AT HRE R



- ETANKBERPETREARIC.

- RRBEERNFIEREBS ERAOMSGTHREL |, ZFICES MM BT RIRERER,

« HWREBEITXRERR | FRERE R,

- WIREEETANKBEPER , ZRBERFEHRR — BRSCTARKNERKLERIE SR E
RARIE , ERERRENATSF R ITFHLRENSGACL,

« HERBRRBIR — BARSCTHFE LEBIAT |, FF 5 A E LAY RN R,

4.3 CTSIFE

EFAETANRIZT , XREFREE LFTERINCTSE,

o LkpaciFERADIUSHI A A TR IXERISE LHRADIUSH, iX A Fi&&ERadiushil # A cts-pac-
opaqueFE&,

ERCTS pacE &

<tfroot>
FE2067#

sh cts pacs

AID:

C7105D0DA108B6AEOFB00499233B9C6A

PAC-Info:

PAC-type = Cisco Trustsec

AID: C7105DODA108B6AEOFB00499233B9C6A
I-ID: FOC2410L1Zz

A-ID-Info: Identity Services Engine
Credential Lifetime:

18: 05: 51 UTC Sat Jun 24 2023

PAC-Opaque: 000200B80003000100040010C7105DODA108B6AEOFB00499233B9C6A0006009C00030100C5COB998FB5E8C106F6

Refresh tiner is set for 12w0d

BWRCTS pacEREBEBARIFERE. XREKFRESBHRIFIZE.

Y
AR EFZaRRIE , A& H S cts refresh pac’,

BEETETANKE , C2THIEREA THAENRBEER.

- WINRHERE SR ESFEANCTSHFE , tt@2RadiusflRS =R LEANFAERE TAMN
P O



& RotsHMERIE

<{froot>
FE2067#

sh cts environnment-data

CTS Environment Data

Current state =

COWPLETE

Last status =

Successfu

Service Info Table:
Local Device SGT:
SGT tag =

2-00: Trust Sec_Devi ces

Server List Info:
Installed 1list: CTSServerListl-0001, 1 server(s):
*Server:

10. 48. 13. 221

, port 1812,

A-1D C7105D0DA108B6AEOFB00499233B9C6A

Status = ALIVE

auto-test = TRUE, keywrap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs
Security Group Name Table:

0-00:Unknown

2-00:TrustSec_Devices

3-00:Network_Services

4-00:Employees

0:Contractors

0:Guests

0:Production_Users

0:Developers

9-00:Auditors

10-00:Point_of_Sale_Systems
11-00:Production_Servers
12-00:Development_Servers

13-00:Test_Servers

14-00:PCI_Servers

15-00:BYOD

16-00:Fabric_Client_1

17-00:Fabric_Client_2
255-00:Quarantined_Systems

Environment Data Lifetime = 86400 secs

Last update time = 11:46:41 UTC Fri Mar 31 2023
Env-data expires in 0:19:17:04 (dd:hr:mm:sec)



Env-data refreshes in 0:19:17:04 (dd:hr:mm:sec)
Cache data applied = NONE

State Machine is running

Retry_timer (60 secs) is not running

LUERAETAHNKREN , N THENEBREZEEEERFITHEN A B LR CTSHRG,
s ATHEBEREMNPHL (RFH ) FETFANKRBAMBE , ATBERA®H S show cts role-

based sgt-map vrf <vrf> all’,

ERVRFHIFRBE EHIPEISCTER

<tfroot>

FE2067#

sh cts rol e-based sgt-map vrf Fabric_VN_ 1 al

Active IPv4-SGT Bindings Information
IP Address SGT Source

172.24.1.4 17 LOCAL

172.24.1. 254 2 | NTERNAL

172.24.2. 254 2 | NTERNAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings = 1
Total number of INTERNAL bindings = 2
Total number of active bindings = 3
Active IPv6-SGT Bindings Information
IP Address SGT Source

2001: DB8::1 2 | NTERNAL

2001: DB8: : F304: BCCD: 6BF3: BFAF 17 LOCAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings = 1
Total number of INTERNAL bindings

=1
Total number of active bindings = 2



I HE RAEVRFIIFIE S AP ( FFM ) R EETHHN R,

- AILES , KigE - MPibut OB T E TARRMEA 7 , FRFRE LM,

c XRIFOERENFHRIUINER , HhERERFZLIRAKAIRIC,

- THRREERTRRILECSHIPHLE | XLt 5 Bl B device-sgt tag¥E I sourced internal,
- A LUBNEERENIEEISENSXPLED EE TAHN KBRS,

HIRFIRHSGTHRICH , ELZIHMISERRS 28 T i 5 HRBRAY KRS

« fn$show cts authorization entications#ii 7 218 T X LM BT B AR EAIR B EIEL T 8

o

~
AR NMRXBRETMENR , FEHRFEE, ISEXETUKEECOATRS , ERIRINEE
WAL A A TEHRIT R, EFZHRIFRE , B K LGS cts refresh policy”s

ER2R THRORHBE , URREELTH

<ffroot>
FE2067#

show cts authorization entries

Authorization Entries Info

Peer name = Unknown-0
Peer SGT =

0- 00: Unknown

Entry State =

COWPLETE

Entry Tast refresh = 22:14:46 UTC Thu Mar 30 2023

SGT policy last refresh = 22:14:46 UTC Thu Mar 30 2023
SGT policy refresh time = 86400

Policy expires in 0:05:23:44 (dd:hr:mm:sec)

PoTlicy refreshes in 0:05:23:44 (dd:hr:mm:sec)
Retry_timer = not running

Cache data applied = NONE

Entry status =

SUCCEEDED

AAA Unique-ID = 11

Peer name = Unknown-17
Peer SGT =

17-01: Fabric_Cient_2



Entry State =

COWPLETE

Entry Tast refresh = 11:47:31 UTC Fri Mar 31 2023

SGT policy Tast refresh = 11:47:31 UTC Fri Mar 31 2023
SGT policy refresh time = 86400

Policy expires in 0:18:56:29 (dd:hr:mm:sec)

Policy refreshes in 0:18:56:29 (dd:hr:mm:sec)
Retry_timer = not running

Cache data applied = NONE

Entry status =

SUCCEEDED

AAA Unique-ID = 4031

MR TEH TEMZERE , T LAEE A a5 “show cts rolebased policies” & 7RiX LR B o

<#froot>
FE2067#

sh cts rol e-based perm ssions

IPv4 Role-based permissions

def aul t

Permt |P-00

IPv4 Role-based permissions from

group 17:Fabric_Cient_2 to group 16:Fabric_Cient_1

Per m t Web- 02

RBACL Monitor A1l for Dynamic Policies : FALSE
RBACL Monitor A1l for Configured Policies : FALSE

T ERRE TN ERK, EISERSSHL , TEESERATAENE |, BiREFNZR
THENBLIEATHERE, IHEAUTAERNEHERR.

e TEERENATRERRAESHERBNRINRE, EAXMIP , ©ERPermit IP , ELLFIA
EXRPHEFRETEENREBFE L TFEL,

1z fTshow cts rbacl <name>SIREVE X E FEHRBACLHW I N A £ 4E 2



<ffroot>
FE2067#

sh cts rbacl pernitssh

CTS RBACL Policy

RBACL IP Version Supported: IPv4 & IPv6
name =

perm tssh

-03

IP protocol version = IPV4
refcnt = 2

flag = 0x41000000

stale = FALSE

RBACL ACEs:

permt tcp dst eq 22
permt tcp dst eq 23

deny ip

EXHERT , AFAREEINA T IERBACLE K imH i — F & 218 [ 22(SSH)#23(Telnet) M tcp 2k
B3,

S
AR : RBACLRBEE—1NAME LiE1T. RIFBREREPHRE , B NFFEHRIAREESHE

TR, HAZREENRETCHEFIE , CEIRREFEREFAAOTILEA
HISGTHRIE, MU TEFARREMAEERE LFENKE EXER |, F 2XEIXRE,

BE  XEXRBEEMEEN , BT RCTSH , SIMEMP XS , AP UE CHE MR
, EFEURT R BN L £ K

1=1Tshow cts role-based counters AR IFMER EEH

« KR TERBNTBRIMNRRITHR. S8MEOXBENNNGBT.

<#root>
FE2067#

sh cts rol e-based counters



Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW-Permitt SW-Monitor HW-Monitor
0 0 3565235 7777106
0 0
17 16
0

3 0 3412 0

0
16 17
0 5812 0 871231 0

0

RS R T RRVMEPMESHEKE , EXRFIPXLZBEB TEEM17EI16 A RMN16E17EI5R
=,

« FAET “EEANEMBTERHSNARIARE , it , MREFARE (HlM18EI16 ) &
KA L B HAEREAITE , NN ARRINERLE,

EMETHEBRR RN , el 2RIFHERREREREFR

- EHEBMRELWPRE , THUEISERSHF LFlog R BFRMEISEENEKE , XS H3
miERFZRENERBEEHES
o SRBREBL AU BRIARIE( ") 1T , BRI SIS EREPHNEMEER BT,

EESEYS

o BARZEFFMNH - Cisco Systems
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