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Cisco 10S-XE ISR4300/4200/4400/4600% 5], Cat8200/8300/8500
CSR1000v, CAT8000v ) LHICPU/QFPIE &

3R 1k Cisco I0S-XEBR 8 ( ASR1kR % ) EWCPUSARE

&g

AN BRATHETACERRESCPU/QFPRIZEN EMHMEHER , LUINREFIFEREE .

FERFRAM
=R

Cisco BB EB U T EFENERM AR -

« Cisco IOS®-XE¥#E I K R ER AR,
- WEGREIIENESRZR,

ERREHRF

ANHEHRRTRENRGNEARE, ©EATEAEEYE/ELLQFPHEEHCisco IOS-XE®F
A , fIASR1000, ISR4000. ISR1000, Cat8000%%Cat8000v,

ANHEHPHEEHRETREXRRENEFHNRBZEEN, AXEFEANARRZRAERAR
(BN ) BRE. MRENMELTENRS , FERRETRAERSHIBERRE,



db B2 /=
B == EE\

AXHEBR T TACHE BRER R N IRE RFMNTACHK M X CPU/QFPIE & R BHt 1TH 18 20 KB AR R
K5

;4N ZIKI%E@%MEHF%ET_\U\LmUmEFEQLIE%E(CPU) =8 TR 2R (QFP)FI A R | &
, Rt AT AEFT T TACR B 2 i R B R 77 3

RNHEHRFANTBEABEDRIRE. IRTH , BERRANBEFREITHESZ AR
EANHENARE , A -EATHZENNSER TUEN RSN,
S4EH% (RE. TCAM, CPU, QFP ) MIARBEERTUATE—HFER :

« RFLHIAE (FRRZRFTET , TEFEHRMRE ) IANERE (AR ERE. K
)
s FENRRWEHRE (MR LETHRE/IESS )

ERERREBENEBRELE  BEAANARESNREARREREE,

QFP/CPUE R K EEIR

BB RETERU TR TRIECPURQFPEAREERT R

:qu

2% SEE(CPU) - 10Sd

show process cpu sorted
iosxe_router#show process cpu sorted
CPU utilization for five seconds: 90%/0%; one minute: 0%; five minutes: 0%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process

395 78769 1242162 63 89.07% 88.04% 89.02% 0 CDP Protocol
1 8 88 90 0.00% 0.00% 0.00% O Chunk Manager

--- snip ---

FE“CPU utilization for five seconds : 90%/0% ; one minute : 0% ; five minutes : 0%’{TH , &

FE L T five seconds"FRFRFHHNE—ME. EARFIF , 0% T REMAMCPUERR | MEAHI
B, RE0ANMHNBFEFRTEAPHM~ENCPURERR, XRAMIFZENERRRAHESENE

HBCPUBERAZR, EXfMERT , COPHMUSSA XIS CPU ( 2FFH ) R,

221537 H- A £ (CPU)

B FCisco IOS-XEEEEFLinuxHA% , At ERESEH FAESTHEMEELLZIAE , it
&R LA A 28R #Ushow processes CPUE A RKIE R BB EAH#HESHAE ( ERXESRS
) ERERBERESNHEE.



iosxe_router#show process cpu platform sorted
-- depending on the architecture, there can be multiple cores, deleting for brevity --

Pid PPid 5Sec 1Min 5Min Status Size Name
18009 18001 323% 325% 328% R 266740 ucode_pkt_PPEO
11168 11160 1% 1% 1% S 914556 Tinux_iosd-imag
96 2 1% 0% 0% S 0 ksmd
--- snip ---

EE  HENQFPHER AR Bucode pkt PPEOMR | XREAMETFEN KRR, K
g, AIANS BCPUSE A R R SIR 2 MIZHE R,
B E(QFP)

QFPEISH LIRS  ARFEREBENEL. HXHAES  BSHTRIOSXERME LN
QFP"E853



iosxe_router #show platform hardware qfp active datapath utilization

CPP 0: Subdev 0 5 secs 1 min 5 min 60 min
--- snip ---

(bps) 21992 13648 13736 13720

Processing: Load (pct) 0 0 0 0

Crypto/I0

RX: Load (pct) 0 0 0 0

TX: Load (pct) 1 1 1 0

Idle (pct) 99 99 99 99

T show platform hardware qfp active data path utilizationds & , & =& ‘~Rprocessing : Load for
the 5seconds?| , I RXIEM T RN EBAQFPEAE R, BLEIER LS E RCrypto/IOE IR Y F
BR , ERxEIdle , HiiZIE100% , BRI,

BEENBEERE

RANBERT , RET2ERERIOSIECPUEAERSH B X |, IOSAEACPUSS0 , ElCisco IOS-
XERL LHE—1CPU,

MAFEELDT , AEEFE - MO LERRE BT,

PR IECPUR{EIE A : process cpu threshold type {total | process | interrupt} rising percentage
interval seconds [falling percentage interval seconds]

XE, RANATUEB T RENEA :

%SYS-1-CPURISINGTHRESHOLD: Threshold: Total CPU Utilization(Total/Intr): 91%/2%, Top 3 processes(Pid/Ut

SRS EAEN G ERELSNMPEEN N £,
EREEFERT , SEHEAKEDSERARN , BB IRCUTHARFRHER

PLATFORM_INFRA-5-IOS_INTR_OVER_LIMIT:

NTHEFLE , BMNEBSPEINRENQFPER , BERTEYRERH !

MCPRP-QFP-ALERT: STlot: 0, QFP:0, Load 93% exceeds the setting threshold(80%).

TACHYIIR D EFFEEFR


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/bsm/configuration/15-1s/bsm-cpu-thresh-notif.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/bsm/configuration/15-1s/bsm-cpu-thresh-notif.html

« RUCPUBERARESITHMNBMENTGRS
- show clock
- show version
- show running
- show process cpu sorted
- show process cpu history
ERFARRIR
show platform hardware qfp active datapath utilization summary
- show logging
W%?E?I\
-cwwm¢ﬂﬁ$riﬁiﬂﬁo
- BHRHEMER  FINKENEZSEEER. MBREERRRE,

MBECPUEAREBEREEE100% , B2 Eshow techi . XX TACIEEEHE) |, LA LAMTACTH
KEE B R ERIB T REMN B3t hIRER,

AE BT AAER , BMOBRCPUEARE SR , RN REFFMEAEXRHAEZITHE



KV S 2R

AR FRRGETHEREIIENRAR, ERZRAVHEL LN EwERL I, W
REE , BRI AL TRELETF RETHMRE. BN , TACTEHIEHRRMAR RS Rik
B A H a2 EIPRH,

TR ECPU/QFPEA=
BE b MRECPU/QFPEITESET80% , MIAAHETERS,

Cisco |OS-XER B &5 A LA 542 %I [H (CPU) S & & F E(QFP) LAY & 7 A R MK EX.



AR BBRBAT , K#ARERZMENE BN EEEREXRKITECPUQFPERRRS
o Bt , MRRBBEEL0%HCPUEAREZTT , BRARBKEA0% , XAIRERPFZIXEZH

CPUERZERE, Z—HH , RCPUERARKBANB0%NIRFLTIEFEETKFE , MR
HRFAB, ERCPUBFENEERRSR TREMSTLESE  MASaRFELEL

o

w AR B RR D IR

1. TE R B 2 3 4] E(CPU)IZE R EBIE FE(QFP),
2. B BEGTIRIEAHRE,
. BEHREENS , WZHBHTHNEER .
- ERNZRESCAThAL/E B ITE,
- REZRFETMASHEBMMNTHCENRGHRIE, NREE , BXRTES EZHK

7 R 2 B E MR A
4. f5BICPU/QFPEI % , FAECPU/QFPFT A8 N H AR HEYIaTE. MR T 5 &KITAYE i T

Bl , FIREBRE B/ RERAHRELE R



5. MMRWebBRFRUBEAMNER , RELIANDEFIR , FEIUTERITTFTACKIFER

* show tech

- WENST (BEEBFTACEENGR , WEHTHHSE ) 2.

- ZHEEBEFRESEREEXRNNE , AEITATACKZHFERNSEFERES.

- MRPHEHRFEFEFERBD : RENEZEHD, IHAFBNRLRZFWHRETERSR,
- WMRTH , BRMHCPU/QFPFIARAHFLIERE R,

T f#Cisco IOS-XERgH 28 EM S CPU

“Cisco IOS-XE 88 LHCPU RIEMNTRIRB B /124 P HEHIBENCPU, IRBLIZTETFZHE
, X EHRHESBETEETFLuWAZZ L, EFSMHESEBACPUFIET,

HHISCPUREARBRE , EBEERUTER :

C A RSNERAAEREREN IS,
- —ARSAREKBTIELT,
. BHITERRALERE T E R RN RIE A,

REFTREFZNMERACPU , EMESFELTHAN

- WRCisco IOS-XERHZRZERILH (BNEZ SN F , MEHELESR, RAXRSLESS.
SPAZEO4ESE ) , WESANCPURTA TG FEHERE , HES/NFHE - MNEACPU,

« MRCisco IOS-XERHEREMANKHSE , HERESRSERSEOF , NBEHBFE
WA THEBLESRPHEACPU ( EIHYIE ) (Wshow platform resourceski P 7R)o

#Cisco IOSXE®R®& £ , RMNBEHARIE-FENZH FECPUT AR,

BE , MRCPUO ( 88—1CPU ) 510Sd ( I0S~F#'#EF ) XxEk , NICPU% A& U 52 HIFEMEX
o HAbCPUTLARZHIFEMBIEFECPUNAS.

FLASR 1000 S ( BENERIL ) |, show platform resourcesFIshow platform software status
control-processor brief&ap % i i 71 £ R 12 # F H(RP) F ¥ 4E F E(ESP) CPURIEAE R o

- FHISR4000RIME , BSHAEMERZLF 400009 M BEF ATE , ZFAIIEES T
BRSZEATRECPUN S EE.

- MRERLLFA ( WCisco CSR1000vHICisco CSR8000v ) 2E FHEMRM , IANBERT , K%
BVCPUL A THIETHE., BSREBEEE. BHMEBEFEEEVCPUS M . LUK Cisco
Catalyst 8000V Edge Mt ZE ML EEF .

EHIFECPULT A TERHIMIUALE |, aLEBGPIHY, STPHHL, CDP, SSHE, #2#|-FECPUAL
ERERHFASNKBES  UEHRTLE,

BEVYHEYRERARERALESRRP)FTEEESFRRNPERES , MRENXEFN GRS
BAIERNE TR ERQFP)AHPA BN HEFELERES, XERESEQFPHHATALE
, EXEHEIST  ERBERFRPEEEQREIETH B/,



https://www.cisco.com/c/en/us/support/docs/routers/4000-series-integrated-services-routers/217135-performance-license-on-cisco-isr4000.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/configuration/b_CSR1000v_Configuration_Guide/b_CSR1000v_Configuration_Guide_chapter_010010.pdf
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/Configuration/c8000v-installation-configuration-guide/m_configuring_vcpu.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/Configuration/c8000v-installation-configuration-guide/m_configuring_vcpu.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/Configuration/c8000v-installation-configuration-guide/m_configuring_vcpu.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/Configuration/c8000v-installation-configuration-guide/m_configuring_vcpu.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/Configuration/c8000v-installation-configuration-guide/m_configuring_vcpu.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/Configuration/c8000v-installation-configuration-guide/m_configuring_vcpu.html

T f#ACisco IOS-XE 28 LM SQFP

BT RAEZR(QFP)RF LRE(SoC) , MTRBFHNABRFEITHRZEE.

QFPZIT—H4S BRI B , UL, WHABARRERA/MEEORENTVINAEIEY
RENAEREZ. CREITRANERERENERBIRE,

UFEBQFPRAN , BRETUTHER -

QFPAAEYZHMNERE (BHHEEH ) .
QFP&AL I & 58 E 43 o

BUBEIHN LEEERDENEAESXNQFPRAREEANRE,
WL EA AEIR,

NTEHFH T BER  TACKTIREIIRE R ARSI (FIA)BRERAEITH D47, £AIOS-XEMIER
BRSO R IR BE R TS BEBR P IS L #E1T T 18 35%

Cisco IOS-XEE H =85 ( ISR4300/4200/4400/4600F %1,
Cat8200/8300/8500, CSR1000v, CAT8000v ) R CPU/QFPE

=

UTRUMERHBRENERSF T ( WASSEEEMZ B IATE B SBMHREHEH )

router_non_modular#show platform resources
**State Acronym: H - Healthy, W - Warning, C - Critical

Resource Usage Max Warning Critical State
RPO (ok, active) H
Control Processor 10.64% 100% 80% 90% H
DRAM 2143MB(54%) 3913MB 88% 93% H
bootflash 2993MB(97%) 3099MB 70% 90% C
ESPO(ok, active) H
QFP H
DRAM 52844KB (20%) 262144KB 85% 95% H
IRAM 207KB(10%) 2048KB 85% 95% H
CPU Utilization 0.00% 100% 90% 95% H

Router#show platform software status control-processor brief
Load Average

STot Status 1-Min 5-Min 15-Min

RPO Healthy 1.75 1.25 1.14

Memory (kB)
Slot Status Total Used (Pct) Free (Pct) Committed (Pct)
RPO Healthy 4003008 2302524 (58%) 1700484 (42%) 3043872 (76%)

CPU Utilization
Slot CPU User System Nice Idle IRQ SIRQ IOwait


https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
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SPAEOAER(SIP)FHAEEEBCPUE AR, UTHSEHTF TRECPUEREERERE+
HEMRHEX :

ios_xe_modular_router#show platform resources
**State Acronym: H - Healthy, W - Warning, C - Critical

Resource

Usage

Max

Warning

Critical

RPO (ok,
Control
DRAM
ESPO(ok,
Control
DRAM

QFP
TCAM
DRAM
IRAM

SIPO

Control

DRAM

* #R#ECisco IOSHA , QFPAI LA B EAEEFERER , BN
datapath utilization

BXRASRIKWNIFHSERERE |, 1§

active)
Processor

active)
Processor

Processor

11.62%

1730MB(45%)

19.59%

616MB (65%)

8cel1s(0%)
79212KB(30%)
9329KB (7%)

2.30%

280MB (60%)

100%
3783MB

100%
946MB

65536¢cells
262144KB
131072KB

100%
460MB

R

/Ch

90%
90%

90%
90%

45%
80%
80%

90%
90%

95%
95%

95%
95%

55%
90%
90%

95%
95%

ZRASR1000% 5K s E S CPURE A R M EHEER

I T T T T I ITITITITIT I

= E W Eshow platform hardware gfp


https://www.cisco.com/c/en/us/support/docs/routers/asr-1000-series-aggregation-services-routers/212646-troubleshoot-high-cpu-on-asr1000-series.html
https://www.cisco.com/c/en/us/support/docs/routers/asr-1000-series-aggregation-services-routers/212646-troubleshoot-high-cpu-on-asr1000-series.html
https://www.cisco.com/c/en/us/support/docs/routers/asr-1000-series-aggregation-services-routers/212646-troubleshoot-high-cpu-on-asr1000-series.html
https://www.cisco.com/c/en/us/support/docs/routers/asr-1000-series-aggregation-services-routers/212646-troubleshoot-high-cpu-on-asr1000-series.html
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