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AR iREthanalyzer |, I 3IE 2K — 1 Cisco NX-OSE R K BiE 2 IR T ER#EWiresharko

=\

Wireshark @ FF BUR IR BV 4K, MEHI DR ZEFZTULRFNBENNE, ©HEE
libpcap BRI BIE R , BIFEWIRE., Cisco NX-OSEITHEE LELinuxA#% , EMlibpcapER T
X EBESRHR,

{# A Ethanalyzer , #&&E :



- IR R A WY BUE 2 2 W Supervisor,
RENHRNEEIHE.

- REFHERNBEINEKE.

- ERERERFANDIUERHEES.
- A EREFHROBIESHE.

- MEE T SFRERROBIE S
 WEEFSENE RNBES.

. PR HIBIES NN ER70003R 3k

Ethanalyzer &g :

- WM LIBE RER | FEEE, AM , Ethanalyzertb F#BIEHEERBHNRERR,
- HREE4 T EEANBEEERE,
- IR EZEONER,

R

X 24— KB B U1 B Methanalyzerd b OF A S/, 7 IETLE RH B,

DCh ethanalyzer local interface inband 2

< CE>

> Redirect it to a file
Eedirect it to a file in append maode

autostop Capture awtostop condition

capture-Liltaer Filter on sthanalyzer capture

capture-ring-bButfar Capture ring bulfer option

decode=intarnal Include internal system headar decoding

datail Display detailed protocol information

display-filter pisplay filter on frames captured

limit=captured-frame=s Maximum number of frames to be captured (default is
1a)

Limit-Trame-slze Capture only a subset of a Lrame

AW Hex/Ascii dumg the packet with possibly one lina
ELNmA LY

write Filaname to save capture to

| Fipe command cutput to filter

DC# ethanalyzer local interface inband

Capturing on inband
09.660071 00:23:38:74:47:0 > 01:G0:E2:00:00:00 STE Conf. Boot = F2TEE/1/00:23:33:74:47:00

> 10.10.10. IDE & yart: Destination port:
16.10.10.2 1 ] vart: Des

tination port:
= 10,1010, 3 & part: 3200 Dezstination port:
. STP BST. Root = F276E/96/00:23:

3 => 01: EST . Rast 2T

B8:d2:elicTidd:bE -> 01:B0:c2:00:00:00 STP EET. Raot = 32TEE

BEAFHEE EIFANIUES . "CALATEMRT B MRS I FREIRIERE
J: _ﬂ;o



DCH ethamalyzer local interface inkband detail
Capturing on inband
Frame 1 (106 bytes on wire, 74 bytes captured)
Arrival Tims: Feb 10, 2013 23:00:24.253088000
[Time delta £rom previcus captured frams: 0.000000000 seconds]
[Time delta £rom previcus displayed frame: ©0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 106 bytes
Capture Length: 74 bytes
[Frama is marked: Falsal]
[Erotocols in frame: eth:ip:eigrpl
Ethernet II, Src: 00:26:5l:ce:0f:44 (0D:26:51:ce:0f:44), Dst: 01:00:5e:00:00:0a
{01:00:5e:00:00:0a)
Destination: OQLl:00:5e:00:00:0a (01:00:5e:00:00:0a}
Address: 01:00:52:00:00:0a (01:00:5=:00:00:0a}
. = I bit: Broup addre=ss (multicast/broadca

. = LG bit: dlobally unicgue address [(factory

default)
Source: 00:26:51:ce:0f:44 {(00:26:51:02:0f:44)
fddresgs: 00:26:51:ce:0f£:44 (00:26:51:c2:0£:44)
. = I bit: Indiwvidual address [(unicas=st)

oc . = L& bit: 8lobally unigque address {(factory
defaul t)
Type: IF (0x0800)
Internet FProtocol, Sro: 10.10.18.6 {(10.10.18.6), Det: 224.0.0.10 (224.0.0.10)
Version: 4
Header langth: 20 bytes
Differentiated Services Field: Oxcl (DECF 0x30: Class Selector &; ECH: 0=x00)
1100 Q0.. Differentiated Herrices Codepoint: Class Selector & (0x30)
ECH-Capable Transport (ECT): O
ECH=CE: 0O
-------------------------------------- =ENIP-=======mmmmmmm e mmmmm e —————mm—————————

LB ERIE T
ot

FEAE R REFHHE S EEEHIRPRN HRIIER AT 7iaF. SJEe , HIRTIER
RIFHREER, ATENITHEITREHERES | TIERITIIAE LHF BWPRH,

ERiE R

BEA BRI IER IETUN T B IR S (tmp XA ) BB . B /RIS IE RS 68 A 38 0 3t 4 A% 35 B9 B3
B, RIEEEMITIHFEERMERNTIR , HED HtracefilerBIM L. A , AN ELXREFTERE
BAREERNAENELS tmpjlﬁ:“"‘ RIRIEE,

EARGIF , PREFEREDAIRE |J5° fF IR EES LI , EthanalyzerE RIE R EIES W ITHE S
B EN0.10.10.2's BT RTIESFEIN , Ethanalyzerﬁﬁ'ﬁzxﬂiaii&ﬁ@%FLmIEEE 88
'ip.addr==10.10.10.2. KX F iz 2



DC# athanalyzer local interface inband capture-filter 19.10.10.2" limit-captured-framaes 5

Capturing on inband
-02-10 12:581:52.150404 10.10.10.1
12:51:52.150480 10,10, 2
12:51:52.496447 10.10.10.2 => 10.10. . i Source part: 3200 Destination poert: 3200
1
1

== 10.10.10.2 Source peoert: 3200 Destinatiom pext: 3200
=> 10, 1 Source port: 3200 Destination porkt: 3200

12:51:52.497201 1.
12:51:52.1490831 .10,
5 packets captured

== 10 .10. Source port: 3200 Destinatiom port:
== 10 . 2 Souzce pert: 3200 Destination pezt:

DC# athanalyzer local interface inkand display-filter "ip.addr==10 2" limit-captured-frames 5
Capturing en inband

-02-10 12:53:54.217462 10.10.1¢.1 -> 10,10.10.2 ODF Source 3200 pestination pect: 3
2013=02=10 12:53:54.21781% 10.10.10.2 => 10.10.10.1 0DF Source 3200 Destination pork:

2 packets eaptured

B AL
B

BENEIL SEHRBES — N XHEEP —F# %% P (flfboothflashThlogflash) £ f5 £ 75 4
M CiscoiE L7000 R F ik tlo IR XM KR /IXE10 MBHEBR o

Rl 5 B XN EW M Ethanalyzer 2 # P ethanalyzerfy A< ith 1% 0 B A Bootflash
: capture_file_name. "I BENEIAHRITIES , HERVER GEHXGER

it at.tmna].',r zar local interface inband ::a.ptuu—a—:i].t.ar "hoat 10.10.10.2" 1:Ll:uit.—cat::-t.u:e-:i—rrarnae 5 Writa ¥
bootflash: Filenams
logflash: Fllename
gloth: F11 &nams
ushl = Filenams
ush2: Fil enams
wvolatile: Filenams

BCE athanalyzer local interface inband capture-filter "hoat 10.10.10.2" limit-captured-framas 5 Writa
bhoptflash: first-capture

LHRHRBBRFR SN, RABRT , REBBEEELXREDZEET. YREHRRBERIXH
B, ‘ERIETREFICisco NX-OSE REIES,

HRRINGEH X

HIRRINGEHF X RIMAERHIEEN RS , XHEENRSREREN X PUEEIES A X
o MERTWE L ELFEFEMR :

D ethanalyzer lofal interface inband capture-ring-buffer 2
duration Stop writing to the file or switch to the next file after valus
gaconds have elapged
filas Stop writing to capture files after value number of files ware
Wwritten or begin again with the first file after valus number of
Liles were Written (form a ring buffear)
Stop writing to a capture file or switeh to the next file after it

reaches a size of values kilcbytes

BRIE TN

BRAY IR T IR % L IR R TR A



2013-0p2=-10 2 - 10 s I s e 1 UDE Source 32 Desztination port: 3200
2013-02-10 10 > 10.10.10.1 TODF Source k Destination port: 3200

151.399516 10.10.10 > 10.10.10.2 TDE Source Destination port: 3200
51.400479 10.10.10.2 =-> 10, UDE Souroe porkt: 32 Degtination port: 3200
2013-02-10 1; Z.240188 10,30.10.1 > 10, . 2 TDF Source port: 332 Dastination port: 3200

il ] q':t.h.&nal*,--.ser local read hantfla:‘:h:first-captur& datail
Frama 1 (L10 IIE'T-EIE on wWira, 78 H'ft-ElE I]r.ip'l'-'l.!l'ﬁli:l
e e o Tt
[Frame is marked: False]
[Protocols in frame: eth:ip:udp:datal
Ethernet II, Src: 00:24:98:6f:ba:ed [ . H ), thlice:0E:dd
(00 :26:51::ce:0£:4
ination: DQ:26; of: 44 i8lioe: 0E:44)
Addre=z=s: 00:26:8l:ce:0£:44 {0 tElice:0f:44)
I3 bit: Individual address [unicast)
L& bit: G-].l'.il-'.li.ll? LLFII-L]U.E: addreass |;Iaﬂ1.'-ﬁ'["'l’

Cibazeod (QQ:Z4:® Libaicd]
Rddrese: 0 t6f:baicd (0 4:98:6C:bazcd)
ssas sasl axs assa wsax: B IG Bit: Individeal address [(unicast)
vean walla sars awas waen = LE BRIt Globally unigue addreseg (factory
defaul t)
Type: IF (0x
Internet Protocel, Sea: 10.10.10.1 {10.10.10.1), Det: 10.10.10.2 (10.10.10.2)
Version: 4
Header length: 20 bytes
Differentiated Services Fiald: J9xcl [

S e e ee - -ENIF-

bootflashifiest-capture tftp:
Enter wrf (If no input, current wrf "default” iz consideared): managemant

Enter hostname for the tftp server: 1%2.148.21.22
Trying to connect to TEtp sermver......
Connectilon to Server Establishad.

TFTF put operation was successful

Copy complete.




.ﬁub—:lphﬂ [Wireshark 168 (5VH Aoy LB Y from Seunk- 18] — - - o

Fde Bt Wiew o Ceplure  gradhae 5B T w Teabi | Exip

Hadae EEEEE e -a-:p'.r& BAEacaes @@Ssx% B

Fitar: T| Expranaien_.  Ciear &oply

Ha, Tirree Zauree Darilingtsan Preseal Lemggth e
1 POAEF-02-10 1¥102:51. 240465 10.10.106.1 10 10,106, 2 unF 110 Sourcd port: Tick-port  DESTination port: Tick-port
2 2003-02-10 LT:02:510 240483 10010.10.2 1001010, 1 unF 110 Seurew part: Elek-port  Destdinatien pare: tick-port
3 F0LI-02-A0 13:02:51.390018 A0.10.10,1 A0, 10,20, 3 (11 110 Source port: tick-pori  Destination porg: tick-port
4 2OLF-0F-A0 1Fi02iFl.40047% 10.10.10,7 A0, 10,10, 1 LU 110 dorce porti tick-port  pestination pors: tick-port
S F=0Z=A0 1302 5R 04008 A0.10. 301 b [ I P s 4 upE 118 seirce porc: Tick-port  pestination porc: tick-port

arrival Time: Feb 40, 013 L¥iG2: 5]. J-‘I:l-lb-éﬁllill] "It‘ 1c stangard Time
Epoch Tine: 1360483 F. Foadaiio seconds
[Tina delta from pravioud aptured Frame: O. 003000000 S&sanekE]
[Tine celts from previous displayed frame: 0. 000000000 secords]
[Time simce refarence or s frame: 0.600000000 seconds )
Frame psiber: 1
Frafa Léngth: 110 Dytes (830 bitsl
Capture Length: T8 byted {234 bBita)
[Frame 93 marked:; False]
[Frame 45 fgnored: False]
[protocols in frame:! eth:fipradpzdacal
= Ethérfee ID, Sre: Cisco A&F based [O0:24:00:AF baz24), Dag: Clasa_e@=0F 44 (OO=ZA: 5L e@=OF a7
# Dentination: Clpco_ce:-OF (44 (00-76:%1:ce:-0OF ;447
y gource; Elsco G ihaicd (O0SId i SRi0F e cd)
Type! IF COuOS00)
INCAFAEE Protecd] werston 4, SAcl L0.16.20.10 @10, 40,108,170, o3ts 10,190,162 {15.10.10.2)
variion: 4
Header lengihs; 20 byTes
pifFerentdated xeru1ces Fleld; Owch (OSSP Ox30: class Selector G6i Dok OGN0 HOT-EST (MOT ECk-Capable Transportil
ToTal L&ngrh: &8
TdsmelFicaeton: OxFlel [2902%)
Flagn: =00
Fragmant offzen; Q
Time To Tive: od
PrOTOCe]: uUDFE (170
nwadar checkium: oxeovs [corract]
Sourcer LO.10. 00,1 €10, 30.10.20
pestination: 0,10, 10,3 10,10, 190.20
USEr CATAagea® PROTeso], S6C POt tick-port (32000, oIt POt Tick-port (F20E)
SLFCE POrE |:1n:l:-,um'|. [4F1ea b
beatinatiaon part: tick-port (32005

(8| Freme (ireme), M bt Packers: & Dizplaped: § bdarked: §Losd tere 00,103

BERNREFMAEREW

FRRD A ER IR & X TEL 7000 AN AEERERBIES, LESFHYET BNHRHERE
BiBEECPU,

DCH# ethanalyzer local interface inband decode-internal capture-filter "host 10.10.10.2" limit-captured-frames 5
datail

ﬂ-iptl]!!lﬂrg ofn inbarnd
EX08 Frotoool
FLAH = ==V nal=0=L3 interface
=»FIXM LTL urce index in decimal=400=gUF inband
P12

ALY
[Time dalta from pEe us capturad frames: 0
[Time delta from previous displayed fram
[Time since reference or first framse: 0.0 seconds]
Frame WNumber: 1
Frame Length: 78 bytes
Capture Length: 78 bytes
[Frame iz marked: False)
[Protocols in frame: sth:ip:udp:
Ethernet II, Brc: 4 G:81l:ce:0f:43 (DO0:26:51:ce:0f:43), Dst: 00:24:%8:6£:ba:c3
(QD:24: 936 ha:
Dagtination
Address: Bl:barcd tha:c3)
soen oo soan aoos soosn ooms Inmdividual dress (unicast)
veas salla cwar saws awas wao: @ LE bit: Globally unigue addreass (factory
default)
HSource: 00:26:5l:ce:0f:43 | G6:51:cm:0f:43)

B B 5 T et

HIRNX-OSR5IX A3t &l , AEEE xS show systemPI #Bpixm{E B M T B 5 Local
Target Logic (LTL)%& 5| % WEEZRJEEHE Ho



IR LR SR E R
BUMIPEHL A TR

host 1.1.1.1

B/ MIP 3 41t 365 BBl A9 3R it I

net 172.16.7.0/24
net 172.16.7.0 mask 255.255.255.0

MIP itk 3t 33 BB B9 38R 7 B

src net 172.16.7.0/24
src net 172.16.7.0 mask 255.255.255.0

X 1Ptk 1 35 B 09 83K 7 I

dst net 172.16.7.0/ 24
dst net 172.16.7.0 mask 255. 255.255.0

RN A RER EDW-HRIDNSH R

DNSEHEH A R Mo

port 53

RN RER EDWU-VHRDHCPI R

DHCPR31ZA W B E il

port 67 or port 68

ARR BT EREDW-EHBRHTTPRSMTP R
SMTP 2 & & ff 4 5% & P

host 172.16.7.3 and not port 80 and not port 25

RN RTER EHIW-WHEERARPHIDNS i ik

ARP 2 ih 31t AT 70 1

port not 53 and not arp

NHERIPHER-EBRBIEE DK LARPHISTP

STPR 4 KB



ip
DUER R ERR-UERR B H BABES

not broadcast and not nulticast

HIREBE R ELayerdii O A

tcp portrange 1501-1549

HRIBE AR IEE 7 R-FHIREAPOL T I
EAPOLZLAN ER A8 RIAUE T

et her proto 0x888e

IPVEIIRBI BT R

et her proto 0x86dd

BREFIPHHPURE BRI R

ip proto 89

RIFEMAC 11k FYFE 48 A A R i-BE R K T LLDP4A A Ky 7t ik

LLDP 2 8858 /& R I 1o

not ether dst 01:80:c2:00: 00: Oe

#3RUDLD, VTP=ECDPEIEMR

UDLDR # [N , VTPRVLANF SN , H HCDPRCiscoR I i,

et her host 01:00:0c:cc:cc:cc

B/MMACHE 1L Y FEIR T It

et her host 00:01: 02: 03: 04: 05
Note:
HHB=8&&
E=||
EE=!
MACHEIEREE © xx @ XX @ XX @ XX : XX © XX

EiE s FE N

. UDLD : B #3815 #4128 (DMAC) = 01-00-0C-CC-CC-CCHIEthType = 0x0111



. LACP : DMAC = 01:80:C2:00:00:02F1EthType = 0x8809, LACPR4ERESCRIZHITHIN,
. STP : DMAC = 01:80:C2:00:00:00F1EthType = 0x4242 -5%- DMAC = 01:00:0C:CC:CC:CD#

EthType = 0x010B
. CDP : DMAC = 01-00-0C-CC-CC-CCHIEthType = 0x2000
. LLDP : DMAC = 01:80:C2:00:00:0E=%#01:80:C2:00:00:032%%01:80:C2:00:00:00FEthType

= 0x88CC
. DOT1X _: DMAC = 01:80:C2:00:00:03FEthType = 0x888E, DOT1X{XZRIEEE 802.1x,

- IPv6 : EthTpre = 0x86DD
- UDPHITCPI® A mF5|&

EARE

&2 #Cisco Bug ID CSCue48854 : EthanalyzerifiZR i3 K25 T HIRMCPURREESUP2, H HiE
2 #Cisco Bug ID CSCtx79409 : T RELARRRDS A EZBAE A RS JE RS

HXRfER

. Wireshark : CaptureFilters
. Wireshark : DisplayFilters
- BARTEFIHY - Cisco Systems



https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers#Well-known_ports
https://tools.cisco.com/bugsearch/bug/CSCue48854
https://tools.cisco.com/bugsearch/bug/CSCtx79409
http://wiki.wireshark.org/DisplayFilters
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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