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18.10.58.2/24

DHCP Server
Access VLAN-GB
Tel/1/2
SVis -
Distribution VLAN 18 : 10.18.12.1/24
Switch VLAN 20 : 10.16.20.1/24
VLAMN 38 : 18.18.38.1/24
VLAN 5@ : 19.18.50.1/24
Tel/1/3
Trusted
Tel/a/f2
Access Switch
Gil/e/1 G11/8/5

DHCP Snooping
enabled on
VLANs 18,20,38

Gil/fe/2| Gil/e/3

Gil/fa/4
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ip dhcp snooping vlan 10,20,30

B4 EERCRE EMRDHCPARS 2SS HIDHCPIR A 5 18 RV FTE#E O LB BDHCPE WEE
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interface TenG gabitEthernet1/0/2
swi tchport node trunk
i p dhcp snooping trust

B=% . —B£REEDHCPYEY , RN FPHNAER OB BTN FABRS ( FHEENR
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interface range G 1/0/1-5
ip dhcp snooping limt rate 10

AT

Access_SW#show ip dhcp snooping

Switch DHCP snooping is enabled

Switch DHCP gleaning is disabled

DHCP snooping is configured on following VLANs:
10,20,30

DHCP snooping is operational on following VLANs:
10,20,30

DHCP snooping is configured on the following L3 Interfaces:

Insertion of option 82 is disabled
circuit-id default format: vlan-mod-port

remote-id: 00fc.ba9e.3980 (MAC)



Option 82 on untrusted port is not allowed
Verification of hwaddr field is enabled
Verification of giaddr field is enabled

DHCP snooping trust/rate is configured on the following Interfaces:

Interface Trusted Allow option Rate 1imit (pps)
GigabitEthernetl/0/1 no no 10
Custom circuit-ids:
GigabitEthernetl/0/2 no no 10
Custom circuit-ids:
GigabitEthernetl/0/3 no no 10
Custom circuit-ids:
GigabitEthernetl/0/4 no no 10
Custom circuit-ids:
GigabitEthernetl/0/5 no no 10
Custom circuit-ids:
TenGigabitEthernetl/0/2 yes yes unTimited

Custom circuit-ids:
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Access_SWitshow ip dhcp snooping binding

MacAddress IpAddress Lease(sec) Type VLAN Interface

00:FC:BA:9E:39:82 10.10.10.2 62488 dhcp-snooping 10 GigabitEthernet1/0/1
00:FC:BA:9E:39:A6 10.10.20.2 62492 dhcp-snooping 20 GigabitEthernet1/0/2
00:FC:BA:9E:39:89 10.10.30.3 62492 dhcp-snooping 30 GigabitEthernet1/0/3

Total number of bindings: 3




HTFERE M |, ip dhep snooping trustiF B B MIEA RIRHMI TeVO2 T B iR, EEFTESwitch : FERMWBEE

Access SWish cdp neigh

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S- Switch, H - Host, | - IGMP, r - Repeater, P - Phone,

D - Remote, C- CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID
Dist_SW Ten 1/0/2 175 R S| C9300-48U Ten 1/1/3

Total cdp entries displayed : 1

Access_SWishow runint Tel/0/2
Building configuration...

Current configuration : 64 bytes

!

interface TenGigabitEthernet1/0/2

switchport mode trunk

*Apr 4 01:12:47.149: %DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port, message
*Apr 4 01:14:07.161: %DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port, message

*Apr 4 01:29:30.634: %DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port, message
*Apr 4 01:30:03.286: %DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port, message
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Cat8388 Router
acting as DHCP sarver

18.208.38.1| Ted/af4
Hul/e/7
Hul/e/f1 Hul/@/4
Cat9588 Switch
DHCP Snooping and DAI
enabled
Hul/8/& Hul/@/3
DHCP Static DHCP DHCP
Client Host Client Client
168.26.38.2 16.28.308.5 18.28.38.4 18.208.38.3
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F241.24.02-9500-1#sh run | i dhcp

ip dhcp snooping vlian 10

no ip dhcp snooping information option

ip dhcp snooping

F241.24.02-9500-1#sh run | i ip arp

ip arp inspection vlan 10

18 EHEH#AIPHEE(10.20.30.5), DHCPEIRZ B RE B

FH  EREZIDHCPIRS B OHUVO/7TEE R TSR O, X AL 1FDHCPIR i A 0 H B S 23ADHCPE F .




F241.24.02-9500- 1#sh run int Hul/0/7
Building configuration...

Current configuration : 85 bytes
|

interface HundredGigEL/0/7
switchport access vlan 10

ip dhcp snooping trust

end

F=%  FEETDHCPEFimM IR OB &N A UFVLAN 1009 A R,

F241.24.02-9500- 1#sh run int Hu/0/3
Building configuration...

Current configuration : 61 bytes
!

interface HundredGigE1/0/3
switchport access vlan 10

end

F241.24.02-9500- 1#sh run int Hul/0/4
Building configuration...

Current configuration : 61 bytes
1

interface HundredGigE1/0/4
switchport access vian 10
end

F241.24.02-9500-1#sh run int Hu1/0/1
Building configuration...

Current configuration : 61 bytes
!

interface HundredGigE1/0/1
switchport access vlan 10

end

F241.24.02-9500- 1#sh run int Hul/0/6
Building configuration...

Current configuration : 85 bytes
|

interface HundredGigE1/0/6
switchport access vlan 10



end

E ML  WIEDHCPE P i £ 7 T MCat95003 # A/l A DHCP YA I 48 7E 2% h Uk T 5k B DHCPAR &5 25 A9 IP it o

F241.24.02-9500-1#sh ip dhcp snooping binding

MacAddress IpAddress Lease(sec) Type VLAN Interface

78:72:5D:1B:7F:3F 10.20.30.2 85046  dhcp-snooping 10 HundredGigel/0/1
5C:71:.0D:CD:EE.OC 10.20.30.3 85065  dhcp-snooping 10 HundredGigel/0/4
2C:4F:52:01:AA:CC 10.20.30.4 85085  dhcp-snooping 10 HundredGigE1/0/3

Total number of bindings: 3

8% A LA EDHCPIRE B8 R IR E

DHCP_Server#show ip dhcp binding
Bindings from all pools not associated with VRF:
IPaddress  Client-1D/ Lease expiration Type  State Interface
Hardware address/
User name
10.20.30.2 0063.6973.636f.2d37. Apr 08 2024 07:04 AM Automatic Active TenGigabitEthernet0/0/4
3837.322e.3564.3162.
2e37.6633.662d.4875.
312f.302f.31
10.20.30.3  0063.6973.636f.2d35. Apr 08 2024 07:04 AM  Automatic Active TenGigabitEthernet0/0/4
6337.312e.3064.6364.
2e65.6530.632d.5465.
312f.302f.35
10.20.30.4 0063.6973.636f.2d32. Apr 08 2024 07:05 AM Automatic Active TenGigabitEthernet0/0/4

6334.662e.3532.3031.



2e61.6163.632d.5465.

312f.302f.35

58 1 FEEEIHU1/0/68) ENAYIP#HEM10.20.30.56F K9 10.20.30.2 , RFZERMZENpingHALDHCPE F iR,

Static_Host#ping 10.20.30.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:

Successrate is 0 percent (0/5)

Static_Host#ping 10.20.30.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:

1ECato500 Ml L AT LB B T TEMARP R ¢

F241.24.02-9500-1#

*Apr 7 09:29:24.520:
*Apr 7 09:29:26.520:
*Apr 7 09:29:28.521:
*Apr 7 09:29:30.521:
*Apr 7 09:29:32.521:

F241.24.02-9500-1#

*Apr 7 09:29:47.521.
*Apr 7 09:29:49.521.
*Apr 7 09:29:51.521.
*Apr 7 09:29:53.522:
*Apr 7 09:29:55.523:

%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Reg) on HuL/0/6, vian 10.([7035.0956. 7ee4/10.20.30.2/0000.0000.000(
%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Reg) on HUL/0/6, vian 10.([7035.0956. 7ee4/10.20.30.2/0000.0000.000(
%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Reg) on HUL/0/6, vian 10.([7035.0956. 7ee4/10.20.30.2/0000.0000.000(
%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Reg) on HUL/0/6, vian 10.([7035.0956. 7ee4/10.20.30.2/0000.0000.000(
%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Reg) on HUL/0/6, vian 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000(

%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Reg) on HuL/0/6, vian 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000C
%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Reg) on HUL/0/6, vian 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000C
%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Reg) on HUL/0/6, vian 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000C
%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invaid ARPs (Reg) on HUL/0/6, vian 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000C
%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invaid ARPs (Reg) on HUL/0/6, vian 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000C

o WEFRIL | LRz M Static Host ping 10.20.30.3%110.20.30.468% |, &3,
BN fEStatic_Hosti B I & A DHCPE P im i I Pt , BT RIXEEM , B R BEHUVO/6HEMARPEIE ST H IR FH 1T
&, H5DHCPU WHIE R+ BIEH TR,

o SRECat95003 LMY f54E B B IAMStatic Host & 3% ZIDHCPE P i I ARPIE R E #

o Cat95003 #2HLiE S 5| A DHCPYA W4 E BB FE RS2 TIX — =

o YARPER# AHUL/OE6EREMAC-IPSDHCPS TS EREEFNETRCTEN , REBEVNEFIZARPEXR,

FEAL Wil



F241.24.02-9500-1#show ip arp inspection
Source Mac Validation  : Disabled
Destination Mac Validation : Disabled

IP Address Validation  : Disabled

Vlan Configuration Operation ACL Match Static ACL

10 Enabled Active DAl No

Vlan ACL Logging DHCPLogging ProbeLogging

10 Deny Deny Off

Vlan  Forwarded Dropped DHCPDrops ACL Drops

10 9 39 39 0

Vlan DHCP Permits ACL Permits Probe Permits Source MAC Failures

10 6 3 0 0

Vlan Dest MAC Failures |IP Validation Failures Invalid Protocol Data

b T |, T LLE 2Cat9500 K AL VLAN 10 HIDAIEHEMA TN RIFEEHRE.
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51 1.

£ Aip arp inspection trustBit B E R MO,

F241.24.02-9500-1#sh run int HundredGigE 1/0/6
Building configuration...

Current configuration : 110 bytes
1

interface HundredGigE1/0/6
switchport access vlan 10
switchport mode access

ip arp inspection trust

end

Static_Host#ping 10.20.30.4
*Apr 7 18:44:45.299 JST: %SY S-5-CONFIG_I: Configured from console by admin on vty0 (192.168.1.5)
F241.24.02-9300-STACK#ping 10.20.30.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:
11

Successrate is 80 percent (4/5), round-trip minfavg/max = 1/1/1 ms

Static_Host#ping 10.20.30.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:
A

Successrate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

Static_Host#ping 10.20.30.2
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:
am

Successrate is 80 percent (4/5), round-trip minfavg/max = 1/1/1 ms

5 2.

B33 fE FIARP Access-List/ B iF & AT

F241.24.02-9500-1#sh run | s arp access-list
arp access-list DAI
permit ip host 10.20.30.5 mac host 7035.0956.7ee4

F241.24.02-9500-1#shrun |iiparpins
ip arp inspection filter DAI vlan 10



Static_Host#ping 10.20.30.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:
i

Successrate is 80 percent (4/5), round-trip minfavg/max = 1/1/1 ms

Static_Host#ping 10.20.30.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:
R

Success rate is 80 percent (4/5), round-trip min/avg/max = /1/1 ms

Static_Host#ping 10.20.30.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:
A

Successrate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

1ET 3.

EEBRSENNAERRE.

F241.24.02-9500-1#sh run | i binding
ip source binding 7035.0956.7EE4 vlan 10 10.20.30.5 interface Hul/0/6

F241.24.02-9500-1#show ip source binding

MacAddress IpAddress Lease(sec) Type VLAN Interface
78:72:5D:1B:7F:3F 10.20.30.2 80640 dhcp-snooping 10 HundredGigEL/0/1
5C:71:0D:CD:EE:0C 10.20.30.3 80659 dhcp-snooping 10 HundredGigEL/0/4
70:35:09:56:7E:E4 10.20.30.5 infinite static 10 HundredGigEL1/0/6
2C:4F:52:01:AA:CC 10.20.30.4 80679 dhcp-snooping 10 HundredGigE1/0/3
Total number of bindings: 4

Static_Host#ping 10.20.30.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:
A

Successrate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms



Static_Host#ping 10.20.30.3
Type escape segquence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:
A

Successrate is 80 percent (4/5), round-trip minfavg/max = 1/1/1 ms

Static_Host#ping 10.20.30.2
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:
R

Success rate is 80 percent (4/5), round-trip min/avg/max = /1/1 ms

DAI1R Y E At I

F241.24.02-9500-1(config)#ip arp inspection validate ?
dst-mac Vadidate destination MAC address

ip Validate |P addresses

src-mac Validate source MAC address

5t Fsre-mac , BRIBARPIE XM KX B MACHE IR BLLAMIR K FRGEMACH I, STARPERMIEAHITHEE, BHAN , B8
TEMACH I BB ST/ ERNTRHAER

3t Fdst-mac , FRIBARPIE X HH B FRMACH 1 2 LUK IR h iy B A RMACHELE, SARPIERIMITIHHEE, BAK , E8TE
MACHE I I BIR BN E D LA TR HER.

SFIP, REARPEX REFELRMEINRIPHL, #b1E3$50.0.0.0, 255.255.255.255M A IPAEM I, FEMBEARPERFIE
NP ELIESGIPH | RIEARPIE R 12 B ¥RIPH L,

BRI LAEBEARPEZER S, BINMERT , FHEEA LMARPRERSI 15 pps:

Switch(config)#interface Gigabitethernet<>
Switch(config-if)#ip arp inspection limit rate 10

IP R BE 3

+ IPSGR-—UZ2YE , CENREDHCPE A EREENFHE BN IPRHAEL R RERRFEEHE2REQN LN
IPRE,

o WMEFHERAEHAEA NP |, B ERIPSGRE L RE R T,

o HEAZEMEHEDLZSHADHCPYITE , AILABHIPSG, £# 0O EFHAIPSGE , XENFMEIEED HERNFIEIPRE



, {EDHCPYA ¥ 72 ¥F B DHCPERIE & BR HL o

o RN FEABRHFNFRIPERRFIPHIHHERRO, X FIPAIMACEE , FRARIPAFEMACERNAES. AFHER
FESRIPHIUNIPHRE , ML HMTRE,

o IPRHEXRTEESHDHCPUITMRNBERFIEENHE (BDS IPRHE ). KRDPWEZEEE IPHHE, KB
MAC i3t FIXBXHY VLAN 5. REERIPRBTF R , KT L2ERIPRAER.

oSBT LA R PH AL E SR I PAIMA Cib 1k 33 38 SR Bt & | PSG,

BAEYIMIPSG

o BAEVEIIPSGAIFIPSGIEEBDHCPIIER T ITE. BAEVEYIPSGHHEIPIRZ BIRFTKFE ZRIHEOACL, KRR

BEARPERFHMIPHIES I RHSFKE , REPLTERANERENIIR.

BE:

https://www.cisco.com/c/en/us/td/docs/switches/lan/catal yst9300/software/rel ease/17-
9/configuration _guide/sec/b 179 sec 9300 ca/configuring_ip_source guard.html

CatB8388 Router
acting as DHCP server

18.208.368.1| Ted/8/4

Hul/a/7
Hul/@/1 Hul/@/4
Cat?508 Switch
DHCP Snooping and IPSG
enabled
Hul/f@/é Hul/f@e/3
DHCP Static DHCP DHCP
Client Host Client Client
18.20.30.2 18.28.38.5 18.28.308.4 16.268.30.3

Cat9500 R HIEHERAB N , HP3AENEADHCPEF I ,
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_ip_source_guard.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_ip_source_guard.html
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F241.24.02-9500-1#sh run | i dhcp

ip dhcp snooping vlan 10

no ip dhcp snooping information option
ip dhcp snooping

FZY  HEEFDHCPIRSSNEOTVU7TEEN UFEIK O, XA FDHCPRAM A O H /S EIADHCPE F .

F241.24.02-9500-1#sh run int Hu1/0/7
Building configuration...

Current configuration : 85 bytes
!

interface HundredGigEL/0/7
switchport access vlan 10

ip dhcp snooping trust

end

F=Y  FEEFDHCPEF KM IK OB E N AFVLAN 108 AR O,

F241.24.02-9500- 1#sh run int Hul/0/3
Building configuration...

Current configuration : 61 bytes
1

interface HundredGigeE1/0/3
switchport access vlan 10
end

F241.24.02-9500- 1#sh run int Hul/0/4
Building configuration...

Current configuration : 61 bytes
|

interface HundredGigE1/0/4
switchport access vlan 10
end

F241.24.02-9500- 1#sh run int Hul/0/1
Building configuration...

Current configuration : 61 bytes



!

interface HundredGige1/0/1
switchport access vian 10
end

F241.24.02-9500- 1#sh run int Hul/0/6
Building configuration...

Current configuration : 85 bytes
!

interface HundredGigE1/0/6
switchport access vlan 10

end

FEE  WIEDHCPE Fim 2% B MDHCPHRS: 85 W El I PHu it .

F241.24.02-9500- 1#sh ip dhcp snooping binding

MacAddress IpAddress Lease(sec) Type VLAN Interface
78:72:5D:1B:7F:3F 10.20.30.2 85046 dhcp-snooping 10 HundredGigEL/0/1
5C:71:0D:CD:EE:0C 10.20.30.3 85065 dhcp-snooping 10 HundredGigE1/0/4
2C:4F:52:01:AA:CC 10.20.30.4 85085 dhcp-snooping 10 HundredGigE1/0/3
Total number of bindings: 3

F241.24.02-9500-1#show ip source binding

MacAddress IpAddress Lease(sec) Type VLAN Interface
78:72:5D:1B:7F:3F 10.20.30.2 64764 dhcp-snooping 10 HundredGigE1/0/1
5C:71:0D:CD:EE:0C 10.20.30.3 64783 dhcp-snooping 10 HundredGigEL/0/4
2C:4F:52:01:AA:CC 10.20.30.4 64803 dhcp-snooping 10 HundredGigE1/0/3
Total number of bindings: 3

DHCP_Server#show ip dhcp binding

Bindings from all pools not associated with VRF:

IPaddress  Client-1D/ Lease expiration Type  State Interface
Hardware address/
User name

10.20.30.2  0063.6973.636f.2d37. Apr 082024 07:04 AM  Automatic Active
3837.322e.3564.3162.
2e37.6633.662d.4875.

312f.302f.31

TenGigabitEthernet0/0/4



10.20.30.3  0063.6973.636f.2d35. Apr 08 2024 07:04 AM  Automatic Active TenGigabitEthernet0/0/4
6337.312e.3064.6364.
2e65.6530.6320d.5465.
312f.302f.35

10.20.30.4 0063.6973.636f.2d32. Apr 08 2024 07:05 AM  Automatic Active TenGigabitEthernet0/0/4
6334.662e.3532.3031.
2e61.6163.632d.5465.

312f.302f.35

FHE  EEEIFAELIREN ( 3 DHCPE Fim M 1/MEAESIPHb It . ) WD TEEIPSG.

F241.24.02-9500-1#sh run int Hu1/0/3
Building configuration...

Current configuration : 79 bytes
!

interface HundredGigE1/0/3
switchport access vlan 10

ip verify source

end

F241.24.02-9500- 1#sh run int Hul/0/4
Building configuration...

Current configuration : 79 bytes
!

interface HundredGigE1/0/4
switchport access vlan 10

ip verify source

end

F241.24.02-9500-1#sh run int Hu1/0/1
Building configuration...

Current configuration : 79 bytes
!

interface HundredGigE1/0/1
switchport access vlan 10

ip verify source

end

F241.24.02-9500- 1#sh run int Hu/0/6
Building configuration...

Current configuration : 103 bytes
|

interface HundredGigE1/0/6



switchport access vlan 10
ip verify source
end

ISF -

F241.24.02-9500-1#show ip verify source

Interface Filter-type Filter-mode IP-address  Mac-address Vlan

Hul/O/1 ip active  10.20.30.2 10
Hul/0/3 ip active  10.20.30.4 10
Hul/0/4 ip active  10.20.30.3 10
Hul/0/6 ip active  deny-dl 10

Mzt | BEELE T HUL/0/6H P AddressF ER & B A deny-al , BN DHCPA T4 E R R B 5 IE O RMHMAC-IPHE,

FEARY  HiR M Static Host ping IPH#z4E3910.20.30.2, 10.20.30.3%110.20.30.4K)DHCPE /= 3.

Static_Host#ping 10.20.30.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:

Successrate is 0 percent (0/5)

Static_Host#ping 10.20.30.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:

Successrate is 0 percent (0/5)

Static_Host#ping 10.20.30.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:

F241.24.02-9500-1(config)# ip source binding <mac-address-of -static-host> vian 10 10.20.30.5 interface Hu1/0/6



F241.24.02-9500-1#show run int Hul/0/6
*Apr 7 15:13:48.449: %SY S-5-CONFIG_|: Configured from console by console
F241.24.02-9500-1#show ip verify source

Interface Filter-type Filter-mode IP-address  Mac-address Vian

Hul/0/1 ip active  10.20.30.2 10
Hul/0/3 ip active  10.20.30.4 10
Hul/0/4 ip active  10.20.30.3 10
Hul/0/6 ip active  10.20.30.5 10

F241.24.02-9500-1#show ip source binding

MacAddress IpAddress Lease(sec) Type VLAN Interface

78:72:5D:1B:7F:3F 10.20.30.2 62482  dhcp-snooping 10 HundredGigel/0/1
5C:71.0D:CD:EE.OC 10.20.30.3 62501  dhcp-snooping 10 HundredGigel/0/4
70:35:09:56:7E:E4 10.20.30.5 infinite static 10 HundredGigel/0/6

2C:4F:52:01:AA:CC 10.20.30.4 62521  dhcp-snooping 10 HundredGigE1/0/3

Total number of bindings: 4

Verification:

Static_Host#ping 10.20.30.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:

Successrate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Static_Host#ping 10.20.30.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:

Successrate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Static_Host#ping 10.20.30.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:



Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

IPSGIR K H bt T :
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F241.24.02-9500-1#sh run int Hu1/0/1
Building configuration...

Current configuration : 89 bytes
|

interface HundredGigE1/0/1
switchport access vlan 10

ip verify source mac-check

end

F241.24.02-9500- 1#sh run int Hul/0/3
Building configuration...

Current configuration : 89 bytes
!

interface HundredGigEL1/0/3
switchport access vlan 10

ip verify source mac-check

end

F241.24.02-9500-1#sh run int Hul/0/4
Building configuration...

Current configuration : 89 bytes
!

interface HundredGigEL1/0/4
switchport access vlan 10

ip verify source mac-check

end

F241.24.02-9500- 1#sh run int Hu/0/6
Building configuration...

Current configuration : 113 bytes
|

interface HundredGigE1/0/6
switchport access vlan 10
switchport mode access

ip verify source mac-check

end

F241.24.02-9500-1#show ip verify source

Interface Filter-type Filter-mode IP-address  Mac-address

Vlan



Hul/0/1

Hul/0/3

Hul/0/4

Hul/0/6

ip-mac  active  10.20.30.2  78:72:5D:1B:7F:3F 10

ip-mac  active  10.20.30.4  2C:4F:52:01:AA:CC 10

ip-mac  active  10.20.30.3  5C:71:0D:CD:EE:0C 10

ip-mac  active  deny-al deny-all 10
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