SE B BIE T HIDHCP L IT

l_\l
5
i
?.ZII:
\nixy
diy

EEMRR DA

ERLER g

M)

ANHENTALEBELBEIEALIREARBETREHEELRL A , DHCPEITH R EMITH

o

TR

=R
Cisco BWEBTHLUTEE :

+ Cisco |IOS® XEEEBEMREST T HHEMNRLEE,



« B Cisco Catalyst 9000F 7l I /L& 4 M 224,
« RAT #EDHCPIMSUREFIDHCPYE T 4Ll o

« JYDHCPIEI82F Fp 4k B Y 1 A O BE S M BB 1R
o EREERABDIEIR,

ERREHF

AXEPHEEETUTHREMBE AR

s &P WEREM : Cisco Catalyst 9600X3 51
- EARX#H:Cisco Catalyst 9300 % %

- DHCP B im: ZLin EHIRE

- DHCP e £ A ME RS RS

AXHEPHNEEHRETREXRENEFNRZEEN, AXEFEANAAERZRAERAR
(BN ) BE., MREHMNELTEIRES , FHRRETHEAARTRBELE,

B =1

U
il

=|

0N

!

R XK EDHCPY T A EDHCPHIE B LI EIE MR EH BTN, BT EFRE B R FIFAE<
BIEBHIRN D , ©E R T DHCPIUT1ECisco Catalyst 9000R | R EHREH EIEM LMK E,

P 4% P



DHCP Server

|Central Switch |

Interface Vlan565
10.92.250.5

08:f3:fb:de:46:05 10.88.2.63
00:aa:6e:f3:6¢c:e4

[Remote-Site Switch |

[ Cosoosv Je
Interface Vlan113 e

10.93.150.254
5c:5a:¢7:1f:11:58

159" C9300 Stack E

| _7010.5¢cdf.31e9 |

b

SETRI=

Bt , BIAEEIEH LEFDHCPRUHAFEEZN TR , HIREFRIMRI L. I#E , ADHCPFEF
FimZE ko R e AcmIE.

R U R BT DA E

MACH 11t 597010.5cdf.31e9M =V EZHMDHCP AU KED , ZBES IR EEY IRV LEO
GigabitEthernet1/0/1,

ZREEREE

<#froot>

Renot e- Si t e#tshow run int vlan 113



Building configuration...

Current configuration : 170 bytes
|

interface Vlanll3

ip address 10.93.150.254 255.255.255.0
ip helper-address 10.88.2.63

no ip redirects

no ip proxy-arp

end

!

|

|

Host Access Port

Renot e- Si t e#show run int gigl/0/1

Building configuration...

Current configuration : 90 bytes
|

interface GigabitEthernetl/0/1
switchport access vlan 113
switchport mode access

end

!

|

|

Upl i nk Port

Renot e- Si t e#show run int gigl/0/3

Building configuration...

Current configuration : 121 bytes

1

interface GigabitEthernetl/0/3

no switchport

ip address 10.92.250.6 255.255.255.252
end

!

1

Renot e- Si t e#show run | sec dhcp

ip dhcp snooping vlan 1-999
no ip dhcp snooping information option
ip dhcp snooping



Renot e- Si t e#show cdp nei ghbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability PTatform Port ID

Edge-Switch  Gig 1/0/3 153 RSI C9300-48H Gig 1/0/3
!
!

Renot e- Si t e#show i p ei grp nei ghbors

EIGRP-IPv4 Neighbors for AS(100)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 10.92.250.5 Gi1l/0/3 14 00:04:40 1 100 0 20

!

!

Renot e- Si t e#show i p route 10.88. 2. 63

Routing entry for 10.88.2.0/24

Known via "eigrp 100", distance 90, metric 3072, precedence routine (0), type internal

Redistributing via eigrp 100

Last update from 10.92.250.5 on GigabitEthernetl/0/3, 00:05:15 ago

Routing Descriptor Blocks:

* 10.92.250.5, from 10.92.250.5, 00:05:15 ago, via GigabitEthernetl/0/3
Route metric 1is 3072, traffic share count is 1
Total delay is 20 microseconds, minimum bandwidth is 1000000 Kbit
Reliability 255/255, minimum MTU 1500 bytes
Loading 1/255, Hops 1

T2V RARALA O

BAIZIE A RLRALEY T FEDHCP R I BT .

<#froot>

Renot e- Si t e#show noni tor capture tac paraneter



monitor capture tac control-plane BOTH

monitor capture tac interface GigabitEthernetl/0/1 BOTH
monitor capture tac match any

monitor capture tac file Tocation flash:pcport.pcap

Renot e- Si t e#show noni tor capture file flash: pcport.pcap packet-nunber 667 detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 667: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits) on interface 0

[Frame 1is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:bootp]

Ethernet 11, Src: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9), Dst: ff:ff:ff:ff:ff:ff (ff:ff:ff.ff:ff:fF)

Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff)
Address: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff)
1o ... ... .... .... = LG bit: Locally administered address (this is NOT the factory default)
e ool ool oois ooo. ... = 1IG bit: Group address (multicast/broadcast)
Source: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)
Address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)
.0, ..., ..., ..., .... = LG bit: Globally unique address (factory default)
ceve 200 Lol ooos ... ... = 1IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255. 255

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.... ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 331
Identification: 0x0405 (1029)
Flags: 0x0000
0... -
.0..
T
...0 0000 0000 0000
Time to live: 255

Reserved bit: Not set
Don't fragment: Not set
More fragments: Not set
Fragment offset: 0

Protocol : UDP (17)

Header checksum: 0xb69d [validation disabled]
[Header checksum status: Unverified]

Source: 0.0.0.0

Destination: 255.255.255.255

User Datagram Protocol, Src Port: 68, Dst Port: 67



Source Port: 68
Destination Port: 67

Length: 31

Checksum: 0x33de [unverified]
[Checksum Status: Unverified]

1

[Stream index: 3]

Bootstrap Protocol (Discover)

Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6

Hops: O

Transaction ID: 0x000026ee

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)

1

.000 0000 0000 0000
Client IP address:

Your (client) IP address:
Next server IP address:
ReTay agent IP address:

Client MAC address:

0.0.0.0

0.
0.

0.0.0.
0.0.0
0.0.0

. = Broadcast flag: Broadcast
= Reserved flags: 0x0000

0

70: 10: 5¢: df : 31: e9 (70:10: 5¢: df : 31: e9)

Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Length: 1

DHCP: Discover (1)

Option: (57) Maximum DHCP Message Size

Length: 2

Maximum DHCP Message Size: 1200
Option: (61) Client identifier

Length: 29
Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (12) Host Name

Length: 2
Host Name:

PC

Option: (55) Parameter

Length: 8
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter

Request
Request
Request
Request
Request
Request
Request
Request

List
List
List
List
List
List
List
List

Request List

Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:

(1) Subnet Mask

(6) Domain Name Server

(15) Domain Name

(44) NetBIOS over TCP/IP Name Server
(3) Router

(33) Static Route

(150) TFTP Server Address

(43) Vendor-Specific Information

Option: (60) Vendor class identifier

Length: 8

Vendor class identifier: ciscopnp

Option: (2
Option End
!

55) End
: 255
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<#froot>

Renot e- Si t e#show nonitor capture tacl paraneter

monitor capture tacl control-plane BOTH

monitor capture tacl interface GigabitEthernetl/0/3 BOTH
monitor capture tacl match any

monitor capture tacl file Tocation flash:remote_edge.pcap

Renot e- Si t e#show noni tor capture file flash: pcport.pcap packet-nunber 669 detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 669: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits) on interface 0

[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:bootp]

Ethernet II, Src: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58), Dst: 08:f3:fb:de:46: 05 (08:f3:fb: de: 46: 05)

Destination: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)
Address: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)
..0. ... .... .... .... = LG bit: Globally unique address (factory default)
ceee 2.0 Lo L. oo.. o... = IG bit: Individual address (unicast)
Source: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)
Address: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)
..0. ... ..., .... .... = LG bit: Globally unique address (factory default)
ceee 2.0 Lo L. oo.. o... = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 10.93.150.254, Dst: 10.88.2.63

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)



... ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 331
Identification: 0x001c (28)
Flags: 0x0000

0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
0 = More fragments: Not set

...0 0000 0000 0000
Time to live: 255
Protocol: UDP (17)
Header checksum: 0x0c94 [validation disabled]
[Header checksum status: Unverified]

Source: 10.93.150.254

Destination: 10.88.2.63

User Datagram Protocol, Src Port: 67, Dst Port: 67
Source Port: 67

Destination Port: 67

Length: 311

Checksum: 0xe48f [unverified]

[Checksum Status: Unverified]

[Stream index: 4]

Bootstrap Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: 1

Transaction ID: 0x000026ee

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Fragment offset: 0

Rel ay agent |P address: 10.93.150. 254

Client MAC address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)
Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Length: 1

DHCP: Discover (1)

Option: (57) Maximum DHCP Message Size
Length: 2

Maximum DHCP Message Size: 1200
Option: (61) Client identifier

Length: 29

Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (12) Host Name

Length: 2

Host Name: PC

Option: (55) Parameter Request List



Length: 8

Parameter Request List Item: (1) Subnet Mask

Parameter Request List Item: (6) Domain Name Server

Parameter Request List Item: (15) Domain Name

Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (3) Router

Parameter Request List Item: (33) Static Route

Parameter Request List Item: (150) TFTP Server Address
Parameter Request List Item: (43) Vendor-Specific Information
Option: (60) Vendor class identifier

Length: 8

Vendor class identifier: ciscopnp

Option: (255) End

Option End: 255

|

|

EE  BESEE PSR EIPHYE : 10.93.150.254” , {EHTFEE T “no ip dhcp snooping
information option"¥E I DHCPE 2 B — &% , E It &% EDHCPIELI82,
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<tfroot>

Edge- Swi t ch#show run int gigl/0/3

Building configuration...

Current configuration : 152 bytes
|

interface GigabitEthernetl/0/3
switchport access vlan 565

ip flow monitor IPv4_NETFLOW input
ip dhcp snooping trust

end

!

|

Edge- Swi t ch#show run int gigl/0/1



Building configuration...

Current configuration : 119 bytes
1

interface GigabitEthernetl/0/1
switchport trunk native vlan 999
switchport mode trunk

ip dhcp snooping trust

end

!

1

Edge- Swi t ch#show run | sec dhcp

ip dhcp snooping vlan 1-4094

no ip dhcp snooping information option
ip dhcp snooping

!

!

Edge- Swi t ch#show cdp nei ghbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme  Capability PTatform Port ID
Remote-Site Gig 1/0/3 153 RSI C9300L-48 Gig 1/0/3
Central-Switch Gig 1/0/1 170 RSI C9606R Fif 2/1/0/1
!

|

BERHAO

MIZFE I R AAE H Y BIR SRR R RR B &R Hl.

WAL A

HTXRRESNE2RRI] , AHELKEHEAT —BFHREXRY , MRXRIEREFTE, BERR
PRBEIHR R PRI, MAERESHRIEMER.

BERBAE O BFEEIRFRIBAA OBREZ,

<ffroot>



Edge- Swi t ch#show noni tor capture tac paraneters

monitor capture tac control-plane BOTH

monitor capture tac interface GigabitEthernetl/0/1 BOTH
monitor capture tac match any

monitor capture tac file Tocation flash:edge_central.pcap

Edge- Swi t ch#show noni tor capture file flash: edge_central . pcap packet-nunber 25597 det ai

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 25597: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits) on interface /tmp/epc_ws/wif

[Frame 1is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:dhcp]

Ethernet II, Src: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58), Dst: 08:f3:fb:de:46: 05 (08:f3:fb: de: 46: 05)

Destination: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)
Address: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)
O LG bit: Globally unique address (factory default)
ceve 200 Lol ooos ... ... = 1IG bit: Individual address (unicast)
Source: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)
Address: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)
.00 ... ... ... .... = LG bit: Globally unique address (factory default)
ceve 200 Lol ooos oo.. ... = 1IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 10.93.150.254, Dst: 10.88.2.63

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.... ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 331
Identification: 0x001c (28)
Flags: 0x0000

0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
0 = More fragments: Not set

Fragment offset: 0
Time to Tive: 255

Protocol : UDP (17)
Header checksum: 0x0c94 [validation disabled]

[Header checksum status: Unverified]
Source: 10.93.150.254



Destination: 10.88.2.63

User Datagram Protocol, Src Port: 67, Dst Port: 67
Source Port: 67

Destination Port: 67

Length: 311

Checksum: 0xe48f [unverified]

[Checksum Status: Unverified]

[Stream index: 5]

[Timestamps]

[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]

Dynani ¢ Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: 1

Transaction ID: 0x000026ee

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Rel ay agent |P address: 10.93.150. 254

Client MAC address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)
Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Length: 1

DHCP: Discover (1)

Option: (57) Maximum DHCP Message Size

Length: 2

Maximum DHCP Message Size: 1200

Option: (61) Client identifier

Length: 29

Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7

Option: (12) Host Name

Length: 2

Host Name: PC

Option: (55) Parameter Request List

Length: 8

Parameter Request List Item: (1) Subnet Mask

Parameter Request List Item: (6) Domain Name Server
Parameter Request List Item: (15) Domain Name

Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (3) Router

Parameter Request List Item: (33) Static Route

Parameter Request List Item: (150) TFTP Server Address
Parameter Request List Item: (43) Vendor-Specific Information
Option: (60) Vendor class identifier



Length: 8

Vendor class identifier: ciscopnp
Option: (255) End

Option End: 255

|

|

R IR B AL
PRI B E

<ffroot>

Central - Swi t ch#show cdp nei ghbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID

Edge-Switch Fif 2/1/0/1 177 RSI C9300-48H Gig 1/0/1
|
!

Central -Swi tch#show run int fif2/1/0/1

Building configuration...

Current configuration : 115 bytes
|

interface FiftyGigE2/1/0/1
switchport trunk native vlan 999
switchport mode trunk

end

!

|

Central - Swi t ch#show run int fif2/1/0/3

Building configuration...

Current configuration : 87 bytes
!

interface FiftyGigE2/1/0/3
no switchport



ip address 10.88.2.254 255.255.255.0
end

!

!

interface VI an565

ip address 10.92.250.5 255.255.255.252
!
!
!

Central - Swi t ch#show run | sec dhcp

ip dhcp snooping vlan 1-4094

no ip dhcp snooping information option
ip dhcp snooping

!

!

Central - Swi t ch#show i p ei grp nei ghbors

EIGRP-IPv4 Neighbors for AS(100)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0

10.92.250. 6

V1565 11 00:10:32 3 100 0 19

~

~
|
|

router eigrp 100

network 10.0.0.0

network 10.88.0.0 0.0.255.255
passive-interface default

no passive-interface Vlan565
eigrp router-id 10.255.255.254

FRRIRALA D

AT | BEREAE OBEITRPRIRYIA OBIES,

P



HPR SRR EEOA 2/1/0/185 , AR BE,

%DHCP_SNOOPING-5-DHCP_SNOOPING_NONZERO_GIADDR: DHCP_SNOOPING drop message with non-zero giaddr or optio
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<{froot>

Central -Swi tch#show run int fif2/1/0/1

Building configuration...

Current configuration : 115 bytes
!

interface FiftyGigE2/1/0/1



switchport trunk native vlan 999
switchport mode trunk

i p dhcp snooping trust

end

EXEERE , DiscoverBiE @ F BN R YL K IEFDHCPRS &5

<{froot>

Frane 9: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits) on interface 0O

[Frame 1is marked: False]
[Frame 1is 1ignored: Falsel]
[Protocols in frame: eth:ethertype:ip:udp:dhcp]

Ethernet |I, Src: 08:f3:fb:de:46:05 (08:f3:fb:de: 46: 05), Dst: 00:aa:6e:f3:6c:e4 (00:aa: 6e:f3:6c: ed)

Destination: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4)
Address: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4)
.00 ... ... ... .... = LG bit: Globally unique address (factory default)
ceve 2.0 L0 oo.. ... ... = 1IG bit: Individual address (unicast)
Source: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)
Address: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)
B O LG bit: Globally unique address (factory default)
e IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 10.93.150.254, Dst: 10.88.2.63

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.... ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 331
Identification: 0x02ff (767)
Flags: 0x0000
0...
.0..
T
...0 0000 0000 0000
Time to live: 254
Protocol: UDP (17)
Header checksum: 0xOabl [validation disabled]
[Header checksum status: Unverified]
Source: 10.93.150.254

Reserved bit: Not set
Don't fragment: Not set
More fragments: Not set
Fragment offset: 0



Destination: 10.88.2.63

User Datagram Protocol, Src Port: 67, Dst Port: 67
Source Port: 67

Destination Port: 67

Length: 311

Checksum: 0x061b [unverified]

[Checksum Status: Unverified]

[Stream index: 0]

[Timestamps]

[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]

Dynani ¢ Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: 1

Transaction ID: 0x00000563

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

ReTay agent IP address: 10.93.150.254

Client MAC address: 70:10:5c:df:31:e9 (70:10: 5c: df : 31: e9)

Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Length: 1

DHCP: Discover (1)

Option: (57) Maximum DHCP Message Size

Length: 2

Maximum DHCP Message Size: 1200

Option: (61) Client identifier

Length: 29

Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (12) Host Name

Length: 2

Host Name: PC

Option: (55) Parameter Request List

Length: 8

Parameter Request List Item: (1) Subnet Mask

Parameter Request List Item: (6) Domain Name Server
Parameter Request List Item: (15) Domain Name
Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (3) Router

Parameter Request List Item: (33) Static Route
Parameter Request List Item: (150) TFTP Server Address
Parameter Request List Item: (43) Vendor-Specific Information
Option: (60) Vendor class identifier



Length: 8

Vendor class identifier: ciscopnp
Option: (255) End

Option End: 255

DiscoverffZixDHCPARS 28 , DHCPAR S 25 [El E DHCP Offer,

DHCPiREHES :

<tfroot>

Frane 128: 353 bytes on wire (2824 bits), 353 bytes captured (2824 bits) on interface O

[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:bootp]

Et hernet Il, Src: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4), Dst: 08:f3:fb:de:46: 05 (08:f3:fb: de: 46: 05)

Destination: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)
Address: 08:f3:fb:de:46:05 (5c:5a:c7:1f:11:58)
..0. ... .... .... .... = LG bit: Globally unique address (factory default)
B . vv.. = IG bit: Individual address (unicast)
Source: 00 aa: 6e f3 6c e4 (00:aa:6e:f3:6c:e4)
Address: 00:aa:6e:f3:6c:e4 (00:aa:6e:f3:6c:e4)
..0. ..., .... .... .... = LG bit: Globally unique address (factory default)
ceee 2.0 Lo L. woos w... = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 10.88.2.63, Dst: 10.93.150. 254

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.... ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 339
Identification: 0x0006 (6)
Flags: 0x0000
O... covt tiin o Reserved bit: Not set
.0.. .... .... .... =Don't fragment: Not set

.0. . More fragments: Not set

.0 0000 0000 0000 = Fragment offset: 0
T1me to Tive: 252
Protocol: UDP (17)
Header checksum: 0x0fa2 [validation disabled]



[Header checksum status: Unverified]

Source: 10.88.2.63

Destination: 10.93.150.254

User Datagram Protocol, Src Port: 67, Dst Port: 67
Source Port: 67

Destination Port: 67

Length: 319

Checksum: 0x9c4c [unverified]

[Checksum Status: Unverified]

[Stream index: 2]

Bootstrap Protocol (Offer)

Message type: Boot Reply (2)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: O

Transaction ID: 0x00000563

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0

Your (client) |P address: 10.93.150.11

Next server IP address: 0.0.0.0

Rel ay agent |P address: 10.93.150. 254

Client MAC address: 70:10:5c:df:31:e9 (70:10: 5c: df : 31: e9)

Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Ofer)

Length: 1

DHCP: Offer (2)

Option: (61) Client identifier

Length: 29

Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (54) DHCP Server Identifier

Length: 4

DHCP Server ldentifier: 10.88.2.63
Option: (51) IP Address Lease Time

Length: 4
IP Address Lease Time: (73119s) 20 hours, 18 minutes, 39 seconds



Option: (58) Renewal Time Value

Length: 4

Renewal Time Value: (36559s) 10 hours, 9 minutes, 19 seconds
Option: (59) Rebinding Time Value

Length: 4

Rebinding Time Value: (63973s) 17 hours, 46 minutes, 13 seconds
Option: (1) Subnet Mask

Length: 4

Subnet Mask: 255.255.255.0

Option: (6) Domain Name Server

Length: 4

Domain Name Server: 8.8.8.8

Option: (255) End

Option End: 255

DHCPRRSS 85 B & WY 1R L EE B 45 & CORE/Central 3Z # LAY 32 O fif2/1/0/30

<ffroot>

Central - Swi t ch#show run int fif2/1/0/3

Building configuration...

Current configuration : 87 bytes
|

interface FiftyGigE2/1/0/3

no switchport

ip address 10.88.2.254 255.255.255.0
end

LB R BDHCPY Wi E4E , H EOFFEREZE# A , BBAOffer A AREBEFBENKAOLER
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DHCP OfferfIDHCP ACKEIE WM N RS |[/IHIHE, BREZELHAN , XLEHEEREXRBESZER
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BREE HEEHEOEINPITERERE,
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FW/EF iR EADHCPERETEE,

<ttroot>

Frane 20: 363 bytes on wire (2904 bits), 363 bytes captured (2904 bits) on interface O

[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:bootp]

Et hernet |1, Src: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9), Dst: ff:ff:ff:ff:ff:ff (ff:ff:ff.Ff:ff:ff)

Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff)

Address: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff: )

ceee w210 oooo ... ... .... = LG bit: Locally administered address (this is NOT the factory default)
....... 1 .... .... .... .... =1IG bit: Group address (multicast/broadcast)

Source: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)

Address: 70:10:5c:df:31:e9 (70:10:5c:df:31:e9)

eee. .00 ... ... ..., ... = LG bit: Globally unique address (factory default)

....... 0 .... v.... vvvv vv.. = IG bit: Individual address (unicast)

Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255. 255

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)



0000 00.. = Differentiated Services Codepoint: Default (0)

.... ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 349

Identification: O0x3be5 (15333)

Flags: 0x0000

0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
0 = More fragments: Not set

...0 0000 0000 0000
Time to live: 255
Protocol: UDP (17)
Header checksum: Ox7eab [validation disabled]
[Header checksum status: Unverified]

Source: 0.0.0.0

Destination: 255.255.255.255

User Datagram Protocol, Src Port: 68, Dst Port: 67
Source Port: 68

Destination Port: 67

Length: 329

Checksum: 0xed98 [unverified]

[Checksum Status: Unverified]

[Stream index: 1]

Bootstrap Protocol (Request)

Fragment offset: 0

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: O

Transaction ID: 0x00000563
Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0

Your (cTlient) IP address: 0.0.0.
Next server IP address: 0.0.0.0
ReTay agent IP address: 0.0.0.0

0

Client MAC address: 70:10:5c:df:31:e9 (70:10: 5c: df : 31: e9)

Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Request)

Length: 1

DHCP: Request (3)

Option: (57) Maximum DHCP Message Size
Length: 2

Maximum DHCP Message Size: 1200
Option: (61) Client identifier

Length: 29

Type: 0



Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (54) DHCP Server Identifier
Length: 4

DHCP Server ldentifier: 10.88.2.63

Option: (50) Requested IP Address
Length: 4

Requested | P Address: 10.93.150.11

Option: (51) IP Address Lease Time

Length: 4

IP Address Lease Time: (73119s) 20 hours, 18 minutes, 39 seconds
Option: (12) Host Name

Length: 2

Host Name: PC

Option: (55) Parameter Request List

Length: 8

Parameter Request List Item: (1) Subnet Mask

Parameter Request List Item: (6) Domain Name Server

Parameter Request List Item: (15) Domain Name

Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (3) Router

Parameter Request List Item: (33) Static Route

Parameter Request List Item: (150) TFTP Server Address
Parameter Request List Item: (43) Vendor-Specific Information
Option: (60) Vendor class identifier

Length: 8

Vendor class identifier: ciscopnp

Option: (255) End

Option End: 255

DHCPRRF B R & AP st 75 B o

<#froot>

Frame 25: 353 bytes on wire (2824 bits), 353 bytes captured (2824 bits) on interface 0

[Frame 1is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:bootp]

Et hernet 11, Src: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05), Dst: 5c:5a:c7:1f:11:58 (5c: 5a:c7: 1f

Destination: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)

:11: 58)



Address: 5c:5a:c7:1f:11:58 (5c:5a:c7:1f:11:58)

.00 ... ... ... .... = LG bit: Globally unique address (factory default)
ceve 200 Lol ooos ooo. ... = 1IG bit: Individual address (unicast)
Source: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)
Address: 08:f3:fb:de:46:05 (08:f3:fb:de:46:05)

.00 ... ... ... .... = LG bit: Globally unique address (factory default)
ceee 200 Lol ooos ... ... = 1IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 10.88.2.63, Dst: 10.93.150.254

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.... ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 339
Identification: 0x0007 (7)
Flags: 0x0000
0...
.0..
T
...0 0000 0000 0000
Time to live: 252
Protocol: UDP (17)
Header checksum: 0x0Ofal [validation disabled]
[Header checksum status: Unverified]
Source: 10.88.2.63
Destination: 10.93.150.254
User Datagram Protocol, Src Port: 67, Dst Port: 67
Source Port: 67
Destination Port: 67
Length: 319
Checksum: 0x1eOf [unverified]
[Checksum Status: Unverified]
[Stream index: 2]

Reserved bit: Not set
Don't fragment: Not set
More fragments: Not set
Fragment offset: 0

Boot strap Protocol (ACK)

Message type: Boot Reply (2)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: O

Transaction ID: 0x00000563

Seconds elapsed: 0

Bootp flags: 0x8000, Broadcast flag (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0

Your (client) |IP address: 10.93.150.11

Next server IP address: 0.0.0.0

Rel ay agent |P address: 10.93.150. 254



Client MAC address: 70:10:5c:df:31:e9 (70:10: 5c: df : 31: e9)

Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (ACK)

Length: 1

DHCP: ACK (5)

Option: (61) Client identifier

Length: 29

Type: 0

Client Identifier: cisco-7010.5cdf.31e9-Gi2/0/7
Option: (54) DHCP Server Identifier

Length: 4

DHCP Server ldentifier: 10.88.2.63

Option: (51) IP Address Lease Time
Length: 4

IP Address Lease Time: (86400s) 1 day
Option: (58) Renewal Time Value
Length: 4

Renewal Time Value: (43200s) 12 hours
Option: (59) Rebinding Time Value
Length: 4

Rebinding Time Value: (75600s) 21 hours
Option: (1) Subnet Mask

Length: 4

Subnet Mask: 255.255.255.0

Option: (6) Domain Name Server
Length: 4

Domain Name Server: 8.8.8.8

Option: (255) End

Option End: 255
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