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« Bl , AILERNATHTEASRERAREMHRERS

<#froot>

Cat9ok#

hw- modul e switch 1 usbflashl security ?

disable disable security on USB3.0
enable Enable security on USB3.0

unlock UnTock USB3.0

Cat9k (config)#hw-module switch 1 usbflashl-password

NMAREXFECatalystE 5
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Cisco Models

Networking

(AppGig Port)

Catalyst 9300X

Catalyst 9300/L/LM

Catalyst 9400X

Catalyst 9400

Catalyst 9500X

Catalyst 9500

High performance

Catalyst 9600X

Catalyst 9600

2x10G

1X1G

2x10G

1xX1G

2x10G

Management

*

Port

Management

*

Port

Management
Port”

Upto 8 GB

2 GB

Upto 8 GB

Upto 8 GB

Upto B8 GB

Upto 8 GB

Up to 8 GB

Up to 8 GB

50% of total CPU (2 CPU
Cores)

25% of total CPU (1 CPU
Core)

25% of total CPU (1 CPU
Core)

25% of total CPU (1 CPU
Core)

25% of total CPU (1 CPU
Core)

25% of total CPU (1 CPU
Core)

25% of total CPU (1 CPU
Core)

25% of total CPU (1 CPU
Core)

120/240 GB (USB 3.0
SSD)

120/240 GB (USB 3.0

55D)

240 - 960 GB (SATA)

240 - 960 GB (SATA)

240 - 960 GB (SATA)

240 - 960 GB (SATA)

240 - 960 GB (SATA)

240 - 960 GB (SATA)

MRBMNETARR , AUEABELRREEXHRERR. CPU. AFHNVCPU, BXRIREFRR

BREl , BSHEUTEER :
Platform

Catalyst 9300

Catalyst 9400

Catalyst 9500

Catalyst 9500 High-performance

Memory (GB)

vCPUs

7400

7400

7400

7400

CPU Units

USB Back Storage (GB)

120

NA

120

NA

M2 SATA Storage (GB)

NA,

960

NA

960



* VCPU:RXRRENMNAHERF A LR ERABNEMCPUN R AHE.

« CPURTR : RFTEBRAENABRFRENCPUARRBRER, SMNNAMEERBRAIEET
R RIKCPUS R,

- USBE7f# : ERERMAUSB 3.05@1E. RALEHEIRUSB 3.0EEXIFINAEE,
« M.2 SATATRf# : RNATNABEF#EBNEEZSESIER(SSD).

- FEA  RRYEFIREN TEENEET A,

o JIRAIE A an4A 613 B E BB XA

<#root>
Cat9k(config)#

app- hosting appi d MYAPP

Cat9k (config-app-hosting)#

app-resource profile custom

Cat9k (config-app-resource-profile-custom)#

cpu 7400

Cat9k (config-app-resource-profile-custom)#

menory 2048

Cat9k (config-app-resource-profile-custom)#

vcpu 2

R R & At

Catalyst Q000X XIFN A B ERWRE , ZUWEAERSVRFAESHRENA LAEBENZE
TR, WHEERIABA , AETANZ AR LHBEEME R FHEE,

# 2. Cisco Catalyst 9000 F & M A Bz E S ThaE



Supported Platforms I0S XE Release

Catalyst 9300/L StackWise 480/360 (1+1 mode only) 17.2.1
Catalyst 9300LM StackWise 360 (1+1 mode only) 17.9.1
Catalyst 9300X StackWise 1T (1+1 mode only) 17.6.1
Catalyst 9400 Dual Sup (Single Chassis and StackWise Virtual) 17.5.1

Catalyst 9400X Dual Sup (Single Chassis and StackWise Virtual) 17.9.1

Catalyst 9500 High Performance StackWise Virtual 17.5.1

Catalyst 9600 Dual Sup (Single Chassis and StackWise Virtual) 17.5.1

Catalyst 9600X Dual Sup (Single Chassis) 17.9.1
NAEESR

RINBERATRBANAREESR, ENNAERCAFHINEE K ATEREEMNEIEE LE
THARRILA A, CAFtEFRAIOX, Cisco IOXAIEMEALINITIOTHA (FitE ) , ARAKRE
Cisco IOSH#H#HN L LERE., EANNARFREERSE4 GBHEAZ R, BICLIZAIOXIOXE R
R HefEFISSDARY , /8RR XK AR,

- XEATERARMAEEEMIZHERNCisco I0S XE CLIEE :

Cat9k (config)#iox
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o X#  AFPLETNTEATHEHBWNA. MAFAAR LK EFRKECisco
DevNetit S FREENANEZEE
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REEHE
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o

R FEE M 4%

« XFTRUNK#EDO , B ixOERWFERES 45 A EH

<#root>
Cat9k(config)#

interface AppG gabitEthernet 1/0/1

Cat9k (config)#

swi t chport node trunk

Cat9k(config-if)#exit



Cat9k(config)#

app- hosting appi d MYAPP

Cat9k(config-app-hosting)#

app-vni ¢ AppG gabit Et hernet trunk

Cat9k (config-config-app-hosting-trunk)#

guest-interface

Cat9k (config-config-app-hosting-trunk-mode-guest)#

end

« WFVLANED , RRAEZIFEVLAN

<#root>
Cat9k(config)#

interface AppG gabitEthernet 1/0/1

Cat9k(config)#

swi tchport trunk allowed vl an

Cat9k(config-if)#

exit
Cat9k(config)#
app- hosting appi d MYAPP

Cat9k (config-app-hosting)#

app-vni ¢ AppG gabi t Et hernet trunk

Cat9k (config-config-app-hosting-trunk)#



vl an

guest-interface

Cat9k (config-config-app-hosting-trunk-mode-guest)#

end

- WFEBEO , NAEZETEERKO(GigabitEthernet0/0)

<#root>
Cat9k(config)#

interface gigabitEthernet 0/0

Cat9k(config-if)#

i p address

Cat9k(config-if)#

exit
Cat9k(config)#
app- hosting appi d MYAPP

Cat9k (config-app-hosting)#(config-app-hosting)#

app- vni ¢ managenment guest-interface



Cat9k((config-app-hosting-mgmt-gateway)#

end

SELA N ARRMIPH A - FREONIPH I ATEEXRHCLIEX S E |, A& DHCP3IZSIREL

o

« B AppGigabitEthernetit & N A K52 IPHbdE

<#root>
Cat9k(config)#

app- hosting appid MYAPP

Cat9k(config-app-hosting)#

app-vni ¢ AppG gabit Et hernet trunk

Cat9k(config-config-app-hosting-trunk)#

vl an

guest-interface

Cat9k (config-config-app-hosting-vian-access-ip)#

guest - i paddr ess



net nask

<-- Container |P Address

Cat9k(config-config-app-hosting-vlan-access-ip)#

exit

Cat9k (config-config-app-hosting-trunk)#

exit

Cat9k (config-app-hosting)#

app- def aul t - gat eway

guest-interface

Cat9k (config-app-hosting)#

exit

- B33 GigabitEthernet 0/0 i F i B 75 Pt 31t

<#root>
Cat9k(config)#

app- hosting appi d MYAPP

Cat9k (config-app-hosting)#

app- vni c managenment guest-interface



Cat9k (config-app-hosting-mgmt-gateway)#

guest - i paddr ess

net nask

Cat9k (config-app-hosting-mgmt-gateway)#

exit

Cat9k (config-app-hosting)#

app- def aul t - gat eway

guest-interface

Cat9k (config-app-hosting)#

exit

- BB AHZAIPH 4L (DHCP)

<{froot>



Cat9k(config)#

app- hosting appi d MYAPP

Cat9k(config-app-hosting)#

app-vni ¢ AppG gabit Et hernet trunk

Cat9k (config-config-app-hosting-trunk)#

vl an

guest-interface

Cat9k(config-config-app-hosting-vlan-access-ip)#

end

Catok#

Or through Interface

G gabi t Et hernet 0/0

Cat9k(config)#

app- hosting appi d MYAPP

Cat9k (config-app-hosting)#

app-vni ¢ managenent guest-interface

Cat9k(config-app-hosting-mgmt-gateway)#

end



RE ERENRACH  FRRANEERELER, MRFEER , WEL, FHMDH ,
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MNRAREFNERES

Cisco Catalyst 90003 LW N AL BAHIE=ANE , MBI
- REFEUME , NAFLZEERE L, B2, NARFAENERERDE,
« Activate: N AT RN EHERA THEARIIEE,
- FRNAKBRIETRS , TEAELEFHEETEE.
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é app-hosting appid myapp package usbflashl:myapp.tar E

appid myapp E

app-hosting u 3 appid myapp é

Dockeriz 17 B 1 I

MREAB[BNAZTEERETRGED , XEETEAGTITIEN ( WEHERIP, BIEEXE ) £
, Tl =] LAfsE il “app-resource docker’#p 4 B B iX L2 T,

REXFZTETRANZNERE. UTRAFEEZERNEREM :

- AP&Z LR A/EFIRENE301TdockerE 1T1ET,

« RERZINFMNE1TREIVTHFZRFBER BIEFRFHR,

« B1Trun-optionF BN FRHEKEZTUETE25NFER .

. BNFEHFETUE SN TR docker run-option , REEI2 I EE235NER/FH,

« FEER , HATHHNETERFRAERBTEEFRS AT 17

- TECAZRALETHNZHE, YREFFABEMNBrun-optonFHFEFEKENFRER
, RES B NBITER —IMZ=E,

- MRAPNETEIMEEMENR , AFRFEFL, FH. EHEFBINARFTEE
FTHYIZE 1TIE T4 Ko

LA Dockerit I & E £ Catok X #a )l £ AT REM SR BLE AY R HI

docker run -v $(APP_DATA):/data --entrypoint startup.sh

Catalyst 900034l LWV ELE :

<#root>
Cat9k(config)#

app- hosting appid



MYAPP
Cat9k(config-app-hosting)#

app-resource docker

Cat9k (config-app-hosting-docker)#

run-opts 1 "-v $(APP_DATA):/data"

Cat9k (config-app-hosting-docker)#

run-opts 2 "--entrypoint startup.sh"

N FAIBKABEER , EEADS - run-opts 1 "-v /vollusb1/iox_host_data_share:/(APP_DATA)"

<#root>

Cat9k(config)#

app- hosting appi d MYAPP
Cat9k (config-app-hosting)#

app-resource docker

Cat9k (config-app-hosting-docker)#

run-opts 1 "-v /vol/usbl/iox_host_data_share:/( APP_DATA)"

ENBEEPRERZETIEIUT , FHITEU T RIS N8R -

<#root>

Cat9k(config)#

app- hosting appid MYAPP
Cat9k (config-app-hosting)#

app-resour ce docker

Cat9k (config-app-hosting-docker)#

no run-opts 1 "-v /vol/usbl/iox_host_data_share:/ ( APP_DATA)"

EREREARFEEFNFAESTER , TURITNoRESRT :

<tfroot>



Cat9k(config)#
app- hosting appi d MYAPP
Cat9k(config-app-hosting)#

no

app-resource docker

A X EHDockenz 1Tht kI 5 &K

HTZ2RRFETAFER TLinuxF A , RS8N ARFEERERS XFFDockerth T 1TiI£ M,

Dockeri% I BN

~-BE HE$ZZF|STDIN, STDOUTESTDERR,
— EERE EERIONE (MEANRENE ),
—cgroup-parent B ANIER A,

—cidfile NABDEABEN 4.
—cpu-count EECPUITE ( XBRWindows ) .
—cpu-percent FEECPUR 2Lt ( {XPRWindows ) o
~cpu 1 TECPULKE (API 1.25+),
—device-cgroup-rule FFHN R M0 Ecgroup allowed devices ¥l ko
—device-read-bps BRENZZWIREURRE (BFTH ).
— R&ZIREUOPS PREIRZHVIZEUER (1/108Y ) .
—device-write-bps REZZENEARR (BUFTH) .




—device-write-iops

REFIRBENEAER (1/108F ) .

—disable-content-trust Y SOREE T oan N
-env-file MR MEBREETE,
— RER() ENERERESTDIN , B EBRIFIT I,

—io-maxbandwidth

REWA B[R FRKRIOFT RS (XFR
Windows ) o

—io-maxiops REW o ESHIHR KIOpsPR & ( [XFEWindows ) -
—ip e IPvAE (R : 192.168.100.100),

—ip6 EEIPveit it (7RI - 2001:db8::44),

— RE EERZ=REER,

— iz wINiE E H A SRRy 851,

— B NABEEBW.

—oomkilldisable

ZRHABRHOOMRF,

—pid EEEERAMNPIDGEEZM,
N IEE T4 (ER ; AP 1.32+4),
— B ARFRTT BRNR.
—-runtime EERATASENETH,

— TR

E N RN FEEEFIET.




—sysctl 8 XEsyscthiE i,

—tty(-t) DEMATTY,

—userns EEERANAF®EZE,

—uts EEEFANUTSHE ZHE,
— BRHERF NBRBREEAMENERIERF

BLiE

JE4EER 9 A 4B A A #E Catalyst 9000 L B & M 2B APP




EE : T#ETECatalyst 9000 R 5 £ TbE T SEN AR S RB KA TS

« T#DockerBR & H EFHSCP, FTP, TFTPEUSBE & #lZ|CiscoX ##/l.

<{froot>
Cat9k#

dir usbflashil:/

Directory of usbflashl:/

17 -rw- 5843233 Jan 23 2025 20:50:01 +00:00

MYAPP. t ar

- BERNESKIEARTRHID | #HAAppGigabitEthernetiZ 0 | E1192.168.1.10/24 , FEVLAN
10~ HEHGooglefE#TE3):

<#root>
Cat9k(config)#

interface AppG gabitEthernet 1/0/1

Cat9k(config-if)#

swi tchport trunk allowed vlan 10
Cat9k(config-if)#

exit

Cat9k (config)#

app- hosting appid MYAPP

Cat9k (config-app-hosting)#

app-vnic

AppG gabi t Et her net

t runk

Cat9k (config-config-app-hosting-trunk)#


https://developer.cisco.com/app-hosting/apps/

vl an 10 guest-interface O

Cat9k(config-config-app-hosting-vlan-access-ip)#

guest -i paddress 192.168. 1. 10 net mask 255. 255. 255.0

Cat9k(config-config-app-hosting-vlan-access-ip)#

exit

Cat9k (config-config-app-hosting-trunk)#

exit

Cat9k (config-app-hosting)#

app-defaul t-gateway 192.168.1.1 guest-interface O

Cat9k (config-app-hosting)#

nane-sever 8.8.8.8

Cat9k (config-app-hosting)#

exit

- EXBILEERIOMER , REFRHEIMARSHEIZET

<#root>
Cat9k(config)#
i ox

Cat9k#

show i ox-service

I0x Infrastructure Summary:

I0x service (CAF) : Running
I0x service (HA) : Running
I0x service (IOxman) : Running
IOx service (Sec storage) : Running
Libvirtd 5.5.0 : Running
Dockerd v19.03.13-ce : Running
Application DB Sync Info : Available
Sync Status : Disable

 NEFEMAREFMENDockerz 7L :



<#root>
Cat9k(config)#

app- hosting appi d MYAPP

Cat9k(config-app-hosting)#

app-resource docker

Cat9k(config-app-hosting-docker)#

run-opts 1 "

Cat9k(config-app-hosting-docker)#

run-opts 2 "

- MSSDZEN M HBIEHERE :

<#root>
Catok#

app- hosting install appid MYAPP package usbfl ashl: MYAPP. t ar

Installing package 'usbflashl:MYAPP.tar' for 'MYAPP'. Use 'show app-hosting list' for progress.

Catok#

show app-hosting |ist

DEPLOYED

- BUENARERARIERERE

<#root>
Catok#

app- hosting activate appi d MYAPP



MYAPP activated successfully

Current state is: ACTIVATED

Catok#

show app-hosting |ist

ACTI VATED

- BHRARFARIEHETRS

<tfroot>
Cat9k#

app- hosting start appid MYAPP

MYAPP started successfully

Current state is: RUNNING

Cat9k#

show app-hosting |ist

RUNNI NG

- RELNEEEN , UBRILEXEEFESIEREFE

<tfroot>
Cat9k#

app- hosting start appid MYAPP

MYAPP st arted successfully

Current state is: RUNNING



Catok#

show app-hosting Iist

RUNNI NG

HUEHEER

TRIE T TRATXNAEEH

TR HERRAY B M an

DA
AR T3

B Y

show iox-service

EREORRITHER

show app-hosting list

T RERRNRFHFIR

show app-hosting detail appid MYAPP

ERAERREBNFMHER

show app-hosting resource

T RAARR

show app-hosting utilization appid MYAPP

ERRFNRARER

N A& Ffappid MYAPP B &% 3 Blbootflash:

REHE)

MRAERREEARAXEFEHE ?

bootflash: BFREg R
crashinfo-1: BFREg R
crashinfo: BFrREg R
flash-1: B FREE R
flash: B FREg R
webui: ERFNERRS

ERALBTARRERAXIEEERAE
io

show app-hosting infra

ERALGTARERGERAZERIL.




RR RIEMAREREH
USB/SSDEA T REY , FREEEA
R & Wik,

RAEERIE ?
ERANAKIEER
enable App verification enable

RS ER/ZERALERIE (KN
CLITR#ER ) o

£t an & W 15 B B A 4R & AR IER R

N =3 i 1
R1 P FE & f#appid MYAPP £ & MHRHIRE ( MCLURRER ) .

& Docker&a 88
WRDockerEEE N , BEB/UTIRE :
- FLENAER

<ffroot>
Cat9k#

app- hosting stop appid MYAPP

MYAPP st opped successful ly

Current state is:

STOPPED

- EANA :



<ffroot>
Cat9k#

app- hosting deactivate appid MYAPP

MYAPP deacti vat ed successfully

Current state is:

DEPLOYED

« {&Dockeri&Im :

<#root>
Catok#

app- hosting start appi d MYAPP

Cat9k(config)#

app- hosting appi d MYAPP

Cat9k(config-app-hosting)#

app-resource docker

Cat9k(config-app-hosting-docker)#

pr epend- pkg- opt's

Cat9k (config-app-hosting-docker)#

Cat9k (config-app-hosting-docker)#

exit

Cat9k(config-app-hosting)#

exit

Cat9k(config)#

exit



- EXNACENARR

<{froot>
Cat9k#

app- hosting activate appi d MYAPP

MYAPP activated successfully

Current state is:

STOPPED

- BHRRAERF

<{froot>
Cat9k#

app- hosting start appi d MYAPP

MYAPP started successfully

Current state is:

RUNNI NG

HXESR
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https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/white-paper-c11-742415.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/white-paper-c11-742415.html
https://developer.cisco.com/app-hosting/apps/
https://developer.cisco.com/docs/app-hosting/application-hosting-in-the-enterprise/#what-is-application-hosting
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