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ACLZ R HZRHI
AR R4 T = RAILUERACLAMIEATCAM, LAOPFIVCU,

Al 1.1Pv4 TCAM

access-1list 101 permit ip any 10.1.1.0 0.0.0
access-1list 101 permit ip any 10.1.2.0 0.0.0
access-1list 101 permit ip any 10.1.3.0 0.0.0.255
access-1list 101 permit ip any 10.1.4.0 0.0.0
access-1list 101 permit ip any 10.1.5.0 0.0.0

TCAM%H| L40OP VCU

SHE 5 0 0

5l 2.1Pv4 TCAM/L4OP/VCU

Each range L40Ps
consume two VCUs

ip access-list extended TEST
permit tcp 192.168.1.0 0.0.0.255 any |ne 3456
permit tcp 10.0.0.0 0.255.255.255 any |range 3000 3100
permit tcp 172.16.0.0 0.0.255.255 any range 4000 8000
permit tcp 192.168.2.0 0.0.0.255 |gt 10000 |any kq 200004—‘

Source and destination
—— L40Ps consume
separate VCUs

<tfroot>

ip access-Tlist extended TEST
10 permit tcp 192.168.1.0 0.0.0.255 any

neq 3456

<-- 1 L40P, 1 VCU

20 permit tcp 10.0.0.0 0.255.255.255 any



range 3000 3100 <-- 1 L40P, 2 VCU

30 permit tcp 172.16.0.0 0.0.255.255 any

range 4000 8000 <-- 1 L40P, 2 VCU

40 permit tcp 192.168.2.0 0.0.0.255
gt 10000
any

eq 20000 <-- 2 L4CP, 2 VCU

TCAM%H| L40OP VCU

H 2% 4 5 7

N2

5l 3.1Pv6 TCAM/L4OP/VCU

IPv6 ACEEAAMAMNTCAMSE |, MIPVAER —1. EAXRRHIF , INACEEFENAANTCAM , MAE
HATCAM,

<#root>

ipv6 access-1ist v6TEST

sequence 10 deny ipv6 any 2001:DB8:C18::/48 fragments

sequence 20 deny ipv6 2001:DB8::/32 any

sequence 30 permit tcp host 2001:DB8:C19:2:1::F host 2001:DB8:C18:2:1::1

eq bgp <-- One L40OP & VCU

sequence 40 permit tcp host 2001:DB8:C19:2:1::F
eq bgp
host 2001:DB8:C18:2:1::1

<-- One L40P & VCU

TCAM%H| L40OP VCU

N2
Ik
o
o
o
o

wF



BRERGPERNRRRERERER , 9300 VLAN 10 SVIEASERAARHHE NPtz —,
9300 9500H

Gi1/0/1 (L2) Twe1/0/1 (L2)

SVI10: 10.1.1.1 SVI10:10.1.1.2

OR
SVIi10: 10.1.1.3

MAC: 0000.0000.0002

B B AN E
AT 1 GBI EE B AT 4 R 0 MEACL AR 3 30 SLMAT BB R BR .
%% 1.PACL(IP ACL)

PACLZ E4A5E2E#EO,

o ZEPHR  WAKVLAN

Mi¢F - E2EEEO

FE: AQRKED (—XR—1)

THEACLEER : MAC ACLAIIP ACL ( ¥REST R )

fEFHIP ACLELEPACL

<#root>
9500H(config)#
ip access-list extended TEST <-- Create a naned extended ACL

9500H(config-ext-nacTl)#
permt ip host 10.1.1.1 any
9500H(config-ext-nacTl)#

permt udp host 10.1.1.1 eq 1000 host 10.1.1.2



9500H#

show access-lists TEST <-- Display the ACL configured

Extended IP access Tist TEST
10 permit ip host 10.1.1.1 any
20 permit udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H(config)#

interface twentyFiveG gE 1/0/1 <-- Apply ACL to Layer 2 interface

9500H(config-if)#

ip access-group TEST in

9500H#

show runni ng-config interface twentyFiveG gE 1/0/1

Building configuration...
Current configuration : 63 bytes

!
interface TwentyFiveGigEl/0/1

i p access-group TEST in <-- Display the ACL applied to the interface

end

KEPACL

KREEOXEKMNIF_ID,

<ffroot>
9500H#

show platformsoftware fed active ifminterfaces ethernet

Interface

IF_ID

Twent yFi veG gE1/ 0/ 1

0x00000008

READY



<-- IF_ID value for Twl/0/1

KIF4ERIIF_IDKIZELAID(CG ID),

<{froot>

9500H#

show platform software fed active acl

interface 0x8 <--

g

#it##H### #it#HH RS
#H#H##HH Printing Interface Infos H#H AR AR HHHRH AR
#it##H### #it#HH RS

g

INTERFACE:

Twent yFi veG gE1/ 0/ 1

MAC 0000.0000.0000

<--

g g

intfinfo: 0x7f8cfc02de98
Interface handle:

Interface Type: Port

if-id: 0x0000000000000008

Input IPv4: Policy Handle:

Pol i cy Narme: TEST

CGID 9

CGM Feature: [0] ac

Bind Order: 0

5CG IDXEXHIACLIE R

<ttroot>

0x7e000028

<-- Type: Port

<-- IF_ID Ox8 is correct

0x5b000093

<-- The nanmed ACL bound to this interface

<-- Cass Goup ID for this entry

<-- Feature is ACL

IF_IDwith | eading zeros onitted

Confirms the interface matches the IF_ID

i ndi cates Layer 2 interface



9500H#

show pl atform software fed active acl info acl-cgid 9 <-- The CG 1D associated to the ACL TEST

HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

#ARARAAAH HARARARRRRRRHH R R A
#ERRRAHH Printing CG Entries HAFHHHAAHAAAA AR
#ARARAAAH HARARARRRRRRHH R R A

HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

ACL CG (acl/9): TEST type: |Pv4d <-- feature ACL/CG ID 9: AC nane TEST : ACL type |IPv4

Total Ref count 1

1 Interface

<-- ACL is applied to one interface

region reg_id: 10
subregion subr_id: 0
GCE#:1

#flds: 2

14:N
matchall:N deny:N

<-- #flds: 2 =tw fields in entry | 14:N (no Layer 4 port match)

Result: 0x01010000

i pv4d_src: val ue

0x0a010101

mask = Oxffffffff

<-- src 0x0a010101 hex = 10.1.1.1 | mask Oxffffffff = exact host match

i pv4_dst: val ue

0x00000000, mask = 0x00000000



dst & mask = 0x00000000 = natch any
GCE#:1 #flds: 4
14:Y

matchall:N deny:N

<-- #flds: 4 = four fields in entry | 14:Y (ACE uses UDP port

Result: 0x01010000

L4 mat ch)

ipvd_src: value = 0x0a010101, mask = Oxffffffff <-- Exact match (host) 10.1.1.1

i pv4d_dst: val ue = 0x0a010102, mask = Oxffffffff <-- Exact match (host) 10.1.1.2

ip_prot: start = 17, end = 17 <-- protocol 17 is UDP

I4_src: start = 1000, end = 1000 <-- matches eq 1000 (equal UDP port 1000)
BXCG ID KL O ACG IDHKREEE .

<#root>

9500H#

show pl atform software fed active acl policy 9 <-- Use the CG I D val ue

g g

HA#HH##HH HAHARRRAHAHHHR R
HA####RE Printing Policy Infos HHARBHBHHAHHHRRAAH
HA#HH##HH HAHARRRAHAHHHR R

g g

| NTERFACE: Twent yFi veG gE1/0/ 1

MAC 0000.0000.0000
i
intfinfo: 0x7f8cfc02de98
Interface handle: 0x7e000028
Interface Type: Port

<- -

Interface with ACL applied

if-id: 0x0000000000000008 <-- The Interface |IF_ID 0x8



Direction: |nput <-- AC is applied in the ingress direction

Protocol Type:|Pv4 <-- Type is IPv4d

Policy Intface Handle: 0x880000cl
Policy Handle: 0x5b000093

HARARARARARBRHRRR R R R R R H R HHH R FFFAAA AR

T T 33

TR PoTlicy information A

T T 33
e g g g g g g g

Policy handle : 0x5b000093

Pol i cy nane . TEST <-- ACL Nane TEST

1D 9 <-- CGIDfor this ACL entry
Protocol : [3] IPv4

Feature . [1] AAL_FEATURE_PACL <-- ASIC feature is PACL
Number of ACLs 1

g
## Complete policy ACL information
g

Ac1l number 01
Acl handle : 0x320000d2
Acl flags : 0x00000001

Nunber of ACEs

3

<-- 3 ACEs: two explicit and the inplicit deny entry

Ace handle [1] : 0xb700010a
Ace handle [2] : 0x5800010b

Interface(s):

Twent yFi veG@ gE1/ 0/ 1 <-- The interface ACL is applied

HHARHHHHHHBHBHRHHH AR R R AR AR R AR AR AR HRH R ARG AR AR H R AR AR AR A
##H#HH#H# A HH##HHHHBHBHAHH SR
#HHH##E  Policy instance information ########HHHHHHY
##H#HH#H# A HH##HHHHBHBHRHH SR
HHARHHHHHHBHBHRHHH AR R R AR AR R R AR AR HRH R ARG AR AR R HH AR AR A
Policy intf handle : 0x880000c1

Policy handle : 0x5b000093



ID 9

Protocol : [3] IPV4

Feature : [1] AAL_FEATURE_PACL
Direction : [1] Ingress

Number of ACLs 1

Number of VMRs D3
WIAPACLI{ELEE,

% 51)% : l_—l'llﬁ,’-ftfﬁl show ip access-lists privileged EXEC ﬁ% ) xEu/j_'\E’g IE@31+§&7I<%L*EEE1¢¢§WIEJE$IJ
HEIEE. FFshow platform software feed switch {switch_num|active|standby} acl counters
hardware X EXECH T Al IRV A B A IR B M — L EXREHACLEITER.

<tfroot>

### Ping originated from nei ghbor device with source 10.1.1.1 ###

C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.1 <--- Ping source is permtted and f

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 nms <-- 100% pi ng success

### Ping originated from nei ghbor device with source 10.1.1.3 ###

C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.3 <-- Ping source is denied (inplicit

Success rate is 0 percent (0/5) <-- 0% pi ng success

### Confirm PACL drop ###

9500H#

show access-1lists TEST



Extended IP access 1list TEST

10 permt ip host 10.1.1.1 any <-- Counters in this comand do not
20 permt udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H#

show platform software fed active acl counters hardware | i PACL Drop

I ngress | Pv4 PACL Drop (0x77000005) : 11 franes <-- Hardware | evel comrand di spl ays
Ingress IPv6 PACL Drop (0x12000012): 0 frames

<...snip...>

%2 2 : PACL(MAC ACL)

PACLZ B L E2E#ND,

TP R iwOZHVLAN

B¢ - 2RO

FZE: AASEA (—R—1)

XFFHIACLRE : MAC ACLAIP ACL ( FrEST R )

fEAMAC ACLELEPACL

<#froot>
9500H#

show run | sec mac access-1li st

mac access-1list extended

MAC- TEST <-- MAC ACL naned MAC- TEST
permt host 0001. aaaa. aaaa any <-- permt host MAC to any dest MAC
9500H#

show access-1ists MAC- TEST
Extended MAC access Tist MAC-TEST
permit host 0001.aaaa.aaaa any

9500H#

show runni ng-config interface twentyFiveG gE 1/0/1



Building configuration...
interface TwentyFiveGigEl/0/1

switchport access vlan 10
switchport mode access

mac access-group MAGC-TEST in

K PACL

KREEAXEKNIF_ID,

<tfroot>

9500H#

show platform software fed active ifminterfaces ethernet

Interface

IF_ID

Twent yFi veG@ gE1/ 0/ 1

0x00000008
READY

<-- |F_ID value for Twil/0/1

WiF43E BIF_IDHIZEAID(CG ID),

<tfroot>

9500H#

show platformsoftware fed active acl interface 0x8

HARARARARARRRRRHR R R R R R R R R R R F A A A A AR

###HHHRY HEBUHHRBHHHRAH SRR
#######  Printing Interface Infos #####H RSB R R R R
###HHHRY HERHHHRBHHHRAH SRR

HARARARARARRRRRHR R R R R R R R R R R A FAAA AR

| NTERFACE: Twent yFi veG gE1/0/ 1

MAC 0000.0000.0000
HARARARARARRRRRHR R R R R R R R R R R R FAFAAA AR

<- -

<-- Applied MACL to layer 2 interface

IF_IDwith | eading zeros omtted

<- -

Confirnms the interface matches the IF



intfinfo: 0x7f489404e408
Interface handle: 0x7e000028

Interface Type: Port <-- Type: Port indicates Layer 2 interface

i f-id: 0x0000000000000008 <-- IF_ID Ox8 is correct

Input MAC: Policy Handle: Oxde000098

Pol i cy Nanme: MAC- TEST <-- The naned ACL bound to this interface
CGID 20 <-- Cass Goup IDfor this entry
CGM Feature: [0] acl <-- Feature is ACL

Bind Order: 0

5CG IDXEXHVACLIER.

<#froot>
9500H#

show platform software fed active acl info acl-cgid 20 <-- The CG ID associated to the AC MAC TEST

g

HA#HH##HH HAHARRRAHAHHHR R
HA####RE Printing CG Entries HHARBHBHHAHHHRRAAH
HA#HH##HH HAHARRRAHAHHHR R

g g

ACL CG (acl/20): MAC- TEST type: MAC <-- feature ACL/CG ID 20: ACL name MAC- TES

Total Ref count 1

1 Interface <-- Applied to one interface

region reg_id: 3
subregion subr_id: 0
GCE#:1 #fl1ds: 2 14:N matchall:N deny:N
Result: 0x01010000

mac_dest: val ue = 0x00, mask = 0x00 <-- Mac dest: hex 0x00 mask 0x00 is "any destinati



mac_src: value = Oxlaaaaaaaa

mask = Oxffffffffffff

<-- Mac source: Oxlaaaaaaaa | hex with |l eading zeros omtted (000l. aaaa. aaaa) & mask Oxffffffffffff

BXCG DK BEEOEACG IDRYREES

<tfroot>
9500H#

show platform software fed active acl policy 20 <--

HARARARARARRRRRHR R R R R B R R R R R R A FA A AR

#AHRARAAAH HARARARARHRRHHHHHH
#ARARAHH Printing Policy Infos RERBRARBRBHBRHHHH#
#AHRARAAAH HARARARARHRRHHHHHH

HARARARARARRRRRHR R R R R B R R R R R R A FA A AR

| NTERFACE: Twent yFi veG gE1/0/ 1

MAC 0000.0000.0000

BAHBHBHH R AR H R AR R HR AR R HRHH B AR HH B AR HH B AL R H R AR R HRHR R R RS2 H
intfinfo: 0x7f8cfc02de98
Interface handle: 0x7e000028
Interface Type: Port

i f-id: 0x0000000000000008 <- -

Direction: Input

Prot ocol Type: MAC

Policy Intface Handle: 0x30000c6
Policy Handle: 0xde000098

HARARARARARRRRR R R R R R R R R R R R R FAFA AR

#A#HB AR BAHBHBHH R AR HH RS 1 H
#itH##HAH# Policy information HAHBHHHHRAHRHB A
#A#HB AR BAHBHBHH R AR HH RS 1 H
BAHBHBHHR AR H R AR R HR AR R AR HH B AR HHBHRBH R AL R H R AR R HRHR RSS2 H
Policy handle : 0xde000098

Pol i cy nanme : MAC TEST

Use the CG I D val ue

<-- Interface with ACL applied

The Interface | F_ID 0x8

<-- AC is applied in the ingress direction

<-- Type is MAC

<-- ACL nane is MAC- TEST

is

f



1D ;20 <-- CGIDfor this ACL entry

Protocol : [1] MAC
Feature : [1] AAL_FEATURE_PACL <-- ASIC Feature is PACL
Number of ACLs 1

g
## Complete policy ACL information
g
Acl number : 1

Acl handle : 0xd60000dc
Acl flags : 0x00000001
Nurmber of ACEs : 2 <-- 2 ACEs: one permt, and one inplicit deny

Ace handle [1] : 0x38000120
Ace handle [2] : 0x31000121

Interface(s):

Twent yFi veG gE1/ 0/ 1 <-- Interface the ACL is applied

HARARARARARBRRR IR R R R R R H R R AR HFFFAAA AR

#A#H B BAHBHBHH R AR H R A1 H
#HHH##E  Policy instance information ########HHHHHHHY
#A#H B HAHBHBHH R AR H RS 1 H
BAHBHBHHR AR HR AR R AR HHRHR R B AR R B AR RH R AL R H R AL R HRRR RSS2 H
Policy intf handle : 0x030000c6

Policy handle : 0xde000098

ID : 20

Protocol : [1] MAC

Feature : [1] AAL_FEATURE_PACL

Direction : [1] Ingress

Number of ACLs 1

Number of VMRs D3
WIAPACLI{ELEE :

« MACL{X /¥R #530001.aaaa.aaaa.
« AFIXREMAC ACL , JEIP ARPHIESREEH Mﬁ'ﬁ%ﬂlping%'ﬂﬁo

<#root>
### Ping originated from nei ghbor device w th Source MAC 0000. 0000. 0002 ###
C9300#

ping 10.1.1.2 source vlan 10



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.1

Success rate is 0 percent (0/5)

C9300#

show ip arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.1.2 0
Inconpl ete

ARPA

<-- ARP is unable to conplete on Source device

### Monitor capture configured on Tw 1/0/1 ingress ###
9500H#

nmonitor capture 1 interface TwentyFiveG gE 1/0/1 in match any

9500H#
show nonitor cap
Status Information for Capture 1

Target Type:

Interface: TwentyFiveG gE1/0/1, Direction: IN

9500H#sh nonitor capture 1 buffer brief | inc ARP
5 4.767385 00:00:00:00:00:02 bAFAR

ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.2? Tell 10.1.1.1

8 8.767085 00:00:00:00:00:02 bAFAR ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.27 Tell 10.1.1.1
11 10.767452 00:00:00:00:00:02 bAFAR ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.27 Tell 10.1.1.1
13 12.768125 00:00:00:00:00:02 bAFAR ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.27 Tell 10.1.1.1

<-- 9300 (10.1.1.1) sends ARP request, but since there is no reply 4 nore ARP requests are sent

9500H#

show platform software fed active acl counters hardware | inc MAC PACL Drop

I ngress MAC PACL Drop (0x73000021): 937 frames <-- Confirmed that ARP reqt
Egress MAC PACL Drop (0x0200004c): 0 frames

<...snip...>



= 3 : RACL

RACLL B EIZEED |, flISVISHEHED,

ZEUH  TRFH

it : BIEED

FmE o AOSHO

XFEHACLEE | IPACL (FRERT R )

Bt ERACL

<#root>
9500H(config)#

ip access-list extended TEST <-- Create a nanmed extended ACL

9500H(config-ext-nacl)#

permt ip host 10.1.1.1 any

9500H(config-ext-nacl)#

permt udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H#

show access-lists TEST <-- Display the ACL configured

Extended IP access 1ist TEST
10 permit ip host 10.1.1.1 any
20 permit udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H(config)#

interface Vlan 10 <-- Apply ACL to Layer 3 SVI interface

9500H(config-if)#

ip access-group TEST in

9500H#

show runni ng-config interface Vlan 10

Building configuration...

Current configuration : 84 bytes
!

interface Vlanl0

i p access-group TEST in <-- Display the ACL applied to the interface



end

KERACL

KREEOXKNIF_ID,

<#froot>

9500H#

show pl atform software fed active ifmmappings |3if-le <--

Mappings Table

L3IF_LE Interface

Retrieve the IF_ID for a Layer 3 SVI type pc

0x00007f8d04983958

VI anl10

0x00000026

SVI_L3_LE

<-- |F_ID value for SvVI 10

KIF4ERIIF_IDKIZELAID(CG ID),

<{froot>

9500H#

show platformsoftware fed active acl interface 0x26 <--

g g

#it##H### #it#HH TR
#H#H##HH Printing Interface Infos H#H AR AR HHRH AR
#it##H### #it#HH R

g

I NTERFACE: VI anl0

MAC 0000.0000.0000

i i
intfinfo: 0x7f8cfc02de98
Interface handle: 0x6e000047

IF_ID for SVI Vian 10 with | eading zeros omitt

<- -

Confirms the interface matches the I F_II

Interface Type: L3 <-- Type: L3 indicates Layer 3 type interface



if-id: 0x0000000000000026 <-- |F_ID 0x26 is correct

Input IPv4: Policy Handle: 0x2e000095

Pol i cy Name: TEST <-- The named ACL bound to this interface
CGID 9 <-- Cass Goup ID for this entry
CGM Feature: [0] acl <-- Feature is ACL

Bind Order: 0

5CG IDXEXHVACLIER.

<#root>
9500H#
show platform software fed active acl info acl-cgid 9 <-- The CG ID associated to the ACL TEST

g g

HA#HH##HH HAHARRRAHAHHHRRAAH
HA####RE Printing CG Entries HARBHBHHAHHHRRAAH
HA#HH##HH HAHARRRAHAHHHRRAAH

g g

ACL CG (acl/9): TEST type: |Pv4

<-- feature ACL/CG ID 9: AC nane TEST : AC type |Pv4

Total Ref count 2

2 Interface <-- Interface count is 2. Applied to SVI 10 and as PACL to Twl/ 0/

region reg_id: 10
subregion subr_id: 0
GCE#:1

#flds: 2

1 4: N

matchall:N deny:N



<-- #flds: 2 =

Result: 0x01010000
i pv4_src: val ue

0x0a010101

mask = Oxffffffff

<-- src 0x0a010101 hex =

i pv4_dst: val ue

0x00000000, mask = 0x000

dst & mask = 0x00000000
GCE#:1 #flds: 4

14:Y

matchall:N deny:N

<-- #flds:

Result: 0x01010000

i pv4d_src: value =

i pv4_dst: value =

ip_prot: start =1

I4_src: start = 10

10.1.1.1 |

00000

two fields in entry |

= match any

0x0a010101, nask

0x0a010102, nask

4 = four fields in entry

7, end = 17

00, end

1000

mask Oxffffffff

Oxffffffff

Oxffffffff

BXCG IDAAKRBEEOERACG IDRYREES

<tfroot>

exact

:Y (ACE uses UDP port

AN

| 4:N (no Layer 4 port match)

host natch

L4 mat ch)

Exact

Exact

17 is UDP

protoco

mat ches eq 1000 (equa

match (host) 10.1.1.1

match (host) 10.1.1.2

UDP port

1000)



9500H#

show pl atform software fed active acl policy 9 <-- Use the CG ID Val ue

HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

#ARARAAAH HARARARRRRRRHH R R A
#ERRRAHH Printing Policy Infos HAFHHHAAHAAAA AR
#ARARAAAH HARARARRRRRRHH R R A

HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

I NTERFACE: VI anl0 <-- Interface with ACL applied

MAC 0000.0000.0000

BAHBHBHHR AR HR AR R AR AR R AR R B AR R B AR RH R AL R H R AL R R R AR R RSS2 H
intfinfo: 0x7f8cfc02de98
Interface handle: 0x6e000047
Interface Type: L3

if-id: 0x0000000000000026 <-- Interface |IF_ID 0x26
Direction: |nput <-- ACL applied in the ingress direction
Protocol Type:|Pv4 <-- Type is IPv4d

Policy Intface Handle: 0x1c0000c2
Policy Handle: 0x2e000095

HARARARARRRRRHRRR R R R R R R R R R R FFFF A A A AR

T T 33

#H##H#H#HHH PoTlicy information HH###HHHAHR SRR

T T 33
e g g g g g g g

Policy handle : 0x2e000095

Pol i cy nane . TEST <-- ACL nanme TEST
1D 9

<-- CGIDfor this ACL entry

Protocol : [3] IPV4
Feature . [27] AAL_FEATURE_RACL <-- ASIC feature is RACL
Number of ACLs 1

g
## Complete policy ACL information
g
Ac1 number 1

Acl handle : 0x7c0000d4



Acl flags

Nunber of ACEs

Ace handle [1]
Ace handle [2]
Ace handle [3]
Ace handle [4]
Ace handle [5]

Interface(s):

VI an10

: 0x00000001

5

: 0x0600010f
: 0x8e000110
: 0x3b000111
: Oxeb000112
: 0x79000113

HARARARARRRBRHRRR R R R R R R R R R R FFFAAA AR

#ARARAAAH

HARARARARRRRHHHH A

Y Policy instance information ########HHHHHHY

#ARARAAAH

HARARARARRRRHHHH A

HARARARARRRBRHRRR R R R R R H R R R R FFFAAA AR

Policy intf handle
Policy handle

ID

Protocol

Feature

Direction

Number of ACLs
Number of VMRs

: 0x1c0000c2

: 0x2e000095

: 9

[3] 1IPV4

[27] AAL_FEATURE_RACL
[1] Ingress

HIARACLTELEE,

<-- 5 Aces: 2 explicit, 1 inplicit deny, 2 ?7?°

<-- The interface the ACL is applied

% 51)% : l_—l'llﬁ,’-ftfﬁl show ip access-lists privileged EXEC ﬁ% ) xEu/j_'\E’g IE@31+§&7I<%L*EEE1¢¢§WIEJE$IJ

HEIEE, FFshow platform software feed switch{switch_num

hardware LAIR B3

<tfroot>

active|standby}acl counters

BRBFEISNRBEBEEIN - LEEFFHACLEITHER.

### Ping originated from nei ghbor device with source 10.1.1.1 ###

C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.1

Success rate is 100 percent (5/5),

round-trip m n/avg/ max

<--- Ping source is pernmtted and y

= 1/1/1 ms <-- 100% pi ng success



### Ping originated from nei ghbor device with source 10.1.1.3 ###
C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.3 <-- Ping source is denied (inplicit

Success rate is 0 percent (0/5) <-- 0% pi ng success

### Confirm RACL drop ###
9500H#

show access-|ists TEST

Extended IP access 1list TEST

10 permit ip host 10.1.1.1 any <-- Counters in this comrand do not
20 permit udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H#
show pl atform software fed active acl counters hardware | i RACL Drop
Ingress | Pv4 RACL Drop (0xed000007) : 100 franes <-- Hardware |evel comrand di spl ay

<...snip...>

%= 4.VACL

VACLZ Ei4a %22 VLAN,

LZLBR  EVLANRASEVLAN

B4 : VLAN/VLANRR &

FE o AOFMEOEe

S EFHACLER - MAC ACLAIIP ACL ( SRS R )

BLiEVACL

<#froot>

ip access-list extended TEST

10 permit ip host 10.1.1.1 any
20 permit ip any host 10.1.1.1



ip access-list extended ELSE
10 permit ip any any

vl an access-map VACL 10
match ip address TEST
action forward

vl an access-map VACL 20

match ip address ELSE
action drop

vian filter VACL vlan-list 10

9500H#

sh vl an access-map VACL

Vlan access-map "VACL" 10
Match clauses:
ip address: TEST

Acti on:

f orwar d

Vlan access-map "VACL" 20
Match clauses:
ip address: ELSE

Acti on:

dr op

9500H#

sh vlan filter access-map VACL

VLAN Map VACL 1is filtering VLANs:

10

K VACL



BEESEOXBKMIF_ID,

<{froot>
9500H#

show platformsoftware fed active ifminterfaces vlan

Interface

IF_ID

VI an10 0x00420010

READY

K F48E B)IF_IDAYE4EID(CG ID).

<tfroot>
9500H#

show pl atform software fed active acl interface 0x420010

HARHR AR AR A RBR B R R R R R R R R R R R AT

##RHHHRY HURHHHRRHH SRR
#######  Printing Interface Infos #H###RH RS R B RBRBRHH
##RHHHRY HURHHHRRHH SRR

HARHR AR AR A RAR R R R R R R R R R R R R R A A AT

I NTERFACE: M anl0

MAC 0000.0000.0000
BHABHHH#HBHBHBHBHHH AR AR AR HRHH R R B AR HRHH B R R AR HBH R R AR AR
intfinfo: 0x7fc8cc7c7f48
Interface handle: 0xf1000024
Interface Type: Vlan
if-id: 0x0000000000420010

I nput | Pv4:

Policy Handle: 0xd10000a3

<-- VACL has both Ingress and Egress actions

<-- |IF_ID for the Vlan

<-- Can be L2 only,

Pol i cy Name: VACL <-- Nane of the VACL used

with no vlan interfe



CG ID: 530 <-- Cass Goup ID for entry

CGM Feature: [35] acl-grp <-- Feature is ACL group, versus AC

Bind Order: 0

Qut put | Pvé4:
Policy Handle: 0xc80000a4

<-- VACL has both Ingress and Egress actions

Policy Name: VACL
CG 1ID: 530
CGM Feature: [35] acl-grp
Bind Order: 0

HCGHIDXBMACLEE R
B —a B VACLEKEEFERANACL , BN A ttacldF

<tfroot>

9500H#

show pl atform software fed active acl info acl-grp-cgid 530 <-- use the group-id command versus gc ID

HARARARARARBRBR IR R R R R R R R R R R R R FFF A A AR

#ARARAAAH HARAR AR AR RRRHH AR HH
#ERARAHH Printing CG Entries HAFHAHHAAHAAAAR AR
#ARARAAAH HARAR AR AR RRRHH AR HH

HARARARARARBRHRHR R R R R R R R R R R R R FFFAAA AR

ACL CG (acl-grp/530): VACL type: |Pv4 <-- feature acl/group ID 530: nane V/

Total Ref count 2

2 VACL <-- Ingress and egress ACL direction

region reg_id: 12
subregion subr_id: 0
GCE#:10 #flds: 2 T4:N matchall:N deny:N
Result: 0x06000000

i pv4d_src: value = 0x0a010101, mask = Oxffffffff <-- permt fromhost 10.1.1.1 (see PACL exanpl



i pv4_dst: val ue = 0x00000000, mask = 0x00000000

GCE#:20 #f1ds: 2 T4:N matchall:N deny:N
Result: 0x06000000

i pv4_src: value = 0x00000000, mnask

0x00000000

Oxffffffff

i pv4_dst: value = 0x0a010101, rmask

GCE#:10 #flds: 2 14:N matchall:N deny:N
Result: 0x05000000

i pv4_src: value = 0x00000000, mask = 0x00000000

i pv4_dst: val ue = 0x00000000, mask = 0x00000000

FXCG IDUAEWLEZOFEHACG IDNEKREER,

<#froot>

9500H#

<-- to any other host

<-- pernmit from any host

<-- to host 10.1.1.1

<-- This is the ACL nanmed ' ELSE' which is per

<-- with VACL, the logic used was "per

show pl atform software fed active acl policy 530 <-- use the acl-grp ID

g g

HA#HH##HH HAHARRRAHAHH BRI
HA####RE Printing Policy Infos HHARBHBHHAHHHRRAAH
HA#HH##HH HAHARRRAHAHHHR R

g g
INTERFACE: Vl1anl0
MAC 0000.0000.0000
g g

intfinfo: 0x7fal5802a5d8
Interface handle: 0xf1000024

Interface Type: Vlan <--

if-id: 0x0000000000420010 <--

Direction: |nput

Protocol Type:IPv4
Policy Intface Handle: 0x44000001

Interface type is the Vlan, not a specific ir

the Vian | F_I D matches Vlan 10

<-- VACL in the input direction



Policy Handle: 0x29000090

HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

#A# B HAHBHBHH R AR H RS 1 H
#AH##HAH Policy information HARHHBHH R AR HHRASH
#A# B HAHBHBHH R AR H RS 1 H
BAHBHBHHR AR HR AR R HRHHRHRHH R AR R B AR R R AL R H R AL R HRHR R RS2 H
Policy handle : 0x29000090

Pol i cy nane : VACL

ID : 530

Protocol : [3] IPv4

Feat ure : [23] AAL_FEATURE_VACL

Nunber of ACLs 2

g
## Complete policy ACL information
g
Acl number : 1

Acl handle : 0xa6000090

Acl flags : 0x00000001

Number of ACEs : 4
Ace handle [1] : 0x87000107
Ace handle [2] : 0x30000108
Ace handle [3] : 0x73000109
Ace handle [4] : 0xb700010a

Ac1l number : 2

Ac1 handle : 0x0f000091
Acl flags : 0x00000001
Number of ACEs : 1
Ace handle [1] : 0x5800010b

Interface(s):

V1anl0
HHARHHHHHHBHBHRH R AR HR AR AR R AR AR AR HRH R R R AR AR H R HH AR AR A
##H#HH#H# A HH##HHHHBHBHAHH SR
#HHH##E  Policy instance information ########HHHHHHY
##H#HH#H# A HH##HHHHBHBHAHH SR
HHARHHHHHHBHBHRHHH AR HRHRHRHHH AR AR AR HRH A HR AR AR H R HH AR AR A
Policy intf handle : 0x44000001
Policy handle : 0x29000090
1D . 530
Protocol : [3] IPv4
Feature : [23] AAL_FEATURE_VACL
Direction : [1] Ingress
Number of ACLs : 2
Number of VMRs P4 -

Direction: Output

<-- the VACL policy is nanmed ' VACL'

<- -

<- -

<- -

<- -

ASIC feature is VACL

2 ACL used in the VACL

530 is the acl group ID

I ngress VACL direction

"TEST & ELSE"



Protocol Type:IPv4
Policy Intface Handle: 0xac000002
Policy Handle: 0x31000091

HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

H#H#HHH# A HH#HHBHBHBHRH AR
###H#H##HH Policy information H##BHBHBHAH AR AR HH
H#H#HHH# A HH#HHBHBHBHRH AR
HHARHHHHHHBHBHRHHH AR R R AR HRHHH R AR AR HRH R R R ARHRH R HH AR AR A
Policy handle : 0x31000091

PoTlicy name : VACL

ID : 530

Protocol : [3] 1IPV4

Feature : [23] AAL_FEATURE_VACL

Number of ACLs 12

g
## Complete policy ACL information
g
Ac1 number 1

Acl handle : 0xe0000092
Acl flags : 0x00000001
Number of ACEs : 4
Ace handle [1] : 0xf500010c
Ace handle [2] : 0xd800010d
Ace handle [3] : 0x4c00010e
Ace handle [4] : 0x0600010f

Ac1l number 12
Acl handle : 0x14000093
Acl flags : 0x00000001

Number of ACEs : 1
Ace handle [1] : 0x8e000110

Interface(s):

V1anl0
HHARHHHHHHBHBHRH R AR AR AR HRH R AR AR AR HRH ARG AR AR R HH AR AR A
##H#HH#H# A HH##HHHHBHBHAHH SR
#HHH##E  Policy instance information ########HHHHHHHY
##H#HH#H# A HH#HHHHBHBHRHH SR
HHARHHHHHHBHBHRH R AR HR AR AR R AR AR AR HRH R R R AR AR H R HH AR AR A
Policy intf handle : 0xac000002
Policy handle : 0x31000091
1D . 530
Protocol : [3] IPv4
Feature : [23] AAL_FEATURE_VACL
Direction : [2] Egress
Number of ACLs : 2
Number of VMRs P4 -

HIAVACLI{ELEE,

<- -

<- -

530 is the acl group ID

Egress VACL direction



- WEHRRSPACLMIRACIER D ME. BXpingll W FHEE , BSEAUT &,
« M10.1.1.35$10.1.1.23 1TpingiR E#E B A VACL R BEE 48
® *&ESF'&%#%%O

<ffroot>
9500H#

show pl atform software fed active acl counters hardware | inc VACL Drop

I ngress | Pv4 VACL Drop

(0x23000006) :

1011 frames <-- Hardware | evel command di spl ays drops agai nst VACL

<...snip...>

75 5.48/% P i#ACL(DACL)
/B P HACLIR R AP ARE PN S 0SS RATAAE, XL BH)DACL,

ZEBHR B (BFHEORS )

M . BANEFmED

FmE o RAO

FHMACLER : MAC ACLFIIP ACL ( FRAERYE )

ELEGACL

<#root>
Cat9400#
show run interface gigabitEthernet 2/0/1

Building configuration...

Current configuration : 419 bytes
!

interface GigabitEthernet2/0/1
switchport access vlan 10
switchport mode access
switchport voice vlan 5

ip access-group ACL-ALLOWIin <-- This is the pre-authenticated ACL (deny ip any any)

authentication periodic

authentication timer reauthenticate server
access-session control-direction in
access-session port-control auto



no snmp trap link-status
mab

dotlx pae authenticator
spanning-tree portfast

service-policy type control subscriber ISE G2/0/1

end

Cat9400#

show access-session interface gigabitEthernet 2/0/1 details

Interface: GigabitEthernet2/0/1

I1F-1D 0x1765EB2C <-- The IF_ID used in this exanple is dynanic

MAC Address: 000a. aaaa. aaaa <-- The client MAC

IPv6 Address: Unknown
IPv4 Address: 10.10.10.10
User-Name: 00-0A-AA-AA-AA-AA

Status: Authorized <-- Authorized client

Domain: VOICE
Oper host mode: multi-auth
Oper control dir: in
Session timeout: 300s (server), Remaining: 182s
Timeout action: Reauthenticate
Common Session ID: 27B17A0A000003F499620261
Acct Session ID: 0x000003e7
Handle: 0x590003ea
Current Policy: ISE_Gi2/0/1

Server Policies:

ACS ACL:
XACSACLX- | P- MAB- FULL- ACCESS- 59f b6ebe

<-- The ACL pushed from | SE server

Method status Tist:

Method State

dotlx Stopped
nab Aut hc Success <-- Authenticated via MAB (Mac aut hent
Cat9400#

show i p access-lists XACSACLX- | P- MAB- FULL- ACCESS- 59f b6ebe

Extended IP access Tist xACSACLx-IP-MAB-FULL-ACCESS-GOOD-59fb6e5e



1 pernmit ip any any <-- | SE pushed a pernit ip any ar

KB GACL

SBERif-idRILACG ID,

<#root>
Cat9400#
show platform software fed active acl interface 0x1765EB2C <-- The IF_ID fromthe acces:

g

#it###### it
#H#H#H#HH Printing Interface Infos ##H#H AR A AR AR A
#it###### it

e i i i g
INTERFACE: Client MAC
000a. aaaa. aaaa
<-- Cient MAC nmatches the access-session out put

MAC

000a. aaaa. aaaa

BREHHHBBBHHHRBBRHBHBBBH B BB BB H BB B BB B R BB BHH BB BB HBRRBRHH
intfinfo: 0x7f104820cae8
Interface handle: 0x5a000110

Interface Type: G oup <-- This is a group ident

II'F 1D 0x1765eb2c

Input IPv4: Policy Handle: 0x9d0001lle

Policy Nane: ACL- ALLOW XACSACLX- | P- MAB- FULL- ACCESS- 59f b6eb5e

<-- DACL nane nmatches

CG ID 127760 <-- The ACL group ID
CCM Feature: [35]
acl-grp

Bind Order: 0



54 GC IDXEXHIACLIER..

<{froot>
Cat9400#

show platform software fed active acl info acl-grp-cgid 127760

e g g g

HERHRHRHAH HARHRRRR RS
HERHRRHY Printing CG Entries HHAHHHHHHHHRH AR
HERHRHRHAH HARHRRRR RS

e g g g

ACL CG (

acl -grp/ 127760

):

ACL- ALLOW xACSACLX- | P- MAB- FULL- ACCESS- 59f b6e5e
: type: IPv4

<-- Goup ID & ACL nane are correct

Total Ref count 1

region reg_id: 1
subregion subr_id: 0
GCE#:1 #f1ds: 2 T14:N matchall:N deny:N
Result: 0x04000000

i pv4_src: val ue = 0x00000000, mask = 0x00000000
i pv4_dst: val ue = 0x00000000, mask = 0x00000000

GCE#:10 #flds: 2 T4:N matchall:N deny:N
Result: 0x04000000
ipv4_src: value
ipv4_dst: value

0x00000000, mask
0x00000000, mask

0x00000000
0x00000000

7% 6.ACL iE3%

<-- the CGID

<- -

<o

Permts

REVGAUREEBEXRGFHEIPHRIRATFHELHBFESNREBTHR . EASACLEEREK
BERSEHAXKEENERETEEREIEF A, LRI AEER B ASER A

1 HSyslogiE B

- BREEORERRURPF)EANACLAXFACLEFES . NZHFRACL.

- NRZZ2HFEHERNEES I IFHOBRVACLARER,

EEAPTERBAAERGPICE , At , IR KREHRIESEE T Elogkeyword ¥ permit=k



deny ACE , MBI A CEB4LERE , HELEIERKIERES,

. I AACLNE - IESLTHERBTHEE , GEHESLAEHIRICEH 2S5 E
fRUE, AFEEBIELRIRES. BESREATERHIEL, BIESHNRIPHEU AR
HI52 $P BRI BR A S I SRIELE YR B iZ RN B 2 8.

« BXRACLEETHANBRHNZREFAER , BSRAEXEER s PRANMENNEZLEEIE™E
Cisco 10S XE,

B & RBIPACL:

I RBIE R — N ENER , EPACL typeHMlogrx & F FeeE At T,

<tfroot>

9500H#

show access-1lists TEST

Extended IP access Tist TEST
10 permit ip host 10.1.1.1 any

| og <-- Log keyword applied to ACE entry

20 deny ip host 10.1.1.3 any

| og

9500H(config)#

interface twentyFiveG gE 1/0/1
9500H(config-if)#

ip access-group TEST in <-- apply | ogged ACL
Switch Port ACLs are not supported for LOG <-- nmessage indicates this is an unsupported conbi nat

B ARBIRACL ( 3848 ) -

<tfroot>

9500H#

show access-1lists TEST

Extended IP access Tist TEST
10 permit ip host 10.1.1.1 any

| og <-- Log keyword applied to ACE entry

20 deny ip host 10.1.1.3 any

| og



9500H(config)#

interface vlan 10

9500H(config-if)#

ip access-group TEST in <-- ACL applied to SV

### Orginate |CWP from10.1.1.3 to 10.1.1.2 (denied by ACE) ###
C9300#

ping 10.1.1.2 source vlan 10 repeat 110

Type escape sequence to abort.

Sending 10, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.3

Success rate is 0 percent (0/110)

9500H#

show access-|ist TEST

Extended IP access 1ist TEST
10 permit ip host 10.1.1.1 any log

20 deny ip host 10.1.1.3 any log (110 matches) <-- Matches increnent in show access-list conmand

9500H#

show platform software fed active acl counters hardware | inc RACL

Ingress IPv4 RACL Drop (0xed000007): 0 frames

Ingress I Pv4 RACL Drop and Log (0x93000009): 110 franes <-- Aggregate command shows hits on

USEC- 6- | PACCESSLOGDP: |ist TEST denied icnp 10.1.1.3 -> 10.1.1.2 (8/0), 10 packets <-- Syslog nessage

BERBIRACL ( )
Hlogif WA TpermitiF WA , BAFTHEBRA S B E RRIEHNHIE I HEME.

<tfroot>
C9300#

ping 10.1.1.2 source vlan 10 repeat 5 <-- 5 | OW Requests are sent

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.1



Success rate is 100 percent (5/5)
, round-trip min/avg/max = 1/1/1 ms

9500H#

show access-1lists TEST

Extended IP access 1ist TEST
10 permit ip host 10.1.1.1 any log (10 matches) <-- Hit counter shows 10

20 deny ip host 10.1.1.3 any Tog (115 matches)

HUEHEER

ACLEITER

FEXTACL ) Bt 1T M BB HERREY | AN T IR & WA BACLEIHE B AR AL N EACLE T ER

o

« ACLARTTEERELREFNKE AL MARIZACESR B WK E,

- BHETEAFENMACESRENMACLEITER,

- RECWEELBIEST. BEBESINCPUKRABESESRITESR.
« MAC. IPV4FIIPVeEIEBMNAITEEREIMUEN,

* show platform software fed switch active acl counters hardware ARATE ﬁ‘é‘%ééﬁ .‘L-|_1§J%\o
BBRACLEITER

FEXIACLE R T HEBEBREY |, FBREBPACLIT SR IR N EL T BRBFE,

- XEGTAATERREMEFACLITEZRSIHER.
« XACLIEE/ar P B ATHEHERREY , BUUERRMERACLUBE R F AR EL TH,

<#root>
clear platformsoftware fed active acl counters hardware
(clears the hardware matched counters)

clear ip access-list counters

(clears the software matched counters - IPv4)

clear ipv6 access-list counters



(clears the software matched counters - IPv6)

ACL TCAMARBESREMATBR ?

« ACLIRARI A TEHTCAM, MR AIEENACLEFERATCAM , NIFHACLT ERERIZERN
FHACLEIR.

- MREFERTCAMERMACL , N&EFCAERENZEONMERIESZ.

 EHHPREACLHBRERNHE.,

o HRFEATAR , KRBV EIEHATACLERZZES P, MERKTY , ACLIHHIXEREHH B
BaFHBRER.

s FHRHREBHACLEER TCAMBEREM N Reloading.

« PACL, VACL, RACLFIGACLH LA B It 37 &/ EH N,

ACL TCAM#ER

- NAFARMWACLWEOFEEFRES  EFEATRATA,
* GACLZE/ im# AUnAuthiR 7,

VCU#R
- —HETIL4OPRHFETLVCU , RAFMITACLY BRI CIEHMWACESRE |, UEEREH
VCURTEIR FTHATSRIRE,
« —HREZXMER , TCAMARRSMNX LRI B PER.
ACLA%: B &Rt

MRBERZLACLRRFER , MRS LESYSLOGHE (#MO. VLAN, #ZXE  HARETE ).

ACLBAFHE EX g R 1F

%ACL_ERRMSG-4-UNLOADED : 1% 33#:4),
1 : #¥EO<interface> LM% A<ACL> R EEH
W, BREWRESR.

ACLEHIZ (R |[FARTCAMMIE, MREHME
HERGF) , IFEHIRITACL,

%ACL_ERRMSG-6-REMOVED: 1 fed : 21 %r

Z<label>asic<number>ffl B} 12 O <interface> Lt 2?;‘;2}:@2% ACLEMIBR , TERITEATIRE

W A<ACL>HY HIEECE




%ACL_ERRMSG-6-RELOADED: 1 fed: Input

. g - .
<ACL> on interface <interface>3 2 &L 2 %i;ﬁ{iaﬁz{ Ac;ggiﬁgﬁlﬁgﬁ#ﬁ&
asic<number>#rZ<label>H B4, o 3
%ACL_ERRMSG-3-ERROR: 1 fed: Input HAth 2 F Y

<ACL> IP ACL <NAME> configuration is not |[ACL45iR ( fli0 [BIARBXZFHACLEE , UKk
applied on <interface> at bind order dot1x ACLZ% |[TCAMEREHME
<number>, KW)

%ACL_ERRMSG-6-GACL_INFO : X#:#l1
RO/0 : )% : GACLA X #FAKIER,

GACLELE T B

GACLAX#F A&, MGACLH
MR B &E A,

%ACL_ERRMSG-6-PACL_INFO : X#:#l1
RO/0 : #ti% : PACLA X FHAZEIER,

PACLECIE T H&
priadi|

PACLA X A&, MPACLAH
R B &E .

%ACL_ERRMSG-3-ERROR : RX##/l1

RO/0 : B2t : # AIPv44EACLER R IELE (dot1x)ACLTE HIARBXHFACLEE , AKX
: <name> : BEEARNATFEFIwMAC NMAZIBHFREOD TCAMESBHENE
0000.0000.0000,
RIRT B IERMRERE

8 1.ACLHE RE R

- BIRACLHFHENATHERAZRVLAN,
- BT RFEFZHER ( HIANTCAMFER
) BEXMK,

« ACLH& BACER LARIEZITCAMA, ACL1Y

4 FUNLOADEDIR A

« FUNLOADEDIRAT |, FAIERE ( 2IE1EH
BEQ ) #aEEZO0LER , BERRBSRR

Ro

EFNRITACLUARETCAMBY R A &,

%% 2 ACLYm%E

8 R

- BIE-PMACLHNHENAZEQD , ARENA
FEO , 2EEACLRIMEZACERR,

« MRTCAMERERR , NREERELK,

« ACLHZBACER LURIZEEITCAMAF, ACLY

4 FUNLOADEDIR A

EHRITACLURETCAMB R A &,




« FEUNLOADEDIRAST , FIERE ( 2FEH
BiRE ) MEEEOLER , BERRBERE
R

- IAEMACLEE thFEUNLOADEDIRA # LK

, BRI MERBEIEE.

%= 3 ACLEHYE & R4

- ACLEFERIBTACLIIMBIED , REF
S—ACLHI MBI —#EOmMA2EE—
ACLEYIR1E,

« B—/ACLE R IhB|Z&E HiER,

o EATRRAFRFER R I (IPv4/IPVE) Bl 22
BRAMACL , A FHEZIR—#O,

« IRBRIDEE—MNACLHZRFHAIACLKE
hnEiEO,

. MRETCAMEERR , ENPBEREFTEM,

« ACLH&BACETLUREEITCAMA, ACL{D
2 FUNLOADEDIR A

« FEUNLOADEDIRAST , FIERE ( 2FEEH
BES) SeEEO0LER  BEXREASIE

INo

ERXTRITACLIARETCAMBY R A &,

= 4MEZ (Z ) ACL & #R1F

- BIERBEACERBEMACLINEM MBED,

. REFEHA AT EMACE FERNE IR L
ACL , R HEHEZIBFE4PNZED ( ELHRD
TRAEFMBERE ) -

- RE , FRAERNBEHRESFHACERER
IZEIACL, RELTERMETMNACERFT
TCAMMITRIZ,

« MRTCAMIEFRIMACESR B ERER , NI
ACLR 2 HUNLOADEDIR A

« EUNLOADEDIRAT , FIERE ( 2FEEH
BES ) #aEEO0LER , BEZRBESRR
Ro

« MAWACLE B thEUNLOADEDIR A A 4k K
, BEIXMEREEEE,

EFRITACLUARETCAMBY R A &,

KRIGACLILE

AUNERTFHREACLHAEMTCAMABAEZN G,



FMANTF [H) 5 RFBE -

BESEENACLMENACLAVACEE K,

<{froot>
9500H#

show pl atform sof tware access-list fO summary

Access-|i st
Index Num Ref

Num ACEs

<-- ACL TEST contains 2 ACE entries

ELSE 2 1 1
DENY 3 0 1
ACLHEZ :

<tfroot>

9500H#

show pl atform software fed active acl usage

HARHRARARARBRRR R R R R R R R R R R B R A AAAAAAAAAAAARA A

#it#####H# #it###H# R

#it##### Printing Usage Infos #H##### R SRR R R R RS

#it#####H #it###H# R

HARHHARARBRBRB BB BB BB BB BR B

#it###

ACE Software VMR max: 196608 used: 283 <-- Val ue/ Mask/ Result entry usage

HARHRARARARBRRR R R R R R R R R R R B R A AAA A

Feature Type

ACL Type



Entries Used

VACL IPV4 Ingress VACL 4

<-- Type of ACL Feature, type of ACL, Direction ACL applied, nane of ACL, and nunber of TCAM entries cor

Feature Type ACL Type Dir Name Entries Used
RACL IPV4 Ingress TEST 5
TCAMERER(17.%):

TCAM usaget SHE16.xM17 xRIZEEEEBER

<tfroot>

9500H#

show pl atform hardware fed active fwd-asic resource tcamutilization
Codes: EM - Exact_Match,

I - I nput

O - Qut put

, I0 - Input & Output, NA - Not Applicable

CAM Wilization for ASIC [0]

Table Subtype
Dir
Max
Used
Ysed
V4 V6 MPLS Other

Security ACL |pv4

TCAM



7168

16
0.22%

16 0 0 0
Security ACL Non Ipv4 TCAM I 5120 76 1.48% 0 36 0
Security ACL Ipv4 TCAM
(@]

7168 18 0.25% 18 0 0 0

Security ACL Non Ipv4 TCAM 0 8192 27 0.33% 0 22 0

<...snip...>

<-- Percentage used and other counters about ACL consunption
<-- Dir = ACL direction (lnput/Qutput AC)

TCAMEA1EIR(16.X):

TCAM usaget SHE16.xF17 xRIZEEEEBTER

<tfroot>

C9300#

show pl atform hardware fed switch active fwd-asic resource tcamutilization

CAM Utilization for ASIC [0]

Table Max Values
Used Val ues

Security Access Control Entries 5120

126 <-- Total used of the Maxinmm

<...snip...>

BE X SDM#ENR ( TCAMEFH £ B )
5 A Cisco 10S XE Bengaluru 17.4.1, & 7] LAfE F SDMAE AR K BL iEACL I BE sdm prefer custom adl B3 o

BXNMEEMBILELINEMNIEFAEE , BSRRAAEEREIER | Cisco I0S XE Bengaluru
17.4.x (_Catalyst 950033341 ) o

ATNE-—EEAREENRIL,

40


/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-4/configuration_guide/sys_mgmt/b_174_sys_mgmt_9500_cg/configuring_sdm_templates.html
/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-4/configuration_guide/sys_mgmt/b_174_sys_mgmt_9500_cg/configuring_sdm_templates.html
/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-4/configuration_guide/sys_mgmt/b_174_sys_mgmt_9500_cg/configuring_sdm_templates.html
/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-4/configuration_guide/sys_mgmt/b_174_sys_mgmt_9500_cg/configuring_sdm_templates.html

IS 24 BT SDMIRAR :

<{froot>
9500H#

show sdm prefer

Showing SDM Template Info

This is the Core tenplate.

Security Ingress | Pv4 Access Control Entries*:

Security Ingress Non-IPv4 Access Control Entries*:

Security Egress IPv4 Access Control Entries*:

Security Egress Non-IPv4 Access Control Entries*:

<...snip...>

9500H#
show sdm prefer custom user-input

Custom Template Feature Values are not modified

<-- No custom zation to SDM

& AIRYSDMAERR

« 9500H ( BLiE ) #sdm prefer custom acl

9500H(config-sdm-acl)#acl-ingress 26 priority 1 < — M FAAHI26KE, ( EREBIEEFITE

LER )

9500H(config-sdm-acl)#acl-egress 20 priority 2

9500H(config-sdm-acl)#iE H

7168

5120
7168
8192

<- -

(current) - 7168 (proposed) <--

(current) - 5120 (proposed)
(current) - 7168 (proposed)
(current) - 8192 (proposed)

EFH show sdm prefer custom EEFEWHEMN sum prefer custom commit LXEEHEI:CLIF_\?FH“EEEE&”O

« X SDMESE X HHIE o

* 9500H#show sdm prefer custom

Z RSDMEREE. :

XREEEREEFERES.

AOZEEEEZBE* 12288 ( M8 ) — 26624 ( B ) < — HEIMEBNFER ( EiL26K )

113113

O i EEGI% B 15360 ( 487 ) — 20480 ( BV )

9500H#show sdm prefer B E X A %A

Core SI

| Pvd A



ACLIIBER ¥ A
R P& AE

DREBMLER T B

AORLHEIEEIEE 1261024 < — BB ABHEN26 x 1024(26K)
HOR$HEESIEE 2201024 < — B AP HABBR20 x 1024(20K)

o RFE NN AT SDMEE X

« 9500H ( BLiE ) #sdm prefer custom commit
WERZTHSODMEET AT ERXFREER , AE T REMMENER. <— EFHME
f& , ACL TCAMF £ Fités B E L {E,

#—F R
ACLAE R F -
ACLIZBEMIRE B 1Y 9 IR 72t TR0 2B

G VACL )
G I PACL ) 4
ngress /

_H\\
‘I Ingress RACL |
oy

AR R RAERVACL:

« JEEFTIROMACL ( #lan , VACL, RACL ) MATHERARGN LWRE |, H AREEMLP
HATE R L,

- ETIROMWACLRREATIRALNARE , A AR EREZONMY L#H1TRE,
« ACLEEZI XY GRIZ |, BEF N A T R A,
- MEMHANERFEMITRED , HlE0ISSU/SVL,

ACLY E :
o MZZFERLAOP, LablessVCURT , 2K £ACLY B, IREZEU NN EZNERACEF BETT K



HEERE , FREFERITCAM,

#H LAOPE AMEE L |, LEACLE B E##

9500H(config)#ip access-list extended TEST

9500H(config-ext-nacl)#permit tcp 10.0.0.0 0.255.255.255 any gt 150 < — EEliw 0151 R E
SIEES

HHH AR RN ZANTERLLOP #H#HIACE

9500H(config-ext-nacl)#permit tcp 10.0.0.0 0.255.255.255 any eq 151
9500H(config-ext-nacl)#permit tcp 10.0.0.0 0.255.255.255 any eq 152
9500H(config-ext-nacl)#permit tcp 10.0.0.0 0.255.255.255 any eq 153
9500H(config-ext-nacl)#permit tcp 10.0.0.0 0.255.255.255 any eq 154

TCAMEHBRAIREHE

FMACLERBEEE —MrEERNS 5 Ao

YACLER ( R2ACL , WIGACL., PACL, VACL, RACL ) AT & MEORVLANE , E
& AR AR

AA/HBAACLER RN IREZEE,
IPv4., IPv6FIMAC ACLEFH HAbrZZEE,

E—PACLRATFEOANAOMZEOANE O, TCAMFERANPACLES , /N FIEEK
—WAQME OFZ,

MEFFLAOPHWHERBPACLE A THAMO LFENZANAOEO |, MIETCAMR HEZENERE
PACLERANXRS] , 40—,

VMR IR :

ACEXETCAMA R EHENVMR” , tHFFA{E, #E, 4R, 81ACERE FJEUEFEVMRMVCU,



———————————————————————————————————————————————————————————

E | Mask | Value | | Result | i ACE ENTRY #1
E | Mask | Value | | Result | i ACE ENTRY #2
E | Mask | Result | i ACE ENTRY #3
ey e s e P ———— ]
—> Mask Result |1 ACE ENTRY #n
access-list 101 |permit |ip| 10.1.1.1{|0.0.0.255
ACLATH Bt :
ZEACLERERTLZEACL, B FEHMIERE,
ACL Cisco | Cisco Cisco Catalvst Cisco | Cisco
TCAM’E| Catalyst |Catalyst 9400 y Catalyst |Catalyst
R 9600 | 9500 9300 | 9200
C950015
MgE
0O C9300: C93008B:
IEPVA'% )'K::IZOOO* C9500:18000* )_K::Izooo* 18000 * C9300X:8
' 15000 * . 5000 18000
H O
: 15000*
IPv6% —
g IPVAZBE I —3¥ |[IPv4ZRBB—¥ IPv4sk |—¥MIPv4skE
B
— C95001F C9300:
IPv4 12000 C9500:18000 |#4E : 18000 C9300B:18000 |C9300X:8000
5000




ACL% 15000
B T8
b

_*;IJ N
IPv6 C9500: 119209'5’
ACL% 6000 € 19000  [2500/9000/4000
BT HRE 9000

7500
B

LAOP/#R
X

£1Y2

AR

VCU 192 192 192 192

O

VCU 96 96 96 96

EESEYS

- Z2FEIER . Cisco I0S XE Amsterdam 17.3.x (_Catalyst 92005 #2 4/l )

- Z2FEIER . Cisco I0S XE Amsterdam 17.3.x (_ Catalyst 930033 # 4]l )

- Z2FEIER . Cisco I0S XE Amsterdam 17.3.x (_ Catalyst 940033 # 4]l )

- Z2HEERE . Cisco |0S XE Amsterdam 17.3.x (_Catalyst 95003Z# 4]l )

- Z2HEERE . Cisco |0S XE Amsterdam 17.3.x (_Catalyst 96003Z#2 4] )

- REEERERE . Cisco I0S XE Bengaluru 17.4.x (_ Catalyst 950033 #2 4] )
- BRBEAZHENMTER

Debug# Trace®i ¥
2 TN &
%

show platform hardware fed [switch] active fwd- $§ﬁ%‘AS|CHE%%§LE’9ﬁﬁI’i’#N%§O

asic drops exceptions asic <0>

Lan S A HTENHAE L P B EEEACLIWMEXER A REORM

2 |[show platform software fed [switch] active acl
%H%F Bho



/content/en/us/td/docs/switches/lan/catalyst9200/software/release/17-3/configuration_guide/sec/b_173_sec_9200_cg.html
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/content/en/us/td/docs/switches/lan/catalyst9400/software/release/17-3/configuration_guide/sec/b_173_sec_9400_cg.html
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show platform software fed [switch] active acl

L a HT DB R KEE18RIE R BRI LAMar T 23REUL 5

policy 18 B&ID,

4 [showplatform software fed [switch] active o bt S IRIERE DR A ( pacl/ivaclracl/gacl/sgaclZ ) TENE
interface intftype pacl *ACLEI’”.:. Bo
<how platform software fe [switeh] aciive ad oS HBREEORE ( paclivacl/racl/gacl/sgacls ) ITENAE

I ¥ACLWEER , H#TEETFHUMEL (ipvdlipve/macE
interface intftype pacl acltype ipv

) o

6 .show plat.form software fed [vaitch] active acl Jttﬁ'%j:]- Eﬂﬁ?’i?ﬁ O E’\J1§/%\O
interface intftype pacl acltype ipv4

7 show platform software fed [switch] activeac  |HL AR HRFEINIF-ID (RBE6H T ) ITENEO LN AMACLE
interface Ox9 HEE 2,

3 show platform software fed [switch] activeac (ML AR R ATITEN B XA LB EMNACLREFETCGDHHE
definition Bo

g [rvpsommaCiHsE e i S IRIFIF-DIT 1O £ R AMACLIG B R
show platform software fed [switch] active acl AA. 21, 34 7 A o =

10 e L ar T ARIE T BER BT EN B NACLER I VMREE

14 [frow platform software fed [switch] active ad oS HBIEEOSRR ( pacl/vacl/racl/gacl/sgaclE ) N IEIE
policy intftype pacl vcu ﬁi% H%EE%DVCUEEO

1o [show platform software fed [switch] active ac L SARTEEORR ( pacl/vaIc/racl/gacl/sgacl%”r ) ’RItE
policy intftype pacl cam *CAM VMR REREEFIFMAEE

13 sRh;\;vripelfatform software interface [switch] [active] Etﬁ%ﬂ%{;ﬁ**ﬂﬁtﬁ O E’Q"Liéﬂﬁg,%\o

14 [Fou PAEMITASICIMIAT SN e o 45 1RIBIF-IDIT DI O 0 IR 2.

15 |show platform software fed [switch] activevian  |ILER4 B] 3T ENE X VLAN 30MY1F4H1E B




30

16

show platform software fed [switch] active acl

camasic0

RS EEEFEAMNASIC 0LITEIZEMACL cam,

17

show platform software fed [switch] active acl

counters hardware

It an = T ENRE 4 R RV FT B ACLIT 2R

18

show platform hardware fed [switch] active fwd-

asic resource tcam table pbr record O format 0

HEITENPBREB T HISR B BT |
ACLHCPP , M ZPBR.

BB ETRERS | a0

19

show platform software fed [switch] active punt
cpuqg [1]2]3 ...]

NTREFEANCPUBNSI EHSESD |
HAYBA SIS ITHE B

8E T LUEERBRA T

20

show platform software fed [switch] active ifm

mappings gpn

ERAIF-IDFGPNIT EN4 O iR &

show platform software fed [switch active ifm if-

TEHAXREAREMSASICHXREKMENES. v tHEE

21 |id
| F# BEASICRICORER O,
set platform software trace fed [switch] active

22 |acl/asic_vmr/asic_veulcgacl/sgac [debuglerror | A FEDAR Y43 E Th BE1R & IR ER.
]

23 |request platform software trace rotate all FEBRBREEHX,

24 show platfo.rm software trace message fed J-.EEEI:T Eﬂ FED EI’J EEE;??%)#J IX .
[switch] active

o5 set ?I atform .software trace forwarding-manager E FAFMANEE =)
[switch] [active] fO fman [debuglerror ...]
sh | atf f <+

g [ Patiorm softwaretrace message IEFE 3T ENFMANRY IR B= & X
forwarding-manager [switch] [active] fO

27 |debug platform software infrastructure punt detail | FEPUNT £ 18 & 81 o




28

debug ip cef packet all input rate 100

CEF#EaRte s A,




XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



