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- KREE ip top adjust-mss”H“nullOfEH”

« {XEE T “nullOBEH"

« EE T “ip top adjust-mss”H“nullOfE "
'ip tcp adjust-mss value' ("N FR AW EMMTU)BNE)(EREZORMAELIZO SV L
(AR))
'ip route X.X. X. X X.X.X Null0' ( 8B NullOBYE: B H )
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Cat-9400-1# Show platform hardware fed active qos queue stats internal cpu policer
CPU Queue Statistics

(default) (set) Queue Queue
QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)

14 13 Sw forwarding Yes 1000 200 0 0>>>>>>>>>>>>>>>>>>>>>>>>>>>>N0 increment

RH2.ERFSEBEERNUIO , TMSSHE
RECE T NullOBE B AT , SWE RSB EFITBEBREMXIAE RBREFMHIERTAHRE N0

BSELUTEE

Cat-9400-1# Show platform hardware fed active qos queue stats internal cpu policer
CPU Queue Statistics

(default) (set) Queue Queue
QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)

14 13 Sw forwarding Yes 1000 200 0 0>>>>>>>>>>>>>>>>>>>>>>>>>>>>No increment

R 413.[E 8 F A“Nullo”F“MSS Adjust”

With both "ip tcp adjust-mss"™ and a "null route" configured:

Configuration:

On Cat 9300:

Cat-9300-1#show run interface twoGigabitEthernet 1/0/1
interface TwoGigabitEthernetl/0/1 (Interface connected to IXIA)
no switchport

ip address 10.1.12.xx 255.255.255.0

end

Cat-9300-1#show run interface tenGigabitEthernet 1/1/3
interface TenGigabitEthernetl/1/3 (Physical interface connected to C9400)
no switchport

mtu 9000

ip address 203.63.147.xx 255.255.255.0

no ip redirects

no ip unreachables

ip mtu 1500

load-interval 30

end

Cat-9300-1#show run interface tunnel421l



interface Tunnel421

description Tunnel 421 to Scrubbing Center - SYD EDGE 1 and 2 - ARl Tunnel 30
ip address 10.88.178.xx 255.255.255.0

ip mtu 1470

load-interval 30

Cisco Confidential

keepalive 10 3

tunnel source 203.63.147.xx

tunnel destination 203.63.147.xx

end

On cat 9400:

Cat-9400-1#show run interface tenGigabitEthernet 1/0/3

interface TenGigabitEthernetl/0/3 (Interface connected to C9300)
description CN,ISP,S1 AAPT, Superloop Circuit ID SID565199 - AAPT Circuit ID 5804194
no switchport

mtu 9000

ip address 203.63.147.xx 255.255.255.0

no ip redirects

no ip unreachables

ip mtu 1500

Toad-interval 30

end

interface Tunnel421

description Tunnel 421 to Scrubbing Center - SYD EDGE 1 and 2 - ARl Tunnel 30
ip address 10.88.178.xx 255.255.255.0

ip mtu 1470

ip tcp adjust-mss 500>>>>>>>>>>>>

load-interval 30

keepalive 10 3

tunnel source 203.63.147.xx

tunnel destination 203.63.147.xx

end

Nul10 Routes:
ip route 10.2.12.xx 255.255.255.255 nul10>>>>>>>>Destination IP is of IXIA connected to 9300

Cat-9400-1#show 1ip route

Gateway of last resort is 203.63.147.xx to network 0.0.0.0
S* 0.0.0.0/0 [1/0] via 203.63.147.xx

10.0.0.0/8 1is variably subnetted, 4 subnets, 2 masks

S 10.2.12.0/24 [1/0] via 192.168.12.xx

S 10.2.12.xx/32 is directly connected, NullO

C 10.88.178.0/24 1is directly connected, Tunnel42l

L 10.88.178.xx/32 is directly connected, Tunnel421

F£C9400M A O RREE O EMINuIORE I MIMSSHEELE 5 , MEBMIXIAEE , CPURSIFRIR
(QID)14M EF T EERE M , W TEFR.
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Cat-9400-1# show platform hardware fed active qos queue stats internal cpu policer

(default) (set) Queue Queue
QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)

14 13 Sw forwarding Yes 1000 200 3252568000 3214000>>>>>> Drops increasing in this Queue

Cat-9400-1# show platform hardware fed active qos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue

QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)
0 11 DOT1X Auth Yes 1000 1000 0 0

1 1 L2 Control Yes 2000 2000 0 0

2 14 Forus traffic Yes 4000 4000 0 0

3 0 ICMP GEN Yes 600 600 0 0

4 2 Routing Control Yes 5400 5400 0 0

5 14 Forus Address resolution Yes 4000 4000 0 0

6 0 ICMP Redirect Yes 600 600 0 0

7 16 Inter FED Traffic Yes 2000 2000 0 0

8 4 L2 LVX Cont Pack Yes 1000 1000 0 0

9 19 EWLC Control Yes 13000 13000 0 0

10 16 EWLC Data Yes 2000 2000 0 0

11 13 L2 LVX Data Pack Yes 1000 200 0 0

12 0 BROADCAST Yes 600 600 0 0

13 10 Openflow Yes 200 200 0 0

14 13 Sw forwarding Yes 1000 200 40147794808 39671734>>>>>>With MSS a
15 8 Topology Control Yes 13000 13000 0 0

16 12 Proto Snooping Yes 2000 2000 0 0

17 6 DHCP Snooping Yes 400 400 0 0

NullO8% 2 E& B AIMS S £H {3 #Y 15 BF
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NullOfs

ip route <destination-network> <subnet-mask> null 0
For an example:

ip route 10.2.12.xx 255.255.255.255 nul10>>>>>>Destination IP is of IXIA connected to 9300

Null O ZHRRF210.2.12.1/2B R EMEAMLE, XEREENUIOLEFR (EF ) MBREEWN
P& RE

TCP MSS

B—XFmE, TCP MSSIAZ% :

MSSIEELEUTCPHIEBHIMSS, HRXEMTUREER ( BEREEEFTRAMTURENIREZ
ESHELVPNERRE ) , JUNKEIHITIR.

TCPREAEESER , AN T HRESERIBEEELADMAETE, MSSHHMET HETCPEM K/NK
RIEE | BRKIESEB/DUEEEREMTU , NTIBHLED R, MMSSTEENATREREOM
SVI ( MFTCPiE#E , HEIREN1360) i , EWREKNNFEREMTU , NTFS LD ER.
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Show platform hardware fed active qos queue stats internal cpu policer

Identify the QID where the drop counters increments. After finding the QID (for example, QID 14), run t
#debug platform software fed switch active punt packet-capture set-filter "fed.queue == 14"

#debug platform software fed switch active punt packet-capture start

#debug platform software fed switch active punt packet-capture stop



#show platform software fed switch active punt packet-capture brief
#show platform software fed switch active punt packet-capture detailed

FfAdebug® v , RET—MERAMW AL , LARRKEZFEECPUL ZIEMNIPHELE | BIFEEET
NullOF&H :

—————— Punt Packet Number: XX, Timestamp: 2024/12/14 12:54:57.508 ------

interface : physical: [if-id: 0x00000000], pal: Tunnel41l [if-id: 0x000000d2]

metadata : cause: 11 [For-us data], sub-cause: 1, g-no: 14, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : Partial ether header, ethertype: 0x0800 (IPv4)

Cisco Confidential

ipv4d hdr : dest ip: XX.XX.XX.XX, src ip: XX.XX.XX.XX

ipv4 hdr : packet len: 44, ttl: 242, protocol: 6 (TCP)

tcp hdr : dest port: 777, src port: 41724

i3

Cat-9400-1# debug platform software fed active punt packet-capture set-filter "fed.queue == 14"
FiTter setup successful. Captured packets will be cleared

Cat-9400-1#debug platform software fed active punt packet-capture start
Punt packet capturing started.

Cat-9400-1#debug platform software fed active punt packet-capture stop
Punt packet capturing stopped. Captured 4096 packet(s)

Cat-9400-1#show platform software fed active punt packet-capture brief

Total captured so far: 4096 packets. Capture capacity : 4096 packets

Capture filter : "fed.queue == 14"

—————— Punt Packet Number: 1, Timestamp: 2025/01/23 16:16:54.978 ------

interface : physical: [if-id: 0x00000000], pal: Tunnel421 [if-id: 0x0000002e]

metadata : cause: 11 [For-us data], sub-cause: 1, g-no: 14, Tlinktype: MCP_LINK_TYPE_IP [1]
ether hdr : Partial ether header, ethertype: 0x0800 (IPv4)

ipv4d hdr : dest ip: 10.2.12.xx, src ip: 10.1.12.xx >>>10.2.12.xx is IXIA

ipv4 hdr : packet len: 1006, ttl: 63, protocol: 6 (TCP)

tcp hdr : dest port: 60, src port: 60

—————— Punt Packet Number: 2, Timestamp: 2025/01/23 16:16:54.978 ------

interface : physical: [if-id: 0x00000000], pal: Tunnel421 [if-id: 0x0000002e]

metadata : cause: 11 [For-us data], sub-cause: 1, g-no: 14, linktype: MCP_LINK_TYPE_IP [1]
ether hdr : Partial ether header, ethertype: 0x0800 (IPv4)

ipv4d hdr : dest ip: 10.2.12.xx, src ip: 10.1.12.xx >>>10.2.12.xx is IXIA

ipv4 hdr : packet len: 1006, ttl: 63, protocol: 6 (TCP)

tcp hdr : dest port: 60, src port: 60

—————— Punt Packet Number: 3, Timestamp: 2025/01/23 16:16:54.978 ------

interface : physical: [if-id: 0x00000000], pal: Tunnel421 [if-id: 0x0000002e]

metadata : cause: 11 [For-us data], sub-cause: 1, g-no: 14, Tlinktype: MCP_LINK_TYPE_IP [1]
ether hdr : Partial ether header, ethertype: 0x0800 (IPv4)

ipv4d hdr : dest ip: 10.2.12.xx, src ip: 10.1.12.xx >>>10.2.12.xx is IXIA

Cisco Confidential

ipv4 hdr : packet len: 1006, ttl: 63, protocol: 6 (TCP)

tcp hdr : dest port: 60, src port: 60
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* https://www.cisco.com/c/en/us/support/docs/ip/transmission-control-protocol-tcp/222338-

troubleshoot-tcp-slowness-issues-due-to.html
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