{3 F Python il A 3K B Catalyst 90003 H1HY B 3
1t

B =%

FREH
=
KA H
;o
EEEER
& Shell #IPythonfii 78
ffPython SEEM & ok

Cisco 10S XE SELinux
EE
APt 3 Guest Shell

£ FIDHCP 1Pttt /5 FA Guest Shell

2. ESTPHEIERME B

HXEE

&g

R A4 AN 48 an4a] {5 FH Python Bl <4 REEM |, LA7ECatalyst 900032 # 4l L B s ITELE M BIB IR E.
FoRFZ M
=R
BRIEBUEATHEHAREBLUTER :
+ Cisco |IOS®FCisco IOS® XE EEM
- NAREMHEINS
« Python Bz
o Linux@n$

ERREHSF



AP EEETUATRERE R
+ Catalyst 9200
+ Catalyst 9300
+ Catalyst 9400
+ Catalyst 9500
+ Catalyst 9600

« Cisco |IOS XE 17.9. 1R E 3 x4

AR AXEHMENTALEAXERERANG T , BTSRHMENNEEER™,



JEE : Catalyst 9200L R H1F X #FGuest Shell,



EE  BRTACT XX EMIA | XEMARERES  ATHRZEN.
AXRPHESBRETREXRTRENNEREEN. AN P ERANFTEEREINERAR
(BN ) BB, MREHNRELTENRD , ERRE TR SNBERAE,

A
AXXHEANMIELS , S5 Cisco HEARIE TN,
BRER

5 & ShellFPythonfil 2

Cisco Catalyst 9000R 5 XA LM B A EN SERFEMTRARATRT Il , RAMBZR
BALS R ABITRIMNES H.

CXERRCNA , EERFEREMNBRIOS XERETLRE., XS EATRERIEENANTIRS


https://www.cisco.com/c/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
https://www.cisco.com/c/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

Bl 5% /0 38 B M XN BT [E o

Cisco |0S XEi& % # M A E BERIZHEFF H10x(Cisco 10S + Linux) , EFEMERZ LHXEHRIR
. BEUHRNE=ZFFRERARATRNNANERS , BREZSTEG LA TEENK.

Guest Shell2—fhrZ ARILE , TENRAIBH BN ARG,

Guest Shel IR E FLinuxMERULIAE | EEZETEENXLinuxB A ( @¥EPython ) , BRI AR
RENBEINLEFFEE, Guest Shell BBRATAFEREPETHAMNA, B4k , Eintel
x86F A L , Guest Shell BE5 =2 — M LinuxA85(LXC) , EHFEECentOS 8.0R/NMEXH RS, &
Cisco I0S XE Amsterdam 17.3. 1R ESRAF , XX #EFPython V3.6, AILATEIZ1TH A CentOS
8.0FMYumEAREFZ & HitPython&E, tAILAEAPipZ & (PIP)Z&EE #HPythonE,

Guest Shell’@ & Python R A wE#E O (API) , AT APython CLIEEIRZ1TCisco I0S XEfi . X

¥ , Pythonfi <1858 T Bzt ThEE , ANEZIRIMRM T —NREAITE , ATARKATENLEE
MBBEWETSHHAR, BRXEHATTUBESCLIFSIET , BRI SEEMBIAR—E A F g

BSESH , fINREAETHEE, BOBHIBTET. EKRL , FAEBMEAEEMBE NS4t
Al A F it & PythonBiil X | \Ti¥ K Cisco Catalyst 90003 LA ZBEY B3N 1L Do

Z*Guest Shellfa , FENFXHRETAFUELEFELAZE R, XRAUETPythonIAMTE
ARBRNXHRE, NBREAEENEBRD | FRIEXX4FRRIFES0 MBEL T,

FPython SEEMBI AEL & £ F By 4L 2

* Python /A ¥FEPythonHMI A AL IR EZRVEHE ( MIENREK, BHRMEE ) MMy ET
EEMEIAR B3 {LIhEE, thIhaEiRE T 62 E @ ANEEMBM AR &,

« ER—MEZNRIEIES , PythonTIBREF L B3I1LCisco I0S XERZHI M & TRRIFAH A
RS, Lbo , BIRRE T4 R AR,

o Pythonid IR IRAEE Th8E LA K 58 KBV AR AEBE o
FFPython SEEMBIAEL & F Y EF E B
o BRIABRT |, GuestShellRZA , ALFEBEBRE , REFEIZ1TPythonfii A,

. FEEEECLIFAIRPythonlA ; BNBEBEAEFXTEHAL | ARE ST TR K
.

Cisco |0S XEfFHYSELinux

MCisco I0S XE 17.8.1FF#8 , BIA T XN Z 2@ A Linux(SELinux )X , LESEB#E. AF
MXHEHEXEARNREREL S, SELinuxERBEE YA IF3 2SR A 7 i 7 BRI 4E R R R
YAFPYHBEZHIITRBERAAFNERE (W0, BFRARRETHS ) i, TeEaXEEZM,
SELinuxAI AZER M T RIMNER TIE1T -

1. AR | SELInUXF KRR, BER , EMREFKEMERITH , FHEIXLEITHKIE
g@,_$¥o



2. %M : SELInux&ERSE LEF XL LKL, MRIFEERSELnUXKRE |, NIEL Hi0FiE
=N

% : 1£Cisco 10S XE 17.8. 14 5| ABVIAENX AT | BIARLXBRE N A FER, B2, M
MRA17.14 17784 , SELinuxXFEEREERTE A,

A Guest Shellf , EFAEEENRT |, ATEESIELIHRIFELETIR, WMEZH 6 HGuest Shellzk
PythonBI AT IRIERT S BN R BIEL451R | WSk BEEM -

*Jan 21 13:22:01: %SELINUX-1-VIOLATION: Chassis 1 R0/0: audispd: type=AVC msg=audit(1738074795.448:198)

ERUFSELinux2 BB I A | &8 F %55 show platform software audit summary# BB 48 1T E 2 18 0. Lkboh
show platform software audit all , XE 4B /RSELinuxPE LERVIRIER BE, HRREZF(AVC)RESELinuxH
BRI EHEFEIRBOYLE |, KRGS |, EEK U type=AVCH LK B Eo



INRBIAMEIEL FIPHE | AJLAE A B IFSELINUXI® B 7 7 1 2 set platform software selinux permissiveo 6
FRTeFREETRESRSHREY , HLEHIMETE , BEXMERNE, Hik , SXEHM
Eksﬂﬁ&mﬂ?f , %B%EE%&EFHJHSE&% ﬂﬁﬁﬁgﬁiﬁﬁaﬂﬁwow platform software selinuxo

[

EFERHAEEMAPython IR B T RIBY LWES |, BHITUTIR
1. I8 A Guest Shell,

2. F¥PythonBi A< & #l El/flash/guest-share/ B F. &R LA Cisco 10S XEH 7] A WY E{T & 4
#l , H1anSCP, FTP=WebUIF KIFlle Manager, PythonfIZAENFH/E , T EAGRIZTT
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3. Bt Bz {TPythonBIZAEEMBI A, 4% B A EAEEMBIARHENEZZ/NEHRMET (I
MREHFHEE, CLIEXMCronAERF ) fil & Pythoni 2,

KENELE, F—LBOIRME 7 E RS S B2 S R3M R G,
fEAEFRAIPH 1 5 B Guest Shell

%R UL T 423 B Guest Shell:
1. BHIOxo

<#froot>

Switch#conf t

Switch(config)#iox

Switch(config)#

*Feb 17 18:13:24.440: %UICFGEXP-6-SERVER_NOTIFIED_START: Switch 1 R0O/0: psd: Server iox has been r
*Feb 17 18:13:28.797: %I0X-3-I0X_RESTARTABITLITY: Switch 1 RO/0: run_ioxn_caf: Stack is in N+1 moc

*Feb 17 18:13:36.069: % M 6-1 OX_ENABLEMENT: Switch 1 RO/0: ioxman: |OX is ready.

2. A Guest ShellEtEApplication Hosting Network, 25745l {# F AppGigabitEthernetii O 12 £ K
&ipmE ; BER , LA ERAEEEO(GI/0),

Switch(config)#int appgigl/0/1
Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport trunk allowed vlan 20

Switch(config)#app-hosting appid guestshell

Switch(config-app-hosting)#app-vnic appGigabitEthernet trunk
Switch(config-config-app-hosting-trunk)#vlan 20 guest-interface 0
Switch(config-config-app-hosting-vlan-access-ip)#guest-ipaddress 10.20.1.2 netmask 255.255.255.0
Switch(config-config-app-hosting-vlan-access-ip)#exit
Switch(config-config-app-hosting-trunk)#exit

Switch(config-app-hosting)#app-default-gateway 10.20.1.1 guest-interface 0



Switch(config-app-hosting)#name-server0 10.31.104.74
Switch(config-app-hosting)#end

. B FGuest Shell,

<tfroot>

Switch#guestshell enable

Interface will be selected if configured in app-hosting
Please wait for completion

guestshell installed successfully

Current state is: DEPLOYED

guestshell activated successfully

Current state is: ACTIVATED

guestshell started successfully

Current state is: RUNNING

Guest shel | enabl ed successful ly

. WiFGuest Shell, Lt R 51%iE 2R IAM > Fcisco.comF AR, BN | WiFPython 32 & LA
PINVE -3 g

<tfroot>

! Validate that the Guest Shell 1is running.
Switch#

show app-hosting list

guest shel

RUNNI NG

Switch#
guestshell run bash

[guestshell@guestshell ~]$%

! Validate that the IP address of the Guest Shell is configured correctly.
[guestshell@guestshell ~]$%

sudo ifconfig

eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 10.20.1.2 netmask 255.255.255.0

broadcast 10.20.1.255



inet6 fe80::5054:ddff:fe61:24c7 prefixlen 64 scopeid 0x20
ether 52:54:dd:61:24:c7 +txqueuelen 1000 (Ethernet)

RX packets 23 bytes 1524 (1.4 KiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 9 bytes 726 (726.0 B)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

To: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10
Toop txqueuelen 1000 (Local Loopback)
RX packets 177 bytes 34754 (33.9 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 177 bytes 34754 (33.9 KiB)
TX errors 0 dropped 0 overruns O carrier 0 collisions 0

! Validate reachability to the default gateway and ensure that DNS is resolving correctly.
[guestshell@guestshell ~]$

ping 10.20.1.1

PING 10.20.1.1 (10.20.1.1) 56(84) bytes of data.

64 bytes from 10.20.1.1: icmp_seq=2 ttl1=254 time=0.537 ms

64 bytes from 10.20.1.1: icmp_seq=3 tt1=254 time=0.537 ms

64 bytes from 10.20.1.1: icmp_seq=4 ttl1=254 time=0.532 ms

64 bytes from 10.20.1.1: icmp_seq=5 tt1=254 time=0.574 ms

64 bytes from 10.20.1.1: icmp_seq=6 tt1=254 time=0.590 ms

AC

--- 10.20.1.1 ping statistics ---

6 packets transmitted, 5 received, 16.6667% packet loss, time 5129ms

rtt min/avg/max/mdev = 0.532/0.554/0.590/0.023 ms

[guestshell@guestshell ~]$
pi ng cisco.com

PING cisco.com (X.X.X.X) 56(84) bytes of data.

64 bytes from wwwl.cisco.com (X.X.X.X): icmp_seq=1 tt1=237 time=125 ms
64 bytes from wwwl.cisco.com (X.X.X.X): icmp_seq=2 tt1=237 time=125 ms
AC

--- cisco.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1002ms

rtt min/avg/max/mdev = 124.937/125.141/125.345/0.204 ms

! Validate the Python version.
[guestshell@guestshell ~]$

pyt hon3 --version

Pyt hon 3.6.8

! Run Python commands within the Guest Shell.
[guestshell@guestshell ~]$

pyt hon3

Python 3.6.8 (default, Dec 22 2020, 19:04:08)

[GCC 8.4.1 20200928 (Red Hat 8.4.1-1)] on Tlinux

Type "help", "copyright", "credits" or "license" for more information.
>>>

print("Ci sco")
Ci sco



>>> exit()
[guestshell@guestshell ~]$

[guestshell@guestshell ~]$ exit
exit

Switch#

£ ADHCP Pt 11t /& A Guest Shell

BEE , Guest Shellli EBEEFEAIPHbE , KN Guest Shel REEERIAE R T8 EDHCPE P iHRS . W
%ﬁ%—%téﬁgrﬁm ERIPH#biE | N EBELEDHCPEFIHRS . BREUATRE ;

1. BBUT S REAHSIPHbIL S AAGuest Shell, BER , IXFEESR2ASENARERE
PRYIPHE L, BRAUTEE :

Switch(config)#int appgigl/0/1
Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport trunk allowed vlan 20

Switch(config)#app-hosting appid guestshell
Switch(config-app-hosting)#app-vnic appGigabitEthernet trunk
Switch(config-config-app-hosting-trunk)#vian 20 guest-interface 0
Switch(config-app-hosting)#end

2. DHCPE Fim a] AE A B fn & I Yumk i F2 3 17 & ZE sudo yum ingtall dhep-cliente 1B 22 , CentOS
Stream SV EFEMECEH. EfRLAE | IAFH THEMELZEDHCPEFIREHFS. £
PCL , MCentOS Stream 877 X FEX L &#H A4 , HHHEIT I Ntar3t ¥,

* bind-export-libs-9.11.36-13.el18.x86_64.rpm
+ dhcp-client-4.3.6-50.e18.x86_64.rpm

» dhcp-common-4.3.6-50.el8.noarch.rpm
dhcp-libs-4.3.6-50.e18.x86_64.rpm

[cisco@CISCO-PC guestshell-packages] % tar -cf dhcp-client.tar bind-export-1ibs-9.11.36-13.e18.x8¢

3. [ E #IF) R #HLEY flash/guest-share/ B Fdhep-dlient.taro

4. % AGuest Shell bash session 3= {TLinuxin S AL ZEDHCPE F ik H1E R IPH it

<{froot>
513E.D.02-C9300X-12Y-A-17#

guestshell run bash



[guestshell@guestshell

sudo ifconfig

To: flags=73<UP,LOOPBACK,RUNNING>

<--- no ethO interface

inet 127.0.0.1

inet6 ::1 prefixlen 128

~1$

mtu 65536

netmask 255.0.0.0

scopeid 0x10

Toop txqueuelen 1000 (Local Loopback)

RX packets 149 bytes 32462 (31.7 KiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 149 bytes 32462 (31.7 KiB)
TX errors 0 dropped 0 overruns 0O

carrier 0 coll

! Unpack the packages needed for the DHCP client service.

[guestshell@guestshell

~1$

tar -xf /flash/guest-share/dhcp-client.tar

tar: Ignoring unknown
tar: Ignoring unknown
tar: Ignoring unknown
tar: Ignoring unknown
tar: Ignoring unknown
tar: Ignoring unknown
tar: Ignoring unknown
tar: Ignoring unknown
tar: Ignoring unknown
tar: Ignoring unknown
tar: Ignoring unknown
tar: Ignoring unknown

[guestshell@guestshell

I's

extended
extended
extended
extended
extended
extended
extended
extended
extended
extended
extended
extended

~1$

header
header
header
header
header
header
header
header
header
header
header
header

keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword

'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.

bind-export-1ibs-9.11.36-13.e18.x86_64.rpm dhcp-common-4.
dhcp-client-4.3.6-50.e18.x86_64.rpm

! Install the packages using DNF.

[guestshell@guestshell

sudo dnf -y --disabl erepo=* |ocalinstal

~1$

dhcp-Tibs-4.3.

*.rpm

isions 0O

xattr.com.
xattr.com.
.apple.
xattr.com.
xattr.com.
xattr.com.
xattr.com.
xattr.com.
xattr.com.
.apple.
xattr.com.
xattr.com.

xattr.com

xattr.com

apple.
apple.

apple.
apple.
apple.
apple.
apple.
apple.

apple.
apple.

quarantine'
metadata:kMDItemWhereFrc
macl'

quarantine'
metadata:kMDItemWhereFrc
macl'

quarantine'
metadata:kMDItemWhereFrc
macl'

quarantine'
metadata:kMDItemWhereFrc
macl'

3.6-50.el18.noarch.rpm
6-50.e18.x86_64.rpm

Warning: failed loading '/etc/yum.repos.d/Cent0S-Base.repo', skipping.

Dependencies resolved.

Package Architecture Version Repository S1iz
Installing:

bind-export-Tibs x86_64 32:9.11.36-13.e18 @commandTine 1.1
dhcp-client x86_64 12:4.3.6-50.e18 @commandTine 319
dhcp-common noarch 12:4.3.6-50.e18 @commandTine 208
dhcp-Tibs x86_64 12:4.3.6-50.e18 @commandTine 148

Transaction Summary

Install 4 Packages

Total size: 1.8 M
Installed size: 3.9 M



Downloading Packages:
Running transaction check
Transaction check succeeded.
Running transaction test
Transaction test succeeded.
Running transaction

Preparing :

Installing : dhcp-Tibs-12:4.3.6-50.e18.x86_64

Installing : dhcp-common-12:4.3.6-50.e18.noarch

Installing : bind-export-T1ibs-32:9.11.36-13.e18.x86_64

Running scriptlet: bind-export-T1ibs-32:9.11.36-13.e18.x86_64

Installing : dhcp-client-12:4.3.6-50.e18.x86_64

Running scriptlet: dhcp-client-12:4.3.6-50.e18.x86_64

Verifying : bind-export-T1ibs-32:9.11.36-13.e18.x86_64

Verifying : dhcp-client-12:4.3.6-50.e18.x86_64

Verifying : dhcp-common-12:4.3.6-50.e18.noarch

Verifying : dhcp-Tibs-12:4.3.6-50.e18.x86_64
Installed:

bind-export-1ibs-32:9.11.36-13.e18.x86_64 dhcp-client-12:4.3.6-50.e18.x86_64

dhcp-common-12:4.3.6-50.e18.noarch dhcp-1ibs-12:4.3.6-50.e18.x86_64
Complete!

! Request a DHCP IP address for eth0.
[guestshell@guestshell ~]$

sudo dhclient ethO

! Validate the leased IP address.
[guestshell@guestshell ~]$

sudo ifconfig ethO

eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 10.1.1.12 netmask 255.255.255.0

broadcast 10.1.1.255
inet6 fe80::5054:ddff:fe85:a0d5 prefixlen 64 scopeid 0x20
ether 52:54:dd:85:a0:d5 +txqueuelen 1000 (Ethernet)
RX packets 7 bytes 1000 (1000.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 11 bytes 1354 (1.3 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

[guestshell@guestshell ~]$
exit
exit

! You can validate the leased IP address from Cisco I0S XE too.
513E.D.02-C9300X-12Y-A-17#

guestshell run sudo ifconfig ethO

eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 10.1.1.12 netmask 255.255.255.0



broadcast 10.1.1.255
inet6 fe80::5054:ddff:fe85:a0d5 prefixlen 64 scopeid 0x20
ether 52:54:dd:85:a0:d5 +txqueuelen 1000 (Ethernet)
RX packets 28 bytes 2344 (2.2 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 13 bytes 1494 (1.4 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

52 i == 51
HEARHI A RESCPRSE LNEBEX

EEERRT , SRERA ST B3 XRIE B &R 72 RS BRwitt memoy BB M. X HBCERED
THPERILR , AELBERNATEELRR, BFERSEN , BAUERTFTPEAIUEASCP |, B
SCPRSF e RHFANEZ LR,

Cisco IOSTF#iZhaEiR B Thae. BR , SCPRIEEBR BN T ERE , R —NEXRKE ; RS5[E
RESTRENSHIEEFHUAXE R,

Switch#show running-config | section archive
archive

path scp://cisco:Cisco!123@10.31.121.224/
write-memory

B fF F Guest ShellfIPython , 8] BAFE 4R #E UL BR K AY B A SSERAE R MY ThAE. X @33 A Guest
ShellF I IFETZ EREFMHEBRSCPEIEREI, At , SCPREHEZIEETERHRERT I,

EWFZEF , BTEENE REEMBEIZA | MPython Bl {8 F £ UE #9285 5 copy rumning-config scp: , F4F
HEBAEZTHEEMBEIZA,

EARIS , FREUATSRIRE

1. FHPythonfil A & & 2l /flash/guest-share B &, It AIREEAEZE ESCP_USERA
SCP_PASSWORD , #iR[E]#54 copy startup-configsep: , A{BEEMBIA R LUZ1TE ., BIAEE N
SCPRRE:BIPHILLEN S H ., I , Bl &4 8K TE L T /flash/guest-share/TAC-write-
memory-log.txtB A S HIZ 1T a8 T BT EY B Fwiite memoryo 1X ZPython A< :

import sys
import os
import cli
from datetime import datetime

# Get SCP server from the command-Tine argument (first argument passed)
scp_server = sys.argv[1l] # Expects the SCP server address as the first argument



# Configure CLI to suppress file prompts (quiet mode)
cli.configure("file prompt quiet™)

# Get the current date and time
current_time = datetime.now()

# Format the current time for human-readable output and to use in filenames
formatted_time = current_time.strftime("%Y-%m-%d %H:%M:%S %Z") # e.g., 2025-03-13 14:30:00 UTC
file_name_time = current_time.strftime("%Y-%m-%d_%H_%M_%S") # e.g., 2025-03-13_14_30_00

# Retrieve SCP user and password from environment variables securely
scp_user = os.getenv('SCP_USER') # SCP username from environment
scp_password = os.getenv('SCP_PASSWORD') # SCP password from environment

# Ensure the credentials are set in the environment, raise error if missing
if not scp_user or not scp_password:
raise ValueError("SCP user or password not found in environment variables!")

# Construct the SCP command to copy the file, avoiding exposure of sensitive data in print
# WARNING: The password should not be shared openly in logs or outputs.
print(f"copy startup-config scp://{scp_user}:{scp_password}@{scp_server}/config-backup-{file_name_

# Save the event in flash memory (log the write operation)
directory = '/flash/guest-share' # Directory path where log will be saved

file_name = os.path.join(directory, 'TAC-write-memory-log.txt') # Full path to log file

# Prepare the Tog entry with the formatted timestamp
Tine = f'{formatted_time}: Write memory operation.\n'

# Open the Tog file in append mode to add the new log entry

with open(file_name, 'a') as file:
file.write(line) # Append the Tog entry to the file

FEARAIR | ERATFTPARS 85 [ Python i A8 & #2324l -

<tfroot>
Switch#

copy tftp://10.207.204. 10/ cat 9k_scp_conmand. py fl ash:/guest-share/ cat 9k_scp_conmand. py

Accessing tftp://10.207.204.10/cat9k_scp_command.py...
Loading cat9k_scp_command.py from 10.207.204.10 (via GigabitEthernet0/0): !
[OK - 917 bytes]

917 bytes copied in 0.017 secs (53941 bytes/sec)

. RIEEEMBEIA, LLEIAFRH Pythonli AR, IR [EIfESCPARSS 85 LR 77 Bl & P& BY o5 5 copy startup-
configsepro SRS , EEMBIZASIZ1TPython I AR B Y 5 5 o

event manager applet Python-config-backup authorization bypass



event cli pattern "Awrite|write memory|copy running-config startup-config" sync no skip no maxrur

action
action
action
action
action
action

0000
0005
0015
0020
0025
0030

syslog msg "Config save detected, TAC EEM-python started."

c1li command "enable"

c1i command "guestshell run python3 /bootflash/guest-share/cat9k_scp_command.py 10.3]
regexp "(A.*)\n" "$_cTi_result" match command

c1i command "$command"

syslog msg "TAC EEM-python script finished with result: $_cli_result"

3. FGuest Shel FMEZEBBAZINXMHF |, LIREX LT B~/ pasreo XA AIAARBIXITF HEIN
RRTREERRFAN , MEEEFMBEXRIF R AL, HIMLTRIT :

export SCP_USER="cisco"
export SCP_PASSWORD="Cisco!123"

Ekﬂ:.

AP ERANSIERATHEREN, ENTRATEFNE, AFEERAE

EWR?%%% FULEHRIX LRI,



X 2 [ 370X L2 B 1Y 33 72~/ bashre:

<{froot>

! 1. Enter a Guest Shell bash session.
Switch#

guestshell run bash

! 2. Locate the ~/.bashrc file.
[guestshell@guestshell ~]$

I's ~/.bashrc

/home/guestshell/.bashrc

! 3. Add the SCP_USER and SCP_PASSWORD environment variables at the end of the ~/.bashrc file.
[guestshell@guestshell ~]$

echo 'export SCP_USER="cisco"' >> ~/.bashrc

[guestshell@guestshell ~]$

echo 'export SCP_PASSWORD="Ci sco! 123"' >> ~/ . bashrc

! 4. To validate these 2 new Tines were added correctly, display the content of the ~/.bashrc file
[guestshell@guestshell ~]$

cat ~/.bashrc

# .bashrc

# Source global definitions
if [ -f /etc/bashrc 1; then

. /etc/bashrc
fi
# User specific environment
if ! [[ "$PATH" =~ "$HOME/.Tocal/bin:$HOME/bin:" 1]
then

PATH="$HOME/.Tocal/bin:$HOME/bin:$PATH"
fi
export PATH

# Uncomment the following 1line if you don't like systemctl's auto-paging feature:
# export SYSTEMD_PAGER=

# User specific aliases and functions

[guestshell@guestshell ~]$ echo 'export SCP_USER="cisco"' >> ~/.bashrc
[guestshell@guestshell ~]$ echo 'export SCP_PASSWORD="Cisco!123"' >> ~/.bashrc
[guestshell@guestshell ~]$ cat ~/.bashrc

# .bashrc

# Source global definitions

if [ -f /etc/bashrc 1; then
. /etc/bashrc

fi



# User specific environment
if ! [[ "$PATH" =~ "$HOME/.Tocal/bin:$HOME/bin:" 1]
then
PATH="$HOME/.Tocal/bin:$HOME/bin: $PATH"
fi
export PATH

# Uncomment the following 1ine if you don't like systemctl's auto-paging feature:
# export SYSTEMD_PAGER=

# User specific aliases and functions

export SCP_USER="ci sco"
export SCP_PASSWORD="Ci sco! 123"

! 5. Reload the ~/.bashrc file in the current session.
[guestshell@guestshell ~]$

source ~/.bashrc

! 6. Validate that the environment variables are added, then exit the Guest Shell session.
[guestshell@guestshell ~]$

printenv | grep SCP
SCP_USER=ci sco
SCP_PASSWORD=Ci sco! 123

[guestshell@guestshell ~]$ exit

Switch#

. FEETPythonf A |, U EIRE EEHMY a5 Seopy , FIFRVEID R EI K A X TAC-writememory-
Iog.txt':F| o

<tfroot>

Switch#

guestshell run python3 /fl ash/ guest-share/cat9k_scp_command. py 10.31.121. 224
copy startup-config scp://cisco: G sco!123@0. 31. 121. 224/ confi g- backup- 2025- 01-25_18_35_18. t xt

Switch#
dir flash:guest-share/
Directory of flash:guest-share/

286725 -rw- 368 Jan 25 2025 18:35:18 +00:00

TAC-write-nenory-1og.txt

286726 -rw- 903 Jan 25 2025 18:34:45 +00:00 cat9k_scp_command.py
286723 -rw- 144 Jan 25 2025 15:07:07 +00:00 TAC-shutdown-T1og.txt
286722 -rw- 977 Jan 25 2025 14:50:56 +00:00 cat9k_noshut.py

11353194496 bytes total (3751542784 bytes free)

Switch#



nore flash:/guest-share/ TACwite-nenory-I| og. txt
2025-01-25 18:35:18 : Wite nmenory operation

 MHEEMBIA, HEEMBIAELZETEEHRFELERNREAL , TILEHRERDER
KW ATRARINZITHRE :

<#root>
Switch#
wite nenory

Building configuration...

[OK]

Switch#

*Jan 25 19:23:22.189: %HA_EM-6-LOG: Python-config-backup: Config save detected, TAC EEM-python stz
*Jan 25 19:23:42.885: %HA_EM-6-L0G: Python-config-backup:

TAC EEM python script finished with result:
Witing config-backup-2025-01-25_19 23 26.txt
8746 bytes copied in 15.175 secs (576 bytes/sec)

Switch#

Switch#

nore flash: guest-share/ TAC-wite-nmenory-I|og.txt
2025-01-25 19:23:26 : Wite nmenory operation

BN A EMAMY , FRHSCPARS /. XRUABIETHER !

<tfroot>
Switch#
wite

Building configuration...

[OK]

Switch#

*Jan 25 19:25:31.439: %HA_EM-6-LOG: Python-config-backup: Config save detected, TAC EEM-python stz
*Jan 25 19:26:06.934: %HA_EM-6-L0OG: Python-config-backup:

TAC EEM pyt hon script finished with result:
Witing config-backup-2025-01-25_19 25 36.txt % Connection timed out; renote host not respondi ng

%rror witing scp://*:*@l0.31.121. 224/ confi g- backup-2025-01-25_19 25 36.txt (Undefined error)

Switch#
Switch#

Switch#
Switch#



nore flash: guest-share/ TAC-wite-nmenory-I|og.txt

2025-01-25 19:23:26 : Write memory operation.

2025-01-25 19:25:36 : Wite nmenory operation.

FERAEMI2: AESTPHRINERMWIEE

Jtt/j_‘ﬁﬂi‘ﬁzﬂ’ﬁ??’ﬁiﬁﬁﬁﬂ_%ﬁ?ﬁ%EI’J Iﬂ%i DA W5 E BN O IE R RN E OB A(TCN)EE
EH. EEMBALUEENRBERFEEREZT , FRAAETshowir S HRETCNE BB N
Pythonﬂfﬂzﬁo

MRNEAEEMB T RIZEMA , NFEEEABAMSANENREXCE |, XFFEEHFM FHit
, bR B R TREE MBI 2 20 4R 5 1tk 8 232 18 k45 Pythons

FEARRGIF | BRBUTSRIRE
1. FFPythonii A< & # 2l /flash/guest-share/ B Fo MHEIZARITUTES :
1. B RI&1Tshow spaming-tree detail i H H R 4 i, LUFEANVLANWTCNE ERIFEFHA,

2. ENBETNTCNEEE LIS T AR BJSONSIH R EIE# TR, XF&84
VLAN , INERTCN#E , REFTELEE—ZRRGEAETEE , HERIEXRUTUT RAIH

15 0N :

*Jan 31 18:57:37.852: %GUESTSHELL-5-PYTHON_SCRIPT: Message from tty73(user id: shxUnknownTTY

ERFYHETCNE ERFEISONHH | BEE T RSTHEZITLER. X2Pythonk
7Ny

import os

import json

import cli

import re

from datetime import datetime

def mainQ):
# Get TCNs by running the CLI command to show spanning tree details
tcns = cli.cli("show spanning-tree detail")

# Parse the output into a dictionary of VLAN details
parsed_tcns = parse_stp_detail(tcns)

# Path to the JSON file where VLAN TCN data will be stored
file_path = '/flash/guest-share/tcns.json'

# Initialize an empty dictionary to hold stored TCN data
stored_tcn = {}



# Check if the file exists and process it if it does
if os.path.exists(file_path):
try:
# Open the JSON file and parse its contents into stored_tcn
with open(file_path, 'r') as f:
stored_tcn = json.load(f)
result = compare_tcn_sets(stored_tcn, parsed_tcns)

# Check each VLAN 1in the result and log changes if TCN increased
for vlan_id, vlan_data in result.items():
if vlan_data['tcn_increased']:
Tog_message = (
f"TCNs increased in VLAN {vlan_id} "
f"from {vlan_data['old_tcn']} to {vlan_data['new_tcn']}. "
f"Last TCN seen on {vlan_data['source_interface']}."
)
# Send log message using CLI
cli.cli(f"send log facility GUESTSHELL severity 5 mnemonics PYTHON_S

except json.JSONDecodeError:

print("Error: The file contains invalid JSON.")
except Exception as e:

print(f"An error occurred: {e}")

# Write the current TCN data to the JSON file for future comparison
with open(file_path, 'w') as f:
json.dump(parsed_tcns, f, indent=4)

def parse_stp_detail(cli_output: str):

Parses the output of "show spanning-tree detail" into a dictionary of VLANs and their TC

Args:
cli_output (str): The raw output from the "show spanning-tree detail” command.

Returns:
dict: A dictionary where the keys are VLAN IDs and the values contain TCN details.

vlan_info = {}

# Regular expressions to match various parts of the "show spanning-tree detail"” output
vlan_pattern = re.compile(r'A\s*(VLAN|MST) (\d+)\s*', re.MULTILINE)

tcn_pattern = re.compile(r'A\s*Number of topology changes (\d+)\s*', re.MULTILINE)
last_tcn_pattern = re.compile(r'last change occurred (\d+:\d+:\d+) ago\s*', re.MULTILINE
last_tcn_days_pattern = re.compile(r'last change occurred (\d+d\d+h) ago\s*', re.MULTILI
tcn_interface_pattern = re.compile(r'from ([a-zA-Z]+[\d+\/]1+\d+)\s*', re.MULTILINE)

# Find all VLAN blocks in the output
vlan_blocks = vlan_pattern.split(cli_output)[1:]
vlan_blocks = [item for item in vlan_blocks if item not in ["VLAN", "MST"]]

for i in range(0, len(vlan_blocks), 2):
vlan_id = vlan_blocks[i].strip()

# Match the relevant patterns for TCN and related details

tcn_match = tcn_pattern.search(vlan_blocks[i + 1])

Tast_tcn_match = Tast_tcn_pattern.search(vlan_blocks[i + 1])
Tast_tcn_days_match = last_tcn_days_pattern.search(vlan_blocks[i + 1])
tcn_interface_match = tcn_interface_pattern.search(vlan_blocks[i + 1])



# Parse the TCN details and add to the dictionary
if last_tcn_match:
tcn = int(tcn_match.group(1))
last_tcn = Tast_tcn_match.group(1)
source_interface = tcn_interface_match.group(l) if tcn_interface_match else None
vlan_info[vlan_id] = {
"id_int": int(vlan_id),
"tcn": tcn,
"last_tcn": last_tcn,
"source_interface": source_interface,
"tcn_in_Tast_day": True
}
elif last_tcn_days_match:
tcn = int(tcn_match.group(1))
last_tcn = Tast_tcn_days_match.group(l)
source_interface = tcn_interface_match.group(l) if tcn_interface_match else None
vlan_info[vlan_id] = {
"id_int": int(vlan_id),
"tcn": tcn,
"last_tcn": last_tcn,
"source_interface": source_interface,
"tcn_in_Tlast_day": False

}

return vlan_info

def compare_tcn_sets(setl, set2):

Compares two sets of VLAN TCN data to determine if TCN values have increased.

Args:
setl (dict): The first set of VLAN TCN data.
set2 (dict): The second set of VLAN TCN data.

Returns:
dict: A dictionary indicating whether the TCN has increased for each VLAN.

tcn_changes = {}

# Compare TCN values for VLANs that exist in both sets
for vlan_id, vlan_data_1l in setl.items():
if vlan_id in set2:
vlan_data_2 = set2[vlan_id]
tcn_increased = vlan_data_2['tcn'] > vlan_data_1['tcn']
tcn_changes[vlan_id] = {
'tcn_increased': tcn_increased,
'old_tcn': vlan_data_1['tcn'],
'new_tcn': vlan_data_2['tcn'],
'source_interface': vlan_data_2['source_interface']
}
else:
tcn_changes[vlan_id] = {
"tcn_increased': None, # No comparison if VLAN is not in set2
'old_tcn': vlan_data_1['tcn'],
"new_tcn': None

}

# Check for VLANs 1in set2 that are not in setl
for vlan_id, vlan_data_2 in set2.items():
if vlan_id not in setl:
tcn_changes[vlan_id] = {



}

tcn_increased': None, # No comparison if VLAN is not in setl
old_tcn': None,
new_tcn': vlan_data_2['tcn']

return tcn_changes

if _name__ ==
mainQ)

"__main__":

EARAIR | ERATFTPARS 85 [ Python i A8 & #2324l -

<tfroot>

Switch#

copy tftp://10.207.204. 10/ cat9k_tcn.py flash:/guest-share/cat9k_tcn. py

Accessing tftp://10.207.204.10/cat9k_tcn.py...
Loading cat9k_tcn.py from 10.207.204.10 (via GigabitEthernet0/0): !

[OK - 5739 bytes]

5739 bytes copied in 0.023 secs (249522 bytes/sec)

2. REEEMBIZR, EARRAIF , EEMBI AR HE— £S5 RS 1TPythonfI A | XA FEA2 T 2

TCNiEErt K ix HEH

Bo EARFIF , EEMHIZAZSD#HIE1T —IRo

event manager applet tcn_monitor authorization bypass

event timer
action 0000
action 0005
action 0015
action 0020

3. ERIFMI AR IhEE
XAHERT , REHVLANWTCNE e , REFT2RERERAE.

<{froot>

Switch#

R

/Ch

watchdog time 300

syslog msg "TAC EEM-python script started."

c1i command "enable"

c1i command "guestshell run python3 /bootflash/guest-share/cat9k_tcn.py"
syslog msg "TAC EEM-python script finished."

A EAFFZTPythonfIAR |, SEFFHS0 HHLEEMBIANE R ZE A, &

nore flash:/guest-share/tcns.json

{

"0001": {
"id_int": 1,

"tcn":

20,



"last_tcn": "00:01:18",
"source_interface": "TwentyFiveGigE1l/0/5",
"tcn_in_Tlast_day": true

1,

"0010": {

"id_int": 10,

"tcn": 2,

"last_tcn": "00:00:22",
"source_interface": "TwentyFiveGigE1l/0/1",
"tcn_in_Tlast_day": true

1,

"0020": {

"id_int": 20,

"tcn": 2,

"last_tcn": "00:01:07",
"source_interface": "TwentyFiveGigE1l/0/2",
"tcn_in_Tlast_day": true

b,
"0030": {

"id_int": 30

"ten": 1,

"last_tcn": "00:01:18",
"source_interface": "TwentyFiveGigE1l/0/3",
"tcn_in_Tlast_day": true

}

}

Switch#

guestshell run python3 /fl ash/ guest-share/cat9k_tcn. py

Switch#

*Feb 17 21: 34:45.846: %UESTSHELL- 5- PYTHON_SCRI PT: Message fromtty73(user id: shxUnknownTTY): TCN

Switch#

B SFFEEMBIA T A2 MET — KRN ZMA . WREFMVLANKNTCNEN , REFERK
ERGEETHE. ARG , RADEESIVLAN 30 LMTCNAEE N , MEBUXLEE
TCNHYE O R Twe1/0/3,

<tfroot>

*Feb 17 21:56:23.563: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script started.
*Feb 17 21:56:26.039: %GUESTSHELL-5-PYTHON_SCRIPT: Message from tty73(user id: shxUnknownTTY):

TCNs increased in VLAN 0030 from3 to 5. Last TCN seen on TwentyFi veG gE1/ 0/ 3

*Feb 17 21:56:26.585: %¥HA_EM-6-LOG: tcn_monitor: TAC EEM-python script finished.
*Feb 17 22:01:23.563: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script started.



*Feb 17 22:01:26.687: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script finished.
*Feb 17 22:06:23.564: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script started.
*Feb 17 22:06:26.200: %GUESTSHELL-5-PYTHON_SCRIPT: Message from tty73(user id: shxUnknownTTY):

TCNs increased in VLAN 0030 fromb5 to 9. Last TCN seen on TwentyFi veG gE1/0/3

*Feb 17 22:06:26.787: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script finished.
*Feb 17 22:11:23.564: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script started.
*Feb 17 22:11:26.079: %GUESTSHELL-5-PYTHON_SCRIPT: Message from tty73(user id: shxUnknownTTY):

TCNs increased in VLAN 0030 from9 to 12. Last TCN seen on TwentyFi veG gE1/0/3

*Feb 17 22:11:26.686: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script finished.

HXER
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