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BREERE REEEA LER

SISF RRHER T £ RE

TCAM |[ZERNBAFHu7@es

SV RIALE D$E O

~
EE N TFEANFEE , CLIARTREEREswitch (B2 , #IEER ). ( show platform
soft fed switch <number|active|standby> matm macTable&show platform soft fed active
matm macTable ) .

BE

RBEMBEER.

56 E

FED MATMH B 3 A Macith it % =]

<#froot>

Switch#

show pl atform software fed switch active matm nmacTabl e vl an 100 rmac 9c54. 1631. 8bd1l
VLAN  MAC Type Seqg# EC_Bi Flags machandle siHandle riHand1

100

9c54. 1631. 8bd1l



Ox1

248 0 0

0x7f 7490c93bd8

0x7f 7490c73d98

0x0

0x7f 7490a4e108

300 8

TenG gabit Et hernet2/1/1

Yes

Asic: O

htm-handle = 0x7f7490c80ce8 MVID = 5 gpn = 1

SI = Oxb6 RI = Oxla DI = 0x537d
DI = 0x537d pmap = 0x00000000 0x00000000
Asic: 1

SI = Oxb6 RI = Oxla DI = 0x537d

DI = 0x537d pmap = 0x00000000 0x10000000 pmap_intf : [TenG gabit Et hernet 2/ 1/ 1]

This is a snippet from the bottom of the output of

show platform software fed switch active nmatm macTabl e

to showcase the classification of

Type

to help indicate how the

Mac Address



is being learned on the

Swi t ch:
Type:
MAT DYNAM C_ADDR 0x1

MAT_STATIC_ADDR 0x2 MAT_CPU_ADDR
MAT_ALL_VLANS 0x10 MAT_NO_FORWARD
MAT_DO_NOT_AGE 0x100 MAT_SECURE_ADDR
MAT_DUP_ADDR 0x1000 MAT_NULL_DESTINATION
MAT_WIRELESS_ADDR 0x10000 MAT_SECURE_CFG_ADDR
MAT_DLR_ADDR 0x100000 MAT_MRP_ADDR

MAT_LISP_REMOTE_ADDR 0x1000000 MAT_VPLS_ADDR

S

7

I0S MATMAR Y s A Macib ik % 3]

<#root>

Switch#

show mac address-tabl e address 9c¢54. 1631. 8bd1l

Mac Address Table

Vlan Mac Address Type Ports

100 9c54. 1631. 8bd1l DYNAM C Te2/1/1

Total Mac Addresses for this criterion: 1

0x200000
0x2000000

0x4 MAT_DISCARD_ADDR

0x20 MAT_IPMULT_ADDR
0x200 MAT_NO_PORT
0x2000 MAT_DOT1X_ADDR
0x20000 MAT_OPQ_DATA_PRESENT
MAT_MSRP_ADDR
MAT_LISP_GW_ADDR

<--- What

<- - -

| OS Mat m sees

Showcases whi ch vl an,

0x8

0x40 MAT_RES
0x400 MAT_DRO
0x4000 MAT_ROU
0x40000 MAT_WIR
0x400000 MAT_LIS
0x4000000

R EHRBEMREIOS MATMIT, , BFEDEXE R TR TX—K (EARHIH ).

how its | e



REEHHFESIOSHFERBCEREE MR-,

<{froot>

Switch#

show pl atform software fed switch active matm macTabl e vlan 100 nmac 9c54. 1631. 8bd1l det ai

VLAN  MAC Type Seqg# EC_Bi Flags machandle siHandle riHand1

100

9c54. 1631. 8bd1l

Ox1

248 0 0

Ox7f 7490c93bd8

Ox7f 7490c73d98

0x0

Ox7f 7490a4e108

300 5 Yes

Detailed Resource Information (ASIC_INSTANCE# 0)

Number of HTM Entries:

Entry 0: (handle 0x7f7490c80ce8)

Absolute Index: 6442

Time Stamp: 5

KEY - vlan:5 mac:0x9c5416318bdl 13_if:0 gpn:125 epoch:0 static:0 flood_en:0 vlan_lead_wless_flood_en: 0
MASK - vlan:0 mac:0x0 13_if:0 gpn:0 epoch:0 static:0 flood_en:0 vlan_lead_wless_flood_en: 0 client_home
SRC_AD - need_to_Tlearn:0 1rn_v:0 catchall:0 static_mac:0 chain_ptr_v:0 chain_ptr: 0 static_entry_v:0 au
DST_AD - si:0xb6 bridge:0 replicate:0 blk_fwd_o:0 v4_rmac:0 v6_rmac:0 catchall:0 ign_src_1rn:0 port_mas



Detailed Resource Information (ASIC_INSTANCE# 0)

Station Index (SI) [0xb6]

RI = Oxla

DI = 0x537d
stationTableGenericLabel = 0
stationFdConstructionLabel = 0x7
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0x1
Replication Bitmap: CD

Detailed Resource Information (ASIC_INSTANCE# 1)

Station Index (SI) [0xb6]

RI = Oxla

DI = 0x537d
stationTableGenericLabel = 0
stationFdConstructionLabel = 0x7
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0x1
Replication Bitmap: LD

Detailed Resource Information (ASIC_INSTANCE# 0)

Destination index = 0x537d

pmap = 0x00000000 0x00000000
cmi = 0x0

rcp_pmap = 0x0

al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLo0 =

ctilLol =
ctiLo?2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =

[eNeNeolNolNolNoNeNeNol

Detai |l ed Resource | nformation (ASIC_| NSTANCE# 1)

Destination index = 0x537d
pnap = 0x00000000 0x10000000
pmap_intf : [TenG gabitEthernet?2/1/1]

0x0
0x0

cmi
rcp_pmap
al_rsc_cmi
CPU Map Index (CMI) [0]
ctilLo0 =0

< - -

< - -

Note the ASIC Instance # as it is based

Port map interface is |earned correctly



ctilLol =
ctiLo?2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =

O OO OO OoO oo

BLE - NREINEE NactiveMiE DiE{Tdetailed s , BiZEAMNT R - L , MR

SWEME A im O BRET 3 O %

|I0S MATM A Ry F#ZSMacith ik % 5

I R {E F AT HRHLSVI Macit it SRB R IEFR RIZ

<ttroot>

Switch#

show run interface vlan 100

Building configuration...

Current configuration : 82 bytes
!

interface WVl an100
i p address 192.168. 1.2 255.255.255.0

end

Switchk#

show i nterface vlan 100

VI an100 i s up

, line protocol 1is up , Autostate Enabled

Hardware is Ethernet SVI, address is 706b. b929.f 751

<--- Verify SV

C(



bi a 706b. b929. f 751

<--- Mac Address assigned to SVI 100 by the Switch

Internet address is 192.168.1.2/24
<snippet>

Switch#

show mac address-tabl e address 706b. b929. f 751 <--- Verify macTz

Mac Address Table

Vlan Mac Address Type Ports

100 706b. b929. f 751 STATIC V1 100

Total Mac Addresses for this criterion:

FED MATMH By #AMacih it % ]

<#root>
Switch#
show platform software fed switch active matm nmacTabl e vlan 100 <--- Verify nmacTal
VLAN  MAC Type Seq# EC_Bi Flags machandle siHandle riHandl1
100 706b. b929. f 751 0x8002

0 0 64 0x7fc210e57908 0x7fc210cb7d78 0x0 0x0



VI an100

Yes

100 0027.90be.20d1 0x101 192 0 64 0x7fc210cdc058 0x7fc210cd6da8 0x0

Total Mac number of addresses:: 2

Summary:

Total number of secure addresses:: 0

Total number of drop addresses:: 0

Total number of 1lisp local addresses:: 0

Total number of lisp remote addresses:: 0
*a_time=aging_time(secs) *e_time=total_elapsed_time(secs)

Type:
MAT_DYNAMIC_ADDR 0x1
MAT_STATI C_ADDR 0x2
MAT_CPU_ADDR 0x4 MAT_DISCARD_ADDR 0x8
MAT_ALL_VLANS 0x10 MAT_NO_FORWARD 0x20 MAT_IPMULT_ADDR 0x40 MAT_RES
MAT_DO_NOT_AGE 0x100 MAT_SECURE_ADDR 0x200 MAT_NO_PORT 0x400 MAT_DRO

<--- Note 0x8000 + 0Ox2 == 0x8002 ---> Routed Address that is Statically assigned on the Switch (SVl)

MAT_DUP_ADDR 0x1000 MAT_NULL_DESTINATION  0x2000 MAT_DOT1X_ADDR 0x4000
MAT_ROUTER ADDR 0x8000

MAT_WIRELESS_ADDR 0x10000 MAT_SECURE_CFG_ADDR  0x20000 MAT_OPQ DATA_PRESENT  0x40000 MAT_WIR
MAT_DLR_ADDR 0x100000 MAT_MRP_ADDR 0x200000 MAT_MSRP_ADDR 0x400000 MAT_LIS
MAT_LISP_REMOTE_ADDR 0x1000000 MAT_VPLS_ADDR 0x2000000 MAT_LISP_GW_ADDR 0x4000000

S

v

AR AR L AZRISVIZBdiHandle , A ERE R,

MATMA BYEVPN Mactth it % 5]

FEMacH it 5% S FIVLAN H R I MATM,

EE . BXEVPNRFAEER |, 3 HWBGP EVPN VXLANE EHEE.



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/vxlan/b_179_bgp_evpn_vxlan_9300_cg/bgp_evpn_vxlan_overview.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/vxlan/b_179_bgp_evpn_vxlan_9300_cg/bgp_evpn_vxlan_overview.html

<ffroot>

Switch#

show pl atform software fed switch active matm macTabl e vl an 201

VLAN  MAC Type Seqg# EC_Bi Flags machandle siHandle riHand1
201 0006.f601.cd42 0x1 32436 0 0 0x71e058dc3368 0x71e058655018 0x0
201 0006.f601.cd01 Ox1 32437 0 0 0x71e058dae308 0x71e058655018 0x0
201
0006.f617. ee81 0x1000001 0 0 64

0x71e059191ee8 0x71e058e11468

0x71e058ef 0d18

0x0 0

5335175 VTEP 172.16.255.4 adj_id 1376

No

Total Mac number of addresses:: 4
Summary:

Total number of secure addresses:: 0
Total number of drop addresses:: 0

Total number of Tisp local addresses:: 0

Total nunber of |isp renpte addresses:: 2 <--- Renotely |earned

*a_time=aging_time(secs) *e_time=total_elapsed_time(secs)

Type:
MAT_DYNAM C_ADDR 0x1

MAT_STATIC_ADDR 0Ox2 MAT_CPU_ADDR 0Ox4 MAT_DISCARD_ADDR
MAT_ALL_VLANS 0x10 MAT_NO_FORWARD 0x20 MAT_IPMULT_ADDR
MAT_DO_NOT_AGE 0x100 MAT_SECURE_ADDR 0x200 MAT_NO_PORT
MAT_DUP_ADDR 0x1000 MAT_NULL_DESTINATION 0x2000 MAT_DOT1X_ADDR

addr esses from E\

0x8
0x40 MAT_RES
0x400 MAT_DRO
0x4000 MAT_ROU

<--- Note 0x1000000 + Ox1 == 0x1000001 ---> Mac Address renotely |earned Dynanically via EVPN

MAT_WIRELESS_ADDR 0x10000 MAT_SECURE_CFG_ADDR 0x20000 MAT_OPQ_DATA_PRESENT

0x40000 MAT_WIR



MAT_DLR_ADDR 0x100000 MAT_MRP_ADDR 0x200000 MAT_MSRP_ADDR 0x400000 MAT_LIS

MAT_LI SP_REMOTE_ADDR 0x1000000

MAT_VPLS_ADDR 0x2000000 MAT_LISP_GW_ADDR 0x4000000
. ,
JEE  EVPNEEIREEAMAT_LISP_REMOTE_ADDRELISP Mac Learning# B # &R~
o
Iz
R BEBEBR
) 4% 3% 43 []

A RGI{EA21NC9300-48UNMI R Al ik |, HEhSVI 1002 W& LMIL3N < , H HE B2 #WMacit:
WRIEHEERE , B

B YIRS ERR R RH2 LAYiR O
TRIR % B A1 £ R im0

SVI 1002 M %
RBENRIREE B RIRBNEE (ERHICMPREITR )
MR B RIRFEEDIRA , NEERE

REBREWIP ARPRIMacib it

Switch#show ip arp 192.168.1.3 Protocol Address Age(min)Hardware Addr Type Interface Internet
192.168.1.3 6 9¢54.1631.8bd1 ARPA VIan100 < — fEVlan 100 L [E#&##MT T ARP

Switch#show mac add address 9¢54.1631.8bd1 Mac Address Table
---- Vlan Mac Address Type Ports ---- 100 9¢54.1631.8bd1 DYNAMIC Te2/1/1
<— 10S4w#2 B #iMactb it FFE A T REMEITE : 1

REEEIEMRBZENHEO LHEOMALRE

FEERRBAREIAODRE. XWLBEHEPCEK , ARHIEAICMPRE,

Switch#monitor capture tac interface Te2/1/1 match any start



<EHEFERA>

Switch#monitor capture tac stop

Switch#show monitor capture tac buffer brief | i ICMP

908 4.969635 192.168.1.2 -> 192.168.1.3 ICMP 114 Echo(ping)request id=0x0008, seq=0/0,
ttI=255 909 4.970165 192.168.1.3 -> 192.168.1.2 ICMP 118 Echo(ping)reply id=0x008, seq=0/0,
ttI=254 ( 908HMIiER ) » <— HEPCLEIIEE , RAREIXBEMNIREF , EEHEIEI0
4.970425 168.1.2 -> 192.168.1.3 ICMP 114 Echo(ping)i&3Kid=0x0008, seq=1/256, ttl=25911
4.970724 192.168.1.3 -> 192.168.1.2 ICMP 118 Echo(ping) M &id=0x0008, seq=1/256,

tt1=254 ( 910 KYiE3K ) 912 4.970889 192.168.1.2 -> 192.168.1.3 ICMP 114 Echo(ping)i&k
id=0x0008, seq=2/512, ttI=253 9 4.971211 192.168.1.3 -> 192.168.1.2 ICMP 118 Echo(ping)reply
id=0x0008, seq=2/512, ttI=254 ( iE3K912 ) 914 4.971436 192.168.1.2 -> 192.168.1.3 ICMP 114
Echo(ping)i& 3Rid=0x0008, seq=3/768, ttI=255 915 4.971558 192.168.1.3 -> 192.168.1.2 ICMP
118 Echo(ping)reply id=0x0008, seq=3/768, ttI=254 ( 914 HIiER )

1 &R [ 57 8 A 40 5

Switch#show monitor capture tac buffer detailed | begin Frame 909 Starting the packet display
....... Ctrl + Shift + 6B HE 10 : 118MNEBRFT (94411 ) , 118MEFRFH (94411 ) E#ED
/tmp/epc_ws/wif_to_ts_pipe L , id 032 Oid:0(/tmp/epc_ws/wif_to_ts_pipe)iE O & i

. [tmp/epc_ws/wif_to_ts_pipeEf 2R : LA (1) BARE : 202454 H19H19:14:13.044770000
UTC (332 S/ - 0.000000000%]2 FEHE : 1713554053.044770000% [HR3K & — hink o 1]
£ : 0.000000000#] [& 581 E A MUAE LAY AT (E] 38 & : 0.000000000%] [B 51 ATk 88 — ML BASK
RIESE] : 0.0000000001M15 : 1IIKE : 118F 7 (9444 ) HIRKE : 118F T (94441 ) [ E
¥Ri2 : False] [ZBEMI : False] [ EYTHIY : eth:ethertype:vlan:ethertype:ip:icmp:data] AR | R

: 9¢:54:16:31:8b:d1(9¢:54:16:31:8b:d1),Dst:70:6b:b9:29:f7:51(70:6b:09:29:f7:51)< — K iF IR
maceR &5 LHEXBarp%& B/ macTable® 5 ( X¥F192.168.1.38 #x

) :70:6b:b9:29:f7:51(70:6b:09:29:f7:51)< — KIFILDMAC ( B #rMacttbit ) R ESM<(SVI

100)# 1k PEBL @ 70:6b:09:29:f7:51(70:6b:09:29:f7:51).....0............. =LGfL : & /ME—hut ( H B
NRE ) o ...... Oveerene = |G : A HiaE (23 ) KR

: 9¢:54:16:31:8b:d1(9¢:54:16:31:8b:d 1) ik : 9¢:54:16:31:8b:d1(9¢:54:16:31:8b:d1).

O 0 S =LGML : £/FME—tbut ( H BRIANRE ) o ...... (0 T = |G : A b (23K )

Switch#show interface vlan 100 VIan100 is up , line protocol is up , Autostate Enabled Hardware
is Ethernet SVI , address is 706b.b929.f751(bia 706b.b929.f751)<-Matches ICMP DMAC Reply
Internet address is 192.168.1.4/24

K ESVI 100YMactth ik

Switch#show mac address-table address 706b.b929.f751 Mac Address Table

---------------- Vlan Mac Address Type Ports ---- <- IOSHEAZHFIRESVI 100
Macttitit ( EAER )



Switch#show platform software feed switch active matm macTable vlan 100 mac 706b.b929.f751
VLAN MACZk # Seqg# EC_Bi Flags machandle siHandle diHandle *a_time *e_time ports Con --------

100 706b.b929.f751 0x802 0000
64 0x7fc210e57908 0x7fc210cb7d78 0x0 0x0 0 0 Vlan100@&======F K H# ¥ ======Asic:0 <
— IR LHVEERE (53D ) EEFEIESVI 100 MAC |, htm-handle = 0x7fc210cb9e68 MVID = 5
gpn =1 Sl = 0x2d RI = 0x1 DI = 0x5234 Asic:1 Sl = 0x2d Rl = 0x1 DI = 0x5234

~
AR Y AMREERIRIIN , ERERENFEL , SXBY2AL | MATMDBHRE

HiRmE.

Switch#show platform software fed switch 2 matm macTable vlan 100 mac 706b.b929.f751 Macith
HEEE - 0 < — RRH2 LM AEREZRBSVI 100 MACRERE | T2t 35 : OEFithut 53K
: OZ&tlispib it B3 : OFT B lispiziZiteit : 0

A BERY ZE 4 | R B

KEMATME 43R

MRAF N Macit it #HTRENRIBAH R IFRER , W ERAES it

Switch#show platform hardware feed switch active fwd-asic resource tcam utilization Codes:EM -
Exact_Match , | -Input, O - Output, 10 - Input & Output , NA - Not Applicable CAM Utilization
for ASIC [0] Table ¥ & Dir Max Used %Used V4 V6 MPLS Other
Mac Address Table EM | 32768 31788 97.01% 0
31788 < — &K 95%H FE S EMac Address Table TCAM 1 10199.51 0 0 1019 L3AEEM 18192 0
0.00% 00 0 LILAETCAM 15129 1.76% 36 0 0 L24HEEM 1 8192 0 0.00% 0 0 0 L24HFETCAM |
51211 2.15% 3 8 0 IPREEHZREM | 24576 30.01% 20 1 0 IPREEHHERTCAM i 8192 19 0.23% 6 10 2
1 QOS ACL TCAM 10 5120 85 1.66% 28 38 0 19 TCAM 145 0.88% 15200 10 TCAM O 40 0.78%
1318 0 9% £ACL TCAM 10 5120 131 2.56% 26 60 0 45 TCAM 1 8 1.72% 12 36 0 40 TCAM O 43
0.84% 14 24 0 5 Netflow ACL TCAM | 256 6 2.34% 2 0 2 PBR ACL TCAM | 1024 36 3.52% 306 0
Netflow ACL TCAM O 768 6 0.78% 2 0 2R EEACL TCAM 10 1024 13 1.27% 3604 TCAM | 5
0.49% 1202TCAM 0 8 0.78% 2 4 0 2#EHIFFETCAM | 512 290 56.64% 138 106 0 46P%iE 4 i
TCAM 1512 20 3.91% 8 12 0 0 Lisp InstBRESTCAM | 2048 1 0.05% 0 0 1 Security Association
TCAM 16 1.56% 22 0 0 CTSE JTAERE/VPNARZEM O 8192 0 0.00% 0 0 0 CTSE jt4ERE/VPNFRZ
TCAM 051210.20% 0000 1&EFiwKREM 14096 0 0.00% 0 0 0FFiw&RTCAM | 256 0 0.00% 0
00 0% A4HLE TCAM 1 1024 0 0.00% 0 0 0% Hi4ALE TCAM O 1024 0 0.00% 0 0 0 Macsec SPD
TCAM 125620.78% 00 2

S



AR AREAREFENFMRES , S H T #Catalyst 900034 F AV IEHF RIS

MATM&S: B &R 1%

MATMBEEE

EX

ke RIE

MATM-3-MAX_ENTRIES: 3 #r
1 FO/O: =Bk fiE - ERFIHKAK
MACHEHEEK : 32768

FAMacib it R E Y422 E 2 A
R

B A L S W Macitb it i
R#%E

A BERY R IR T3 5%

pri ikl

BAERERN EFI BMacits it B E

- ARSREMBERE , — BEERTIXNEE , EHRRER2MHE , EENMacE S 24%k%

- METREFERE , AEAEEEARHRENGYL, ( FF : CI300/I & AMacitit N
32768 , MC9500HKY & A fE5382,000)

RT#2:

EERESENREREIR

1. REFRF AR BEE -
» Show tech-support
« TracelogfZ#4
* FIXMATM

2. EWTERIRE

- MRABDHAFE , BREBTACERXFER.

EESEYS



https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-9500-series-switches/217703-understand-hardware-resources-on-catalys.html
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-9500-series-switches/217703-understand-hardware-resources-on-catalys.html
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-9500-series-switches/217703-understand-hardware-resources-on-catalys.html

« T & Catalyst 9000 XA B ER
« BGP EVPN VXLANEL &5



https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-9500-series-switches/217703-understand-hardware-resources-on-catalys.html
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-9500-series-switches/217703-understand-hardware-resources-on-catalys.html
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-9500-series-switches/217703-understand-hardware-resources-on-catalys.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/vxlan/b_179_bgp_evpn_vxlan_9300_cg/bgp_evpn_vxlan_overview.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/vxlan/b_179_bgp_evpn_vxlan_9300_cg/bgp_evpn_vxlan_overview.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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