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RRFERRZLT rommon/5| S MBERFER, siten: 5|1 S MERFRHA-AERNBREREERR
&, EERTHRENIIR  FE BRFTRE 5. 2sitch:

switch: ?

alias Set and display aliases command

boot Load and boot an executable image

cat Concatenate (type) file(s)

copy Copy a file

date Show or Set system date

delete delete file(s)

dir List files in directories

dns-Tookup Send DNS standard query packets
emergency-install Initiate Disaster Recovery

help Present Tist of available commands
history Monitor command history

md5 Compute MD5 checksum of a file

mkdir Create directory(ies)

meminfo Main memory information

net-show Display current network configuration
ping Send ICMP ECHO_REQUEST packets to a network host
rename Rename a file/directory

reset Reset the system

rmdir delete directory(ies)

set Set or display environment variables
unalias Unset an alias

unset Unset one or more environment variables
version Display boot loader version
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cat9k_lite iosxe...SPA.bin
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<#root>
switch:

dir flash:

<snip>

cat 9k_i osxe. 16.12. 04. SPA. bin

NEFEERHEEH X4 R conf ( F—FNMAMARIEXILERHITREER, )

<#root>
switch:

dir flash:

<snip>

14464008 -rw cat9k-cc_srdriver. 16.12. 04. SPA. pkg
89134084 -rw cat9k-espbase. 16. 12. 04. SPA. pkg
1684484 -rw cat 9k-guestshel | . 16. 12. 04. SPA. pkg
531063808 -rw cat 9k-rpbase. 16. 12. 04. SPA. pkg
41799673 -rw cat 9k-rpboot. 16. 12. 04. SPA. pkg



31478788 -rw cat 9k-si pbase. 16. 12. 04. SPA. pkg

60392448 -rw cat 9k-si pspa. 16. 12. 04. SPA. pkg

23217156 -rw cat9k-srdriver.16.12. 04. SPA. pkg

7560 -rw packages. conf <-- .conf file calls a group of packages
12907520 -rw cat 9k-webui . 16. 12. 04. SPA. pkg

9216 -rw cat9k-w c. 16. 12. 04. SPA. pkg
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. packages.conf.pkg

<#froot>
switch:

cat fl ash: packages. conf

#! /usr/binos/bin/packages_conf.sh

shalsum: fb7ea5ea75a0cbfl4ce8lcecfll0e5a6d526df86

# shalsum above - used to verify that this file is not corrupted.

#

# package.conf: provisioned software file for build 2020-07-09_21.53
#

# NOTE: Editing this file by hand is not recommended.

<snip>
# This is for CAT9k

boot rp O O rp_boot cat9k-rpboot.16.12. 04. SPA pkg <-- package files are for version 16.12. 4
iso rp 0 O rp_base cat 9k-rpbase. 16. 12. 04. SPA. pkg

iso rp 0 O rp_daenons cat 9k-r pbase. 16. 12. 04. SPA. pkg



isorp O O rp_iosd cat9k-rpbase. 16. 12. 04. SPA. pkg

isorp 0 O rp_security cat9k-rpbase. 16. 12. 04. SPA. pkg

isorp OO0 rp_wc cat9k-w c. 16.12. 04. SPA. pkg

isorp O O rp_webui cat9k-webui.16. 12. 04. SPA. pkg

iso rp O O srdriver cat9k-srdriver.16.12.04. SPA. pkg

iso rp O 0 guestshell cat9k-guestshell.16.12.04. SPA. pkg

<snip>

HB3. K& H S Hboot flash:

.bin
5 FH fFboot flash:

.conf
A EBB<filename>H o

<#root>
switch:

boot fl ash: packages. conf

boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf
HHBHHRH BRI . <snip>
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FrREAEERE 5 (MD5) B5IE
£2%:

%3a%: (MERUSB) ¥

<#froot>
switch:

di r usbfl ashO:

Attributes Name

F3bL: (XETFTP) EEHA TFTP
At P Wﬁb&ﬁ@m

A set iR E bt :

switch: set IP_ADDRESS 192.168.1.2

5 set RE MR :

switch:

5/ set REERIAMK :

switch: set DEFAULT_GATEWAY 192.168.1.1

5 USB AR, BT

set IP_SUBNET_MASK 255.255.255.0

LA EEEER,
T HMGERE] USB INFIRSHESER TFTP FRSS 5.
BEHBEABINXHEBTIR, dir usbflasho:

, BIUREZE | DMEBRAL AT A&

5/ ping (s NiRES TFTP FRSEFMVIESR -

switch: ping 192.168.1.10

Pinging 192.168.1.10, 4 time(s), with packet-size 16

B3 TFTP RS 23]/W



service type : 0

total length : 9216 bytes
identification : 56580
fragmentation : 0

time to live : 254
protocol : 1

source : 192.168.1.2
destination : 192.168.1.10
<snip>

SBA FE FAboot ATFTP /S 3l Bl {6 TR usbfiasho:

<ffroot>
switch:

boot tftp://192.168.1.10/ cat 9k_i osxe. 16. 12. 04. SPA. bi n

boot: attempting to boot from [tftp://192.168.1.10/cat9k_iosxe.16.12.04.SPA.bin]
h/w (environment):

mac : aa:bb:cc:dd:ee:ff
n/w (environment):
ip : 192.168.1.2
mask : 255.255.255.0
gateway : 192.168.1.1
h/w:
interface : ethO (Ethernet)
mac : aa:bb:cc:dd:ee:ff
n/w (ip v4):
ip : 192.168.1.2
mask : 255.255.255.0
route(s) : 0.0.0.0 -> 192.168.1.0/255.255.255.0
n/w (ip v6):
ip(s) : FE80::1234:5678:9123:4567/64
1 2001:111:2222:333:4444:5555:6666:7777/64
route(s) : :: -> 2001:111:2222:333::/64
1 -> FE80::/64
: FE80::999:8888:7777:6666 -> ::/
tftp v4:
server : 192.168.1.10
file : cat9k_iosxe.16.12.04.SPA.bin

blocksize : 1460
rrrrrrrerrrrrrrrrrrrrnd

<snip>
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<tfroot>
switch:

dir sda9:

Size Attributes Name

21656489 -rw-

cat 9k-recovery. SSA. bin <-- Recovery |nage

SRIFERAT TR E R L EEemergency-ingtall
Fo W TaBRMLNEXHRE , AURETBAEAGST, ME—LatE , MEEKEXTE,

<#root>
switch:

emergency-install tftp://192.168.1.10/cat9k_i osxe. 16. 12. 04. SPA. bi n

WARNING: The system partition (bootflash:) can be erased during the system recovery install process.
Are you sure you want to proceed? [y] y/n [n]: vy

Starting system recovery (tftp://192.168.1.10/cat9k_iosxe.16.12.04.SPA.bin)

boot: attempting to boot from [sda9:cat9k-recovery.SSA.bin]

boot: reading file cat9k-recovery.SSA.bin

HHHHHRRHHAHHHRRRAA AR

<snip>
Downloading bundle tftp://192.168.1.10/cat9k_iosxe.16.12.04.SPA.bin...
curl_vrf=2

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
100 768M 100 768M O 0 5522k 0 0:02:22 0:02:22 --:--:-- 7646k
<snip>

Preparing flash....

Flash filesystem unmounted successfully /dev/sda3
Syncing device....

Emergency Install successful... Rebooting



can reboot now

53%4.5'§§ﬁ1ﬂﬁ.“3{55@ §|%7JEIﬁfiﬁ/rommonﬁ(smitch:)a_'\ﬁo B1T ﬁf'%o boot flash: packages.conf

<#root>
switch:

boot fl ash: packages. conf

boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf

#
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AR AW AR Catalyst 94004l ( MAEESIE ) £, ITEBRERN , 4
BEZABEBRFEEEESIZE, BN , TEES|IEUUNFEBEERSIZNHINEEE, RE
FREERBRE , EULBEAHYEESE , AR EESIBEUUMNEEES BRI
BIECE

ESISMEER ) BRAT , BT 9T o switch:SWITCH_IGNORE_STARTUP_CFG=1

<#froot>

swi tch: SW TCH_ | GNORE_STARTUP_CFG=1

BRRBET 5| S MEEFE 3 TIRAIETER S T AR 77 EER boot 53 XA,
BaX@E  BUNEAREENRY , BY v ERNEXHREFIRERIEE.

copy:startup-config
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fic EO no system ignor e startupconfig switch allwrite memoryexec

VAN

248 MBEEKREAH | nosystem ignore startupconfig switch all Ml 3 write memory IR WL 1E 45 S B #7 HN & B
BT TEAERE.

et 2SR E BIE NI

EEZHPHB IR RHHE SIS MEEFR , IRV ATELERERES.
ZHERTRECEAZEME,

<tfroot>
The

passwor d-recovery mechani sm has been triggered, but

is currently disabled

. Access to the boot Toader prompt

through the password-recovery mechanism is disallowed at
this point. However, if you agree to let the system be
reset back to the default system configuration, access
to the boot loader prompt can still be allowed.

Would you Tike to reset the system back to the default configuration (y/n)?
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