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BB ENXBIENY gt 1023 , RETHT R{gt, 1023}
L40ps - Layerdig 1k,

Capmap3R-LA Bl # iR I L40pst w2 RIS B & FEcapmapR EMLOUF 78, BN capmapkF
BRE10ON—DNARFERE |, BARFIF )% E (L40ps). TCAMIRZFR)ECapmapiko

AHTCAMs, AFIB;BTCAMESKIEE, W FH/TCAM , H2K% B —{capmap&. ERETCAME
BKIFTE , A4NEBEXE-MMrEEN —MNcapmapFRB. EER : 1=2049=4097=6145.

BEARL | XEWRBTCAMIRZE1 , 2049 , 4097#6145%E AR — capmapZE5l, TCAMIRZE 7 HL &Y
IJH: EE'ﬂE’J%,;ulmplemenatlon—rﬂllﬂuﬁc BRSE T BEEZEMNTCAMIRE2K (22048 EFHY
)o & BCfFRELRT , 2049, 4097 , 6145 , 2, 2050, 4098 , 6146 , &%,

it , NFF%R , WTCAMP Bl RiX#FcapmapiRRik. X 2R TIH RHI(EEUMCisco Bug ID
CSCu002666)o XEMMNACL, a1fa2 , E}Lﬁfﬁﬁi‘hnterface VLAN 1H13#Z OVLAN 280 % R itk4b

Sup2T(config)#i p access-list extended al
Sup2T(config-ext-nacl)# permt ip host 1.1.1.1 any dscp 1
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Sup2T(config-ext-nacl)# permt ip host 1.1.1.1 any dscp 2
Sup2T(config-ext-nacl)# permt ip host 1.1.1.1 any dscp 3
Sup2T(config-ext-nacl)# permt ip host 1.1.1.1 any dscp 4
Sup2T(config-ext-nacl)# permt ip host 1.1.1.1 any dscp 5
Sup2T(confi g- ext - nacl ) #exi t

Sup2T(config)#int vlian 1

Sup2T(config-if)#i p access-group al in
Sup2T(config-if)#exit

Sup2T(config)#i p access-1ist extended a2
Sup2T(config-ext-nacl)# permt ip host 1.1.1.2 any dscp 6
Sup2T(config-ext-nacl)# permt ip host 1.1.1.2 any dscp 7
Sup2T(config-ext-nacl)# permt ip host 1.1.1.2 any dscp csl
Sup2T(config-ext-nacl)# permt ip host 1.1.1.2 any dscp 9

Sup2T(confi g- ext - nacl ) #exi t

Sup2T(config)#i nt vlian 2
Sup2T(config-if)#i p access-group a2 in
Sup2T(config-if)#end

XA RXEEONTCAM

Sup2T#show pl atform hardware acl entry interface vlan 1 security in ip detai
m s_i f_i ndex: 20000001 dir:0 feature:0 proto: 0

pass#0 features
UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin
M.GFl: M npl s_plus_ip_pkt, L-L4_hdr_vlid, G gpid_present,F-global _fnt_match

I-ifelofe

's' nmeans set; 'u' nmeans unset; '-' neans don't care

| I NDEX LABEL FS ACCS AS | P_SA SRC_PORT
| P_DA DST_PORT F FF L4PROT TCP-F: UAPRSF MLGFI O her L40OPs
RSLT CNT

fno: 0

tcam B, bank:0, prot:0 Aces

IV 16366 2049 0 0 0 1.1.1.1 - 0.0.0.0

-0 O 0 - e dscp=5; 0x0000000000000038
0

I M 16366 Ox1FFF 0 0x00 0x000 255.255. 255. 255 - 0.0.0.0

-0 0 0x0

IV 16367 2049 0 0 0 1.1.1.1 - 0.0.0.0

-0 O 0 - e dscp=4; 0x0000000000000038
0

I M 16367 Ox1FFF 0 O0x00 0x000 255.255. 255. 255 - 0.0.0.0

-0 0 0x0

IV 16368 2049 0 0 0 1.1.1.1 - 0.0.0.0

-0 O 0 - e dscp=3; 0x0000000000000038
0

I M 16368 Ox1FFF 0 0x00 0x000 255.255. 255. 255 - 0.0.0.0



-0 O 0x0

IV 16369 2049 O 0 0 1.1.1.1 - 0.0.0.0
-0 O 0 - e dscp=2; 0x0000000000000038
0

I M 16369 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 0.0.0.0
-0 O 0x0

IV 16370 2049 O 0 0 1.1.1.1 - 0.0.0.0
-0 O 0 - e dscp=1,; 0x0000000000000038
0

I M 16370 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 0.0.0.0
-0 O 0x0

IV 16371 2049 O 0 0 0.0.0.0 - 0.0.0.0
-0 O 0 - e - 0x0000000040000038
0

I M 16371 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 O 0x0

Sup2T#show pl atform hardware acl entry interface vlian 2 security in ip detail
m s_i f_i ndex: 20000002 dir:0 feature:0 proto:0

pass#0 features
UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

M.GFl: M npls_plus_ip_pkt, L-L4 _hdr_vid, Ggpid_present, F-global _fnmt_match, |-ife/ofe
's' means set; 'u

means unset; - means don't care

| I NDEX LABEL FS ACOS AS | P_SA SRC_PORT
| P_DA DST_PORT F FF L4PROT TCP- F: UAPRSF MLGFI O her L40OPs

fno: 0

tcam B, bank:1, prot:0 Aces

IV 32738 4097 O 0 0 1.1.1.2 - 0.0.0.0
-0 O 0 - e dscp=9; 0x0000000000000038
0

I M 32738 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 0.0.0.0
-0 O 0x0

IV 32739 4097 O 0 0 1.1.1.2 - 0.0.0.0
-0 O 0 - e dscp=8; 0x0000000000000038
0

I M 32739 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 0.0.0.0
-0 O 0x0

IV 32740 4097 O 0 0 1.1.1.2 - 0.0.0.0
-0 O 0 - e dscp=7; 0x0000000000000038
0

I M 32740 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 0.0.0.0
-0 O 0x0

IV 32741 4097 O 0 0 1.1.1.2 - 0.0.0.0
-0 O 0 - e dscp=6; 0x0000000000000038
0

I M 32741 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 0.0.0.0
-0 O 0x0

IV 32745 4097 O 0 0 0.0.0.0 - 0.0.0.0



-0 O 0 - e - 0x0000000040000038
0

I M 32745 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 O 0x0

Ainterface VLAN 15 BLFV TCAMFR 22049 , F B 5 BRI TCAMPREZ T # OVLAN 224097, X
EHREXANMEOEME—1capmap&k T*%ﬂﬂ{l]MOpﬁﬁzE’J LOUF 725,

IBRER S S HIALL(FEACL a1MI EACERTEACL a2y UACERS RIERI 1% S M capmapR £ N T)

Sup2T#show pl at f or m hardware acl capmap tcam B | abel 4097
Har dware Capmap Table Entry For TCAM B. Free itenms are not shown

Index  Loc[9] ([8] [7] [6] [5] [4] [3] [2] [1] [0]

1 212 10 9 8 7 6 5 4 3 2

Sup2T#show pl at f or m hardware acl caprmap tcam B | abel 2049
Har dware Capmap Table Entry For TCAM B. Free itenms are not shown

Index  Loc[9] ([8] [7] [6] [5] [4] [3] [2] [1] [0]

1 212 10 9 8 7 6 5 4 3 2
BAYE , FHMER , MBRERLE S — 1 L40p-based i RIIEEIT(ACE) , A=A BN , XFE
fxLEn |, BF 2K E HHcapmapsk BB IR

Sup2T(config)#i p access-list extended a2
Sup2T(config-ext-nacl)#permt ip host 1.1.1.2 any dscp 10
Sup2T(confi g- ext - nacl ) #end

*Sep 16 14:57:55.983: %EARL_CM 5- NOCAPVAP: No free capmap entry avail abl e
*Sep 16 14:57:55.991: %MCORE- 4- RACL_REDUCED: I nterface Vlan2 routed traffic
will be software switched in ingress direction. L2 features may not be applied
at the interface

XEEMERERSIEENRBAIZHR, SCPURIARME AN X BB A EN O R

Note:Cisco Bug ID CSCuo002666#% Lt &R it 7] &, %IKELEEJ:E’JEij(EI’JIﬂCEﬂHﬂ
TCAMIRZ, MEBBI T Mt 5 B TCAMIRZ(2,3,4,5 , &) 2048M T —E2K=EIE, X llik
#Capmapﬁ}%ﬁy“?ﬁ/\—?o

tDiCLOUs , RUHMBEAH IR , HBRHE. FEH104 LOUSERHL AR :

Sup2T#show pl atform software acl |ou
LOUs Regi sters (shadow copi es)

I ndex Type AQJ A Val A _Cnt BQJ B _Val B_Cnt
OPKT_Q0s G Ais free. NEQ 0 1
1 DST_PORT LT 81 2 Bis free.
2 B&Aare free
3 B&Aare free
4 B & A are free
5 B&Aare free
6 B & A are free
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7 B & A are free
8 B & A are free
9 B & A are free
10 B & A are free
11 B & A are free
12 B & A are free
13 B & A are free
14 B & A are free
15 B & A are free
*sni p*
95 B & A are free
96 B & A are free
97 B & A are free
98 B & A are free
99 B & A are free
100 B & A are free
101 B & A are free
102 B & A are free
03 B & A are free

EF’?Capmapﬁiﬁl LOUFF8%

Capmap®k , AEHLAXAEREIN , FARE. TELEREESRFRE R/ FZES(CoS)ETE
EREHRNLIOp, X2 ME R RHI(1Z %48 F A4S ECisco Bug ID CSCu002666)2 3% 1§ %8 31 §y —
RBARA

Sup2T#show i p access-lists a3
Extended | P access |list a3
10 permit ip host 192.168.1.1 host 192.168.1.2

I have this applied to interface VLAN 1.

Sup2T#show run int vlian 1
Bui | di ng configuration...

Current configuration : 84 bytes

!

interface M anl

i p address 192.168.1.1 255.255.255.0
ip access-group a3 in

end

X E¥ 3 R 4mIE EI TCAM

Sup2T#show pl atform hardware acl entry interface vlan 1 security inip
m s_i f_i ndex: 20000001 dir:0 feature:0 proto:0

pass#0 features

fno: 0

tcam B, bank:1, prot:0 Aces

Perm t ip host 192.168.1.1 host 192.168.1.2
L3_Deny ip any any
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Sup2t - MALl. 7#show pl at form hardware acl entry interface vlan 1 security in ip detail
m s_i f_i ndex: 20000001 dir:0 feature:0 proto:0

pass#0 features

UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

M.GFl: Mnpls_plus_ip_pkt, L-L4 _hdr_vid, Ggpid_present, F-global _fnmt_match, |-ife/ofe
's' nmeans set; 'u' neans unset; '-' neans don't care

| I NDEX LABEL FS ACOS AS | P_SA SRC_PORT
| P_DA DST_PORT F FF L4PROT TCP- F: UAPRSF MLGFI O her L40OPs

fno: 0

tcam B, bank:1, prot:0 Aces

IV 32741 2 0 0 0 192.168.1.1 - 192.168.1.2
-0 O 0 - e - 0x0000000000000038
0

I M 32741 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 255.255. 255. 255
-0 O 0x0

IV 32745 2 0 0 0 0.0.0.0 - 0.0.0.0
-0 O 0 - e - 0x0000000040000038
0

I M 32745 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 O 0x0

CapmapZR BN TCAMIRE WS ZE, BERERF A B [hardware] ACL capmap TCAM <>#r& <>
THEATCAMIRE R TEEXN RN R(ERERBEH) L TCAMIFEH,

Sup2T#show pl at f orm hardware acl capmap tcam B | abel 2
Har dware Capnmap Table Entry For TCAM B. Free itens are not shown

Index  Loc[9] ([8] [7] ([6] [5] [4] [3] [2] [1] [0Q]

1 212 0 0 0 0 0 0 0 0 0

T ABBE LIRS W capmapR BI&E DB, ENACLEELAOps; 8B ERLZHE — 1% B Ecapmapzk
B,

ELACERT I :

Sup2T#show i p access-lists a3
Extended | P access |list a3
10 permit tcp host 192.168.1.1 host 192.168.1.2 eq ww

BE&capmapX.

Sup2T#show pl atform software acl capmap tcam B | abel 2
Shadow Caprmep Tabl e Entry For TCAM B



Qutput in a RST/INV/CNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[5] [4] [3] [2] [1]
[0]
1 9 Reserved Free Free Free
Free Free Free Free Free
Free

MREEMERF X port-number , FEVERL40p,
BEHREX L

Sup2T#show i p access-lists a3
Extended | P access |ist a3
10 permt tcp host 192.168.1.1 host 192.168.1.2 gt ww

E i Ecapmapk :

Sup2T#show pl atform software acl capmap tcam B | abel 2
Shadow Capnmap Table Entry For TCAM B

Qutput in a RST/INV/ICNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[ 5] [4] [3] [2] [1]
[0]
2 8 212/0/1 Free Free Free
Free Free Free Free Free 3/1/1

LB —NKE EcapmapkE., ACEEEZE|—3/1/1fEcapmapxE. XK RST/INV/CNT,
LOUBFFE I L40OpRE AL HIRSTIEE , H ECNTHRELOUM (R T LEHN EZEEREMNIT
) EFMUBEN T HENMAFRERSTE :

Sup2T#show pl at form software acl capmap mappi ng
L4op_sel val ue Ref er ence

o ------ LOUO B register
i LOUO A register
2 - LOUL B register
R LOUL A register



206 ----- LOUL103 B register

207 ----- LOUL103 A register

208 ----- G obal format match for gl obal acl
209 ----- Group id present

210  ----- L4 _hdr_vid

211 ----- Mol s_pl us_i p_pkt

212 ----- ifelofe for direction

(213-223) ---- Reserved

(224-239) 16 TCP flags map

(240- 255) - 16 | Pv6 ext header map

##ee & EL4op_ SG'{EﬁO*HHLOUOIﬂt%ﬁ% ERN1HEELOV0 AT fFa: , EXNLOUIZNFFR
2R, EXLOUIZNFEFRNIR , FF, ABFEE L RERER, BALES , Ay
IMNNBEZE L,

Em T | 3EWRBELLOpHRIE T FILOU1 AF1ERS, Bt RiFL40pREENME S , MRERE
i&ﬂﬁﬁLOU#ﬁ%ﬁH’Jma :

Sup2T#show pl atform software acl |ou
LOUs Regi sters (shadow copi es)

I ndex Type AQJ A Val A Cnt BQJ B Val B_Cnt

OPKT_Q0s d Ais free. NEQ 0 1
1 DST_PORT LT 81 1 Bis free.

2 B &Aare free

3 B&Aare free

4 B & A are free

*sni p*

Sup2T#show pl at f orm hardware acl |ou
Dunpi ng h/w | ou val ues

Index lou_mux_sel A Opcode A Value B _Opcode B Value

0 7 NEQ 0 NEQ 0
1 1 LT 81 NEQ 0
2 0 NEQ 0 NEQ 0
3 0 NEQ 0 NEQ 0

*sni p*

IEAYRERIMa (gt , X)TARBBEEEEN (LT, X+1)ELOUFF=R.

Note: REZH MR A EORN , L4OpsIRBRIEZILOUFFEF. MRACLEIEEL40ps (0%
BEfrEMAXEO)ACL , Tﬁ&_flﬁﬁﬁﬂ’JMOps F|LOUZE 1785,

Minterface VLAN 1HIBRACLH EBEELOUZF 1788

Sup2T(config)#i nt vlian 1
Sup2T(config-if)#no ip access-group a3 in

Sup2T#show pl atform software acl |ou
LOUs Regi sters (shadow copi es)

I ndex Type AOp A Val A Cnt BOp B Val B _Cnt

OPKT_ QoS G Ais free. NEQ 0 1



B & A are free
B & A are free
B & A are free
B & A are free

A WN P

*sni p*

Sup2T#show pl at f orm hardware acl |ou
Dunpi ng h/w | ou val ues

Index lou_mux_sel A Opcode A Value B _Opcode B Value

0 7 NEQ 0 NEQ 0
1 1 NEQ 0 NEQ 0
2 0 NEQ 0 NEQ 0
3 0 NEQ 0 NEQ 0

*sni p*

EHIFR#1 - ACLATCPIRE

TCPAREAELOUF FEt BN D BB F 78R, ¢
TERISTEMNE R

£1E N & R A HACL capmapisi &y

2
~B

€

Sup2T#show pl atform sof tware acl capnmap mappi ng
L4op_sel val ue Ref erence

o ------ LOUO B register
i LOUO A register
A LOUL B register
I LOUL A register

206 ----- LOUL103 B register
207 ----- LOUL03 A register
208 ----- d obal format match for gl obal acl
209 ----- Group id present
210  ----- L4_hdr _vid
211 ----- Mol s_pl us_i p_pkt
212 - ifelofe for direction
(213-223) Reserved
(224-239) ---- 16 TCP flags map
(240- 255) ---- 16 1 Pv6 ext header map

L4op_sel{i224-239 2 Al AAEATCPIRE , KB —E16 N BICEMA. X2 &2/ RAIX
demostrateiX, HACLE X :

Sup2T#show pl atform sof tware acl caprmap mappi ng
L4op_sel val ue Ref er ence

0  ------ LOUO B register
1 a----- LOUWO A register
2 e LQUL B register
3 - LOQUL A register

206 ----- LOUL103 B register
207 ----- LOUL03 A register
208 ----- G obal format match for gl obal acl



209 ----- Group id present

210  ----- L4 _hdr_vid

211 ----- Mol s_pl us_i p_pkt

212 ----- ifelofe for direction
(213-223) ---- Reserved
(224-239) ---- 16 TCP flags map
(240- 255) ---- 16 |1 Pv6 ext header map

RIF M AVETEEEOVLAN 13

Sup2T(config)#int vlian 13
Sup2T(config-if)#i p access-group al3 in
Sup2T(config-if)#end

Sup2T#show pl atform hardware acl entry interface vlan 13 security in ip detail
m s_i f_i ndex: 2000000D dir:0 feature:0 proto: 0

pass#0 features

UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

M.GFl: M npls_plus_ip_pkt, L-L4_hdr_vld, G gpid_present,F-global _fnt_match, |-ife/ofe
's' neans set; 'u' neans unset; '-' means don't care

| I NDEX LABEL FS ACOS AS I P_SA SRC_PORT
| P_DA DST_PORT F FF L4PROT TCP- F: UAPRSF MLGFI O her L40OPs

fno: 0

tcam B, bank:1, prot:0 Aces

IV 32545 13 0 0 0 192.168. 13. 10 - 192.168. 13. 20
-0 O 1 ANY: ----8- ----- - 0x0000000000000038
0

I M 32545 Ox1FFF 0O 0x00 0x000 255.255. 255. 255 - 255, 255. 255. 255
-0 O OxF

IV 32546 13 0 0 0 192.168. 13. 10 - 192.168. 13. 20
-1 0 1 S - 0x0000000000000038
0

I M 32546 Ox1FFF 0O 0x00 0x000 255.255. 255. 255 - 255, 255. 255. 255
-1 0 OxF

|V 32547 13 0 0 0 0.0.0.0 - 0.0.0.0
-0 O 0 S - 0x0000000040000038
0

I M 32547 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 O 0x0

Sup2T#show pl atform software acl capnmap tcam B | abel 13
Shadow Capnmap Table Entry For TCAM B

Qutput in a RST/INV/ICNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;



CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[ 5] [4] [3] [2] [1]
[0]
13 8 212/0/1 Free Free Free
Free Free Free Free Free 224/0/1

EARFR , TCPIREHEFTER224MRERXXNNTE —NARANZICTCPIRE), LHREITHX
R THETCPR(RAACE)AE —TCP#RE.

s —MNACERIHBIACL a13, XM ZB —FEITCPHRE :

Sup2T(config)#i p access-list extended al3
Sup2T(confi g-ext-nacl)#permt tcp host 192.168.1.1 host 192.168.1.2 ack
Sup2T(confi g- ext - nacl ) #exi t

MRBESHcapmapk , BEEFEHS —NTCPEHESS :

Sup2T#show pl atform software acl capmap tcamb | abel 13
Shadow Capnmap Table Entry For TCAM B

Qutput in a RST/INV/ICNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[ 5] [4] [3] [2] [1]
[0]
13 7 212/0/1 Free Free Free
Free Free Free Free 225/0/1 224/ 0/ 1

ETHREEED , RESKFEWIT XN TERE , FA— MR TCPHEFS , HARER BN, XX
& , N TFENFE , BEERA—NcapmapFR B, WEM#E —FERERTUERE ERER EBHESR
FIACLIY WARESE B R IE BlcapmapPR &l , £ 168RETCPBRHIET,

BIEBIRSENTCPIRS , UERAXETCPHFRRRFNTRIARET L. KRHIEREEHB
R AN ATEREOVLANS T 255100% TCPEH 7z A ARME RILA A JLAMACL

Sup2T#show pl at f orm hardware capacity acl

Classification Mgr Tcam Resour ces

Key: Ttlent - Total TCAMentries, QSent - QoS TCAM entries, LOU - LOUs,
RBLent - RBACL TCAM entries, Lbl - Labels, TCP - TCP Fl ags,
Dstbl - Destinfo Table, Ethcam - Ethertype Cam Tabl e,
ACTtbl - Accounting Table, V6ext - V6 Extn Hdr Table

Modul e Ttl ent QoSent RBLent Lbl LOU TCP Dstbl Ethcam ACTtbl V6ext
1 3% 7% 0% 1% 96% 100% 1% 0% 0% 0%



3 3% 7% 0% 1% 96% 100% 1% 0% 0% 0%
4 3% 7% 0% 1% 96% 100% 1% 0% 0% 0%
6 3% 7% 0% 1% 96% 100% 2% 0% 0% 0%

LM ER , RRERES —MACLA —MHE—TCPHE(F M) TCPHRER A& R A A L B# N
, RIS IRE — N TCPIRER (B ENAE)FITCPEF 7R, AM , REWANEHFESR.
EXMEBERT , SFEENMEC,

Sup2T(config)#i p access-list extended a29
Sup2T(config-ext-nacl)#permt tcp host 192.168.1.1 host 192.168.1.2 psh rst

Sup2T(config-if)#int vlian 29
Sup2T(config-if)#i p access-group a29 in

*Qct 6 13:57:47.612: %MCORE- 4- RACL_REDUCED: Interface Ml an29 routed traffic
will be software switched in ingress direction. L2 features may not be applied
at the interface
Sup2T#show pl atform hardware acl entry interface vlan 29 security inip
m s_i f_i ndex: 2000001D dir:0 feature: 0 proto: 0

pass#0 features

fno: 0

tcam B, bank:1, prot:0 Aces

Bri dge ip any any

RPITFFEH2 - 100% LOUFFRRfERER

t11i2LOUsR — BRI ER- B AR BLEN ZEH ., BrelsZLOUERAG ARG T ¢

Sup2T#show pl at f or m hardware capacity acl
Classification Mgr Tcam Resour ces
Key: Ttlent - Total TCAM entries, QSent - QS TCAM entries, LOU - LOUs,
RBLent - RBACL TCAM entries, Lbl - Labels, TCP - TCP Fl ags,
Dstbl - Destinfo Table, Ethcam - Ethertype Cam Tabl e,
ACTtbl - Accounting Table, V6ext - V6 Extn Hdr Table

Modul e Ttl ent QoSent RBLent Lbl LOU TCP Dstbl Ethcam ACTtbl V6ext

1 2% 7% 0% 1% 1% 0% 1% 0% 0% 0%
3 2% 7% 0% 1% 1% 0% 1% 0% 0% 0%
4 2% 7% 0% 1% 1% 0% 1% 0% 0% 0%
6 2% 7% 0% 1% 1% 0% 2% 0% 0% 0%

¥ RACLN THEAESLOUs, EXRBMLOUFFRR , AFIB)/LNACLIYRELS(Mrangedn & , It
RPIER96% LOUER B E :

Sup2T#show pl at f orm hardware capacity acl

Classification Mgr Tcam Resources

Key: Ttlent - Total TCAM entries, QSent - QS TCAM entries, LOU - LOUs,
RBLent - RBACL TCAM entries, Lbl - Labels, TCP - TCP Fl ags,
Dstbl - Destinfo Table, Ethcam - Ethertype Cam Tabl e,
ACTtbl - Accounting Table, V6ext - V6 Extn Hdr Table



Modul e Ttl ent QoSent RBLent Lbl LOU TCP Dstbl Ethcam ACTtbl V6ext

1 3% 7% 0% 1% 96% 0% 1% 0% 0% 0%
3 3% 7% 0% 1% 96% 0% 1% 0% 0% 0%
4 3% 7% 0% 1% 96% 0% 1% 0% 0% 0%
6 3% 7% 0% 1% 96% 0% 2% 0% 0% 0%

B3 5 —MACLH B N A X RHE BLOUSE A 75 A H100%SE B AV EE M.

Sup2T(config)#i p access-list extended al2

Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.
Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.
Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.
Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.
Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.
Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.
Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.
Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.
Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.
Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.

range 1401 1410
range 1411 1420
range 1421 1430
range 1431 1440
range 1441 1450
range 1451 1460
range 1461 1470
range 1471 1480
range 1481 1490
range 1491 1500

PR R RPRRRRRE R
NNOMNNNNNDNDNN

Sup2T(confi g-ext - nacl ) #exi t
Sup2T(config)#i nt vlian 12
Sup2T(config-if)#i p access-group al2 in

APIEIIX T 100% LOUER G E AT , BERHERERARZER,

Sup2T#show pl at f or m hardware capacity acl
Classification Mgr Tcam Resour ces
Key: Ttlent - Total TCAM entries, QSent - QS TCAM entries, LOU - LQOUs,
RBLent - RBACL TCAM entries, Lbl - Labels, TCP - TCP Fl ags,
Dstbl - Destinfo Table, Ethcam - Ethertype Cam Tabl e
ACTt bl - Accounting Table, V6ext - V6 Extn Hdr Table

Modul e Ttl ent QoSent RBLent Lbl LOU TCP Dstbl Ethcam ACTtbl V6ext

1 3% 7% 0% 1% 100% 0% 1% 0% 0% 0%
3 3% 7% 0% 1% 100% 0% 1% 0% 0% 0%
4 3% 7% 0% 1% 100% 0% 1% 0% 0% 0%
6 3% 7% 0% 1% 100% 0% 2% 0% 0% 0%
X255 —MNE. BIALOUE100% , ERE—FFERMELIOpH HIRENEALEIR, BELACL

Sup2T#show i p access-lists al3
Extended | P access list al3
10 permit tcp host 192.168.14.1 host 192.168.14.2 range 1600 1650

LA ASERY EEE ST OVLAN 13,

Sup2T#show run int vlan 13
Bui | di ng configuration..

Current configuration : 87 bytes
|

interface Ml anl3
i p address 192.168.13.1 255.255.255.0
ip access-group al3 in

end

MBI EFTCAMA LVLAN

Sup2T#show pl atform hardware acl entry interface vlian 13 sec inip



m s_i f _i ndex: 2000000D dir:0 feature:0 proto:0

pass#0 features

fno: 0

tcam B, bank:0, prot:0 Aces

Perm t tcp host 192.168.14.1 host 192.168.14.2 eq 1650

Perm t tcp host 192.168.14.1 host 192.168.14.2 range 1648 1649
Perm t tcp host 192.168.14.1 host 192.168.14.2 range 1632 1647
Perm t tcp host 192.168.14.1 host 192.168.14.2 range 1600 1631
Perm t tcp host 192.168.14.1 host 192.168.14.2 fragments
L3_Deny ip any any

L4OpsBFF. MREFHcapmapR ATCAMIRE |, BE I AT EELE,

Sup2T#show pl atform hardware acl entry interface vlan 13 sec in ip detai
m s_i f_i ndex: 2000000D dir:0 feature:0 proto: 0

pass#0 features

UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

M.GFl: M npl s_plus_ip_pkt, L-L4_hdr_vld, G gpid_present,F-global _fnt_match, |-ife/ofe
's' neans set; 'u' neans unset; '-' means don't care

| I NDEX LABEL FS ACOS AS | P_SA SRC_PORT
| P_DA DST_PORT F FF L4PROT TCP- F: UAPRSF MLGFI O her L40Ps

fno: 0

tcam B, bank:0, prot:0 Aces

IV 16136 14 O 0 0 192.168.14.1 - 192.168. 14. 2
1650 0 O 1 S - 0x0000000000000038
0

I M 16136 Ox1FFF 0O 0Ox00 0x000 255.255. 255. 255 - 255. 255. 255. 255
OxFFFF 0 O OxF

IV 16137 14 O 0 0 192.168.14.1 - 192.168. 14. 2
1648 0 O 1 S - 0x0000000000000038
0

I M 16137 Ox1FFF 0O 0x00 0x000 255.255. 255. 255
OXxFFFE O O OxF

IV 16138 14 O 0 0 192.168.14.1 - 192.168. 14. 2
1632 0 O 1 S - 0x0000000000000038
0

I M 16138 Ox1FFF 0 0x00 0x000 255.255. 255. 255
OxFFFO 0 O OxF

IV 16139 14 O 0 0 192.168.14.1 - 192.168. 14. 2
1600 0 O 1 S - 0x0000000000000038
0

255. 255. 255. 255

255. 255. 255. 255



I M 16139 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 255, 255. 255. 255
OxF

IV 16140 14 0 0 0 192.168.14.1 - 192.168.14.2
-1 0 1 S - 0x0000000000000038
0

Sup2T#show pl atform software acl capmap tcam B | abel 14
Shadow Capmap Table Entry For TCAM B

Qutput in a RST/INV/CNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]

[ 5] [4] [3] [2] [1]

[0]

14 9212/0/1 Free Free Free

Free Free Free Free Free

Free

XERREMFANRA, BTFLOUFESRENTI |, &6 KHEPE— ?ﬁﬁEE’JMOpSﬂBE HAMA

A%‘BEcapmapiET—Jl«M&*%o LB ER | fﬁ%%ulﬂﬁﬂﬁﬁf&ﬂ] TETCAMEI’JL40pso m
RLAOpsRIFAY BH , RAREHRHEXRIELHN HFRNENER,

100% LOUS 8 A1 REE R4 ? B TCAMIF 1A R IRIE S (B FLAOPT ). MR =it R I
Ay EBAL40ps , AR5 LA , BHNENEZEORBREFFE,

REBAUERBR , SEZHLTE—FAY BAL4OpHEXMER TEY , S8l , HixREKR. NARME
AVLAN 1358 in—3EA# RRILAOpM L RBIMEL T S HTACL a13,

Sup2T(config)#i p access-list extended al3
Sup2T(config-ext-nacl)#pernit tcp host 192.168.14.1 host 192.168.14.2 dscp 40

Cct 5 04:50:13.104: 9%MCORE-4- RACL_REDUCED: Interface Vlanl3 routed traffic will
be software switched in ingress direction. L2 features may not be applied at the
interface

Cct 5 04:50: 13.096: %EARL_CM DFC3-5-NOLQU: No free LQU entry available on the EARL
Cct 5 04:50: 13.096: %EARL_CM DFC1-5-NOLQU: No free LQU entry available on the EARL
Cct 5 04:50: 13.096: %EARL_CM DFCA-5-NOLQU: No free LQU entry available on the EARL
Sup2T#show pl atform hardware acl entry interface vlian 13 security inip

m s_i f_i ndex: 2000000D dir:0 feature:0 proto: 0

pass#0 features

fno: 0

tcam B, bank:0, prot:0 Aces

Bri dge ip any any



RPITFsE#3 -4miE 5L40psHYQoS

QoS Mg th ¥ th ZE | 40ps; BME FIX ELA0psKEFF A HfL40p, XEERENED , NIEH
QoS&KHE , &HcapmapRMLOUsE B #b BAYBRHIPRHl, X2 /NS 1 15 B b 1Y 7RI

Sup2T#show i p access-lists al
Extended | P access list al
10 permit tcp host 192.168.1.10 host 192.168.2. 10 dscp ef

Sup2T#show cl ass-map al-cl ass
Class Map match-all al-class (id 37)
Mat ch access-group nane al

Sup2T#show policy-map al-policy
Policy Map al-policy
Cl ass al-cl ass
police cir 80000 bc 2500
conformaction transmt
exceed-action drop

It R 45 PCEL R Al access-list a1 PEEi M 192.168.1. 100 R & F/192.168.2. 10 H E 23 K (EF)FricH
KRG — KBRS, [CEEDSCPER —EAT BHL4AOp, X ERFHFEFILOUFT FENBEDKE
WS EEcapmapRE, ILREEI S XA LEMN AN gigd/23.

Sup2T#show run int gig3/23
Bui | di ng configuration...

Current configuration : 176 bytes
!

nterface G gabitEthernet3/23

swi t chport

switchport trunk allowed vlan 1-30
swi tchport node trunk

servi ce-policy input al-policy

end

NTEERENQSHEND , FEMLHT

Sup2T#show pl atform hardware acl entry interface gig3/23 qos in ip nodule 3
m s_i f _i ndex: 8096000 dir:0 feature:1 proto:0

pass#0 features

fno:0
tcam A, bank:0, prot:0 Aces

0x0000E0100000D00B  tcp host 192.168.1.10 host 192.168.2.10 dscp eq 46
0x000000000080D00B i p any any

ERE S BB ATCAMREFEAERED,

Sup2T#show pl atform hardware acl entry interface gig3/23 qos in ip detail nodule 3
m s_if_i ndex: 8096000 dir:0 feature:1 proto:0



pass#0 features

UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

M.GFl: M npls_plus_ip_pkt, L-L4 _hdr_vid, Ggpid_present, F-global _fnmt_match, |-ife/ofe
's' nmeans set; 'u' neans unset; '-' neans don't care

| I NDEX LABEL FS ACOS AS | P_SA SRC_PORT
| P_DA DST_PORT F FF L4PROT TCP- F: UAPRSF MLGFI O her L40OPs

fno: 0

tcam A, bank:0, prot:0 Aces

IV 16238 2 0 0 0 192.168.1.10 - 192.168.2.10
-0 O 1 - e dscp=46; 0x0000E0100000D00B
0

I M 16238 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 255.255. 255. 255
-0 O OxF

IV 16239 2 0 0 0 0.0.0.0 - 0.0.0.0
-0 O 0 - e - 0x000000000080D00B
0

I M 16239 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 O 0x0

FEANTCAMIRE Hal 22. EF It M capmapk :

Sup2T#show pl atform software acl caprmap tcam A | abel 2 nodule 3
Shadow Capmap Table Entry For TCAM A

Qutput in a RST/INV/ICNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[ 5] [4] [3] [2] [1]
[0]
2 8 212/0/1 Free Free Free
Free Free Free Free Free 2/1/1

Note:3 TQoS TCAM , EH4MEBEERRS, RAY , MHAFEEMER,

Sup2T#show pl atform sof tware acl capnmap mappi ng

L4op_sel val ue Ref erence
0 ------ LOUW B register
I LOUWO A register

2 e LQU1 B register



3 e LOQUL A register

*sni p*

LOUEXLOUTKI2R , BiFaeB. BreliARRERA LT

Sup2T#show pl at f orm hardware acl |ou
Dunpi ng h/w | ou val ues

Index lou_mux_sel A Opcode A Value B _Opcode B Value

0 7 NEQ 0 NEQ 0
1 4 NEQ 0 NEQ 46
2 1 NEQ 0 NEQ 0
*sni p*
ERHEHIRSEE,

Sup2T#show i p access-lists al
Extended | P access list al

10 permit tcp host 192.168.1.10 host 192.168.2. 10 dscp ef
20 pernmit tcp host 192.168.2.11 host 192.168.2.11 dscp ef
30 pernmit tcp host 192.168.3.11 host 192.168.3.11 dscp ef
40 permit tcp host 192.168.4.11 host 192.168.4.11 dscp ef
50 pernmit tcp host 192.168.5.11 host 192.168.5.11 dscp ef
60 pernmit tcp host 192.168.6.11 host 192.168.6.11 dscp ef
70 pernmit tcp host 192.168.7.11 host 192.168.7.11 dscp ef
80 pernmit tcp host 192.168.8.11 host 192.168.8.11 dscp ef

Sup2T#show pl atform software acl caprmap tcam A | abel 2 nodule 3
Shadow Capmap Table Entry For TCAM A

Qutput in a RST/INV/ICNT format: RST - result value; INV - inverted
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

Index CBF [ 9] [ 8] [7] [ 6]
[ 5] [4] [3] [2] [1]
[0]
2 8 212/0/1 Free Free Free
Free Free Free Free Free 2/1/8

XAEAZKERM , CEMRESETHHRELEHEA , BE XL, McapmapRMLOUFFRFME , %
BXRTREMBAMNT R, XFMHLIOpER . BANTCELEMBACENE—1DSCPE , BRE
EZDSCPEN—1%E,

gt , SMEZER NN TEHIDSCPE,

Sup2T#show i p access-lists al

Extended | P access list al
10 permit tcp host 192.168.1.10 host 192.168.2.10 dscp afl1ll
20 permit tcp host 192.168.2.11 host 192.168.2.11 dscp afl12



30 pernit tcp host 192.168.
40 permit tcp host 192.168.
50 pernit tcp host 192. 168.
60 pernit tcp host 192. 168.
70 pernmit tcp host 192. 168.
80 pernmit tcp host 192.168.8.11 host 192. 168.
90 pernmit tcp host 192.168.9.11 host 192. 168.

M7E , MREFcapmap® , BEIEWNT :

.11 host 192.168.
11 host 192.168.
11 host 192.168.
.11 host 192.168.
11 host 192.168.

.11 dscp af 13
11 dscp af21
11 dscp af 22
.11 dscp af23
11 dscp af31
.11 dscp af 32
.11 dscp af 33

Sup2T#show pl atform software acl caprmap tcam A | abel 2 nodule 3
Shadow Capnmap Table Entry For TCAM A

Qutput in a RST/INV/ICNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

Index  CBF [9] [ 8] [7] [ 6]
[ 5] [4] [3] [2]
[1] [0]

2 0 212/0/1 10/ 1/ 1 9/1/1 8/1/1
7/1/1 6/1/1 5/1/1 4/1/1 3/1/1
2/1/1

XRRETHA , MIRZHAHABZES —MIEATT RBAIL4Op-based%k B :

Sup2T(confi g-ext-nacl)#permt tcp host 192.168.10.11 host 192.168. 10.11 dscp 2
Sup2T(confi g- ext - nacl ) #end

%M 4- TCAM _ENTRY: Hardware TCAM entry progranming failed for slot 3 intf G 3/23
dir I N <CONFI G UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)

%M 4- TCAM _ENTRY: Hardware TCAM entry progranming failed for slot 3 intf G 3/23
dir I N <CONFI G UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)

%M 4- TCAM _ENTRY: Hardware TCAM entry progrannming failed for slot 3 intf G 3/23
dir I NN <CONFI G UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)

%M 4- TCAM _ENTRY: Hardware TCAM entry progrannming failed for slot 3 intf G 3/23
dir I NN <CONFI G UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)

%M 4- TCAM _ENTRY: Hardware TCAM entry progrannming failed for slot 3 intf G 3/23
dir I NN <CONFI G UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)
9%-MCORE- 6- RACL_ENABLED: | nterface G gabitEthernet3/23 routed traffic is hardware
switched in ingress direction

Cct 20 17:12:54.304: YEARL_CM DFC3- 5- NOCAPMAP: No free capmap entry avail able

HAEFTCAMALED :

Sup2T#show pl atform hardware acl entry interface gig3/23 qos in ip nodule 3
m s_i f _i ndex: 8096000 dir:0 feature:1 proto:0

Coul dnt find feature for ms_if_index 0x8096000, dir O
QoSIhgeHE L ZEBOMNTCAMFT B R,

ABEMRIE N HFEEML4Ops, Hitk , MRARLLL4AOps MR EE EE M — NDSCPEMN AR £



ACL , LOUEFEFEREERAL, REMT :

Sup2T#show policy-map al-policy
Policy Map al-policy
Cl ass al-cl ass
set dscp ef

Sup2T#show cl ass-map al-cl ass
Class Map match-all al-class (id 37)
Mat ch access-group nane al

Sup2T#show i p access-lists al
Extended | P access list al
10 permit tcp host 192.168.1.1 host 192.168.2.1

XN AR Ngigl/23

Sup2T#show run interface gig3/23
Bui | di ng configuration...

Current configuration : 176 bytes
!

nterface G gabitEthernet3/23

swi t chport

switchport trunk allowed vlan 1-30
swi tchport node trunk

servi ce-policy input al-policy

end

Sup2T#show pl atform hardware acl entry interface gig3/23 gqos inip detail nodule 3

m s_i f_i ndex: 8096000 dir:0 feature:1 proto:0

pass#0 features
UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

M.GFl: M npls_plus_ip_pkt, L-L4 hdr_vid, Ggpid_present, F-global _fnt_match, |-ife/ofe
's' means set; 'u

means unset; - nmeans don't care

| I NDEX LABEL FS ACOS AS | P_SA SRC_PORT
| P_DA DST_PORT F FF L4PROT TCP- F: UAPRSF MLGFI O her L40OPs

fno:0

tcam A, bank:0, prot:0 Aces

IV 16238 3 0 0 0 192.168.1.1 - 192.168.2.1
-0 O 1 S - 0x0000E010005D100B
0

I M 16238 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 255.255. 255. 255

-0 O OxF



IV 16239 3 0 0 0 0.0.0.0 - 0.0.0.0

-0 O 0 - e - 0x000000000080D00B
0

I M 16239 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 O 0x0

Sup2T#show pl atform software acl capmap tcam A | abel 3 nodule 3
Shadow Capmap Table Entry For TCAM A

Qutput in a RST/INV/CNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[5] [4] [3] [2] [1]
[0]
3 9 212/0/1 Free Free Free
Free Free Free Free Free
Free

ROIFEEH4 -NIDVARACLIRECAPMAPFER

EARGIF , FolBXLHEREENZEOFERIPV4RIPYG ACL , ZHiEOF3AET :

Sup2T#show run interface gig3/23
Bui | di ng configuration...

Current configuration : 176 bytes
!

nterface G gabitEthernet3/23

swi t chport

switchport trunk allowed vlan 1-30
swi tchport node trunk
service-policy input al-policy

end

Sup2T#show pl atform hardware acl entry interface gig3/23 gqos inip detail nodule 3

mMs_if_index: 8096000 dir:0 feature:1 proto:0

pass#0 features

UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

MLGFl: Mnpls_plus_ip_pkt, L-L4 hdr_vid, Ggpid present,F-global _fnt_match, I|-ife/ofe
's' neans set; 'u' neans unset; '-' neans don't care

| I NDEX LABEL FS ACCS AS I P_SA SRC_PORT
| P_DA DST_PORT F FF L4PROT TCP-F: UAPRSF MLGFI O her L4OPs



fno: 0

tcam A, bank:0, prot:0 Aces

IV 16238 3 0 0 0 192.168.1.1 - 192.168.2.1
-0 O 1 - e - 0x0000E010005D100B
0

I M 16238 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 255.255. 255. 255
-0 O OxF

IV 16239 3 0 0 0 0.0.0.0 - 0.0.0.0
-0 O 0 - e - 0x000000000080D00B
0

I M 16239 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 O 0x0

Sup2T#show pl atform software acl capmap tcam A | abel 3 nodule 3
Shadow Capmap Table Entry For TCAM A

Qutput in a RST/INV/CNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[5] [4] [3] [2] [1]
[0]
3 9 212/0/1 Free Free Free
Free Free Free Free Free
Free

A, MRMNIPVAACLIER , AEBEMXNE&EZEOBHREXIIMTR , HEERTBEEK

ST RG], XEACLEEESVIT :

Sup2T#show run interface gig3/23
Bui | di ng configuration...

Current configuration : 176 bytes
|

nterface G gabitEthernet3/23

swi t chport

switchport trunk allowed vlan 1-30
swi tchport node trunk
service-policy input al-policy

end

Sup2T#show pl atform hardware acl entry interface gig3/23 gqos inip detail nodule 3

m s_i f_i ndex: 8096000 dir:0 feature:1 proto:0



pass#0 features

UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

M.GFl: M npls_plus_ip_pkt, L-L4 _hdr_vid, Ggpid_present, F-global _fnmt_match, |-ife/ofe
's' nmeans set; 'u' neans unset; '-' neans don't care

| I NDEX LABEL FS ACOS AS | P_SA SRC_PORT
| P_DA DST_PORT F FF L4PROT TCP- F: UAPRSF MLGFI O her L40OPs

fno: 0

tcam A, bank:0, prot:0 Aces

IV 16238 3 0 0 0 192.168.1.1 - 192.168.2.1
-0 O 1 - e - 0x0000E010005D100B
0

I M 16238 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 255.255. 255. 255
-0 O OxF

IV 16239 3 0 0 0 0.0.0.0 0.0.0.0
-0 O 0 - e - 0x000000000080D00B
0

I M 16239 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 O 0x0

Sup2T#show pl atform software acl capmap tcam A | abel 3 nodule 3
Shadow Capmap Table Entry For TCAM A

Qutput in a RST/INV/CNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[5] [4] [3] [2] [1]
[0]
3 9 212/0/1 Free Free Free
Free Free Free Free Free
Free

MEF—NREIFEE , IPVYACLEBIT K- EML4Ops, FEEO TEESMNIPVAXLENE
FHMER N T A Rcapmapik.

MIRTEIX LR NP BAL IR E R W TCAMBEE | TERHLMIPVAACLE B3, ﬁ)ﬂ%‘iﬂ’g BHEHA
fEcapmapRE , x?ﬁé*ﬂ)ﬁﬁi‘%T?ﬁEE’JMOpsﬁg TiE%capmapk , TEHEHT. £4RR2HAH
HAAREERERO, SXNYIXETANZXEREERWIETT BHL4Op , HEBREH R HERE
IPv6 ACL,

LR BRIIPVAACLEY , B R ABKE fEcapmapR 2180 , 3 HIPv6 ACLIE it 4 5 i mIE R &
HHEFEREP - MRIEEE K capmapsk B, élPMACLE%ﬁf‘FHRﬂ%DEE%HT B—¥VBEBX



4, AT— 1" BHcapmapBEXH —NEAMIPv4%E HEIEFHTFIPv6 ACL, ERFIEL4OpsEH
ENERERIIALACL,

R TBLEIPVAACLE F I BRANFIBENABAYLXEAHEEHTE , BB BFREXEFTEN
TCAMEHNEE, MAEZELE |, 55 M Cisco Bug ID CSCuq24924,

BT tbiE58 |, BB E MR A E 5 HL40psTE LI Ym 12 B a0 IR 1 itk IPv4/v6 ACLER B £/
BEESHAE—MTEERD, X2ALMHEEEN

Swi tch(confi g)#pl atform hardware acl tcam exp-|ogic enable

Note H TV R , HTHTHIERBNANENR , I BWL40pst EERFAEERRR K , HA
HFSBETCAMFARHN —NEERS,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq24924/

	EARL 8分类管理器：LOUs、L4Ops和Capmap表的一个性能上的考试
	目录
	简介
	背景信息
	程序Capmap表和LOU寄存器
	案例研究#1 - ACL用TCP标志
	案例研究#2 - 100% LOU寄存器使用情况
	案例研究#3 -编程与L4Ops的QoS
	案例研究#4 -双协议栈ACL原因CAPMAP耗尽


