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Switch(config-if)#swi tchport voice vlian ? <1-4094> Vlan for voice traffic dotlp Priority tagged
on PVID none Do not tell tel ephone about voice vlan untagged Untagged on PVID
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Swi t ch#configure terminal Switch(config)#i nterface
fastethernet 2/5 Switch(config-if)#sw tchport node
access Switch(config-if)#Swi tchport access vlan 10
Switch(config-if)#swi tchport voice vlian 20 !---
Configures the | P phone to transmt voice traffic in!--
- 802.1Q franes tagged with voice VLAN ID 20. end
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Swi t ch#show power inline consunption default Default PD consunption : 15400 nW
RINBERT , IEXRRYIEAEEE N B3N PoE & H N HMBE, RHILT show power
inline & 75 LA & £ um O K WX BIREC BIRS

Swi t ch#show power inline FastEthernet 2/5 Interface Admin Oper Power Device C ass Max (Watts) --
---------------------------------------------------------- Fa2/5 auto on 7.0 | P Phone 7960
nfa 15.4 !'--- You can see the Admn status as auto. This is the default configuration
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Switch(config-if)#power inline ? auto Automatically detect and power inline devices consunption
Configure the inline device consunption never Never apply inline power static Hgh priority
inline power interface
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Swi t ch#configure term nal Switchj(config)#i nterface
fastethernet 2/5 Switch(config-if)#power inline auto !--
- Configures inline power support on fast Ethernet port
2/ 5.
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Auto-QoS £EE QoS HRME ARSI, #EEE auto-QoS 28l , FHRMRA £ REEEM
QoS, BERERMA LEE auto-QoS B , FEXMRILER QoS (WREEERA ) , HEL2RE
EREENIIMRE. &5, EXRXRHIEOABEENFEEAR CoS S, AN ZKABEERE
BESHE. e , BRENEMAKOBEE auto-QoS Bt , AR ZEA QoS SHEER M KD,

/5 AN T /5 A debug auto qos % , R X RXikHlin DB E auto-qos , AFETE auto-QoS
EBEESIREHNATHLE QoS BB, debug auto qos B REEREN ENANG S,

A auto qos iS5 , AILMRIBEMNEREN QoS BE. B2 , TEWXH M., BUNELRLE
& auto qos voice A =B A AL

Switch(config-if)#auto qos voip ? cisco-phone Trust the QS narking of Ci sco | P Phone cisco-
sof t phone Trust the QoS nmarking of Ci sco |IP SoftPhone trust Trust the DSCP/ CoS narking

RIZ1T 10S By Catalyst Z¥eHEE Auto-QoS

Swi t ch#configure termi nal Switch(config)#interface
fastethernet 2/5 Switch(config-if)#auto qos voip cisco-
phone !--- Configures the port to trust the CoS | abels
l--- in the incom ng packets and configures the !---
traffic-shaping paraneters.

B A auto qos I FIEETEFME Catalyst Rt LERERRY , ER , B auto-QoS £ Catalyst 3
YL ENAK QoS BLE , AR Catalyst LT FHo

X5 2 R LTHEBRELIE QoS

MRAEFEREEZET FAERBEIRY , WFEEHNPRiIFOEE QoS S8, BXTERT , &
E & i auto qos voip trust @5 % , M= auto qos voip cisco-phone i F o

£31Z21T 10S B Catalyst 33 HLAY R 2 EEER B Auto-
QoS

Swi t ch#configure termnal Switch(config)#interface

gi gabitethernet 1/1 Switch(config-if)#auto qos voip
trust !--- Configures the port to trust the CoS | abels
l--- in the inconm ng packets and configures the !---
traffic-shapi ng paraneters.

X5 3 B L1TEERECE QoS

MRBZREBIE 3 B8R , WEEMFA auto qos voip trust s P EERO , AEEFiRAEE
7 trustdscp, LRGIETATERIEZIRENE 3BIRONEE !
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Swi t ch#configure termnal Switch(config)#interface
gigabitethernet 1/1 Switch(config-if)#auto qos voip
trust !--- Configures the port to trust the CoS | abels
l--- in the incom ng packets and configures the !---
traffic-shaping paranmeters. Switch(config-if)#ms qos
trust dscp !--- Configures the port to trust the DSCP
labels !'--- in the incom ng packets. This command is for
I--- Catal yst 3560/ 3750/ 6500 Switches. or Switch(config-
i f)#qos trust dscp !--- Configures the port to trust the
DSCP | abels !'--- in the incom ng packets. This comrand
is for !--- Catalyst 4500 Switches.
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. cisco-phone — L HEEA FIXHMNRBENIEO : IP BFEEERES KO , HA—4& PC AT
EERZBEE, ENKOBREEA VLAN, i5F VLAN, iwOZ M4, spannlng-tree
portfast/bpduguard Hl auto qos voip cisco-phone,

. cisco-switch — W RERA TMEARKRINE 2 HERRVN LTHEEROD, MRENEIRE
BT A SRR ZR T AR AL , M ATBAE A cisco-switch ZREE LT8R IKEOD. WERNIKARE
dot1q 4k, spanning-tree link-type point-to-point 1 auto qos voip truste FRfFHEA T
EtherChanneI/ﬁﬁ”ﬁDiﬂ

X XETMNZBFUATRERENE

. Smartport & — WERERBL PR, BXRIFHAEFER , BSHEE Smartports %,
CEOR - WERAPENNE , ATEGRE—AEO0N#HTRE, AXIFAEE , FSHE
ENFEAZEOTEE.
RHELT show s S UAEETANE :

Swi t ch#show parser macro brief default global : cisco-global default interface: cisco-desktop
default interface: cisco-phone default interface: cisco-switch default interface: cisco-router
default interface: cisco-wreless

KHEELT show S AEEERIHIA -

Swi t ch#show par ser nmacro nane ci sco-phone # Cisco | P phone + desktop tenplate # nacro keywords
$access_vl an $voice_vlan # Vol P enabled interface - Enable data VLAN # and voi ce VLAN #
Recommrended val ue for access vl an should not be 1 switchport access vlan $access_vlan switchport
node access # Update the Voice VLAN val ue which should be # different fromdata VLAN #
Recommended val ue for voice vlan should not be 1 switchport voice vlan $voice_vlan # Enable port
security limting port to a 2 MAC # addressess -- One for desktop on data vlan and # one for
phone on voice vlan sw tchport port-security switchport port-security nmaxi num 2 # Ensure port-
security age is greater than one nminute # and use inactivity timer sw tchport port-security
violation restrict switchport port-security aging time 2 switchport port-security aging type
inactivity # Enable auto-gqos to extend trust to attached C sco phone auto qos voi p ci sco-phone #
Configure port as an edge network port spanning-tree portfast spanning-tree bpduguard enabl e

LRGIERE IP BIEHRE PR Him O EE
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Swi tch#configure term nal Switch(config)#interface
gigabitethernet 2/5 Switch(config-if)#nmacro apply



//www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.2_40_se/configuration/guide/swmacro.html
//www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.2_40_se/configuration/guide/swint.html#wpmkr1025944
//www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.2_40_se/configuration/guide/swint.html#wpmkr1025944

$access_vlan 10 $voice vlian 20 !'--- Confiqures the
access port to connect the IP phone. !'--- The PC
connects to the I P phone. It configures the port that !-
- belongs to access VLAN 10 and voice VLAN 20. It also
configures !--- auto gos voip cisco-phone.
Switch(config-if)#exit Switch(config)#interface
gigabitethernet 1/1 Switch(config-if)#nmacro apply cisco-
switch $native vian 10 !'--- Confiqgures the uplink port
as dotlqg trunk port !'--- with native VLAN 10. It also
configures auto gos voip trust.

Wi

K HLLT show interface i = ATIAELE R B 1E1=1T Cisco 10S IR EIEE T1E -

Swi t ch#show i nterface fastethernet 2/5 swi tchport Nane: Fa2/5 Switchport: Enabled Admi nistrative
Mode: static access Qperational Mde: static access Adnministrative Trunking Encapsul ation:
negoti ate Operational Trunking Encapsul ation: native Negotiation of Trunking: Of Access Mde
VLAN: 10 (VLANOO10) Trunking Native Mode VLAN. 1 (default) Adm nistrative Native VLAN tagging:
enabl ed Voice VLAN: 20 (VLANO020) Adm nistrative private-vlan host-associati on: none

Adm ni strative private-vlan mappi ng: none Admi nistrative private-vlan trunk native VLAN. none
Adm ni strative private-vlan trunk Native VLAN tagging: enabled Adnministrative private-vlan trunk
encapsul ation: dotlgq Administrative private-vlan trunk normal VLANs: none Administrative
private-vlan trunk private VLANs: none QOperational private-vlan: none Trunki ng VLANs Enabl ed:
ALL Pruni ng VLANs Enabl ed: 2-1001 Capture Mode Disabled Capture VLANs Al lowed: ALL Protected:
fal se Unknown uni cast bl ocked: disabled Unknown multicast bl ocked: disabled Appliance trust:
none

woREBRERER (XBREMAS ) (OIT) THFEL show 5. FA OIT AIEEX show ap S5
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O, XMZwAKE, wOKBIRES PoE RBELSHBULRIM, 3750 RII#E bk 4 LR
M, HAIE B Cisco Bug ID CSCsc10999 ( XPBRZFEMAF ) HFHRR,

BRI AR A& H shutdown/no shutdown, g , R#EHleM IP BiFREBRR, EBEESE
Cisco 10S BFRA 12.2(25)SED1 H##IR,

7935 IP £ BiFEINEEE IP it M A RIFFH IP #ut

WEREF 7935 IP £ EBEIFEZER RN , NS BEFLERRBHEE VLAN 19 1P i#bit, MEF
7960 IP BBigiERER &5 7935 IP 2B FHBEMN Y IRA |, I 7960 £FWIEF VLAN LB IP #:
ko

WRIFBEEHTF 7935 IP £ BIENRITS M. AN BEIETERRIERE PCH 10/100 0O , MA
fb 7900 R % IP BHiEH., i85 VLAN S4B VLAN WIS EEN AT 7935 IP £ HEiF,

BEXREMHPMBRER , BSH 7935 IP 2B ENSEMERE
IP_EBiE kRt MAC & HAKBIEEK (MAB)



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsc10999
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/products/hw/phones/ps379/products_tech_note09186a00802381ab.shtml

X MAB Al T XM 4R & R T 15 AR R AF , B (1BE ) VLAN ERFEAMAEY
CDP 3RZI#Y IP 8i%F MAC itk B2 , IR IP BiFR LI (R BEM PC EEFT ) HEERE
BEE T HIENEST VLAN M350 , N 1P BiER4E THIE VLAN . Eit , = IP 85T
Cisco CallManager B , 2i&F B &,

ERIEFE | EEHAES VLAN B ID BLiEiZik QA VLAN |, S5 —4& PC &S IP #iF,
IP_5i% kM DHCP BR5SE83K 58 IP it
MREEEXRYFEA T AU FEFTIHI (ARP) £ (DAI) , NE41R1E DHCP YU EHIEE

FEIRE |, RIIEE A ARP R ARP IR FHY IP E| MAC b3t 48%E. E#4R/E A DHCP YT
UAWEENSSE IP ity ARP HIEZ,

34h , ARP AR 4I5I &K (ACL) t£%F DHCP MWWHEMHRIEESNNRE, REYEMEA ip arp
inspection filter vian £ SEEH®THEE T ACL i , XEEHF 26 H ACL, REHE LN ARP HiE
AERPEERN ARP ACL #1THE., MR ARP ACL 14t ARP A , NIk tb &4 ZHE
‘a3 , BNfE DHCP MM IhAIE R MW BIEFE P FEE WS E , th2t,
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