MATMDS 90003% 5l 32 #4172 F7 BTN X-OS 7+ 4%

EHHMDSHER R — EAFFAEMDSE A

>

T&Hﬁ

W

RN B ECisco MDS 9000R 5% E 5 M3 RIRHL(MDS) L XM A RNX-OSE 4RI HA, thid
BEATHARRZRSFMFICON MDS3#Hl.

db

S=E8

Al

f:‘) BR  AXAXHINENIENEZFAEE | ESHHERMCisco MDS 9000 NX-OSH]
SAN-OSH - Z &M ALK IEr .

7o o o T R ok

FRIEMDS R I XIS T Pl F+ R ABEL |, 3% 32 Cisco MDS 9000 NX-OSHISAN-OSE = % F 7
RIEERHIHEREIRE. AEMDSIXH (BEXRTHHA ) MAEUTNERE : Cisco MDS
9000 - 9.xARIEEH

BHR AR EREE MBS RAIMDSH R S EREIHINX-OSHRA, HLBIRRARIENRLRE
FINX-OSHRA, ATREEELRAMNR L MNX LA B BFRARA , FRERBIRL BARRAR, AIEL T
B BT R SR FICONKYTE Fh i 4R 5ERE : Cisco MDS 9000 NX-OS#k 44 F B ¢ 7+ R AN B R 457

9., XL N ERFEMI.4(1a) 2 BIFINX-OSKRAF K F9.4(1a) 2 E B Bx & B #RNX-
OSKRA , BAARENX-0S 9.4(1a), %S FCisco MDS 9000 NX-OSH 44 F1 E 4 F R b & 35
BT HRIFEAER,

EEENEESIZBHI7TXxRFIMDS L |, ZENX-OSRIEHIE , FARGFF M EIF| ASupervisort, A
BT | EETHABNE BASupervisorkt FiEFIRES., RE , RIBMNEB LGN ER
Supervisor £, F A& ASupervisor, BIEFEAREBLKTBERE, AfF , XLEERUT
R A RXMNESRPHERTFRARIRE , HEERTHREIE,


https://www.cisco.com/c/zh_cn/support/storage-networking/mds-9000-nx-os-san-os-software/products-installation-guides-list.html
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https://www.cisco.com/c/zh_cn/support/storage-networking/mds-9000-nx-os-san-os-software/products-installation-guides-list.html
https://www.cisco.com/c/en/us/td/docs/storage/san_switches/mds9000/roadmaps/rel90.html
https://www.cisco.com/c/en/us/td/docs/storage/san_switches/mds9000/roadmaps/rel90.html
https://www.cisco.com/c/en/us/td/docs/storage/san_switches/mds9000/roadmaps/rel90.html
https://www.cisco.com/c/en/us/td/docs/dcn/mds9000/sw/9x/upgrade/cisco-mds-9000-software-upgrade-downgrade-guide-9x.html
https://www.cisco.com/c/en/us/td/docs/dcn/mds9000/sw/9x/upgrade/cisco-mds-9000-software-upgrade-downgrade-guide-9x.html
https://www.cisco.com/c/en/us/td/docs/dcn/mds9000/sw/9x/upgrade/cisco-mds-9000-software-upgrade-downgrade-guide-9x.html
https://www.cisco.com/c/en/us/td/docs/dcn/mds9000/sw/9x/upgrade/cisco-mds-9000-software-upgrade-downgrade-guide-9x.html

/N BE  ERAGLY  BEE—THhENNRETE,

MDS 91xx, 92xxBK93xx R FI R EE R RE —NSupervisore ARTEHRE , FALHEH AR
EFfMKEESIE (£FHFE ) . BRETEAEETPEHNERL TERAXTEERE,

MREITHBE S Telnet, REIAF(SSH)R £ NZEEHIL(SNMP) ( RRIEHFEER/RZEESR
) HITAHE , FRREEERANEESIZBEILUKMIERE, HSupervisorbA T H i 5 X E# /S 31 A
, BRI ENER, BUMEIMEEIIIRN. ENEEET £—%HSupervisor,

B —REFERNN SN R AT UEN AR, —EXREFFHAERIBEFAR , W NEKRLY
7TREVESE NP A IR ZRIThAE. MRARKRIUEMELE , N A[BE & BRTITRIHAE P HY ST

N B BRBIUAR IR A= HNX-OSTH &,

EFMMDSHERH — EAFAEMDSTEA

FHRMDS 9000 R FIRMHMRERKR L ER , B REMISSURMERRH . K Hinstall all
kickstart@s S Z8l...... REt..... 5 , BERERLS R,

AR BRRARERREHSRPFIMDSHR I ERZIFINX-OSIRA, &L BIRRARENR
LRAKINX-OSIRA, AREFEBRLZEM MRS NX LR E B IRRA T REE R &L BARRA, MEXS
A E B IRRANRL BIRRAEE T E,

AR WIEX ST &L B IRRAN T AR EREEE. AT Cisco MDS 9000 NX-OSH 4
[ 4 F % N R I $E I 9. xhiR A= HP 9 2 5 # Cisco MDS NX-OSH T b R BR & — E P K EZ B E

https://www.cisco.com/c/en/us/td/docs/dcn/mds9000/sw/9x/upgrade/cisco-mds-9000-software-
upgrade-downgrade-quide-9x.html

1.4¥Show Tech-Support Detaily Bl 24~ 3 12 7 gzipped 3L 4o

HbGeHaXRIEE,. AEXHNMEZONRS., IREARBERAREEARE , £H
ZE T BRRAARS BB T HEBREPE |, HR A2 MTRIBAV BT A, FENX-OSHRZA8.4(2b) R E & MR A
f, AT BAfE ftac-pacii B EZBIMARAAF , R{EAshow tech-support detailsii o

mds9124V# tac-pac


https://www.cisco.com/c/en/us/td/docs/dcn/mds9000/sw/9x/upgrade/cisco-mds-9000-software-upgrade-downgrade-guide-9x.html
https://www.cisco.com/c/en/us/td/docs/dcn/mds9000/sw/9x/upgrade/cisco-mds-9000-software-upgrade-downgrade-guide-9x.html

Collecting show tech-support details...

Show tech details will take 4-8 minutes to complete. Please Wait ...
Collecting show logging onboard...

tacpac file volatile:mds9124V_tacpac_2025-08-22.9gz created.
mds9124V#

2 fHtac-pac/techsupport X R FE E LS B

FHERI = R FMVtac-pac/techsupport & HIZIEWTFTPRRSS 28 , MHEE A Ninclude
'before_install's XHEAUEIUT=R : ERIEZREETRIENTFTPERSES , RIEERET
DERIPME IR ZRS R , HHEENEIAKRERERRINASLE , BRI S ET
BHITED

MDS9124V# move volatile:F241-16-10-9124V-3_tacpac_2025-08-22.gz volatile:F241-16-10-9124V-3_tacpac_2025
MDS9124V# copy volatile: tftp:

<prompts for file name> mds9124V_tacpac_2025-08-22_before_install.gz

<prompts for tftp server name or ip address> 192.168.1.1

EE £ LERRGIF | FEAttp, MDSIEZ#Eftp, scpHsftp.

3. (ALE ) REFRAINER EFE A A L BTG

BWIFEETFTPIRS B L EHAMGHNEIAR | MEEMLITUIRE FRBRANER THITEHE. MREFIX
M, BELFEENRBINEHZTFTPRS . ERTEH IS , i§ & Hshow versionii ©o
m -

MDS9124V# copy bootflash: tftp:
<prompts for file name> m9124v-s8ek9-kickstart-mz.9.3.2a.bin
<prompt for tftp server name or ip address> 192.168.1.1

MDS9148V# copy bootflash: tftp:
<prompts for file name> m9124v-s8ek9-mz.9.3.2a.bin
<prompt for tftp server name or ip address> 192.168.1.1

FEE - X TF Spromptstor filename B, 5 2 B SEFRARAR

EE £ LRRGIFR , FEMAtftp, MDSIEX #ftp, scpHlsftp.

4. THRERREHBHRE.

BRTHRHTE FERHMHINX-OSB G, BFBZBHMRERE, FERETFTPRS 2RI


https://software.cisco.com/download/navigator.html?mdfid=279947628&flowid=7220
https://software.cisco.com/download/navigator.html?mdfid=279947628&flowid=7220

INTFTPH %A,

BEREEFEDNERHINX-OSEH. Payload Non-Crypto , t2#: 3 Non-Payload

Encryption(NPE) , lxZ<3EF F X E /S22 %I non-export list of software ( @& MZHIIEH O %k
#3R ) WERSEF. NPERAF R EIEREESRUFEDRIIEE. NPEMRAZTELREIBRHZMHE
BRESIREENEED. REFESHORKNEF T EEETNPERZA,

TR A TEEER IR RS M IR AR IR

Cisco MDSRFI X1 3 8 |IBM MDSR 5 R EE |[HEAE

MDS 9124V 5l SAN24C-7 XA BAm9124v-s8ek9FF 3k
MDS 9132T% % SAN32C-6 44 Am9100-s6ek9FF &

MDS 9148S % 5 T X4 % Am9100-s5ek9FF &

MDS 9148T% % SAN48C-6 T4 BAm9148-s6ek9FF 3k

MDS 9148V Z 5 SAN48C-7 A4 BAm9148v-s8ek9FF 3k
MDS 9220i% 51 SAN16C-R A% BAm9220-s7ekOFF 3k

MDS 9250i% 5l SAN50C-R X4 % Am9250-s5ek9FF &

MDS 9396S % %l 7 XA LAm9300-s1ek9FF 3k

MDS 9396 T% 5 SAN96C-6 44 Am9300-s2ek9FF &

MDS 9396V % 5 SAN96C-7 4% BAm9396v-s3ek9FF 3k
MDS 9710, G706 - |01FTE00 SFIROTFTEOT |ty 00 skosish
P Q;E?gﬂ 02JD753 SF4 X244 BmO700-sf4ek9F 5



https://software.cisco.com/download/home/286331298/type
https://software.cisco.com/download/home/286331298/type
https://software.cisco.com/download/home/286319481/type
https://software.cisco.com/download/home/286319481/type
https://software.cisco.com/download/home/286253217/type
https://software.cisco.com/download/home/286253217/type
https://software.cisco.com/download/home/286321502/type
https://software.cisco.com/download/home/286321502/type
https://software.cisco.com/download/home/286331289/type
https://software.cisco.com/download/home/286331289/type
https://software.cisco.com/download/home/286327787/type
https://software.cisco.com/download/home/286327787/type
https://software.cisco.com/download/home/284769484/type
https://software.cisco.com/download/home/284769484/type
https://software.cisco.com/download/home/286286653/type
https://software.cisco.com/download/home/286286653/type
https://software.cisco.com/download/home/286321509/type
https://software.cisco.com/download/home/286321509/type
https://software.cisco.com/download/home/286321509/type
https://software.cisco.com/download/home/286321509/type
https://software.cisco.com/download/home/286255389/type
https://software.cisco.com/download/home/286255389/type
https://software.cisco.com/download/home/286255389/type
https://software.cisco.com/download/home/286255389/type
https://software.cisco.com/download/home/286255389/type
https://software.cisco.com/download/home/286255389/type

AR EBRRNTHREL |, FERREXH S UREEHEHESMDS)

Details

Description Cisco MDS 9124V 64-Gbps 24-Port Fibrg Channed Swilch - NX-05
g_4(3a) Syatedm |

Heleass g_413a)

Felease Date

FilaMame : Wl 24v-sRakd-mz.9.4_3a.0in
216.76 MB | 227291E08 bytes)

MDS Checksum 10415342535 cld 1

SHAS1Z Chacksum I7ex50467d36B030050ica 5431 41507 .. [

Belease Motes for 9.4(33)

5.8 Fbootflash L EBE BB W O HZEE , LMERMEFRER,

W& Bootflash LW ZE R R R , TERWENRREFMB G , N MSMEDBRRSGRGIHF, RSB
kickstartBR{ , LAMETE B I PR R E R YL ZA AT LUINE(TFTP)FTERIR Y = ARG , &7 LA BR
IHH&ZKO 5:"Efé: . %ﬁﬂﬂ“ﬁ?l——"’lﬁﬂy&@o

0 Adirin $ LA &bootflash A FH 228 :

MDS9124V# dir bootflash:

WA, IRZ TR Supervisor MDS 9700334l , M AL T UK ER ASupervisor LRBEZ
BHYRTAZEE -

MDS9700# dir bootflash://sup-standby/

6 FF AT M TFTPARSS 88 T 82 X4l L AYbootflasho

MDS9124V# copy tftp: bootflash:
<prompts for file name> m9124v-s8ek9-kickstart-mz.9.4.3a.bin
<prompt for tftp server name or ip address> 192.168.1.1

MDS9124V# copy tftp: bootflash:
<prompts for file name> m9124v-s8ek9-mz.9.4.3a.bin
<prompt for tftp server name or ip address> 192.168.1.1

AE £ LRRGIFR , FEMAtftp, MDSIEX #ftp, scpHlsftp.



RIEREAM , FRIEMDSKRIELM

BEMHIMDSR I FRBI

MDS9124V# show version image m9124v-s8ek9-mz.9.4.3a.bin
MD5 Verification Passed

image name: m9124v-s8ek9-mz.9.4.3a.bin

bios: v1.11.0(11/27/2024)

system: version 9.4(3a)

compiled: 3/1/2025 12:00:00 [03/25/2025 00:13:28]
MDS9124V#

ZRHIMDSRIL MR B | FEEH T8

MDS9124V# show version image m9124v-s8ek9-mz.9.4.3a.bin
MD5 Verification Failed
Image integrity check failed

MREARHMDSREI700 , &1 /3 3h BRE&FN R 5 R R FB & # £ A Supervisor £ BYbootflash:

mds-9706# copy bootflash:m9700-sf4ek9-kickstart-mz.9.4.4.bin bootflash://sup-standby/
Copy progress 100% 80165KB

Copy complete, now saving to disk (please wait)...

mds-9706# copy bootflash:m9700-sf4ek9-mz.9.4.4.bin bootflash://sup-standby/

Copy progress 100% 542544KB

Copy complete, now saving to disk (please wait)...

mds-9706#

7 RIFSANS #THL B H it ZE A SAN S A7 Th e

WMERBRATRBESNS  WATRITISIR

1. BB ASANZ#T,
2. EMHLE S FMDS 97003l , ‘BE — MRS 1N32 Gbpsiir“4/8/16/32 GbpsiE R FCIE R
DS-X9648-1536K9”

¥ FIBMTR 97003 4]l , “4/8/16/32 Gbpsm K FCER"HIBME S 201FT644,

1. RRHLE S HMDS 9132T, MDS 9148TEMDS 93967,



HEPMARBERSEIRLBIRRENS NI AR |, PRIANES —PNX-OSHRETTE Ko

XHEMERNBAD T HTENX-OSHERE , TEELSHTCAMBMWE B, ARTRE , 155
FEFRBHADHT. WRshow featurem T E R FEZERKRA , MATBES "J‘JttingﬁﬁﬂifFE%%Mo Jladl=]
Bt FEERREID CSCwo03706F — FCIEOAR LB/ EIFH S X

LTS ER32 GopstEHR{I FTMDS 9718KYiGFE12 -

MDS9718# show module

Mod Ports Module-Type ModeT Status

1 48 2/4/8/10/16 Gbps Advanced FC Module DS-X9448-768K9 ok

4 48 2/4/8/10/16 Gbps Advanced FC Module DS-X9448-768K9 ok

9 0 Supervisor Module-4 DS-X97-SF4-K9 ha-standby
10 O Supervisor Module-4 DS-X97-SF4-K9 active *
11 34 1/10/40G IPS,2/4/8/10/16G FC Module DS-X9334-K9 ok

12 48 4/8/16/32 Gbps Advanced FC Module DS-X9648-1536K9 ok

13 48 8/16/32/64 Gbps Advanced FC Module DS-X9748-3072K9 ok

TR ER32 GhpstE I FIBM& ESAN192C(9706) My idFE 12 -

SAN192C# show module

Mod Ports Module-Type Model Status

1 48 4/8/16/32 Gbps Advanced FC Module 01FT644 48x32 FC ok

2 48 8/16/32/64 Gbps Advanced FC Module 03FR076 48x64 FC ok

3 0 Supervisor Module-4 02JD753 SF4 active *

4 0 Supervisor Module-4 021D753 SF4 ha-standby
5 34 1/10/40G IPS,2/4/8/10/16G FC Module 01FT645 24/10 EX ok

6 48 8/16/32/64 Gbps Advanced FC Module O03FR076 48x64 FC ok

LTt E Ry R 79148T:

MDS9148T# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Documents: http://www.cisco.com/en/US/products/ps9372/tsd_products_support_serie
s_home.html

Copyright (c) 2002-2025, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained herein are owned by
other third parties and are used and distributed under Tlicense.
Some parts of this software are covered under the GNU Public
License. A copy of the license is available at
http://www.gnu.org/licenses/gpl.html.

Software


https://tools.cisco.com/bugsearch/bug/CSCwo03706

BIOS: version 1.11.0

loader: version N/A

kickstart: version 9.4(3b)

system: version 9.4(3b)

BIOS compile time: 11/27/2024

kickstart image file is: bootflash:///m9148-s6ek9-kickstart-mz.9.4.3b.bin
kickstart compile time: 5/24/2025 12:00:00 [05/28/2025 12:25:54]

system image file is: bootflash:///m9148-s6ek9-mz.9.4.3b.bin
system compile time: 5/24/2025 12:00:00 [05/28/2025 13:58:43]
Hardware

cisco MDS 9148T 48X32G FC (1 RU) Chassis ("4/8/16/32 Gbps FC/Sup-4")
InteT(R) Xeon(R) CPU D-1530 @ 2.40GHz with 5735444 kB of memory.
Processor Board ID JAE22500MUN

Device name: F241-14-08-9148T-2
bootflash: 3735552 kB

Kernel uptime is 8 day(s), 1 hour(s), 27 minute(s), 47 second(s)
Last reset at 462831 usecs after Thu Aug 14 19:44:56 2025
Reason: Reset due to upgrade
System version: 8.4(2d)
Service:
plugin

Core Plugin
MDS9148T#

LT TERERAED

MDS9718# show feature | i analytics
analytics 1 enabled

MR B /5 ASAN Analytics , iEFFSAN Analyticstit BRI AN RZEI RN EE 5|,

MDS9718# echo "configure terminal" > before_issu_analytics.cfg
MDS9718# show running-config analytics >> before_issu_analytics.cfg

IR FMMDS 97003KIBMaa 97005 2 #7 Bt & & £ F Supervisor:

MDS9718# copy before_issu_analytics.cfg bootflash://sup-standby/

7 04 25 F ThRESAN Analytics.



MDS9718# configure terminal
MDS9718(config)# no feature analytics
MDS9718(config)# end

MDS9718# copy running-config startup-config

8.HATRE VI ({XPRMDS 9700 )

MR ZIRHLE S BMDS 970034 , M ABMATIL T TR,

MIEBISupervisor & Hisystem switchoverfi . RAEVIRTRE , EFMEZIFREN
Supervisor , H % 1%% M Supervisorik El“ha-standby” A7,

LR RMIEBISupervisor LBV 12§ & E #2 & H B system switchoverfs T #Y R 451 -

MDS9710# system switchover

MDS9710#

User Access Verification

MDS9710 login: [703536.990233] writing reset reason 7,

ME Firmware Status #1: 0x000F0345

ME Firmware Status #2: 0x38000000

ME Current State: Operational

ME Error Code: No Error

ME Operational Firmware Version: 06:3.0.3.214

CPU Signature - 0x00050663: Version - 0x00050660
CPU - 1 : Cores - 8 : HTEnh - 1 : HT - 2 : Features - OxBFEBFBFF
MicroCode Version : 0x0700001E

..etc...

EENEEDHEUE R Supervisor 37 & tHshow modulefi . — B & 5| Z# A “ha-standby”R7 |

SERENTTR :

MDS9710# show module

Mod Ports Module-Type Mode Status

1 48 2/4/8/10/16 Gbps Advanced FC Module DS-X9448-768K9 ok

4 48 2/4/8/10/16 Gbps Advanced FC Module DS-X9448-768K9 ok

5 0 Supervisor Module-4 powered-up
6 0 Supervisor Module-4 DS-X97-SF4-K9 active *

8 34 1/10/40G IPS,2/4/8/10/16G FC Module DS-X9334-K9 ok

9 48 4/8/16/32 Gbps Advanced FC Module DS-X9648-1536K9 ok

10 48 8/16/32/64 Gbps Advanced FC Module DS-X9748-3072K9 ok

MDS9710# show module
Mod Ports Module-Type Mode Status

x4



1 48 2/4/8/10/16 Gbps Advanced FC Module DS-X9448-768K9 ok

4 48 2/4/8/10/16 Gbps Advanced FC Module DS-X9448-768K9 ok

5 0 Supervisor Module-4 DS-X97-SF4-K9 ha-standby
6 0 Supervisor Module-4 DS-X97-SF4-K9 active *

8 34 1/10/40G IPS,2/4/8/10/16G FC Module DS-X9334-K9 ok

9 48 4/8/16/32 Gbps Advanced FC Module DS-X9648-1536K9 ok

10 48 8/16/32/64 Gbps Advanced FC Module DS-X9748-3072K9 ok

9. K ENX-OSIRAE Z A FRE

& tHshow incompatibility system <target system image name>i % , K ENX-OSRA 2 B T F&
B AR ATRERE Lk A R EA IR B, X R R/ var/volatile/tmp X REHE R B I 22 R AL
=17, i :

MDS9124V# show incompatibility system m9124v-s8ek9-mz.9.4.3a.bin
Checking incompatible configuration(s):
No incompatible configurations

Checking dynamic incompatibiTlities:

No incompatible configurations
MDS9124V#

10. A E XN BRI,

XRRERS , ABRENEXRINFE. EEETREPREEEBIOSHE, HREEIshow

install all impact#y % 52 &

MDS9124V# show install all impact system m9124v-s8ek9-mz.9.4.3a.bin kickstart m9124v-s8ek9-kickstart-mz
Installer will perform impact only check. Please wait.

Verifying image bootflash:/m9124v-s8ek9-kickstart-mz.9.4.3a.bin for boot variable "kickstart".
[####H####H## S ##HA##] 100% -- SUCCESS

Verifying image bootflash:/m9124v-s8ek9-mz.9.4.3a.bin for boot variable "system".
[####H####H## S ##HA##] 100% -- SUCCESS

Performing module support checks. [####ARBHHHAHRBH AR

Verifying image type.
[#####d##############] 100% -- SUCCESS

Extracting "system" version from image bootflash:/m9124v-s8ek9-mz.9.4.3a.bin.
[####### R ####AHH] 100% -- SUCCESS

Extracting "kickstart" version from image bootflash:/m9124v-s8ek9-kickstart-mz.9.4.3a.bin.
[####### 1 ####AHH] 100% -- SUCCESS

Extracting "bios" version from image bootflash:/m9124v-s8ek9-mz.9.4.3a.bin.
[####### R ####AHH] 100% -- SUCCESS



Performing Compact Flash and TCAM sanity test.
[####a###############] 100% -- SUCCESS

Notifying services about system upgrade. [####ARBHHHAHRBH AR

CompatibiTlity check is done:
Module bootable Impact Install-type Reason

1 yes non-disruptive reset

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt) New-Version Upg-Required
1 system 9.3(2a) 9.4(3a) yes
1 kickstart 9.3(2a) 9.4(3a) yes
1 bios v1.11.0(11/27/2024):v1.11.0(11/27/2024) v1.11.0(11/27/2024) no
MDS9124V#

EE MG THTENETEAA , MAREAFTEA. LT FTATRE  BAATRIFRES
BARME NRERANBRANES. HITARN , ARESEREPEARERIEPI,

AR EABAR/BBREEREZE , BIRABIRKBEYBNFIE XL R AE ( lASFTP/SCP ) . E
TN XA EEIEE 8 S BB YLEISSUDR R EF K., BXiFHMEE , i5SRCisco

Bug ID CSCv02269FCisco Bug ID CSCvu52058, %/ i #3%&MobaXtermiE 3T FFSSHA BT FF
SFTP2iE , A sESRIE AR KR 4,

ER : 32 GhpsRHRAEFF STIRALEY EAEN

- MRFHHINX-OSHRAF B EFMSupervisor CPU BIOSH 4 , N AZRIEISSUZ J5 i E 5740
#32 Gbps X AEFE R tlo
MNX-0S 9.4(5)FF 24 , ARIMEAE S HINX-OSHRAET | BE32 Gbps KRR 3#AL_EHY
Supervisor CPU BIOSEHHHLH EER. BRIAMERT , BIOSEMREZEN , EFX4LH
CPUMNEL , BRIEIRAME T Wb B M. ISSU install all#s 5 2@ disruptiveik I 15 3 18 58
, UAFEISSUL Rt BRI MITHMEF M. HE , TUEISSUZEEAreloadin HH4T
MRS , ERAERMEVIRME, B2 Mreload system nondisruptivedn 5. E#E
HARRBEHBIEBIOSHE , iHK Eshow install all impacti 5 EI% H o

o FFFEITIERTFNX-0S 9.4(5)INX-OShRZA#I32 Gbps RIIEFER A , FEISSUHAEBUE
Supervisor CPU BIOSHHLEI T AT 5. X HFHINX-OSKRATEBIOSEHET , FNEHRZ
B 5 B B2 & BYinstall module 1 bios system newNxosSystemlmagecommandZ 2 #HNX-OSH
MIBIOS, AJG , RiffAreload CLIAr S Rl ith BT HNEL 3R M. B2 E Areload system
nondisruptivedi . BE/E , NX-OSHIISSUTRI LA it in 1T , EANISSURAMZEIBIOSE F
K. EMEARRSBtLITEBIOSHE , iHK Eshow install all impactis =B H o


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo22269/?rfs=iqvred
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu52058/?rfs=iqvred

IR 64 GbpsIRAEFF IRALKY BAEN

BEG4 Gbps RIRAERE IR LBIOSEFHAWHFI EE K. BEXRAREINX-OS 9.45)HESRAG

, B ARIRYEPLD, EPLDEEH WA , AFRBYWCPUIMY EFESL , B HRIZFT
PR ER K. FTEEPLDARE M , RARRIIENEPLDALRN —BoEFH MK, EEXFHA
REINX-0OS 94B)HEBMAG , REWNIT—IX. BXIFHAEE , SRS R4,

1.8 iEtmp 3 B ZHEAREE T BT 9%.

REMDSK MM /var/ivolatiletmp B & , ME T RIRVFEMA/vartmpBE &, £ Ashow system
internal flash | inc "/var/tmp|/var/volatile/tmp"ai & , RELTHANGS LW ATAZE

MDS9124V# show system internal flash | inc "/var/tmp|/var/volatile/tmp"

Mount-on 1K-bTocks Used Available Use% Filesystem
/var/volatile/tmp 614400 104 614296 1 none
MDS9124V#

AR ULERBERXHBREREAT1% , A JUALZ£MRET —F, R /var/volatile/tmp B
x/vartmpE R FERARETI% , BREHRE LR , H#5Cisco TACEK R,

12 N RGEMREH R EE 5| ZEBIOS,

B ERBENEMHEEACHIBIOSHA . EEBEHRE (MEESIE, XRERE ) TR , K5
BARMEE, RFZE10*show install all impactss T B fi i R EA B AR AR AP FEBIOSFHL , MR
MATH D B,

EE  NX-0S 9.4(2)F Bl AT — Nt E=EE|ZBIOS , A FCVE-2024-20397,

L Y B RIRYINX-OSKR AT F8.4(2)F19.3(2a) 2 [E] , T HAENX-OSKRAN.4QHEFHT , LLEF
BERATHRAERBNAES, ©iEERTETETNX-0S 9.4(5)INX-OSKRAHI32 Gbps K i 45 fF R #
Mo ESEXLESERZA , BFRRSFHNX-OSIREE HEISupervisor, fEMAhiddenti SHEEN
Supervisor £ F 3 Z & & HY Supervisor BIOS:install module module_number bios system
newNxosSystemimageb, EEENEEF|ZHMDS 9700 , XAEENEES|Z LTI IRE,
X FMDSIRABFEIRA , BRESHAE N1, EARRHIF , BIOSAMDS 9124V IR R L L
199.4(3a) RERE T -

MDS9124V# install module 1 bios system m9124v-s8ek9-mz.9.4.3a.bin


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-image-sig-bypas-pQDRQvjL

Collecting bios version from module 1 and system image. This may take a while.
Warning: Please do not remove or power off the module at this time
Upgrading primary bios

Started bios programming .... please wait

[##### S S S SRR HHHHHHHHHHHHARHLOO%M A A AR R R R R R #3333 44 ]
BIOS install succeeded for module 1

Upgrading alternate bios

Started bios programming .... please wait

[##### S S S SRR HHHHHHHHHHHHARHLOO%M A A AR R R R R R #3333 44 ]
BIOS install succeeded for module 1

MDS9124V#

ARG | FHEOF10h EAEEE| BHMDS 9718 HIBIOSIEFE 4 19.4(2a):

MDS9718# show module | include Supervisor

9 0 Supervisor Module-4 DS-X97-SF4-K9 active *
10 O Supervisor Module-4 DS-X97-SF4-K9 ha-standby
MDS9718#

MDS9718# install module 9 bios system m9700-sf4ek9-mz.9.4.2a.bin
Collecting bios version from module 1 and system image. This may take a whiTe.
Warning: Please do not remove or power off the module at this time
Upgrading primary bios

Started bios programming .... please wait

[####H BB BB R R R LOOVH R HHH R HH R ]
BIOS install succeeded for module 9

Upgrading alternate bios

Started bios programming .... please wait

[#### BB BB H R R LOOVH B R HHH R R R AR ]
BIOS install succeeded for module 9

MDS9718#

MDS9718# install module 10 bios system m9700-sf4ek9-mz.9.4.2a.bin
Collecting bios version from module 1 and system image. This may take a whiTe.
Warning: Please do not remove or power off the module at this time
Upgrading primary bios

Started bios programming .... please wait

[#### BB BB H R R LOOVH B R HHH R HH R HRR ]
BIOS install succeeded for module 10

Upgrading alternate bios

Started bios programming .... please wait

[H### BB RHAAHH R R R R LOOVH R HHH R R AR ]
BIOS install succeeded for module 10

MDS9718#

13. 73 # AL L RINX-OS,

i A “install all’dp 5 S22 H R FINX-OSHI FT AR A -

LR 2MDS 9124VH R FINX-0S 9.4(4)HI R4l -

MDS9124V# install all kickstart m9124v-s8ek9-kickstart-mz.9.4.4.bin system m9124v-s8ek9-mz.9.4.4.bin
Installer will perform compatibility check first. Please wait.



Verifying image bootflash:/m9124v-s8ek9-kickstart-mz.9.4.4.bin for boot variable "kickstart".

[#######H#H# R AH#E] 100% --

SUCCESS

Verifying image bootflash:/m9124v-s8ek9-mz.9.4.4.bin for boot variable "system".

[#######H#H# R AH#E] 100% --

SUCCESS

Performing module support checks.

Verifying image type.
[#####RBHH#HAHRHHAAARE] 100% -

SUCCESS

Extracting "system" version from image bootflash:/m9124v-s8ek9-mz.9.4.4.bin.

[#######H#H# R AH#E] 100% --

Extracting "kickstart" version
[#######RHHHH A ##RRRAH] 100% —-

Extracting "bios" version from
[#######RHHHH A ##RRRAH] 100% —-

SUCCESS

from image bootflash:/m9124v-s8ek9-kickstart-mz.9.4.4.bin.
SUCCESS

image bootflash:/m9124v-s8ek9-mz.9.4.4.bin.
SUCCESS

Performing Compact Flash and TCAM sanity test.

[####H###H#H# R AH#E] 100% --

SUCCESS

Notifying services about system upgrade.

CompatibiTlity check is done:

Module bootable Impact Install-type Reason

1 yes non-disruptive reset

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt) New-Version Upg-Required
1 system 9.4(1a) 9.4(4) yes
1 kickstart 9.4(1a) 9.4(4) yes
1 bios v1.11.0(11/27/2024):v1.11.0(11/27/2024) v1.11.0(11/27/2024) no

Do you want to continue with the installation (y/n)? [n] vy

Install is in progress, please wait.

Performing runtime checks.

Notifying services about the upgrade.

Setting boot variables.

[####H####HH# S ###HA##] 100% -- SUCCESS

Performing configuration copy.

[########HH##HH###HA##] 100% -- SUCCESS

Module 1: Refreshing compact flash and Upgrading bios/loader/bootrom/power-seq.
Warning: please do not remove or power off the module at this time.
[####a###############] 100% -- SUCCESS

Upgrade can no longer be aborted, any failure will result in a disruptive upgrade.



Freeing memory in the file system.
Loading images into memory.

Saving linecard runtime state.
Saving supervisor runtime state.
Saving mts state.

Reloading the kernel to proceed with the upgrade.

A1l telnet and ssh connections will now be temporarily terminated.

F241-16-11-9124V-1#

MDS BIOS: v1.11.0 Date: 11/27/2024 15:45:42
System Date: 08/27/2025 Time: 18:43:44.0
Booting bootflash:/m9124v-s8ek9-kickstart-mz.9.4.4.bin
Trying diskboot
Filesystem type is ext2fs, partition type msdos.
Image SWID valid
Image MD5Sum match
0S Image Key Type: Development KEY

Image Signature verification was Successful.

Boot Time: 8/27/2025 18:43:51
INIT: version 2.88 booting
USB device found..

boot device node /dev/sda

obf1 flash device node /dev/sdb

Checking obfl filesystem. done.

Checking all filesystems.... done.

ACT2: ACT2 AUTHENTICATION TEST STATUS : SUCCESS

/etc/rc.d/rcS.d/S81mcelog-init: Tine 33: boot_debug: command not found

Starting mcelog daemon

Loading system software

isanimg_passed_by_sycli::

System image digital signature verification successful.

Uncompressing system image: bootflash:/m9124v-s8ek9-mz.9.4.4.bin Wed Aug 27 18:44:37 UTC 2025

blogger: nothing to do.

CCCCCrcCcLreccreccecccrrcccreccrccceccccccccccccceccccccccc

..done Wed Aug 27 18:44:39 UTC 2025
INIT: Entering runlevel: 3
starting statd: done

2025 Aug 27 18:44:50 F241-16-11-9124V-1 %SYSLOG-2-SYSTEM_MSG :
2025 Aug 27 18:44:53 F241-16-11-9124V-1 %KERN-2-SYSTEM_MSG:
2025 Aug 27 18:45:10 F241-16-11-9124V-1 %CARDCLIENT-2-REG: OK

[

Syslogs wont be logged into Togflash unt
14.911303] igb_probe: Could not do igb_

2025 Aug 27 18:45:17 F241-16-11-9124V-1 %PMON-SLOT1-2-PMON_CRIT_INFO: Port Monitor Critical Information
2025 Aug 27 18:45:19 F241-16-11-9124V-1 %PLATFORM-2-PS_DETECT: Power supply 1 detected but shutdown (Se
2025 Aug 27 18:45:19 F241-16-11-9124V-1 %PLATFORM-2-PS_OK: Power supply 2 ok(Serial number LIT24512HSG)
2025 Aug 27 18:45:19 F241-16-11-9124V-1 %PLATFORM-2-PS_FANOK: Fan in Power supply 2 ok

User Access Verification

Continuing with installation process, please wait.

The Togin will be disabled until the installation is completed.

Status for Tinecard upgrade.



Performing supervisor state verification.
Supervisor non-disruptive upgrade successful.

Install has been successful.

LA 2MDS 9710 AR FINX-0OS 9.4(3a)Hy R4l -

MDS9710# install all kickstart m9700-sf4ek9-kickstart-mz.9.4.3a.bin system m9700-sf4ek9-mz.9.4.3a.bin
Installer will perform compatibility check first. Please wait.

Verifying image bootflash:/m9700-sf4ek9-kickstart-mz.9.4.3a.bin for boot variable "kickstart".
[######RS##HHRS######] 100% -- SUCCESS

Verifying image bootflash:/m9700-sf4ek9-mz.9.4.3a.bin for boot variable "system".
[######RS##AARS######] 100% -- SUCCESS

Performing module support checks. [####################] 100% —-- SUCCESS

Verifying image type.
[######RS##AHRR######] 100% -- SUCCESS

Extracting "slc4xb" version from image bootflash:/m9700-sf4ek9-mz.9.4.3a.bin.
[#######S##HHRS###A##] 100% -- SUCCESS

Extracting "bios" version from image bootflash:/m9700-sf4ek9-mz.9.4.3a.bin.
[#######S##AHRS######] 100% -- SUCCESS

Extracting "system" version from image bootflash:/m9700-sf4ek9-mz.9.4.3a.bin.
[#######S##AHRS######] 100% -- SUCCESS

Extracting "kickstart" version from image bootflash:/m9700-sf4ek9-kickstart-mz.9.4.3a.bin.
[#######S##HARS######] 100% -- SUCCESS

Extracting "1ctsh" version from image bootflash:/m9700-sf4ek9-mz.9.4.3a.bin.
[#######S##HHRS######] 100% -- SUCCESS

Extracting "s1cf32" version from image bootflash:/m9700-sf4ek9-mz.9.4.3a.bin.
[#######S##HARS######] 100% -- SUCCESS

Extracting "slc-hindon" version from image bootflash:/m9700-sf4ek9-mz.9.4.3a.bin.
[######RS##HHRS######] 100% -- SUCCESS

Notifying services about system upgrade. [####################] 100% -- SUCCESS

Compatibility check is done:

Module bootable Impact Install-type Reason
1 yes non-disruptive rolling

4 yes non-disruptive rolling

5 yes non-disruptive reset

6 yes non-disruptive reset

8 yes non-disruptive rolling

9 yes non-disruptive rolling

10 yes non-disruptive rolling



Other miscellaneous information for installation:
Module info

8 FC ports 1-24 are hitless, IPS 1-8 are hitful, and Intelligent Applications running are hitful

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt) New-Version Upg-Required

slcdxb 9.4(2a) 9.4(3a) yes

bios v1.10.23(04/07/20):v1.10.23(04/07/20) v1.10.23(04/07/20) no
slcdxb 9.4(2a) 9.4(3a) yes

bios v1.10.23(04/07/20):v1.10.23(04/07/20) v1.10.23(04/07/20) no
system 9.4(2a) 9.4(3a) yes

kickstart 9.4(2a) 9.4(3a) yes

bios v2.21.0(11/27/2024):v2.21.0(11/27/2024) v2.21.0(11/27/2024) no
system 9.4(2a) 9.4(3a) yes

kickstart 9.4(2a) 9.4(3a) yes

bios v2.21.0(11/27/2024):v2.21.0(11/27/2024) v2.21.0(11/27/2024) no
Tctsh 9.4(2a) 9.4(3a) yes

bios v4.2.19(05/16/2023):v4.2.19(05/16/2023) v4.2.19(05/16/2023) no
s1cf32 9.4(2a) 9.4(3a) yes

9 bios v4.1.56(05/16/2023):v4.1.56(05/16/2023) v4.1.56(05/16/2023) no
10 sTc-hindon 9.4(2a) 9.4(3a) yes

10 bios v1.11.0(11/27/2024):v1.11.0(11/27/2024) v1.11.0(11/27/2024) no

Oowooooouviulul A NR R

Do you want to continue with the installation (y/n)? [n] y
Install is in progress, please wait.
Performing runtime checks. [############HH###E] 100% -- SUCCESS

Syncing image bootflash:/m9700-sf4ek9-kickstart-mz.9.4.3a.bin to standby.
[####a###############] 100% -- SUCCESS

Syncing image bootflash:/m9700-sf4ek9-mz.9.4.3a.bin to standby.
[####a###############] 100% -- SUCCESS

Setting boot variables.
[#####ARBH AR #####] 100% -- SUCCESS

Performing configuration copy.
[####a###############] 100% -- SUCCESS

Module 1: Upgrading bios/Toader/bootrom/power-seq.
Warning: please do not remove or power off the module at this time.
[####a###############] 100% -- SUCCESS

Module 4: Upgrading bios/Toader/bootrom/power-seq.
Warning: please do not remove or power off the module at this time.
[####a###############] 100% -- SUCCESS

Module 5: Upgrading bios/Toader/bootrom/power-seq.
Warning: please do not remove or power off the module at this time.
[########HR#HRHHH###4] 100% -- SUCCESS

Module 6: Upgrading bios/Toader/bootrom/power-seq.
Warning: please do not remove or power off the module at this time.
[########HR#HRHHH###4] 100% -- SUCCESS



Module 8: Upgrading bios/Toader/bootrom/power-seq.
Warning: please do not remove or power off the module at this time.
[########HR#HRHHH###H] 100% -- SUCCESS

Module 9: Upgrading bios/Toader/bootrom/power-seq.
Warning: please do not remove or power off the module at this time.
[########HR#HRHHH###H] 100% -- SUCCESS

Module 10: Upgrading bios/Toader/bootrom/power-seq.
Warning: please do not remove or power off the module at this time.
[########HR#HRHHH###H] 100% -- SUCCESS

ME Firmware Status #1: O0x000F0345

ME Firmware Status #2: 0x3800E000

ME Current State: Operational

ME Error Code: No Error

ME Operational Firmware Version: 06:3.0.3.214

CPU Signature - 0x00050663: Version - 0x00050660
CPU - 1 : Cores - 8 : HTEnh - 1 : HT - 2 : Features - OxBFEBFBFF
MicroCode Version : 0x0700001E

Banzai FPGA Information:

BANZAI BusNum 3B Tornado VenID = 0x1137 DevId = 0x141 PCI address 0xF800000C
BANZAI FPGA BusNum 3C VenID = Ox10EE DevId = 0x7 PCI address 0xBC000000
BANZAI LPC VenID = 0x8086 DevId = 0x8C54

Revison Number = 0x14

BIOS = Primary 0x200

Primary SB_Result: 0x18C3140

SB_Address: OxFFDE008C

SB_Error: 0x0

Secondary SB_Result: 0x0

SB_Address: 0x0

SB_Error: 0x0

Enable 0S Watchdog timer. Value 0x7FCO0

Punch SPI boot timer Stop. Value 0x300

IOFPGA MISC RESET REG 0x18. Default Value 0x0
IOFPGA MISC RESET REG 0x18. Value 0x400
Config S2S Command register 0x704. Value 0x4
Config S2S Config register 0x700. Value 0x800000F
IDROM MAC Address = 10:B3:D6:8E:19:04

Disable GBE ASPM

SATA Port 0: Micron_5100_MT - 240.0 GB

NEXUS 0OS Boot Mode = 0x0

Selected Boot Option:
NEXUS 0S: GRUB Boot

CISCO SUP3DC3X BIOS: v2.21.0 Date: 11/27/2024 12:29:13
Pre OS Boot Entry:
I0-FPGA: Disabled 0OS Watch Dog Timer!

PMB2_REG(0x8)=0xaa



S2S_REG(0x24)=0x1

Booting bootflash:/m9700-sf4ek9-kickstart-mz.9.4.3a.bin
Trying diskboot

Filesystem type is ext2fs, partition type 0x83

Image SWID valid

Image Signature verification was Successful.
Boot Time: 8/27/2025 12:41:37
Cisco 0OS Boot Entry:

I0-FPGA: Enabled the 0S Watch Dog Timer!
INIT: version 2.88 booting

Checking Bootflash

Bootflash firmware upgrade not required
Checking SSD

Checking firmware version for SSD
Firmware is already at latest version

OBFL device found as /dev/sda

usb device (2-1:1.0) /dev/sdb found after 0 iterations

boot device node /dev/sdb

cat: /sys/bus/usb/devices/1-1.1/dev: No such file or directory

mknod: invalid minor device number ''

Checking obfl filesystems...[ 35.469121] OBFL Error: (line 1265):obfl_global_header_check: number of bl

Checking all filesystems..r.r.r.R.r done.

[ 59.398556] SUP booted with primary I0-FPGA

[ 59.448706] in cctrl12 module

[ 59.483190] registering callback

Starting mcelog daemon

Starting rpcbind daemon...done.

creating NFS state directory: done

starting 8 nfsd kernel threads: done

starting mountd: done

starting statd: done

Loading system software
/bootflash//m9700-sf4ek9-mz.9.4.3a.bin read done
System image digital signature verification successful.
Uncompressing system image: bootflash:/m9700-sf4ek9-mz.9.4.3a.bin Wed Aug 27 12:43:13 UTC 2025
blogger: nothing to do.

C

..done Wed Aug 27 12:43:19 UTC 2025

INIT: Entering runlevel: 3

System is coming up ... Please wait ...
System is coming up ... Please wait ...
System is coming up ... Please wait ...
System is coming up ... Please wait ...
System is coming up ... Please wait ...
System is coming up ... Please wait ...
System is coming up ... Please wait ...
System is coming up ... Please wait ...
System is coming up ... Please wait ...
System is coming up ... Please wait ...

User Access Verification

Continuing with installation, please wait



2025 Aug 27 12:45:31 MDS9710 %USBHSD-2-MOUNT: Togflash: online

Module 5: Waiting for module online.

-- SUCCESS

2025 Aug 27 12:50:50 MDS9710 %KERN-2-SYSTEM_MSG: [ 523.196775] Switchover started by redundancy driver
2025 Aug 27 12:50:50 MDS9710 %SYSMGR-2-HASWITCHOVER_PRE_START: This supervisor is becoming active (pre-
2025 Aug 27 12:50:50 MDS9710 %SYSMGR-2-HASWITCHOVER_START: Supervisor 5 is becoming active.

2025 Aug 27 12:50:51 MDS9710 %SYSMGR-2-SWITCHOVER_OVER: Switchover completed.

2025 Aug 27 12:50:54 MDS9710 %PLATFORM-1-PFM_ALERT: Disabling ejector based shutdown on sup in slot 5
2025 Aug 27 12:50:55 MDS9710 %IVR-2-IVR_NAT_INFO: Only IVR NAT is supported on this platform in this NX
2025 Aug 27 12:55:17 MDS9710 %USBHSD-STANDBY-2-MOUNT: Togflash: online

2025 Aug 27 12:55:17 MDS9710 %USBHSD-STANDBY-2-MOUNT: sTotO: online

2025 Aug 27 12:58:49 MDS9710 %PLATFORM-1-PFM_ALERT: Enabling ejector based shutdown on sup in slot 6

Module 1: Non-disruptive upgrading.

[# 1 0%2025 Aug 27 12:59:45 MDS9710 %PLATFORM-1-PFM_ALERT: Enabling ejector based shutdown on sup in sT
2025 Aug 27 13:00:33 MDS9710 %MODULE-2-MOD_EOL_WARN: module 1 (DS-X9448-768K9) is approaching End of Li
2025 Aug 27 13:00:43 MDS9710 %PMON-SLOT1-2-PMON_CRIT_INFO: Port Monitor Critical Information: Con[#####

Module 4: Non-disruptive upgrading.
[# 1 0%2025 Aug 27 13:01:59 MDS9710 %MODULE-2-MOD_EOL_WARN: module 4 (DS-X9448-768K9) is approaching En
2025 Aug 27 13:02:08 MDS9710 %PMON-SLOT4-2-PMON_CRIT_INFO: Port Monitor Critical Information: Con[#####

Module 8: Non-disruptive upgrading.
[# 1 0%2025 Aug 27 13:05:32 MDS9710 %PMON-SLOT8-2-PMON_CRIT_INFO: Port Monitor Critical Information: Co

Module 9: Non-disruptive upgrading.
[# 1 0%2025 Aug 27 13:10:19 MDS9710 %PMON-SLOT9-2-PMON_CRIT_INFO: Port Monitor Critical Information: Co

Module 10: Non-disruptive upgrading.
[# 1 0%2025 Aug 27 13:12:31 MDS9710 %PMON-SLOT10-2-PMON_CRIT_INFO: Port Monitor Critical Information: C

Install has been successful.

14. 79 IR B IR EFT N N L FEEPLD

* 32 GbpsZ ¥R AR IR LAY BARAEN

MEAHRZENX-0S 945)REBMRAZ /G EBEBIOSHE , NfEAreload CLIT S EHINEL
RX#etl, EEAreload systemdissisticii Fo

+ 64 GbpsR i sERE YA EMAEN -
BG4 Gbps R IERE X #Hl EHIBIOSEFH N EI B Ek. FHLHIEE— X% RT3l
EPLDAH KR LLTIO FPGARR AR BB S R AN :

AT HBIOSE#HIFRIO FPGARRA :

AL &1KIO FPGARRA (IO SPI 2)
MDS 9124V 0.018




MDS 9148V 0.018
MDS 9396V 0.016

IXLERRAVERNX-OS 9.4(5) M —E 0 & , AIAERIRYIZITNX-0S 9.4(5) ( REBMRA ) FLE
o f#Hinstall module 1 epld CLI& 5 HHREPLD, t’@ﬁ?&iﬁemﬁﬁ Bai P T EF NS , LUBCE
EPLDE#T. MREPLDARAR , MFHEAIBHEFHMENG , XTELSBRENESDIEBIOSE
FRYISSUHRRIER, 16 GbpsH32 Gbps K ERER A LT 7(?7& LtIhEE,

FHEPLD/E , BLRISSURLUBEM G R EEMNEMFMBIOSIHRA , MEFEMPMMHEFTRMNE, =
¥ E HBIEPLDARAS , & % Hshow version module 1 epldéi 5. EPLDI&R&“IO SPI 2’4 ME L&
ICEEYARAR . AT 2MDS 9148VRIEHLAI RHI , £R“10 SPI 2°MRA70.013 , ZRAIK FFIERN
0.018/R 48,

MDS9148V# show version module 1 epld

EPLD Device Version
MI IO SPI 0.011
I0 SPI 2 0.013

BXEPLDZEMEHNIFMEE , FZSHEMDS 9000R SIEPLDE 4 hR459.4(5) MY K AThRAE R
FRAEMDSX# ( @R RITIHE ) I EATLERE :

https://www.cisco.com/c/en/us/td/docs/storage/san switches/mds9000/roadmaps/rel90.html

15. 0B &%,

& tHishow version®n 5 H ¥ EsystemFlkickstart iR A S FAHIRA , URIFRFER BRI H TR :

MDS9124V# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Documents: http://www.cisco.com/en/US/products/ps9372/tsd_products_support_serie
s_home.html

Copyright (c) 2002-2025, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained herein are owned by
other third parties and are used and distributed under Tlicense.
Some parts of this software are covered under the GNU Public
License. A copy of the license is available at
http://www.gnu.org/licenses/gpTl.html.

Software
BIOS: version 1.11.0
loader: version N/A
kickstart: version 9.4(3a)
system: version 9.4(3a)

BIOS compile time: 11/27/2024


https://www.cisco.com/c/en/us/td/docs/storage/san_switches/mds9000/roadmaps/rel90.html

kickstart image file is: bootflash:///m9124v-s8ek9-kickstart-mz.9.4.3a.bin
kickstart compile time: 3/1/2025 12:00:00 [03/24/2025 22:26:25]

system image file is: bootflash:///m9124v-s8ek9-mz.9.4.3a.bin
system compile time: 3/1/2025 12:00:00 [03/25/2025 00:13:28]
Hardware

cisco MDS 9124V 24X64G FC (1 RU) Chassis ("24X8/16/32/64 Gbps FC/Sup-4")
Intel(R) Xeon(R) CPU D-1633N @ 2.50GHz with 8053200 kB of memory.
Processor Board ID JAE26220SYR

Device name: F241-16-10-9124V-3
bootflash: 7364608 kB

Kernel uptime is 0 day(s), 0 hour(s), 2 minute(s), 53 second(s)
Last reset at 356414 usecs after Fri Aug 22 20:22:16 2025
Reason: Reset due to upgrade
System version: 9.3(2a)
Service:
plugin

Core Plugin
MDS9124V#

£MDS 9700k , @ show modulefi TR IEFFIEERZEL T EBHINX-OSEKH :

MDS9710# show module

Mod Ports Module-Type Model Status

1 48 2/4/8/10/16 Gbps Advanced FC Module DS-X9448-768K9 ok

4 48 2/4/8/10/16 Gbps Advanced FC Module DS-X9448-768K9 ok

5 0 Supervisor Module-4 DS-X97-SF4-K9 active *

6 0 Supervisor Module-4 DS-X97-SF4-K9 ha-standby
8 34 1/10/40G 1IPS,2/4/8/10/16G FC Module DS-X9334-K9 ok

9 48 4/8/16/32 Gbps Advanced FC Module DS-X9648-1536K9 ok

10 48 8/16/32/64 Gbps Advanced FC Module DS-X9748-3072K9 ok

Mod Power-Status Reason

2 powered-dn Configured Power down
3 powered-dn Configured Power down
Mod Sw Hw
1 9.4(3a) 1.1
4 9.4(3a) 1.3
5 9.4(3a) 1.0
6 9.4(3a) 1.0
8 9.4(3a) 1.0
9 9.4(3a) 1.0
10 9.4Q3a) 1.0

16.E¥E A2,



XTI ARERBEIZLBIRREN SN AR |, PR RANE EIRNX-OSHR P TR, BIFH
REZLBRBRE, TREZFLERBRENARE , WRESRTHDER T 206 , TEATEMOT
FAEHE AR :

MDS9718# run before_issu_analytics.cfg

17. HRZRE , R1EShow Tech-Support Details# &I 48,

mds9124V# tac-pac

Collecting show tech-support details...

Show tech details will take 4-8 minutes to complete. Please Wait ...
Collecting show logging onboard...

tacpac file volatile:mds9124V_tacpac_2025-08-22.gz created.
mds9124V#

18. 53Nl = {R E#9tac-pac/techsupportE I B TFTPAR S 25 -

MRBHI X T RENET , JAERE I fftac-pacER%E 2 Fitac-pac# TLER., BHEIEEMA
N “move’ S

MDS9124V# move volatile:F241-16-10-9124V-3_tacpac_2025-08-22.gz volatile:F241-16-10-9124V-3_tacpac_2025
MDS9124V#

MDS9124V# copy volatile:F241-16-10-9124V-3_tacpac_2025-08-22_after_install.gz tftp://192.168.1.1
Trying to connect to tftp server......

Connection to server Established. Copying Started.....

TFTP put operation was successful

Copy complete.

MDS9124V#



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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