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BEERo
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(BN ) BE. DREWMELTEHRES , BREETRAEHSOBERN,
[A] BB

B BRMERR R DB REFRNERNERRZ , EATERAMANENE , RESAXNE#THRE
BEBR. EEMBEBERLEZEN BT RS A EFHEMEABERR  MNMAIRTHEVRE, £
EEMAEPC , BEQHRBFE T UMBEOMIRKE , LEHHRECIREAENRESE R,

[ &Rt B SR S AT R © 11/ 4 R H ThelloZikeepalive BATIE KR ( BRIEZ A E K Y R
, MARPSHIEERES ) o Bt , SRAXEFNEBBATRENAR,

HEHERR T 0%

BERHBUEIANEENREENEER , ERBELLEN , FARZERERHEAEMBRT
helloZi iz S keepaliveHiE B, WWHEHRT ESREBAEHRX LEFELZWEPC , BRI A EE
3, WREEMERAMHXRRZASZFEME—HBDET , EF—I S HLEFELEPC, BHREHKX
EIMAFEPCHALBRHHBESD , ANBEEEHPXPRIEVBEES , N\TARRBREHBEFXT
LRIIEBNEL, ARTUN,AHERBESHIWNEZBEXEK , MBEEEHZIRRER
REFBWT HREWN DA,

LRBRERLTELHEMLE ( Winternet RS RAE[ISP] ) ERBEXRWIRE , EREHM G E
tEATAMESRMEAIEER , TeEANHRIMT NG, E8EREHE=ZFEERRL

EBRINERT , Al THRRE, EXMBERT , AXEF BN EES R ETURNA

TAHRN—MEE , NEAZRBENG CARBRENBZRTAENHES. BIAE  BiEY

LERAEEWBEN—7H , AEEFTENH —DHRS — R E.

B EBEIR

AMoRET —AEREER , TATRELBIREHIR, BEFEERPHLL, BOBHMHE
Bo

ACLEL E #E 1R

ERZHBERT , BMASERFBZEONIPEitPE —FHWREIRKBEFRELRS, Hit , AF
MZR 3 O 1P 31t FN 4B FIP b1k BERI B B B R EMACLE 2R AN FBFDIER, R
FEITNNEIESR , T URER B EBFDER 5 EM<H BFRIP, EEEERX TENACLS
-

config t

ip access-list extended



permit ip host

any permit ip host

any end

EPCSHUE R

EPCZHRERNMMTEAMFEERAT RN, FFLRERET FENEEER
EPCREFHEREMRS. NAAFEOCRSY  AFEEETEFRERENACLKE

« monitor capture <EPC name> interface <interface> both
« monitor capture <EPC name> access-list <ACL name>
* monitor capture <EPC name> buffer size 5 circular

, A E



AR ERERMHRAF , A ERNREEZOREPCHRAAR, EXHERT , AT
FEUHRSBEABIRCPULN B MNRES M

» monitor capture <EPC name> control-plane both
* monitor capture <EPC name> access-list <ACL name>
« monitor capture <EPC name> buffer size 5 circular

BEfR , B3IEPC:

» monitor capture <EPC name> start
EEMIR BN EH 31 R LR L3R,
BERRFINLOBHRBES , FRE[BREFKX

show monitor capture



buffer brief

EE : CatalystR#rF A ( MCat9kHMCat3k ) EREZ LR , ARTHREFTEFX, ER
INEIRREERN , 1BF Amonitor capture stopf S ELLEIR , EFEHKX , REBXED
BUKEB IR

EEMEL & &1k

EEMNTEARREFLBEIHR , ANEERGEEEAX-—ERF, EAUERAHMHTRE
EHMEE , HIZICPU, BOXFRFEBENARIARNERITER. EREEXTZ



EEM/MEFF :

config t
event manager applet

authorization bypass event syslog pattern

maxrun 120 ratelimit 100000 action 000 cli command "enable" action 005 cli command "show clock

.txt" action 010 cli command "show logging | append bootflash:

.txt" action 015 c1i command "show process cpu sorted | append bootflash:

.txt" action 020 c1i command "show process cpu history | append bootflash:

.txt" action 025 c1i command "show interfaces | append bootflash:

.txt" action 030 c1i command "monitor capture

stop" action 035 cli command "monitor capture

export bootflash:



.pcap" action 040 syslog msg "Saved logs to bootflash:

.txt and saved packet capture to bootflash:

.pcap" action 045 c1i command "end" end



SEE : fECatalystXIRF A ( HlANCat9kFCat3k ) £, SHBHNGSHETE, X FiXL
P&, BHIEURESHERKNCLIGS :

action 035 cli command "monitor capture

export location bootflash:

.pcap"



EEMARRRREWEAW N R4 , RASMET ZKEE S REBIRIZITEEM, EARFIH , EHIRE
71100000% ( 27.8/’ e ) , MEMZEERFEBHNNEBEC ST , AEXHBRETZEM
WREPEH NS, WREEMAELERRHIHEHERE
NEPCHRMFHEF, BR , Hiyshowsn H 5 H M hEI A4,

THUREREEREEMMUKET A RENRESERES , FXNE
B BR IE) & B R P AR B R

il — EIGRP

/=

17T

e

1217, 0

BEARRGIF , AR ERNEBRIAE ( 5% hello, 15 RIFEE ) .

i

=

R1

Tuni0

192.168.10.1

R1 L8 BERBEFEASMNEIGRPIZES | XLIEN MBI/ -

R1#show

*Jul
*Jul
*Jul
*Jul
*Jul
*Jul

16
16

17
17
17

Togging | i EIGRP

20:
20:
10:
10:
14:

14

45:
45:
25:
25:
39:
:39:

08.
12.

42

59.
02.
16.

019:
919:
.970:
488:
970:
488:

%DUAL -5-NBRCHANGE :
%DUAL -5-NBRCHANGE :
%DUAL -5-NBRCHANGE :
%DUAL -5-NBRCHANGE :
%DUAL -5-NBRCHANGE :
%DUAL -5-NBRCHANGE :

EIGRP-IPv4
EIGRP-IPv4
EIGRP-IPv4
EIGRP-IPv4
EIGRP-IPv4
EIGRP-IPv4

PR R R R

Neighbor
Neighbor
Neighbor
Neighbor
Neighbor
Neighbor

192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.

MR ENEH I

Tun10
192.168.10.2
10.2 (Tunnell0)
10.2 (Tunnell0)
10.2 (Tunnell0)
10.2 (Tunnell0)
10.2 (Tunnell0)
10.2 (Tunnell0)

B
Bo

is
is
is
is
is
is

| T2 WEFNBIFEIHREE , B

=

R2

down: Interf
up: new adja
down: holdin
up: new adja
down: holdin
up: new adja

BREEERTERREEMN O L ; RIEFBIHRTERZIRERSHRNRISLEREXNEF
E@hello , MFEONFHL I RFNERESLIELEXR , RN ERXBERTNEABREIZLE

hello.

BE

1 EABREZEOIPHUEEACL , BN XLt ZhelloRYRIPH L

Rl#conf t



R1(config)#ip access-1ist extended FLAP_CAPTURE
R1(config-ext-nacl)#permit ip host 192.168.10.1 any
R1(config-ext-nacl)#permit ip host 192.168.10.2 any
R1(config-ext-nacl)#end

EE  ERMEERBER1, RREMEXZBOMEEMNER X HRtLLMt, MREEEHM
kM | 5FEIGRPARE #1224 .0.0.108 & 1 B #RIPH#E i LA ZRhelloZiE A,

2 BIREPCH FHEZEOMACLAREX

R1#monitor capture CAP interface Tunnell0 both
R1#monitor capture CAP access-1list FLAP_CAPTURE
R1#monitor capture CAP buffer size 5 circular

3. BFEPCHEINKIEBEMAN 5 @ LHHIR



R1#monitor capture CAP s
R1#show monitor capture

0 74 0.000000
1 74 0.228000
2 74 4.480978
3 74 4.706024

4 BLEEEM:

Rl#conf t

tart
CAP buffer brief

source
192.168.10.1 ->
192.168.10.2 ->
192.168.10.2 ->
192.168.10.1 ->

224.0.0.10
224.0.0.10
224.0.0.10
224.0.0.10

R1(config)#event manager applet R1I_EIGRP_FLAP authorization bypass

R1(config-applet)#event syslog pattern "%DUAL-5-NBRCHANGE" maxrun 120 ratelimit 100000

R1(config-applet)#action
R1(config-applet)#action
R1(config-applet)#action
R1(config-applet)#action
R1(config-applet)#action
R1(config-applet)#action
R1(config-applet)#action
R1(config-applet)#action
R1(config-applet)#action
R1(config-applet)#action
R1(config-applet)#end

5EBT—MHHI , REET BEE RS EMbootflashE H| XA HIT 04T

R1l#show logging

000 c1i command "enable"

005 c1i command "show
010 c1i command "show
015 c1i command "show
020 cl1i command "show
025 c1i command "show

030 cli command "monitor capture CAP stop"
035 c1i command "monitor capture CAP export bootflash:R1_EIGRP_CAP.pcap"

040 syslog msg "Saved Togs to bootflash:R1_EIGRP_FLAP.txt and saved packet cap
045 c1i command "end"

clock | append bootflash:R1_EIGRP_FLAP.txt"

logging | append bootflash:R1_EIGRP_FLAP.txt"

process cpu sorted | append bootflash:R1I_EIGRP_FLAP.txt"
process cpu history | append bootflash:R1_EIGRP_FLAP.txt
interfaces | append bootflash:R1_EIGRP_FLAP.txt"

*Jul 17 16:51:47.154: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.2 (TunnellO) is down:

- BER LN BESERXKRREEEIGRPES , H BEXH4EHEEMRE.

Pl

LeEt |, o B EEFX P HRINB IR E ERENBESHREXREK , LBERRERN , 7

Ll 5

Uiy &



BRIZFIZEW T heloBiimz 8. HTER1LELERWEIMInterface PEER-TERMINATION |, iXZ K&
R2ATR M B E kHello , Rt RFHBESH , XREMNBEXEHEEWER

*Jul 17 16:51:47.156: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.1 (Tunnell0) is down:
*Jul 17 16:51:51.870: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.1 (Tunnell0) 1is up:

holdin
new adja

BT R2NEREFeTE EH , THEIARIEHRPERO B ZA15H AR ERIE T HellodHR

No. ~ Time Source Destination Protocol Length Info Peer Termination
—P 503 2024-07-17 16:51:32.150713 192.168.10.1 224.0.0.10 EIGRP 98 Hello

504 2024-07-17 16:51:34.293604 192.168.10.2 224.0.0.10 EIGRP 98 Hello
—P 505 2024-07-17 16:51:36.802191 192.168.10.1 224.0.0.10 EIGRP 98 Hello

507 2024-07-17 16:51:38.571024 192.168.10.2 224.0.0.10 EIGRP 98 Hello
- 508 2024-07-17 16:51:41,456619 192,168.10.1 224.90.0.10 EIGRP 98 Hello

510 2024-07-17 16:51:43.004216 192.168.10.2 224.0.0.10 EIGRP 98 Hello
—p 511 2024-07-17 16:51:46.457320 192.168.10.1 224.90.0.10 EIGRP 98 Hello

2024-07-17 .154111 ol .0.0

- #3KER192.168.10.1(R1)F1192.168.10. 2(R2)7(£R27f£16 51:47 ( $13E32513 ) KX MPEER-
TERMINATION helloZ#E8 2 HI#I 158 A hellosd B..

- BHAME |, HBIES503, 505, 508F1511 ( AZEBEILRT ) BEHRIELMNEERLZIEMN
HelloZ#E 2.

T—HFRBURIRENFABRMRESER2ZIIZREHEIWE , Rt AT EMRBEATHIR :

MNo. Time Source Destination Protocol Length Info Peer Termination
—P 498 2024-07-17 16:51:32.154320 192.168.10.1 224.0.0.10 EIGRP 98 Hello
499 2024-07-17 16:51:34.296179 192.168.10.2 224.9.0.10 EIGRP 98 Hello
500 2024-07-17 16:51:38.573467 192.168.10.2 224.9.0.10 EIGRP 98 Hello
501 2024-07-17 16:51:43.006794 192.168.10.2 224.9.0.10 EIGRP 98 Hello
2024-07-17 16:51:47.156716 192.168.10.2 9.0
Internet Protocol Version 4, Src: 192.168.10.2, Dst: 224.0.0.10

Cisco EIGRP
Version: 2
Opcode: Hello (5)
Checksum: @xdfdl [correct]
[Checksum Status: Good]
Flags: 0x00000000
Sequence: @
Acknowledge: @
Virtual Router ID: @ (Address—Family)
Autonomous System: 1
Parameters: Peer Termination

o FIRE RM192.168.10.1(R1) KB B SE —Mhelloft B 7916:51:32 ( AEBEILERT ). LE
, BT RMN15E RR2KEMhelloiEE ( LABERT ) . KREARNBERINHES
505. 508M51M1 A2 HMER2VAFIRF . XLSFHR2RNRIFTHATEFEN , H1E16:51:47K
1%XPEER-TERMINATION hello#E & ( ##E =502 ) .

MIZEHREANBEERL , EEREERIAR2ZZANZEBMNE R, EXMHERIT , ZEBREE
FR2MAE, N TH-FBEE , FELEZEBREREREBFEES.

OSPF
B #2588t o] T HERRAI BRI OSPFRIZI MR, AEO N AXLEXRBRE | 1

3t

FE NN



Pt S ES F H B EE S H S H AR B RE,

« BIALTETER N 10%helloM40F deadit B8R, TEXIFEITAY R AR Byt 1T B HERRRT |, FHIRLE
AR 45 IEFE AR TR ER.
* Helo#EZREZEOIPHU, MRFEZHMACLIERMY , NWOSPF Helloky4A#E B #Y 31ty
224.0.0.5,
- RELWBESHEMETRE. SEIGRPHKR , OSPERANFLXILTHENEZ. Hk , ®AE
ﬂﬁﬁdeadﬁ'ﬁ‘f%ﬁﬂﬁu%%ﬂkhlﬂ%ﬁ?JrrJJJ?I , REHRIENHelo N BEEX FAH R HEER
XFSFEXNFAHEAINITAE. SHERENE|Hellort , SBEXRLEHRII SRS, Hlm

R1EM B R ITERETH

R1#show logging | i OSPF

*Jul 30 15:29:14.027: %0SPF-5-ADJCHG: Process
*Jul 30 15:32:30.278: %0SPF-5-ADJCHG: Process
*Jul 30 16:33:19.841: %0SPF-5-ADJCHG: Process
*Jul 30 16:48:10.504: %0SPF-5-ADJCHG: Process

, Nbr 192.168.30.2 on Tunnel20 from FULL to DOWN, Neighb
, Nbr 192.168.30.2 on Tunnel20 from LOADING to FULL, Loa
, Nbr 192.168.30.2 on Tunnel20 from FULL to DOWN, Neighb
, Nbr 192.168.30.2 on Tunnel20 from LOADING to FULL, Loa

el el e

BR , RRRAEOSPFIRENFULLNERBFHE . HRSEXNINITE , FLERBEHE !

R2#show logging | i OSPF
*Jul 30 16:32:30.279: %0SPF-5-ADJCHG: Process 1, Nbr 192.168.30.1 on Tunnel20 from LOADING to FULL, Loa
*Jul 30 16:48:10.506: %0SPF-5-ADJCHG: Process 1, Nbr 192.168.30.1 on Tunnel20 from LOADING to FULL, Loa

EEMBRE LMREEM | EEA“%OSPF-5-ADJCHGEAN R BEER . X AIABREEMAER
AHREZITHRERMEE LR, BEENERRHETHRIFIFTELFHFENSA SN
, EFSERNERMEFIR, XBETHIANGKHBESHRTREREMERhelloBIES,

A+ ERBGP

MHEZE T A THRRABMEBCPES HE, A NMBXLEXRBERE , XERREITAIER. IPib
iiﬂlﬁ%*ﬂ H ll.,\/ﬁ E EE‘%E@%ET)J‘IXTHO

« BRIATT AT 2R H 60 keepalive M 180 RIF AT E] , TEXT R IFAT (BT BRRY Bl 3 it 1Tt BB HERRAY
RARIANEZ P EEFERANITATER.
ﬁ%ﬁ?ﬁ?&ﬁ@’fi%%lPi&i&ZlﬁliﬁZiL B|TCPE#HI®O179, MREEHMACLIFM
BEAFMNRIP#uE R B ARTCPIR Q179 TCPRE.,
AIREZF LWBGPHEEEFERMAE , ERMVEREFNESHNREZEETRECRABERIET
JE%U , B —AMERTERE TEEFER. Hiin:

RIEMBRIFEEE , FRFEHAIERIR:



R1l#show logging | i BGP

*Jul 30 17:49:23.730: %BGP-3-NOTIFICATION: sent to neighbor 192.168.30.2 4/0 (hold time expired) O byte
*Jul 30 17:49:23.731: %BGP-5-NBR_RESET: Neighbor 192.168.30.2 reset (BGP Notification sent)

*Jul 30 17:49:23.732: %BGP-5-ADJCHANGE: neighbor 192.168.30.2 Down BGP Notification sent

*Jul 30 17:49:23.732: %BGP_SESSION-5-ADJCHANGE: neighbor 192.168.30.2 IPv4 Unicast topology base remove

R2KFIRBRIMEH , AARIKENFREFHNEIEIH

R2#show logging | i BGP

*Jul 30 17:49:23.741: %BGP-3-NOTIFICATION: received from neighbor 192.168.30.1 4/0 (hold time expired)
*Jul 30 17:49:23.741: %BGP-5-NBR_RESET: Neighbor 192.168.30.1 reset (BGP Notification received)

*Jul 30 17:49:23.749: %BGP-5-ADJCHANGE: neighbor 192.168.30.1 Down BGP Notification received

*Jul 30 17:49:23.749: %BGP_SESSION-5-ADJCHANGE: neighbor 192.168.30.1 IPv4 Unicast topology base remove

Eft KBGPHRFIHEEM , IBEA“%BGP_SESSION-5-ADJCHANGEEN R AEEN ., ERE
JI]-E%EG{EHE{& %BGP”%\JL /u\lﬁ E ‘H_j:—.l-m a:ﬁﬂkEEMo

BEERA) @R BF D 3 i (&

BN EEATA TN EEBMEBFDESN R ITHELR , EELEAMNER TR T OH. XTNE—
L EAHWBFDINAE |, H2¢4505% BE anfal f EEMMEPCH# T EH R, BAXBFDHEHRIFHAEE
. B HERCisco 10S XEH XX [a) 3 & 4650,

FEARHIF , BFDITAIZRIRE N 300ms , ’HA3 , XBKBEZ300msKiE—REFE , FEH—1TH
B3INEFEHFESARIREEY ( FT00msRIEFE ) £ F = FHE,

mF

e_ Tun30 Tun30 _e
~ 192.168.30.1 192.168.30.2 u
R1

R2

T~ — BFDEIF#ER,

#BFDEINER ( BIAMER ) T, REBFDENHEEN SR/ AEDIPENIRMB IR, XH , &8
FALEHEFEPLERES , AFEERESLSRIRE, 81BFDEEEBFDEFHERAFHE
FID—ERi*, XESHAATEHERENBFDENHEZREHENRD , RN MRE[ALEN
BFDEI N HEEHIMAERE , WEEERRAHRNZBES. ATEHBFDAFRSHBFDES
BIEEEEDIPIL 2 B2 ERIE,

KER1HY HERABFDMFZER D FHEMZ A I , XEKREEXLEERBHRE , RURFRII L E
KEAR2MIMEIFHIES.


https://www.cisco.com/c/en/us/support/docs/ip/ip-routing/220364-troubleshoot-bidirectional-forwarding-de.html
https://www.cisco.com/c/en/us/support/docs/ip/ip-routing/220364-troubleshoot-bidirectional-forwarding-de.html
https://www.cisco.com/c/en/us/support/docs/ip/ip-routing/220364-troubleshoot-bidirectional-forwarding-de.html

R1#show

*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul

BE

18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18

Togging | i BFD

13:
13:
13:
13:
13:
13:
13:
13:
15:
15:
15:
15:
15:
15:
15:
15:

41:

41

41:
41:

41

41:
41:

41

44
44
44
44
44
44
44
44

09.
:09.
09.
09.
:09.
13.
18.
:19.
08.
08.
08.
08.
08.

14

14.
18.

007:
009:
010:
010:
010:
335:
576:
351:
360:
362:
363:
363:
363:
.416:
418:
315:

%BFDFSM-6-BFD_SESS_DOWN: BFD-SYSLOG: BFD session 1d:4097 handle:1,is going Down R
%BGP-5-NBR_RESET: Neighbor 192.168.30.2 reset (BFD adjacency down)
%BGP-5-ADJCHANGE: neighbor 192.168.30.2 Down BFD adjacency down
%BGP_SESSION-5-ADJCHANGE: neighbor 192.168.30.2 IPv4 Unicast topology base remove
%BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4097 neigh proc
%BFDFSM-6-BFD_SESS_UP: BFD-SYSLOG: BFD session 1d:4097 handle:1 is going UP
%BFD-6-BFD_SESS_CREATED: BFD-SYSLOG: bfd_session_created, neigh 192.168.30.2 proc
%BFDFSM-6-BFD_SESS_UP: BFD-SYSLOG: BFD session 1d:4097 handle:1 is going UP
%BFDFSM-6-BFD_SESS_DOWN: BFD-SYSLOG: BFD session 1d:4097 handle:1,is going Down R
%BGP-5-NBR_RESET: Neighbor 192.168.30.2 reset (BFD adjacency down)
%BGP-5-ADJCHANGE: neighbor 192.168.30.2 Down BFD adjacency down
%BGP_SESSION-5-ADJCHANGE: neighbor 192.168.30.2 IPv4 Unicast topology base remove
%BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4097 neigh proc
%BFDFSM-6-BFD_SESS_UP: BFD-SYSLOG: BFD session 1d:4097 handle:1 is going UP
%BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4097 neigh proc
%BFD-6-BFD_SESS_CREATED: BFD-SYSLOG: bfd_session_created, neigh 192.168.30.2 proc

1 EAEREOIPHIEEACL , ERiXLibi 2BFDE R EHIE D MG HIESHIRIPH L

R1l#conf t
R1(config)#ip access-1ist extended FLAP_CAPTURE

R1(config-ext-nacl)#permit ip host 192.168.30.1 any
R1(config-ext-nacl)#permit ip host 192.168.30.2 any



AE  ERMEEXRBR1, R2EMVMEXFEOMEEMMWIE R HRtEaMLt, MREEHM
KPR B B R 03785 ( EIRIBIES ) M3784 ( H 4IRS ) ERBUDPHACL,

2 BIREPCH FHEZEOMACLAEXEX

R1#monitor capture CAP interface Tunnel30 both
R1#monitor capture CAP access-1list FLAP_CAPTURE
R1#monitor capture CAP buffer size 5 circular

3. BFHEPCHEINKIEBEMAN 5 @ LHHIR

R1#monitor capture CAP start
R1#show monitor capture CAP buff brief

# size  timestamp source destination dscp protocol



0 54 0.000000 192.168.30.2 -> 192.168.30.2 48 CS6 UDP
1 54 0.000000 192.168.30.2 -> 192.168.30.2 48 CS6 UDP
2 54 0.005005 192.168.30.1 -> 192.168.30.1 48 CS6 UDP
3 54 0.005997 192.168.30.1 -> 192.168.30.1 48 CS6 UDP
4. BLEEEM:
Rl#conf t

R1(config)#event manager applet R1I_BFD_FLAP authorization bypass

R1(config-applet)#event syslog pattern "%BFDFSM-6-BFD_SESS_DOWN" maxrun 120 ratelimit 100000
R1(config-applet)#action 000 c1i command "enable"

R1(config-applet)#action 005 cli command "show clock | append bootflash:R1_BFD_FLAP.txt"
R1(config-applet)#action 010 cli command "show logging | append bootflash:R1_BFD_FLAP.txt"
R1(config-applet)#action 015 cli command "show process cpu sorted | append bootflash:R1_BFD_FLAP.txt"
R1(config-applet)#action 020 cli command "show process cpu history | append bootflash:R1_BFD_FLAP.txt"
R1(config-applet)#action 025 cli command "show interfaces | append bootflash:R1_BFD_FLAP.txt"
R1(config-applet)#action 030 cli command "monitor capture CAP stop"

R1(config-applet)#action 035 cli command "monitor capture CAP export bootflash:R1_BFD_CAP.pcap"
R1(config-applet)#action 040 syslog msg "Saved logs to bootflash:R1_BFD_FLAP.txt and saved packet captu
R1(config-applet)#action 045 cli command "end"

R1(config-applet)#end

5EBT—MHHI , RFET Bk R EMbootflashE | XTI 4T

R1#show logging

*Jul 18 19:09:47.482: %BFDFSM-6-BFD_SESS_DOWN: BFD-SYSLOG: BFD session 1d:4097 handle:1,is going

« BEZENXKRRE19:09:47 HIBFDHF) , F HXH4EHEEMRTE,
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BRIEFZEWBFDEF, HTR1LEMNESFFERNECHO FAILURE |, XEKE T HAEBR2ALEIEH
BIREULIEBFDAE , XRMERWEN BEXHH , HHBE RBFDXHRERX DOWN:

*Jul 18 19:09:47.468: %BFDFSM-6-BFD_SESS_DOWN: BFD-SYSLOG: BFD session 1d:4098 handle:2,is going Down R



*Jul 18 19:09:47.470: %BGP-5-NBR_RESET: Neighbor 192.168.30.1 reset (BFD adjacency down)

*Jul 18 19:09:47.471: %BGP-5-ADJCHANGE: neighbor 192.168.30.1 Down BFD adjacency down

*Jul 18 19:09:47.471: %BGP_SESSION-5-ADJCHANGE: neighbor 192.168.30.1 IPv4 Unicast topology base remove
*Jul 18 19:09:47.471: %BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4098 neigh proc

HTFRI1EMFECHO FAILURE , At ERER1 EWMENMKIBEASHRER B2 Z28N
900ms N & X FIZUWBFD R &

No. Time Source Destination Protocol Length  Echo Infe
135 2024-97-18 19:09:46.484246 192.168.308.2 192.168.30.2 BEFD Echo 78 00000000000010020000041T Originator specific content
136 2024-87-18 19:09:46.484581 192.168.30.2 192.168.38.2 BFD Echo 78 000000000B0010020000041f Originator specific content
=P 137 2024-07-18 19:09:46.707712 192.168.30.1 192.168.30.1 BFD Echo 78 |00200000000010010000041d |Originator specific content
—p- 138 2024-07-18 19:09:46.970921 192.168.30.1 192.168.38.1 BFD Echo 78 |000e0R00000010010000041e |Originator specific content
139 2024-07-18 19:09:47.177716 192.168.30.1 192.168.30.2 BFD Control el Diag: No Diagnostic, State: Up, Flags: (
—p- 140 2024-07-18 19:09:47.203433 192.168.30.1 192.168.30.1 BFD Echo 78 |00000000000010010000041T | Originator specific content
141 2024-07-18 19:09:47.468340 192.168.30.1 2 BFD Control Diag: Echo Function Failed, State: Down
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N, Time Source Destination Protocol Length Echo Info
—p 107 2024-07-18 19:09:46.708032 192.168.30.1 192.168.30.1 BFD Echo 78 000PEREENARR10010000041d Originator specific content
—p 108 2024-07-18 19:09:46.708430 192.168.30.1 192.168.30.1 BFD Echo 78 000BR00 10010000041d Originator specific content
110 2024-07-18 19:09:46.774829 192.168.30.2 192.168.38.2 BFD Echo 78 |0000000 109200009420| Originator specific content
— 111 2024-87-18 19:09:46.97124@ 192.168.30.1 192.168.30.1 BFD Echo 78 00eepen 10010000041e Originator specific content
=112 2024-07-18 19:09:46.971542 192.168.30.1 192.168.30.1 BFD Echo 78 00000000000010910000041e Originator specific content
113 2024-07-18 19:09:47.015058 192.168.30.2 192,168.38.2 BFD Echo 78 |BBGBBGBBWWIBUZWBM421|Orlginator specific content
114 2024-07-18 19:089:47.178235 192.168.30.1 192.168.30.2 BFD Control 98 Diag: No Diagnostic, State: Up, Flags: |
115 2024-07-18 19:09:47.199458 192.168.30.2 192.168.38.1 BFD Control 98 Diag: No Diagnostic, State: Up, Flags:
—p 116 2024-07-18 19:09:47.203674 192.168.30.1 192.168.30.1 BFD Echo 78 00002000000010010000041f Originator specific content
—p 117 2024-07-18 19:09:47.204021 192.168.30.1 192.168.308.1 BFD Echo 78 000BRRDRADRR10R10000041f Originator specific content
118 2024-07-18 19:09:47.286688 192.168.30.2 192,168.30.2 BFD Echo ?s [eeeoesvenoep1e02000R422] Originator specific content
l 128 2024-87-18 19:89:47.468723 192.168.30.1 192.168.38.2 BFD Control Diag: Echo Function Failed, State: Down
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