HFEWAP351, WAP131HIWAP371 LEEVAP
Hir

ERUEA S(VAP) R LLLANK 2 8 2N 118 |, XE #BiE 5 AKRMVLANE L EH,
VAPTE —/MNIEEWAPRZ FHELLZMEA R, Cisco WAP131X#FZEM/NVAP , Cisco
WAP351FIWAP371% %A \ANVAP,

AW B iR R MR RMAIEWAP351, WAP131FIWAP371# A R EEEVAP,
EARE
-WAP351

-WAP131
-WAP371

R

V1.0.0.39(WAP351)
V1.0.0.39(WAP131)
V1.2.0.2(WAP371)

R TN L B VAP

AEE  SMNVAPHAFEENRSSEFRIRRF(SSID)IRR. ZNVAPTREEEFHEMSSIDE R

AEE  ETE&NSBERET  #ARAAEBREECKEENVAPKENTL B, BXFARE
B, BSHZEWAP131FHIWAP351 L Bl B AR T 46 818 B 7F WAP37 1 L B E B AT BiRE

S ZFWeblit &S AR F H S inEWireless > Networks. R4 f5 & ~NetworksTH :

Networks

Selectthe radio interface first, and then enter the configuration parameters

Radio: @ Radio1(2.4 GHz)
Radio 2 (5 GHz)

Virtual Access Points (55IDs)

Channel

VAP SSID
Mo, | Enable  VLANID | SSID Name Broadeast | SECUity MAC Filter -

I Mone Disabled

| Add H Edit || Delete |

Bave

HI2 ERadioFBH , NEEH LEEVAPH L BEFRIERIZE,



Select the radio interface first, and then enter the configuration parameters.

Radio: [(® Radio 1 (2.4 GHz)
() Radio 2 (5 GHz)

VAP WLAN ID S8ID - ; Channel
No. Enable Add New VLAN 551D Name e Security MAC Filter Isolalion
O o == O
[ ada [ e [ peee |
- —
FEI.ERMFVAP | EETHAId. RFFER—PHEVAP,
Select the radio interface first, and then enter the configuration parameters.
Radio: (®) Radio 1 (2.4 GHz)
) Radio 2 (5 GHz)
VAP WLAN ID siciing - ; Channel
Mo. ETELE Add New VLAN SEIDNEME Broadcast ERELT TR = Isolation
T

EE  WAP131XEF&RZ41NVAP | TIWAP371HIWAP351 % 15 & %81\VAP,

WA BT HRIBVAP , FREERFEREMNNERE K RERHRE . XFAFEIERAR
EVAPHI R E F R

Selectthe radio interface first, and then enter the configuration parameters.
Radio: ® Radio 1 (2.4 GHz)
) Radio 2 (5 GHz)

VAP VLAN ID
No. | EMP® | o hew viLAN

S8ID Channel

Broadcast TSI Isolation

.

S5ID Mame Security

Iciscosb

STW5.EFRAVAPHER | WAL EnableE ik 4E,

Selectthe radio interface first, and then enter the configuration parameters.
Radio: (®) Radio 1(2.4 GHz)
() Radio 2 (5 GHz)

| VAP VLAN ID 33D : ] Channel
Mo. ETERE Add Mew VLAM EEDNETE Broadcast ST R RS Isolation

5

Iciscosb

HIR6.FEVLAN IDFERH |, IEEEESVAPXERHVLAN ID, WREAWAP1315WAP371 , &
W AVLAN ID, &7 Bl AR & A{EN4094,

Belectthe radio interface first, and then enter the configuration parameters.
Radio: ®) Radio 1(2.4 GHz)
) Radio 2 (5 GHz)

VAP VLANID ssiD Channel
No. | EMable | i newviay | SSIDName Broagcast  SeCUnty RCRIEY Isolation
= bowed] @

NUnE

D\sab\ed n




X WMAMVLAN IDAMEETEHIRES  HAXMEBEE, BXFEAEE , FSH
WAP351A S LHVLANELE., EEWAP131_ LHERIZHFESRIZVLAN IDS E B WAP371_E
Ry #R IZ IR IZVLAN ID.

HPR7 1ESSID NameFER P ATLMNERN B M. BNVAPLMEFME—RISSIDE o

Select the radio interface first, and then enter the configuration parameters.
Radio: (8 Radio 1 (2.4 GHz)
() Radio 2 (5 GHz)

Virtual Access Points (SSIDs)
VAP VLAN D SSID . . Channel
Enable | )jaNewvian | oD Name Broadcast oS PSR Isolation

0 o9 [0 P d [ [ [eesd]
W ia | Ta Jowea ]

[ Md J| Edit J| Delee ]

SRS MR B[ F Ui/ FESSIDAF , iHIE P SSID BroadcastEikE ., XFEFFiwERE
A AR5 R P RISSIDH o

Select the radio interface first, and then enter the configuration parameters.
Radio: (8 Radio 1 (2.4 GHz)
) Radio 2 (5 GHz)

Virtual Access Points (5 SIDs)
VAP VLAN ID SSID ) ) Channel
Enable Add New VLAN 551D Name e Security MAC Filter 1solation

[ Add Il Edit I| Delee ‘

EEZERE

HSB1.MSecurity T L5 R PIERIEZVAPFIEN BRRIE T Z, MRERTRT 2HNE
ik | FEREMFER,

Select the radio interface first, and then enter the configuration parameters
Radio: (®) Radio 1 (2.4 GHz)
() Radio 2 (5 GHz)
Virtual Access Points (SSIDs)
Vi VLAN ID 381D ] Channel
No. | EMabe | sganewvian | SSIDName Broadcast SocUMil R Isalation
O o8 [ [recom 2 fiwe S, [ouaedS]
CiscoSBTest | 3 Disabled| ™
Static WEP
[ ass  |[ Eat || Deee | Dynamic WEP
WPA Personal
WPA Enterprise

ATRIATAN T -
7
E#7 WEP
7S WEP
WPAM A

-WPA{




EE  WPANARWPAR I REEREMNERSHRIEXE, BSWEPHZISWEPRY
ATFESIER , HERELHBIRENS02.11a5802.11b/giER, BXEFMER , FSRZE
WAP131FIWAP351 L BB B A T 4% i 1% B IEWAP371 L il E B A T4 1R,

B WEP

BAWEPRBEAZEMEHRIESE, EREFSBAMBLLMEFNHIE, IEEREUL
BATRHACEEMNE  RUWEPHORIENRESEN A TEERE.

AR RFRBAIWEPERNENRETEN , RESETRETR , RREENREFRARIER
&%,

SR EFHZHRSITHIRSD , NRERTNEBENZAIRDERWEPRHAR RS

o

Transfer Key Index;

key Length: s
& bits
Key Type: O ascil
® ey
WEF Keys: (Required: 26)
1 |
2 |
3 |
4 |

[ | Show Key as Clear Text
802.1X Authentication: [v]| Open System | | Shared Key

HIR2 MKey LengthF B PIZ R Rk 24 , UEEERHNKER64E R 12811,

Transfer Key Index: 1 ﬂ
Key Length: i

Key Type:

WEP Keys: (Required: 26)

—

M2

Lad

4

[ |Show Key as Clear Text
802 1X Authentication: [v] Open System [ | Shared Key

HUR3.EKey Type(Z HHEE)FRF |, BERAASCIR T AHBIRANEHR, ASCIEZER



ZLENMEFE, BFENGS , M+ ARHIAREARFHFRAF,
Transfer Key Index: 1 ﬂ
Key Length: O &4 bits
® 428 bits

key Type:
WEFP Keys: {Required: 26)
1: |
2 |
it |
4 |

[ |show Key as Clear Text
8021 Authentication: [v] Open System [ | Shared Key

S|4 L WEPFH LT |, NIREWARSINTRNWEPEA, SNMTERIUNENE
Fim4REREEENE —EEP EEMHERNWEPEHRZ —,

Transfer Key Index: 1 ﬂ

Key Length: .::;. 64 bits

® 128 bits

Key Type: O asci
® Hex
WEP Keys: i (Required:  26) h

1: SRR RRRRRRRRRRRARREN

3

|

2: |'illlli'iilllliii'llllii"
|
|

4: SRR RRRRRRERRRRRRRARRED

e
[ | show Key as Clear Text

802.1X Authentication: [v| Open System [ | Shared Key

o

S5 (k) MERETRBNFRSH |, EEFShow Key as Clear TextF BRI E1EHE,



Transfer Key Index: 1 ﬂ
Key Length: O &4 bits
® 128 bits
Key Type: O ascl
® ey
WEP Keys: (Required: 26)
1 |AEICDFE‘I23455?89AEICDE3425‘1

2 |AEIEDC43I32A‘1 BSECDTAE494A56

3 |EIEI¢1-C5Ei.-'3-.D3E‘1 2CBT8AD234BD23

4: |EIEESEI.J!-A-CEDSEEEI?EIEHDES‘IEEIEI

(vDshow Key as Clear Text
802 1% Authentication: [] Open System [ | Shared Key

ERE : HYEWAP351, WAP1315WAP371 L ERTEME MRS , Show Key as Clear Text=
B HREE K,

5 I6.1£802.1X Authentication B , BT BAL R A TRE BT , HEBR
B SHHIEEE, SBSWEPRREERN , BORIIEEEEN T THER KRR
B AU SWAPEE X BT
Transfer Key Index: 1 ﬂ
Key Length: O &4 bits
® 125 bits
. O asci
® Hex
WEFP Keys: (Required: 26)

t|II....-IIIOIOIOIIIOOOOOIII

1|IIlii------------------III

3|II....-IIIOIOIOIIIOOOOOIII

¢|II."'IIII."'IIII-"'IIII

[ | show Key as Clear Text
802.1X Authentication{{v| Open System [v| Shared Key)

A AETE LW

FHRE — EREFFRUEAREEGEEERAWEPEY , SHRIIBAFEMEFFREAE
WAPi& & xBk, WWESXA T, IEEE 802.1XFIWPAE R, HENRIFEEXREN
Open Systemiy , A% F im &8 7] LA S WAP% % < Bk,

HERP — FHORUEERETFIRE[IFEEBNVWEPES , MESWAPRZXRE, H54H
RIESEEZRENHAZFHAN , WEPRAT ERNIE LT EESWAPREXEK,

-Open System and Shared Key — H&%EFE T XA S HRIEEERN , BN EREZEZHE
X TEAWEPHFEF IR AMEEERNWEPERA T REEWAPIR & XB, ik, BENME
AWEPERNFHRRSE (REARERHAEN ) NEFRERATUEWAPRZXE , BIfE



% B EBWHWEPE A,
SR BHRE

zh 7 WEP

HAWEPRIE802. IxEARMAY B FHRIFMMUEAP)NAS, WEXEEME I
RADIUSERS 833 P 1T B IIE. WAPIRE EEXHFEAPHIRADIUSHERS 88 |, N
Microsoft Internet Authentication Server, E&5Microsoft Windows& F il &ER , S/ KIE
RSB 4N 2RI HIEAP(PEAP)FIMSCHAP v2, Al LAEAIEEE 802 1XEX ZIFHN &
EHRIESE , BFIEH. KerberosHINAFHRIE , BEXNEERFIREAFERE
WAP% & HH R & 41K 5%,

SBA1IBRINBERT |, BEH Use global RADIUSHRE 5% B, MR EFNVAPEE N FERATRH
RADIUSHRSG 25 , BBUHEP L EIEE, BN , BHED RS,

se global RADIUS server settings
Server IP Address Type: @ pya O 1pve
Senver P Address-1: |
Server [P Address-2: |
Server P Address-3: |
Senver P Address-4: |
key-1: | Range: 1-64 Characters
Key-2: | Range: 1-64 Character
Ke | Range: 1-64 Character
Key-4 | Range: 1-64 Character
Enable RADIUS Accounting
Active Server Semver IP Address-1 ﬂ
Broadcast Key Refresh Rate: |3EIEI Sec (Range: 0-86400, 0 = Disable, Default: 30C
Session Key Refresh Rate: |EI Sec (Range: 30-36400, 0 = Disable, Default: C

FPR2.1EServer IP Address TypeF BH , EEWAPRRFEAWRSSRIPiuRR, X2
IPv4s8 IPv6, IPVAER R+t FliCER RS2 — B HI%, IPvefERA TS HIEME Sk
KR128U = #I%k, WAPIRZMNEXRRADIUSIRS SRR RS , THREEIIL FRPIEE/H
HEA, MBIRZIPVE , NIBkE S T4,



[ JUse global RADIUS server settings

Server IP Address Type:

[ ¥ W00 00 )

Server IP Address-1:

Senver IP Address-2:

Server IP Address-3: I

Server IP Address-4: I

Key-1: sassssssssassassan (Range 1-64 Characiers)

Key-2: I (Range: 1-64 Characters)

Key-3: I (Range: 1-64 Characters)

Key-4: I (Range: 1-64 Characters)

[ ]Enable RADIUS Accounting

Active Server: |Ser'u'erIF' Address—1

Broadcast Key Refresh Rate: |3DU Sec (Range: 0-86400, 0 = Disable, Default: 300)
Session Key Refresh Rate: ID Sec (Range: 30-86400, 0 = Disable, Default: 0)

SERIMRELSE2RER TIPv4 | B ABIAFTEVAPEFAARADIUSIRSS ESHYIPHuIE, A
BRELES,

[Jusze global RADIUS server settings

Server IP Address Type: 8 pys O g

Senver P Address-1: 1’1-92.153.1 0.23 (e 2, B R

Server IP Address-2: |1E!‘2.1EB.11.1 R, e B

Server P Address-3: | 192.168.122 (3004, 3008 300K 300K

Server P Address—4: hﬂ?.*lﬁﬂ.*l 3.3 (00, 00K, 30K JOK

Key-1: |-"-----"-------- (Range: 1-54 Characters

Key-Z: | (Range: 1-54 Characters

Key-3: | (Range: 1-54 Characters

Key-4: | Range: 1-54 Characters

[] Enable RADIUS Accounting

Active Server: |Ser'.rer IP Addres&1

Broadcast Key Refresh Rate: |3IZIEI Sec (Range: 0-26400, 0 = Dizable, Default: 300
Seszion Key Refresh Rate: |III Sec (Range: 30-86400, 0 = Dizable, Default: 0

XE  BBRZULUE=ZNPVAZHPRADIUSIRS 5t , MR ERZB[HEMRIELK , NS
RInF= 8/ e hEN &0 RS .

SHRAMREESE2FPIER TIPV6 |, B AT £ BRADIUSIRS ZFHIIPVE L,



[ |Use global RADIUS server settings
Server IP Address Type: ) |pya ® |pye
Server IPvE Address-1: ||2001:DB8:1234:abcd:: ) (300030000000 X000 3000 X000{ 3000( 3000
Senver IPvE Address-2: IED 02:0B&:1234:abcd:: (3000L 00000000 X000{ J000(X000{ X000{ 3000
Senver IPvG Address-3: IED 03:0B&:1234:abcd:: (X000 30000 X000 X000 3000 X000{ X000( 3000
Server IPvE Address-4. {|2004:DB8:1234:abcd:: y (X0 3000 X000 X000 3000 3000{ X00{ 3000
Key-1: ssssssssssssssssss (Hange 1-64 Characters)
Kay-2: I (Range: 1-64 Characters)
Key-3: I (Range: 1-64 Characters)
Key-4. I (Range: 1-64 Characters)
[ 1Enable RADIUS Accounting
Active Server: |Ser'u'erIF' Address—1
Broadcast Key Refresh Rate: IBUD Sec (Range: 0-86400, 0 = Disable, Default: 300}
Session Key Refresh Rate: II:I Sec (Range: 30-86400, 0 = Disable, Default: 0)

X BRZBULE=ZNPV6RPRADIUSIRS 5ttt , MR ERFBFMEMRIELK , N
RIRF=d8/ M ciBN &0 RS,

SB5EKey-1FERH |, M AWAPIRE A T ERADIUSIRS S #H TH HRIEHNHZEF,

[]U=e global RADIUS server settings

Server IP Address Type: ® poa O g

Server IP Address-1: |1E!2.1ELE..1 0.23 (e, 2, R R

Server [P Address-2: |192_1EE._11_1 [N, AR WM. R,

Server IP Address-3: |192.1EE.12.2 [N, R WM. X

Server IP Address—4:  |192.168.13.3

Key-1: [-------------- J:?aa*‘;e: 1-64 Characters

Key-2: | (Range: 1-584 Characters

Key-3: | {Range: 1-84 Characters

Key-4: | (Range: 1-54 Characters

[] Enable RADIUS Accounting

Active Server |Server IP Address-1 V|

Broadcast Key Refresh Rate: |3EIIII Sec (Range: 0-26400, 0 = Dizable, Default: 300
Seszion Key Refresh Rate: |III Sec (Range: 30-86400, 0 = Dizable, Default: 0

HIR6.1EKey-2 ElKey-4 FERF , M AEEEER Z PRADIUSERSS 282 X BRWWRADIUSZ 4
AR5 2R IPHb it 21F FKey-2 , BRS5 88 IPH#b L 3E Key-3 , BRS5 87 IPH#b it 44E FKey-4.



[ Tuse global RADIUS server settings

Server [P Address Type:

Server IP Address-1:
Server IP Address-2:
Server IP Address-3:
Server IP Address—4:
Kew-1:
Key-2:
Key-3:

Key-4:

® pyy O pys
192.168.10.23
192.168.11.1
192.168.12.2
192.168.13.3

[] Enable RADIUS Accounting

Active Server:

Server IP Address-1 ﬂ

Broadcast Key Refresh Rate: (300 Sec (Range: 0-356400, 0 = Dizable, Default: 300

Seszion Key Refrezh Rate: 0 Sec (Range: 30-26400, 0 = Dizable, Default: 0

BTE. (k) EEARADIUSIZHKFERH , MREFARENNE4SER I HEN TR
, HEAPILERE. /5 ARADIUSIEHHRIRRGMRINAR X IENEWNBIER, ERNFMH
#ERadiusfRS 28, XFF N ERADIUSERS B2 MATE &M RS 2R E Ao

[]U=e global RADIUS server settings

Server IP Address Type: (@) [Pyd @] IPviE

Server IP Address-1:
Server IP Address-2:
Server IP Address-3:

Server IP Address—4:

192.168.10.23
182.168.11.1
182.168.12.2

152.168.13.3

Key-1: sesssssEnEERe.
Key-2: sesssssEnEERe.
Key-3: sesssssEnEERe.
Key-4: LTI I T

|~ [[Enable RADIUS Accounting

Active Server: Zerver IP Addresz-1 ﬂ
Broadcast Key Refresh Rate: |300 Sec (Range: 0-26400, 0 = Dizable, Default: 300

Seszion Key Refresh Rate: 0 Sec (Range: 30-86400, 0 = Disable, Default: 0

X R F A TRADIUSIEMK , M & A ERADIUSERSSBAAIERORSEEH

FIR8.TEActive ServerFER LR E — ML FIESIRBHARS 5. XA FFoIEFEED
RADIUSERSS 88 , MARUWAPRZRHEINFRABINEEENRSH/ALREE—IMETRE
IRSH RS BR-



[Tuse global RADIUS server settings

Server IP Address Type: ® pus O pys

Server P Address-1: |1E!2.1EB.1U.23 oMo, 2, R
Server IP Address-2: |192.155.11.1
Server P Address-3:  |192.168.12.2 (30K 300K, 00X 300K
Server P Address-4:  |192.168.13.3
Key-1: |“““““““ (Range: 1-54 Characters
Key-2: |“““““““ (Range: 1-54 Characters
Key-3: |“““““““ {Range: 1-54 Characters
Key-4: |“u“““““ (Range: 1-54 Characters

Enable RADIUS Accounting

Active Server: Server IP Address-1
Server IP Address-2

Broadcast Key Refresh Rate: | Server IP Address-3 Sec (Range: 0-86400, 0 = Disable, Default: 300
Server IP Address-4

Session Key Hefresh Rate: |III Sec (Range: 30-86400, 0 = Dizable, Default: 0

$PR9.7EBroadcast Key Refresh Rate F A , WA S VAPXKEKHEF iR #% ( 4 ) 248
FRIFTIEI G, ERIARTIEI S 300 44,

[Juse global RADIUS server settings

Server IP Address Type: ® poa O pug

Zerver IP Address-1: |1E!2.1ELE.1 0.23 (e, RN R

Server IP Address-2: |192.1EE.11.1 [N, R WM. X

Server IP Address-3;  |192.168.122

Server IP Address—4:  |192.168.13.3

Key-1: seessssscesces (Range: 1-64 Characters

Key-2: |"""""--" (Range: 1-564 Characters

Key-3: |"“"“".... {Range: 1-54 Characters

Key-4: |""""“"" (Range: 1-54 Characters

Enable RADIUS Accounting

Active Server: |Ser'.rer IP Addres&‘l

Broadcast Key Refresh Rate: EDU ]3:::%3“;: 0-256400, 0 = Dizable, Default: 300
Session Key Refresh Rate: |III Sec (Range: 30-86400, 0 = Dizable, Default: 0

PR 10.7£Session Key Refresh RateF &% , i A WAPIR & JiI#T 5 VAPX B Y & NE F im Y
RiF (£ ) ZHHERFB. BIAMER 0.



[ ] Use global RADIUS server settings

Server IP Address Type: @ pos O pys
server IP Address-1: 182.168.10.23
Server IP Address-2: 182.168.11.1
Server IP Address-3: 182.168.12.2

Server [P Address-4: 192.168.13.3

Key-1: RN EEE
Key-2: FESEENNEERREEE
Key-3: EESENEEREERER

KE‘}I’—#- LL L L L 3 L2 LRl

Enable RADIUS Accounting

Active Server: Server IP Address-1 ﬂ

Broadcast Key Refresh Rate: |300

Seszion Key Refresh Rate: @ J

WPAM A

WPAMN A RWi-FiBXERIEEE 802.11if5/& , @FEAES-CCMPHRITKIPINZ . WPAfE AT -—hxn\
£A(PSK) , T2 fEAIEEE 802. 1X$IJEAP ( ERAUWPARZLEXFER ) . PSKIXATHE
E@*ﬂ&’a#ﬁ WPAtF AWPA-PSK, tZ£ERXX FZIFFEHBRWPAR T fg)ﬂﬁﬁrﬂﬁﬁa’é

o

S MBEZ HWPA-TKIP , IHEWPA VersionsF £ H % FWPA-TKIPE &#E, &7 LR At
B AWPA-TKIPFIWPA2- AESo WAPIEA ZHEHWPA2-AES , At B EBREE.

WPA Versions: ([~] WPA-TKIP ' WPAZ-AES
Kay: |

[ |Show Key as Clear Text
Key Strength Meter: 1L Below Minimum

Broadcast Key Refresh Rate |3EII:I

AARTENLNT :

‘WPA-TKIP — R & A — L& iRl RIXNEFREWPANITKIPZ £, RIFZFTHY
WIFIBRBBER , TEWSUEREWPA-TKIP,

‘WPA2-AES — W& L PR E &P ik R & X FWPA2FIAES-CCMPZ RS/ R £ %, It
WPARZABIEIEEE 802.11itMEREFEZ S M, BREZFHWIFEBREER | APAMBLAT
FiE=R,

‘WPA-TKIPFMIWPA2-AES — I RMZXBEEFIRHES , EP—LXI/HWPA2 , MHABX X
FRBWPA | BRI NERE, L 4B A FFWPARIWPA2E = i ik %E*?’Fﬂ%ﬁlﬁ BX3
FHTHESSEREREHWPA2, LWPAREAFESHER it MRERLERS Y

o

AR WPAR P IRMAMEBEP —NESR ( BUTKIPRAHARAES-CCMPEH ) FrEE



WAP& & X Bk,

FER2EBH FRY , WAATWPANMNAZ2WHERA. WAZELSNFH , BZ63NF
Fo

WPAVersions: WPA-TKIP ¥ WPA2-AES

Key: L.............. )

[ ]1Show Key as Clear Text
Key Strangth Meter: 1111 Strong

Broadcast Key Refresh Rate |3EIEI

AEE . TESINFREFEAENNEFTR., BFNEBERES(2INQ@H#$% &),
59%3 () MBEFLERBAN AT , iF4+PShow Key as Clear TextEiEHE, ERIAER

, REREL T RiEFRS,
WHFA Versions: WPA-TKIP ¥ WPA2-AES
KEY: |_-— _._'___;,-i:' e

hnw Key as Clear Text
Key Strength Meter: 1111 Strong

Broadcast Key Refresh Rate |3I:II:I

XX . HEWAP351, WAP1315WAP371 L ERATRME MRS , Show Key as Clear Text=
BRAREE X,

XX : Key Strength MeterFBR2WAPRBRIES R MM HEREZAMNMNE , XEEFMRE
SEEAZORTREENFRAURFZHNKE, ZZU%EFHWPA-PSK’E*'WE*AEUJ% , TR
FRPBERESIH , BNTEZZFH, BXWPA-PSKEXMMNFMAER , FSHR
WAP131, WAP351FIWAP371l EZBE =14,

WPA Versions: WPA-TKIP ~ WPA2-AES

Key: |||-|----------
[ |Show Key as Clear Text

Key Strength Meter: (l il Strnng)
Broadcast Key Refresh Rate |3EII:I

#¥R4.7EBroadcast Key Refresh Rate F A , A SUHVAPKEKHEF iR #% (4 ) 2485
JRIFTIE G, BRIARTER 300 #4h,

WPA Versions: WPA-TKIP | WPAZ-AES

key: ||||||||-||--||
[ ]Show Key as Clear Text

Key Strength Meter: 1111 Strong
Broadcast Key Refresh Rate[EEIEI )

WPA{ L



WPAD Ml fRRADIUS RWi-Filk BBIEEE 802.11i4R#HISEHE , BIECCMP(AES)MITKIPINE, &
WEXNEFEEFARADIUSIRESSHENAFP#HITEORI. Z2BERXOQEREXIFREWPANTL
B

AR RANBERT , BIBVLANRRL TR RARS , XAWRADIUS & B RIEIRS 88 RE K
{55 A BN VLAN,

SB1IEWPARZE EZERT | P ELZENEF B ITEERENEIERE, BIMERLT , SI1H
ATFERARS. APRMIBAXIFWPA2-AES , At BT EBET.

WPA Versions: WPA-TKIP 1 WPAZ-AES
Enable pre-authentication

Use global RADIUS server seftings

ver IP Address Type: @ 1pya O 1Pvs

A
i

Al
i

A
i

11
I
1}

cndineg mAal

Active Server: Server IP Address-1 ﬂ

Broadcast Key Refresh Rate: |3EIEI

Session Key Refresh Rate: |EI

ARRTUE X AT

"WPA-TKIP — MG R A — £ & iRl QIVFREWPANTKIPR £, HIER , REK
MAWIFIBREEER , T AFREARLIERWPA-TKIP,

‘WPA2-AES — M 4% L TR B F im i R & XEFWPA2MR A FMAES-CCMPE B/ Z £, It
WPAIR AR T EIEEE 802. 11l ENRER M., REFEZFFAWI-FIEREBER , WAPLIR
B IFHAEN,

BEAMEHAREIE — MR RIEFEWPA2EWPARIWPA2#E A WPARRA |, AT LU A WPA2ZE
HEAMSNRIE, MREFLEWPA2TLEFIBREMSHRIFHIES | HkPiEm,
SRRIEEENEF Y ERNWAPIRE F4E| B FRWAPRE ., B ALLIIREEBIT MR
EEIZIMWAPH B BEE PR AR, MRENWPARAIERE T WPA |, N ti& M ~&E
A, BARBWPAT X IhRE,

AR : BEERNEAWPARRADIUSKH & i TR A AER U T it MBZH 2 — : BHH
TKIP RADIUSZ B # i CCMP(AES)IP it it FIRADIUSZ 4R

FB2EBANBERT |, 1+ Use global RADIUSIRS sk B, MREFVAPEENERATEHN
RADIUSHRSS 285 |, BEUHIEF L EEE, BN , FHELS R,



WPA Versions: [+] WPA-TKIP ¥ WPAZ-AES
Enable pre-authentication

@Ise global RADIUS server settings

Server IP Address Type: ® pya O 1Py

Server IP Address-1: ID.D.D.D (30061000 3000.2000)

Server IP Address-2: I (300030003000 2000)

Server IP Address-3: I (300030003000 2000)

Server IP Address-4; I (300020002000 2000)

Key-1: ssssssssssnssnsnes (Range 1-64 Characiers)

Key-2: I (Range: 1-64 Characters)

Key-3: I (Range: 1-64 Characters)

Key-4. I (Range: 1-64 Characters)

[ ]Enable RADIUS Accounting

Active Server: |Ser'u'erIF' Address—1

Broadcast Key Refresh Rate: IBDD Sec (Range: 0-86400, 0 = Disable, Default: 200)
Session Key Refresh Rate: ID Sec (Range: 30-86400, 0 = Disable, Default: 0)

S PR3.7EServer IP Address TypeF &£ , #EWAPRZFERAMRSEIPHURE, IR
IPv4s8,IPv6, IPVAER R+ FIRER A2 Z B HI¥, IPveERA TS HEME Sk

FRR128L =B FIE. WAPIRZNEXRRADIUSIRS BREARSTER , T AL F B PIEFRAT
HERH,

WPA Versions: [v] WPATKIP ¥ WPAZ-AES

Enable pre-authentication

[ |Use global RADIUS server settings

Server IP Address T].rpe:('@' Pva O ||:h,,-5]

Server P Address-1:  [0.0.0.0 (106, 100¢ 200K, 100K}

Server IP Address-2: I (30002006 30002000

Server IP Address-3: I (300030003000 2000)

Server IP Address-4; I

Key-1: ssssssssssnssnsnes (Range 1-64 Characiers)

Key-2 I (Range: 1-64 Characters)

Key-3: I (Range: 1-64 Characters)

Key-4. I (Range: 1-64 Characters)

[ ]Enable RADIUS Accounting

Active Server: |Sewer|F’ Address—1

Broadcast Key Refresh Rate: IBDD Sec (Range: 0-86400, 0 = Disable, Default: 300)

Session Key Refresh Rate: ID Sec (Range: 30-86400, 0 = Disable, Default; 0)

SRAMRELSF2HRER TIPv4 | B ABRIAFTEVAPEAARADIUSIRSS ESHYIPHHE, A
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WPA Versions: [¥] WPATKIP ¥ WPA2-AES
Enable pre-authentication

[ |Use global RADIUS server settings

Server IP Address Type: @ 1pyg O 1pyg

Server IP Address-1: 1921681023 (30061000 3000.0000)

Server IP Address-2: |1 92.168.10.24 (30002003000 200

Server IP Address-3: |1 92.168.10.25 (30001000 1000 100)

Server IP Address-4: 192 168.10.26 (3000 300 J00( J00()

Key-1: (Range: 1-64 Characters)

Key-2: I (Range: 1-64 Characters)

Key-3: I (Range: 1-64 Characters)

Key-4: I (Range: 1-64 Characters)

[ ]Enable RADIUS Accounting
Active Server: |Ser\rer IP Address-1

Broadcast Key Refresh Rate: |3UU Sec (Range: 0-86400, 0 = Disable, Default: 300)
Session Key Refresh Rate: IU Sec (Range: 30-86400, 0 = Disable, Default: 0)

XE  BRZULUE=ZNPVAZPRADIUSIRS 5ttt , MR ERFZBF[MEMRIELRK , NS
BiiF2itE/MeBRENZ DRSS,

SER5MRELSH2HRER TIPVG , T AT 2 FHRADIUSHRS 251V IPvoit it



WPA Versions: [¥] WPA-TKIP ¥ WPAZ2-AES

Enable pre-authentication
[JUse global RADIUS server settings
Server IP Address Type: ) |py4 @ |pys
Server IPvE Address-1; ||2001:DB&:1234:abcd: (300000000 0000 200000000 100000000 10000)
Server IPvE Address-2; ||2002:DB&:1234:abcd: (300000000 0000 200000000 100000000 10000)
Server IPvE Address-3; ||2003:DB8:1234:abcd: (3000000000000 200000000 100000000 10000)
Server IPvE Address-4; || 2004:DB3:1234:abcd:: | (300000000 0000 200000000 1000010000 1000)
Key-1: sssasssssssssnsans (Hanoe 1-64 Characters)
Key-2: I (Range: 1-64 Characters)
Key-3: I (Range: 1-64 Characters)
Key-4: I (Range: 1-64 Characters)
[ ]Enable RADIUS Accounting
Active Server: |Ser'u'er IP Address-1
Broadcast Key Refresh Rate: ISUU Sec (Range: 0-86400, 0 = Disable, Default: 300)
Session Key Refresh Rate: IU Sec (Range: 30-86400, 0 = Disable, Default; 0)

AE  BRZULUBE=ZNPV6ZPRADIUSHRS &5 titt, MR FRFEEMEMRIELN , N
BiRFEiiEe e iENE MRS S,

HI6.EKey-1FBRH , M AWAPIREF T ERADIUSIR S ST HRIEN LA ZEHH,

WPA Versions: [+ WPATKIP ¥ WPAZ-AES
Enable pre-authentication
[ |Use global RADIUS server settings
Server IP Address Type: @ pyg O |pys
Server P Address-1:  [192.168.10.23 (H00L 00X XK. J00K)
Server IP Address-2:  [192.168.10.24 (100X JOK 300 00K}
Server P Address-3:  [192.168.10.25 (300X JO0K 300 00K}
Server P Address-4:  |192.168.10.26 (300K JO0K K0, J00K)
Key-1: m (Range: 1-64 Characters)
Key-2: (Range: 1-64 Characters)
Key-3: I (Range: 1-64 Characters)
Key-4: I (Range: 1-64 Characters)
[ ]Enable RADIUS Accounting
Active Server: |Ser'u'er IP Address-1
Broadcast Key Refresh Rate: ISDU Sec (Range: 0-86400, 0 = Disable, Default: 300)
Session Key Refresh Rate: IU Sec (Range: 30-86400, 0 = Disable, Default: 0)

HIR7 HEKey-2FKey-47 R , M AEEEEMNZ PRADIUSRS B2 X BRAYRADIUSZ 4, AR
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WPA Versions: [¥] WPA-TKIP v WPA2-AES
Enable pre-authentication

[ |Use global RADIUS server settings

Server IP Address Type: @ jpya O 1Py

Senver IP Address-1: |1 92 168.10.23 (2006 3004.3000.2000)

Server IP Address-2: |1 92.168.10.24 (300006000 300)

Server IP Address-3: |1 92 168.10.25 (300 X000 0003000

Senver IP Address-4; |1 92 168.10.26 (300030001000 100()

Key-1; TTTLT LI (Range: 1-64 Characters)

Key-2: sssssssaes (Range: 1-64 Characters)

Key-3: quuuu (Range: 1-64 Characters)

Key-4: sssssssses (Range: 1-64 Characters)

[ ]Enable RADIUS Accounting

Active Server: |Ser\rerIF' Address—1

Broadcast Key Refresh Rate: IBDD Sec (Range: 0-86400, 0 = Disable, Default. 300}
Session Key Refresh Rate: ID Sec (Range: 30-86400, 0 = Disable, Default: 0)

5884, ( Wik ) HEARADIUSIEIKFERT , REF ARERNNERERFIHEN R
, Bk EEME. 5 ARADIUSIEHK I RER /o R IR BRFTE A P Y RGE R ) BA R RO IR
HBEER.

WPA Versions: WPA-TKIP ¥ WPAZ-AES
Enable pre-authentication

[ JUse global RADIUS server settings

Server IP Address Type: ® pys () |pys

Server P Address-1:  [192.168.10.23 (300K JO0K K0, J00K)

Server P Address-2:  |192.168.10.24 (100100 J00C 00K}

Server IP Address-3: |1 92.168.10.25 (300K Y00 00 00K

Server IP Address-4: |‘1 92 168.10.26 (300010003000 3000)

Key-1: TTTIITL (Range: 1-64 Characters)

Key-2: TTITTTLIY (Range: 1-64 Characters)

Key-3: quunu (Range: 1-64 Characters)

Key-4: Il (Range: 1-64 Characters)
nable RADIUS Accounting

Active Server: |Ser'u'erIF' Address—‘1

Broadcast Key Refresh Rate: IBDD Sec (Range: 0-36400, 0 = Disable, Default: 300)
Session Key Refresh Rate: ID Sec (Range: 30-26400, 0 = Disable, Default: 0}
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WPA Versions: WPA-TKIP ' WPAZ-AES
Enable pre-authentication

[ |Use global RADIUS server settings

Server IP Address Type: ® |pys O Py

Server IP Address-1: |1 92168.10.23 (300000 30003000
Senver IP Address-2: |1 921681024 (3004 3004 300 300()
Senver IP Address-3: |1 92.168.10.25 (3004 3004 300 300()
Server IP Address-4: |‘l 92.168.10.26 (3000300, 300{.3000)
Key-1: |uuuuu (Range: 1-64 Characters)
Key-2: |uuuuu (Range: 1-64 Characters)
Key-3: |uuuuu (Range: 1-64 Characters)
Key-4: |uuuuu (Range: 1-64 Characters)

Enable RADIUS Accounting

Active Server: Semver IP Address-1
Server IP Address-2

Broadcast Key Refresh Rate: || Server IP Address-3 ec (Range: 0-86400, 0 = Disable, Default: 300)
Senver IP Address-4

Session Key Refresh Rate: |D Sec (Range: 30-86400, 0 = Disable, Default: 0)

#¥%10.7£Broadcast Key Refresh RateF & F , A S VAPX K EFimiy #% (4 ) &4
RIFTIEIRE. BRIARTIES 300 44,



WPAVersions: WPA-TKIP | WPAZ-AES
Enable pre-authentication
[ |Use global RADIUS server settings
Server IP Address Type: @ \pya O 1Py
Server IP Address-1: |1 921681023 (3000 3000000 100()
Senver IP Address-2: |‘1 921681024 (3004200000000
Senver IP Address-3: |1 92 168.10.25 (30042000 3000 300)
Senver IP Address-4. |1 92 168.10.26 (30042000 30002000
key-1: I (Range: 1-64 Characters)
Key-2: YT (Range: 1-64 Characters)
Key-3: Inuunu (Range: 1-64 Characters)
Key-4: sssssssses (Range: 1-64 Characters)
Enable RADIUS Accounting
Active Server. |Ser\rer IP Address-1
Broadcast Key Refresh Rate: (hﬁec (Range: 0-86400, 0 = Disable, Default: 300)
Session Key Refresh Rate: |IIJ Sec (Range: 20-86400, 0 = Disable, Default: 0)

#HPR11.7£Session Key Refresh RateF B&H , A WAPIR & HI#T 5 VAPX B Y & 1N& F im Y
RiF (£ ) BZHEWEFE. BRIAMER 0.

WPA Versions: WPA-TKIP +| WPAZ-AES
Enable pre-authentication
[ |Use global RADIUS server settings
Server IP Address Type: @ \pya O 1Py
Senver IP Address-1: |1 921681023 (30003000 1000 100)
Senver IP Address-2: |1 921681024 (30003000 1000100
Senver IP Address-3: |1 92 168.10.25 (30003000 1000100
Senver IP Address-4. |1 92 168.10.26 (30003000 1000.100)
Key-1: quuun (Range: 1-64 Characters)
Key-2: quuun (Range: 1-64 Characters)
Key-3: quuuu (Range: 1-64 Characters)
Key-4: sssssssess (Range: 1-64 Characters)
[+] Enable RADIUS Accounting
Active Server: |Ser'u'er IP Address-1
Broadcast Key Refresh Rate: ISUU Sec (Range: 0-86400, 0 = Disable, Default: 200)
Session Key Refresh Rate: [U )Sec (Range: 30-26400, 0 = Disable, Default: 0)

MACHE 28
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Selectthe radio interface first, and then enter the configuration parameters.
Radio: ® Radio 1(24 GHz)
Radio 2 (5 GHz)

Virtual Access Points (SSIDs)

vap VLANID s8I0 Channel
No, ENaDIE AddNewvLay | SSIDName Broadcast e MAGFIter | isoration

0D ov [ B @ S foewed]
1|v| CiscosBTest | None B Disebieds . W
[ mia |[ Edt || Deete | ‘
3 = i
ARRBUE X ANT

B — TMEAMACTIR.

A — ERBEMACEIES 2 EENMACEBRIESIXR , THEXMACEIENFARGE
, B85 2 ZEWAP351 FIWAP 131 B EMACITIE,

-‘RADIUS — £/ EBRADIUS RS 88 L EFAMAC B I E 5 &K,
BERE

FRGEERER , TATFHUTABEWAPREZERERE , AEEFXMERE. BAR

, WAPRZ 2 IEE —VAP L ELF iR 2 BV EE. WAPRZNATHELEFinEME
ERBLIRZ 2E, BIWDSHE UK ETRVAPKERR B T4 & F in 2 RN B RE

, BRARTFETLET T iwZE .

SB1NMBER FEERE , i Channel IsolationZ R ik h Eik4E,

Select the radio interface first, and then enter the configuration parameters.
Radio: @ Radio1(2.4 GHz)
) Radio 2 (5 GHz)

Virtual Access Points (SSIDs)

VAP VLANID SSID Channel
No.

Enable Add New VLAN S5ID Name Broadcast Securif ity MAC Filter \=olztion

0 «® [ el & el
1] CiscoSBTest None \v| |Disasled|v|
[ A |[ Edt || Delete |
“ »
S22 B HRE

AR REMRER , ANNARTRKAMFLEABNET . REXMIBFRN , WAPIRZE A8
SREEE, BNBENEEERETHN LT iREONHNHERWAPRERE,

ST ¥ [

Band Steer{fR #£WAP371 LA, Band Steeri@ I NN Z X IFME FimM2.4 GHZI R [
5 GHzER , BERFIAS5 GHzER . XA B2 4GHZIMER |, &AM TL B X IEMESIREE
Ao

AR EEZ A5 GHzH2.4 GHz Lk B e RN M. BXxBALTELENFMER | &
S W FEWAP371 LBl EE XL iR B,

SE1REORIRVAPEEN  SEEFRANLEBLEEA. MREFAMTERD , HiEF
“$i $5 [M)”"(Band Steer) FERF IS IEIE,



Selectthe radio interface first, and then enter the configuration parameters
Radio: () Radio 1(5 GHz)
@ Radio 2 (2.4 GHz)

VAP No. Enable VLANID  SSID Name ‘SSID Broadcast  Security MAC Filter Channel Isolation Band Steer

O 0 i [eiscost Disabled ] O

Show Details

CiscoSBTest
‘Add Edit Delete.

XE  EEARABBIESIHMAFRENVAPL |, FEmnER®ER ., BEES5 GHzL& BRTEEE

mﬂ'g%mﬁ@‘, Ctha%ita SRPBEREEL S,
S| BT RIE

i ERVAP

HPR1IE BRI BRIV VAP EAE

Select the radio interface first, and then enter the configuration parameters.
Radio: © Radio 1(2.4 GHz)
) Radio2 (5 GHz)

VAP SSID Channel
Mo, EMable VLANID  SSIDName Broadcast | SECUTY MACFilter <SSR0
0 1 |mscusn WPA Personal |- O
Show Details

CiscoSBTest -WPAF‘ersonal EID\sahled

- Show Details

[ pag [ e || oame

S 2. % HDeleteffll BRVAP,

Selectthe radio interface first, and then enter the configuration parameters.
Radio: @ Radio1(2.4 GHz)
) Radio 2 (5 GHz)

N‘: Enable | VLANID = SSID Name gi‘?dws‘ Security MAC Filter g';f;n’:ﬂ
0 i [eses | WA Personal | | O
Show Details
-WPAPEIS!)HEH ElD\SﬂDlEI!
- Show Details

SI3. B HREFKAREMER.

‘Selectthe radio interface first, and then enter the configuration parameters
Radio: @ Radio 1(2.4 6Hz)
) Radio2 (5 GHz)

VAP 83D Channel
No. Enable VLANID SSIDName Broadcast ‘Security MAC Filter Isolzton
= o
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