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RADIUS

RADIUS Accounting for Management Access can only be enabled when TACACS+ Accounting is disabled. TACACS+ Accounting is currently disabled.

RADIUS Accounting: Port Based Access Control (802.1X, MAC Based, Web Authentication)
Management Access
Both Port Based Access Control and Management Access
@ None

Use Default Parameters
Retries:

3
Timeout for Reply: 3
0

Dead Time:

Key String: @ Encrypted I
Plaintext I

Source IPv4 Interface: | Auto i
Source IPvE Interface: | Auto :

}—ﬁppbf—” Cancel ]
RADIUS Table
Server | Priority = Key Timeout | Authentication = Accounting = Retries | Dead = Usage
String (Encrypted) = for Reply Port Port Time  Type

0 results found.

T

HPR2 ERADIUSIE MK F A | R B RE LA ERADIUSERSS 2R R AV ICIK S SRV B
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RADIUS Accounting: Port Based Access Control (802.1X, MAC Based, Web Authentication)
Management Access
@ Both Port Based Access Control and Management Access
Mone

Use Default Parameters

Retries: |3

Timeout for Reply: |3

Dead Time: |E}

Key String: @ Encrypted |
Plaintext I

Source IPv4 Interface: | Auto

Source IPvE Interface: IAuto i
}—App#y—“ Cancel ]

‘RIA :

-ETiwmAOMNEREES — ETREXE Tk DN ERIELENIZKEERESFIRADIUSERS
o

EEE — ETUFA X R E R L ENICHKE R REERADIUSARS 25,



BT % OB U5 RS M E R 15 7] — R TUF M R 2 AV 2 k15 B R X ZIRADIUS AR S5 25
7o — FERADIUSRS 88 RIXIE K R

SEIEERAMUSHXEP  BERANEANKRE , FRIFESHMHRADIUSIRSREE T
BEHNBRERE ; MNEIRINENLIRMRSHERE WM UAERARIAR B EIRAIE —IRE
o WFAI , BATHEAERT PELNMIARE.

RADIUS Accounting: () Port Based Access Control (802.1X, MAC Based, Web Authentication)
Management Access
@ Both Port Based Access Control and Management Access
MNone

Use Default Parameters

Retries: |3

Timeout for Reply: |3

Dead Time: III}

Key String: Encrypted I

@ Plaintext Iradius

Source |Pv4 Interface: | Auto

Source IPvE Interface: IAuto i
|

\.

}—Appiy—{ { Cancel
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RADIUS Accounting: () Port Based Access Control (802.1X, MAC Based, Web Authentication)
Management Access
@ Both Port Based Access Control and Management Access

MNone
Use Default Parameters
Retries: |3
Timeout for Reply: |3
Dead Time: III}
Key String: Encrypted I

@ Plaintext Iradius

Source |Pv4 Interface: | Auto

Source IPvE Interface: IAuto i
|

Apply { Cancel

SB5 RADIUSKRHFERH L Y aifl EMNRADIUSIRS 2% B. ERMFEE |, HEE
Add...34, ML FTHFFRIRADIUSIRS S E M,

RADIUS Table

Server | Priority = Key Timeout = Authentication = Accounting = Retries Dead Usage
String (Encrypted) = for Reply Port Port Time Type

0 results found.

An * indicates that the parameter is using the default global value.

I Display Sensitive Data as Plaintext ‘

TREABSEEFVFERFT , BEERIPHIBRRADIUSERSE /L EREH (ENEB ).
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Server Definition:

@ ByIP address () By name

2 Timeout for Reply:

“ Authentication Port:

“ Accounting Port:

 Retries:

“ Dead Time:

Usage Type:

IP Version: (7) Version6 @ Version 4
IPv6 Address Type @ Link Local Global
Link Local Interface W
“ Server IP Address/Name: |
& Priority: | (Range: 0 - 65535)
Key String: @ Use Default

(") User Defined (Encrypted) |
() User Defined (Plaintext) |

(0/128 characters used)

@ Use Default
() User Defined IDefault

sec (Range: 1 - 30, Default: 3)

|1812 (Range: 0 - 65535, Default: 1812)
|1813 (Range: 0 - 65535, Default: 1813)
Use Default

) User Defined |Defau|t (Range: 1 - 10, Default: 3)

Use Default
) User Defined |Defau|t

min (Range: 0 - 2000, Default: 0)

) Login
1 B802.1x
1 All

oAy

FIRT7 1 Server IP Address/NameFEH , #i ARADIUSHRSS 25V IP#but HEN B o



Server Definition:
IP Version:
IPv6 Address Type

Link Local Interface

= Priority:

Key String:

% Timeout for Reply:

“ Authentication Port:

“ Accounting Port:

“ Retries:

“ Dead Time:

Usage Type:

@ ByIP address () By name
) Version6 @ Version 4

@ Link Local Global

VLAN 1 [+

“ Server IP Address/Name: ||192_168_1 109 '

| (Range: 0

@ Use Default

- 65535)

() User Defined (Encrypted) |

(7) User Defined (Plaintext) |

@ Use Default

(07128 characters used)

() User Defined IZ:- efault

1812

1813

Use Default

{Range: 0 -

(Range: 0 -

sec (Range: 1 - 30, Default: 3)
65535, Default: 1812)

Default: 1813)

65535

@K @.

User Defined |Z:-efau|t

Use Default

(Range: 1 - 10, Default: 3)

(@) .;:.};.

User Defined |Z:-efau|t

Login
802.1x
All

.@} @@

min (Range: 0 - 2000, Default: 0)

Aeoly |

Close
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Server Definition: @ ByIP address (7) By name
IP Version: ._:__. Version 6 I.fl_-.- Version 4
IPvE Address Type @ Link Local Global
Link Local Interface
“ Server IP Address/Name: |192_168_1_109
% Priority: m (Range: 0 - ;355;353
Key String: @ Use Default
() User Defined (Encrypted) |
() User Defined (Plaintext) | (/128 characters used)
£ Timeout for Reply: @ Use Default
() User Defined IZ:-efault sec (Range: 1 - 30, Default: 3)
% Authentication Port: |1812 (Range: 0 - 65535, Default: 1812)
“ Accounting Port: |1813 {(Range: 0 - 65535, Default: 1813)
“ Retries: @ Use Default
@ User Defined [Defaul Range: 1 - 10, Default: 3)
% Dead Time: @ Use Default
() User Defined |Z:-efau|t min (Range: 0 - 2000, Default: 0)
Usage Type: () Login
() 802.1x
@ Al

[hpplyf [ Close |

%9 .1EKey String. Timeout for Reply, Retries #lDead Time FEH % Use Default# ik
74, AMERARADIUSTTHR ERIEB MR E . 0% 7] BUER R P B8 1% R U E B S EIA
BETEMIZE ; MERITIIRE , XEREFNA TS ERADIUSERS 5.



Server Definition: @ By P address () Byname
IP Versian: () Version & @ Version 4
IPv6 Address Type @ Link Local Global
Link Local Interface I‘-JLAN 1|~
& Server IP Address/Name: |192_168_1_109
“ Priority: |1 (Range: 0 - 65535)
( Key String: @ Use Default )
() User Defined (Encrypted) |
() User Defined (Plaintext) | (0/128 characters used)
£ Timeout for Reply: @ Use Default
() User Defined IDefauIt sec (Range: 1 - 30, Default: 3)
“ Authentication Port: |1812 (Range: 0 - 65535, Default: 1812)
“ Accounting Port: |1813 {(Range: 0 - 65535, Default: 1813)
% Retries: @ Use Default
© User Defined [Default (Range: 1 - 10, Default: 3)
% Dead Time: @ Use Default
() User Defined |Defau|t min (Range: 0 - 2000, Default: 0)
Usage Type: () Login
() 802.1x
@ Al

[hpply- | Ciose |

$10.7E Authentication Port#ExH , M A T SRADIUSIRF 2= 1T B RIEBEER KO
o BWHHRBERIARO1812L,




Server Definition: @ ByIP address (7) By name
IP Versian: () Version & @ Version 4
IPv6 Address Type @ Link Local Global
Link Local Interface I‘-«'LAI‘-—I 1|~
“ Server IP Address/Name: |192_168_1_109
= Priority: |1 (Range: 0 - 65535)
Key String: @ Use Default
() User Defined (Encrypted) |
() User Defined (Plaintext) | (0/128 characters used)
£ Timeout for Reply: @ Use Default
() User Defined IDefault sec (Range: 1 - 30, Default: 3)
% Authentication Port: "1812 '{Range: 0 - 85535, Default: 1812)
“ Accounting Port: |1813 (Range: 0 - 65535, Default: 1813)
“ Retries: @ Use Default
(0) User Defined |Defau|t {Range: 1 - 10, Default: 3)
% Dead Time: @ Use Default
() User Defined |Defau|t min (Range: 0 - 2000, Default: 0)
Usage Type: () Login
() 802.1x
@ Al

[hpply- | Ciose |

FE11.7E Accounting PortF B , 15/ A T 5RADIUSIRF S#HTickBENm O, B
HHARBEMRIARO1813 L,




Server Definition: @ ByIP address (7) By name
IP Versian: () Version & @ Version 4
IPvE Address Type @ Link Local Global
Link Local Interface
“ Server IP Address/Name: |192_168_1_109
= Priority: |1 (Range: 0 - 65535)
Key String: @ Use Default
() User Defined (Encrypted) |
() User Defined (Plaintext) | (0/128 characters used)
£ Timeout for Reply: @ Use Default
() User Defined IZ:-efauIt sec (Range: 1 - 30, Default: 3)
% Authentication Port: |1812 (Range: 0 - 65535, Default: 1812)
“ Accounting Port: ||1813 ' (Range: 0 - 65535, Default: 1813)
“ Retries: @ Use Default
(0) User Defined |Zi-efau|t {Range: 1 - 10, Default: 3)
% Dead Time: @ Use Default
() User Defined |Z:-efau|t min (Range: 0 - 2000, Default: 0)
Usage Type: () Login
() 802.1x
@ Al

[hpply- | Ciose |

SRI2AEFEHERFEH | EBRRADIUSIRS A F 4L, BLES02.1XA | i%£#2802.1x5,
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Server Definition:
IP Version:
IPvE Address Type

Link Local Interface

= Priority:

Key String:

£ Timeout for Reply:

“ Accounting Port:

I Retries:

“ Dead Time:

Usage Type:

“ Server IP Address/Mame:

“ Authentication Port:

@ By P address () Byname

() Version & @ Version 4

@ Link Local Global

I VLAN1 |~

|192.168.1.109

I

@ Use Default

@ Use Default

(Range: 0 - 65535)

() User Defined (Encrypted) |

() User Defined (Plaintext)

(0/128 characters used)

() User Defined IDefauIt

1812

1813

sec (Range: 1 - 30, Default: 3)

(Range: 0 - 65535, Default: 1812)

{(Range: 0 - 65535, Default: 1813)

@ Use Default
©) User Defined [Defaul

(Range: 1 - 10, Default: 3)

@ Use Default
) User Defined |Defau|t

min (Range: 0 - 2000, Default: 0)

SE13. B HRA". REBIIFMBIRADIUSE. EFAE T OM802.1XE 4101
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Server Definition:

IP Versian:

IPv6 Address Type

Link Local Interface
“ Server IP Address/Name:
= Priority:

Key String:

£ Timeout for Reply:

“ Authentication Port:

“ Accounting Port:

I Retries:

“ Dead Time:

Usage Type:

@ ByIP address (7) By name
() Version & @ Version 4

@ Link Local Global

I"«'LAI"—I 1|~

|192.168.1.109

I (Range: 0 - 65535)

@ Use Default

() User Defined (Encrypted) |

() User Defined (Plaintext) |

@ Use Default

(0/128 characters used)

(7) User Defined IDefault

sec (Range: 1 - 30, Default: 3)

|1812 (Range: 0 - 65535, Default: 1812)
|1813 (Range: 0 - 65535, Default: 1813)
) Use Default

O @

) User Defined |Defau|t

Use Default

(Range: 1 - 10, Default: 3)

@RC)

I User Defined |Defau|t

Login
) 802 1x
All

@O

min (Range: 0 - 2000, Default: 0)

(nopty— )|  Close

]

BAETRONS AR
SHR1.EWebELEXARERFT , ¥%FSecurity > 802.1X/MAC/Web Authentication > Properties
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Properties

Port-Based Authentication: ["] Enable
Authentication Method: _ RADIUS, None
@ RADIUS
(") MNone
Guest VLAN: [] Enable
Guest VLAN ID 1|~
% Guest VLAN Timeout: @ Immediate
(") User Defined sec (Range: 30 - 180)

Trap Settings

802 1x Authentication Failure Traps: Enable

802 1x Authentication Success Traps: Enable

MAC Authentication Failure Traps: Enable

Web Authentication Failure Traps: Enable

Web Authentication Success Traps: Enable

I
(]
O
MAC Authentication Success Traps: [ | Enable
]
O
[] Enable

Web Authentication Quiet Traps:

| ppply| |  Cancel

VLAN Authentication Table
VLANID | VLAN Name = Authentication

0 results found.

Edit

|2 £ Port-Based Authentication FE&7 , £ Enable £ EUSAETHON F BRI,
RIANBRTBAZED,



Port-Based Authentication:

Authentication Method:

Guest VLAN:

Guest VLAN Timeout:

Trap Settings

802_1x Authentication Failure Traps:

802 1x Authentication Success Traps:

MAC Authentication Failure Traps:
MAC Authentication Success Traps:
Web Authentication Failure Traps:
Web Authentication Success Traps:

Web Authentication Quiet Traps:

- Apply |

Cancel ‘

$IR3.1E Authentication Method = &ZH |, R R ERMUBEETHRONSHRIEMN TES K

o

Port-Based Authentication:

Authentication Method:

Guest VLAN:

Guest VLAN Timeout:

Trap Settings

802_1x Authentication Failure Traps:

802 1x Authentication Success Traps:

MAC Authentication Failure Traps:
MAC Authentication Success Traps:
Web Authentication Failure Traps:
Web Authentication Success Traps:

Web Authentication Quiet Traps:

- Apply |

Cancel

®RIA :

‘RADIUS , None — R HLFF =Bk REERADIUSTTH £ E LHRADIUSHR 555, MRZEEM
RSERWBERL , MAMITEHRIE , ART2E. WRRSH[EE , BFIEFER , NLE

@

RADIUS, None
RADIUS
None

Enable

w

Immediate

User Defined

Enable
Enable
Enable
Enable
Enable
Enable
Enable

Enable

RADIUS, None
RADIUS
None

Enable

-

Immediate

User Defined

Enable
Enable
Enable
Enable
Enable
Enable
Enable



BaE,

‘RADIUS — AR =B RERADIUSTUE L E X RADIUS RS 88 . SRR MRS 251
FERL , MSELLFE, XN THREEM02.1XE M , B LIED.
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Port-Based Authentication: /| Enable
Authentication Method: RADIUS, None
@ RADIUS
None
Guest VLAN: Enable
-
Guest VLAN Timeout: @ Immediate
User Defined

Trap Settings

802_1x Authentication Failure Traps: Enable
802 1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

S IR5.5 1 E Security > 802.1X/MAC/Web Authentication > Port Authentication. 3T 7F ‘i
O5GBR¥IE R,

Port Authentication

Port Authentication Table

Entry No. | Port = Current Administrative RADIUS Guest Open Access | 802.1x Based MAC Based
Port Control | Port Control VLAN Assignment VLAN Authentication = Authentication
1 FE1 Authorized Force Authorized  Disabled Disabled Disabled Enabled Disabled
2 FE2 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
3 FE3 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
4 FE4 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
5 FE5 NA Force Authorized Disabled Disabled Disabled Enabled Disabled
6 FEG6 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
7 FET NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
8 FEB NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
9 GE1 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
10 GEZ2 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled

S| BEISERASNRIERFEFRRBRZFAA L THRE.... RE , £EERENKA,
“Ym 8 I O 5 (050 U8 O 4T 7o



Port Authentication

Port Authentication Table

Entry No. | Port  Current Administrative RADIUS Guest Open Access  802.1x Based MAC Based Web Based
Port Control ~ Port Control VLAN Assignment VLAN Authentication = Authentication | Authentication
@ 2 FE2 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
3 FE3 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
4 FE4 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
5 FE5 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
6 FE6 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
7 FET NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
8 FE8 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
9 GE1 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
10 GE2 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
[ Copy Seftings... ] ( Edit... ]

987 FEAdministrative Port Control(& 2 0 £27#])F B , 155 — 2 IE A AW E IR 0 f
WA AT, “Y 87 04247 B S T ATk O 60 24 BT AR S .

Interface: FE1
Current Part Control: (Authorized )
Administrative Port Control: Force Unauthorized
@ Auto
Force Authorized

RADIUS VLAN Assignment: @ Disable

Reject

Static
Guest VLAN: Enable
Open Access: Enable

802 1x Based Authentication: v| Enable

MAC Based Authentication: Enable

Web Based Authentication: Enable

Periodic Reauthentication: Enable
¢ Reauthentication Period: 3600

Reauthenticate Now:

Authenticator State: Force Authorized

[T+] Edit
EIA
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Interface: FE1

Current Port Control: Authorized
Administrative Port Control: (") Force Unauthorized
@ Auto

(") Force Authorized

RADIUS VLAN Assignment: @ Disable

) Reject
() Static
Guest VLAN: [] Enable
Open Access: [] Enable

802.1x Based Authentication: Enable

MAC Based Authentication: [] Enable
Web Based Authentication: [] Enable
Periodic Reauthentication: [] Enable
“ Reauthentication Period: ISBE}[} sec (Range: 300 - 4294967295, Defa
Reauthenticate Now: [
Authenticator State: Force Authorized

[T+] Edit

SEROBRFNA", UIE , NZER2EHEZHEAUHRTE T2 1XisON EHRKIE , HER
FEaXERER ZIE ONEAFEFPRHTERRIE. EAInterfaceFRIEBREREMN T REiwO
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802 1x Based Authentication:
MAC Based Authentication:
Web Based Authentication:

Periodic Reauthentication:

Reauthentication Period:

£k

Reauthenticate Mow:
Authenticator State:
Time Range

Time Range Name

e

£

£k

Max Hosts:

£

Quiet Period:

£k

Resending EAP:

£k

Max EAP Requests:

e

Supplicant Timeout:

Server Timeout:

e

Maximum WBA Login Attempts:

Maximum WBA Silence Period:

Enable

[] Enable
[] Enable
[] Enable
IBB[}[} sec (Range: 300 - 4294967295, Default: 3600)
(
Force Authorized
Enable
| Edit
@ Infinite
(7) User Defined I {Range: 3 - 10)
@ Infinite
() User Defined I sec (Range: 60 - 65535)
@ Infinite
©) User Defined | sec (Range: 1 - 4294967295)
IG[} sec (Range: 10 - 65535, Default: 60)
IB[} sec (Range: 30 - 85535, Default: 30)
|2 (Range: 1 - 10, Default: 2)
IB[} sec (Range: 1 - 65535, Default: 30)
IB[} sec (Range: 1 - 65535, Default: 30)

(~ appiy)| Close |
FER10. MR ERERFFim QR EEFHF S — MmO Hiw OS8E , 5% & Port Authentication
Tableh EE Flpim O MY Rk ZE | %Jﬁi ﬁCopy Settings...1Z4, “EH|REE O,
Port Authentication
Port Authentication Table
Entry No. | Port  Current Administrative RADIUS Guest Open Access  802.1x Based MAC Based Web Based
Port Control = Port Control VLAN Assignment VLAN Authentication | Authentication = Authentication
© 2 FE2 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
3 FE3 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
4 FE4 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
5 FE5 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
6 FE6 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
7 FET NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
8 FE8 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
9 GE1 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
= 10 GE2 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
( Copy Settings... )| Edt. |

FRNEXAFRY AR REEFHINRO (AESRT) .
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Copy configuration from entry 1 (FE1)

to: 'IS, 5, 8-10 ' {Example: 1,3,5-10 or: FE1 FE3-FE5)

o) Goe |
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