EXY L REETIPv4RY R3S 5 R (ACL)H
5 iR $Is% B (ACE)

B#r

HREHFIRACLIRATREZ2MNNERELER[NERBENIIR, CHIESHAFA
FHRZFERR. ACLEE AVFHIEALT RMKIRZH T,

HTFIPVAWACLREAEIEEEA T RIEL RE LD MIRIPvAEHEFIR, IPv4 ACLIEBIREE
EMNIPYIEERE SIPHEXRNARE, TERTESCEHEIPEEIHNMAN , MRBEICTE , HN
EHER AL RIEL ZBIES,

HEEH % B (ACE)@EXRBriF MMM, BIBACERS , FEMNATFACL,

BRIZERTEEIIRNERMEFREERINEZE R, WRTENKZRZ LBRETRSIR , U
ARVFEE RSN HBR A REEE ANENFRAERD .

AIRGE XIS TR LR EETIPVAWACLIIACER A,
EARE

. Sx350 &5l

. SG350X %5
. Sx500% %l

. Sx550X %5l

R

- 1.4.5.02 - Sx500F% 5l
. 2.2.5.68 - Sx350% %1, SG350X*%%. Sx550X% %

EEE TIPVARIACLHACE
B E TIPv4RYACL

TSI E2FZFETWebWEHAREF , AR ZBIAccess Control > IPv4-Based ACL.,
B Securi

MAC-Based AGL
ACL Binding (VLAN)

ACL Binding (Port)
k  Quality of Service




SR B HRIRE

IPv4-Based ACL

IPv4-Based ACL Table
ACL Name
0 results found.

|  IPvd-Based ACE Table |

SB3.EACL NameZ R AFACLAIEFro

o ACL Mame: ||Pyd ac 8/32 characters used)

[hpply| | Close |
AR EAHIS | FEAIPv4 ACL,
S4BT R, AIEET LA,

Success. To permanently save the configuration, go to the
Copy/Save Configuration page or click the Save icon.

& ACL Name: (0/32 characters used)

()
SRS (L) R REUEEIBEEXGRREFRE,

—

- Save Cis

P 48—Purt_Gigabit PoE Stackable Managed Switch

IPv4-Based ACL

IPv4-Based ACL Table
[ ] ACL Mame
| | IPvd ACL

[ Add... Delete

[ |Pv4-Based ACE Table

W , BRZEEXRY LEE 7 ETIPV4RIACL,



K& TIPv4lIACE

Hig O EREIHEN , KRTNSBEE —MACLLEZHBES, NRBESE5E —1ACLH
ACEXIERSIUEL , M SMITACERF, MRAMBFESEREMACETREREMATE , NSLET
—MACL, MREFRBHERACLFRTE EEMACELEACE , MRNBERT2EFHES

o

EtZ s | FEIBACELUEL NS ER P E X ARIPvA it & A BEM B iRt it R E,
XE  ABRAUFIERENEML X RACETE &L ERINRE,
SE1EETWebHIZHAER L , #BlAccess Control > IPv4-Based ACE.,

ACL Binding (Port)
» Quality of Service

EERE  ExSMAXRINN AT ARBEMIIE , FAREA AN ERERX TR IIRFE
RS, LB NERES,

Display Mode: W TELLELRS Logout  About  Help
Ih Q

Advanced

HB2 MACL Name TR BIRHPERACL , REETHGo,
IPv4-Based ACE

|Pv4-Based ACE Table
Fiter: ACL Name equals to |Pu4ﬂEL v | @
| IPvAACL |

Priority | Action | Lo Source I[P Address Destination IP Address
IP Address | Wildcard Mask | IP Address | Wildcard Mask

0 results found.

Edit... Delete

Flag Set presents the flag types in the following order: Urg, Ack, P=h, Rst, Syn, Fin. Set is represented as 1, ur

| IPv4-Based ACL Table |

XE  RPHE RS HACLEERACE,
SR3. B HEAJIRA N FH AN IEIACL,
E®E : ACL NameFERRE RACLHI B Fro



HPRA FE Priority FER I AACEM L ERME, EERERSHACER KL E, E1RESML
K. SLE 1512147483647,

ACL Hame: IPvd ACL
Priority: 2 Range: 1 - 2147433647
Action: = Permit
Deny
Shutdown
Logging: Enakile
Protocol: = Any (IP)
Select from list
Protocol D to match Range: 0 - 255

AR BRI, A2,
SRS, R S MUR B ACEFR B PR AR AT AT R T R 4R VE XY R Y Sk 324l
AR EARGIH , EFEPermit.

- B — R R EACEFTRIR N IIES.
B — RN EFHEACEFRIRENBES.
- K — BRI EZF T FSACEF BRI ENBIE S H ZEAEBBEEN®RO,

XX ZAKI O W FEPort Settings T2 H £ EHEUE
%6, ( Wik ) EFEnable LoggingEi%£4E LS A SACLAL NI CEAYACLRE HEiE R,

Legging: + Enable

Time Range: Enable
Edit
Protocol: = Any (IP)
Select from list
Protocol ID to match Range: 0 - 255

FZPR7. ( AL ) iEHEnable Time RangeZi&4E , AR VF et RSB E ELE EIACE. BRESEEA
F PR HIACE £ 3K HY Bt 1B &,

Legging: «| Enable
Time Range Mame: Time Range 1 » | Edit
Protocol: = Any (IPvG)

Select from list

Protocol 1D to match

%8%, ( Ak ) MTime Range Name TH 3k |, iR E N A SACENKFESEE .



Time Range Mame: Time Range 1 v dit

& Protocol: = Any (IPvE)
Select fromlist | TCF =
Protocol ID to match | Range: 0 - 255

AR R G REE NEEE R LSRR ESEE,

& Time Range MName: I‘I’ime Range 1 | (12132 characters used

Absolute Starting Time: = Immediate
Date | 2010

Absolute Ending Time: = Infinite

Date | 2010 =

HIRI.TEProtocol Xig F ik F NI E , ACER RIS E LS IDEIE,

& Protocol: = Any (IP)
glecl Tom list | ICWE ¥

Protecel ID to match | (Range: O -

®RIA -

- Any(IP) — LR TR B EACE A Z FR B IPTHYL

- MIIRAFERE — WA AN TRIRPEREDINL MRESRIIED , EHRELSR
10,

- EEEAHID — RIS VS A IUID, MREERIIET , FHRELZER11,

AR EARGIT , EEANY(IP).
£10&, (7t ) MREEFILSHPIEE T MIIRFER" , FNTRIRPEEDI




Protocol: Any (IP)
® Select from kst § ICMP
Protocol ID to i ICMP
IPinIP
Source |P Address: = Ay TCP
User Defined J EGP
IGP
UDP
HKP
RDP
IDPR
IPVE
IPVEROUT
IPVE FRAG
IDRP
RSVP
AH
IPVEICKP
EIGRP
OSPF
IPIP

Destination IP Address: ® Any
User Defined

®RIA -

- ICMP - InternetiZ &l 5E S tHiY

< IPinIP — IPHZEFHIP

. TCP — &2 &%

- EGP — S\EBR < i

- IGP — A EBM KR MY

. UDP — AP BB/ N

- HMP — E# RS %

.- RDP — A SRR IPIN

- IDPR — i3 [E] SR BE BX HR

. IPV6 — B IPV4RZERIIPV6

- IPV6:ROUT — L/ TiBE MBI IPV6 over IPv43& Y EIRE©
- IPV6:FRAG — [EEL/E FIPVv6 over IPv4 BRIRL I BIE S
. IDRP - |S-ISig; 8 ¥ B thHiX

. RSVP - ReSerVationtiX

- AH — B RHRIEHR:k

. IPV6:ICMP - IPv6RYICMP

- EIGRP — 1858 2! A &8 R 5% % F MY
. OSPF — FFri & @ R4 5%

. IPIP - IPHHYIP

. PIM — i oK A 18

. L2TP — 2= BRE N

115, (k) MRBEFISHEFELEMNIDID , FEECEMNIHPIUDFEFHA
#ID,



& Protocol: Any (1P

$B12.7ESource IP Address X | RESEACERNFIESRMAX RAYEEIZH.,

Source P Address: Any
= User Defined

®RIA -

AEE — FrERIPvARb g BB FACE.
- APEN — ERIPH# U ERNRIPEE BB FER S M AEN FFACERP i 4t FIPB A
L, BEMFEEDATEIPHUSEE,

AE  EARMIS  EBRAPEN, MRIERAny , ERELSE15,
18 13.7ESource IP Address Value = E& R #i A JBIP L .

Source |P Address: Any
® User Defined
o Spurce IP Address Value: (192.168.1.1|
& Source IP Widcard Mask: }s for matching, 15 for no matching

AR EAHIH, £/192.168.1.1,

%9814 .7£Source IP Wildcard MaskFE& FH % A JR BB 771
2 Source IP Address Value: [192.168.1.1

& Source IP Wildcard Mask: |I}.I]-.D.2551 (= for matching, 1= for no matching

XX : EARpIH |, £/40.0.0.255,

$ B 15.# Destination IP AddressXiF A , B2 55 5EACEM AT E R4 AV £ 1R 124

Source [P Address: Any
= Lser Defined

& Source [P Address Yalue: [192.168.1.1

& Source [P Widcard Mask: (0.0.0.255 (0= for matching, 1= for no matching

Destination |P Address: = Any
L=zer Defined
W Destination IP Address Value |

¥ Destination IP Wildcard Mask | (0= for matching, 13 for no matching

®RIA -
. {£E — FrE BARIPvAE3EI9 R B FACE,



- AFREN — EBHFRIPHAHEN B FRIPE B AR RSP AER A FACERIIPHS 4 A
IPEBE R, BRSEBATENIPHUTEE,

AR BRI, EFAny, ERIETUEKE E I ZMNACER RV MIEEIPv4it it T E{7 B
FREIACER £

$16. ( A1k ) KRiSource Port X RY k1R, ERIAERANY,

£ Source Port: & Any
Sinagle from list
Single by number
Fange

£t Destination Port: o Any
Single from list
Single by number
Fange

- Any — EEFRE RO,

CEBANIIR — BRI LUARESRESTENENTCP/UDPRIKEO ., {XEEMNIIRERT
PI 5 8 R % $2800/6-TCPE800/17-UDPHY |, L FERF A FIEFNIRA,

. ¥im 5% —(Single by number) — BRI LR SHIESEE M ENTCP/UDPRK O, 1X
L MFIRER T HI K ¥ hikiF800/6-TCPH800/17-UDPHY , b FERF A FIEFNIRA

. BE — BULERKIESTENTCP/UDPRE 0SeE. TTUEEAANTRENGOSEE
(RwOMERKAZBHRE ), TCPHMUDPIHMYEE N\ NKASBE,

HB|17. ( 7% ) KRifiDestination PortXZFH £k ZM. BRIABERANY,

- EE — EEAERKEO

- BANGIR — BO AR ERIBEBETENENTCP/UDPRIK O, REENFRIERT
P13 B hi%18800/6-TCP=800/17-UDPET , ltFERF & FEFNIRA.

. ¥4 = % —(Single by number) — A LR SHIEIEE N ENTCP/UDPRI% O, X
MAEMNFIRIZER TP 2 FikiE800/6-TCPE800/17-UDPHEY , I FERF A FIEFIRA

. SEE — SR LLUABRBIE A TE N TCP/UDPRE OSEE ., AIUEEN\ANTENEOEE
(FiwOMERIKAZBHRE ), TCPHMUDPHEE N\ NrASEHE,

HPR18. ( Alik ) FETCP FIagsEiJI,EF EFE—ANHSANTCPHRE , UEIIERKES, LIEH
BRAARERRES. BUTCPRSIENESTRERESR  AHRERNEZ 2K,

. RE(Set) — MIRZE THE , MITHE,
/ﬁ IE — ﬁﬂiﬂilﬁ%hm UUJ Eﬁﬂo
- ToFTiE — ZBETCPHRE.

Ing: Aok Psh: Rst: Syn: Fin:
0

LR

3
1

- :I:-"..:sr

e Wl 7
i

[}

(%]

(1]

i

[ il 1
(%]

L]

i

e Wil 7

i

e Wl

(]

i

TCPHREDIE :

. Urg — ARE A T & ABTERIR R Urgent.
- IA — WARE A THIAKIE S R IHER.



- Psh — kiR S A THABBEREALER (CHBINRLER ) AEREH BRI ITL
H,

- Rst — SBWIBREAR , TATeNEER |, ER RS,

- Syn — WHRE A TTCPESE.

- Fin — Z@ S EEAE 5 ST RO SE A AR &

HR19. ( Wik ) MType of Service X i 2 HIPHIB MRS LR,

Type of Service: = Any
DSCP to match

IP Precedence to match

ICMP: & Any
Select from kst
ICMP Type to maich
ICMP Code: & Any
User Defined
feipplysd | Close
®IA :
Type of Service: ® Any

DSCP to match

IF Precedence to match

- Any — EA U REAEENRERERS.

. DSCP to Match - DSCPR AT /X MNEEMEREMN I H, 601(0-63) A TERBIESE
BT R EARAEHITH

- BEEMIPELER — IPEERE —FRSER(TOS)EE | MEFEHTREEBRHELHN
RSB FE(QoS) &g, LERFEAIPHRAPRFLEFTH=/"KREEMN , IRFC 791H
RFC 13499 iR, EFIPHEMENXBZOT ;

-0 — Pl

-1 —RER

-2— ]

-3— ATRE

- 4 — FFflash-override
-5 — X

-6 — AT EEN



-7 — R

FPR20. ( Ak ) MRACLHIPIHMYRICMP , T REATEIRBMWWICMPERZER, REMN
EREERBGMAERRRES

R — EXABEHEHERE,
- MBIRAFIEFE — B BURB PR RE S RE,
- BB AICMPRE — BTEIEENAEERENKE, BEN0F255,

HPR21. (HiE ) ICMPEERUA - MBZR , B RIMALEZHES . BHUT®RIZ—)
BLERATIRILAH

- EE(Any) — EZ A RB,
- APFEN — &R AR TR BNNICMPREE, SBEN0FI255,

S22, ( Wk ) MRACLETIGMP , FREATRIEEMMNIGMPHERE, BREAREHE
BREFGMAHEREES

CEE - ESmMEREERE,

- MBIFRFIERFE — B SN T L5 5R Pk F R

. DVMRP — FAR BB FZ AR , BEEMNED ( BESEEMEZORA ) BRIV
FEaNEIRREHE.

- Host-Query — EHIEBSMEZNME L X IEERENE@E 2 LREEL,

- Host-Reply — EXN&HEHEE,

- PIM — ZR s Fim F2 40 $B 3% fh 85 2 18 A MR L A B (PIM) A B REN A BRS B ED
BZNABEF I,

- BRI — REEXMANEFIGMPABANER.

- BELEMIGMPERE — AT SEBENMEERBENKE, SEEN0F255,

SR B HNA", REETRE". ACEERIEHSEACLAKE,
R4 BT RERVRERFIEIEENH



x| Dave cisco

P 48-Port Glgablt PoE Stackable Managed Switch

| | Priority Action | Logging = Time Range Frotocol | Source IP Address
Mame State IP Address | Wildcard Mask

WE , BNZEERRY LEE T ETIPV4BACE,
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