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=[ Policies
&, Accounting Friendly Name IP Address  Device Manufacturer  Status
Ml Templates Management & ucsm 10. RADIUS Standard Enabled
o UCS-FI-A 10. RADIUS Standard Enabled
gl UCS-FI-B 10. RADIUS Standard Enabled

Radius& i

BB E AR RS MM KRB (NN A RRE )

« Policies > Connection Request Policies > New > Name it ( /"%l — UCS-radiustest ) , %0

“Client Friendly Name” ( EFm X FEH ) &4 , SHEBEAR I ITHHRIE, B0
: FI-*s{UCSM,

+ Policies > Network Policies > New > Policy name

o MR IIWindowsd , ERIREEID P FTEI A testRadius4d.
o HRIER : FBAHE

« BHRRIESE  BRAARNE S HRIL(PAP/SPAP)F/SRUCSERAM A%, (UCS
RADIUSE & FAPAP, )

« Configure Settings > Vendor Specific Attributes ( X 2FADAFREFEIUCSA BB D
) IR Y E R %> Cisco AV-Pair

- FZERENUCSAHR/XIFIREFAFHE , Hli1 — shell:roles="admin" ( TR BT LLE 1
, APURESHESR)

TEHEE SR RS



G Network Policy Server

File Help

e 2m Hem

Action View

@ NPS (Local)

~ [~ RADIUS Clients and Servers
& RADIUS Clients
i Remote RADIUS Server

v [=] Policies
, Connection Request Po
| Network Policies

B, Accounting
5> Wl Templates Management

Connection Request Policies

Connection request policies allow you to designate whether connection requests are processed locally or
forwarded to remote RADIUS servers.

Policy Name Status  Processing Order Source
[=fVitual Private Network (VPN) Connections Enabled 1 Remote Access Server(VPN-Di
[=fVirtual Private Network (VPN) Connections 2 Enabled 2 Remote Access Server(VPN-Di

I8l UC Sradiustest
JUse Windows authentication for all users

Enabled
Enabled

Unspecified

Unspecified

Conditions - If the following conditions are met:

Condition Value
Client Friendly Name UCSM
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Network policies allow you to designate who is authorized to connect to the network and the circumstances
under which they can or cannot connect.

Policy Name

L Vitual Private Network (VPN) Connections 2
I UCS-Admins

| 4 Connections to Microsoft Routing and Remote Access server

Status  Processing Order Access Type S '
Enabled 2

3

Enabled
Enabled 9599598

Windows Groups  AICOMPUTE\IRadius

Settings - Then the following settings are applied:

Setting Value e
Cisco-AV-Pair shell:roles="admin"

Access Pemission Grant Access

Authentication Method Unencrypted authentication (PAP, SPAP) OR MS-CHAP v1 QR.LMS-CHA‘P v (User... .,



UCS-Admins Properties

Overview Condtions Constraints Settings

Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
RADIUS Aund I} To send additional attributes to RADIUS clients, select a Vendor Specific attribute, and
@ Standard then click Edi. If you do not configure an attribute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.
Vendor Specific
Routing and Remote Access
Multilink and Bandwidth .

# Allocation Protocol (BAP) Attributes:

? IP Eilters Name Vendor Value
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: Cisco-AV-Pair Cisco  shell:roles="admin"
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Same domain as in Windows
Create RADIUS Provider Timeout - |5
Create RADIUS Provider Group :
Retries : 1
» LDAP States

» RADIUS Provider Groups
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C:\Users\Administra »netstat -ano find
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- Get-NetFirewallRule -DisplayGroup "M 4% K B& R $588" | Format-Table DisplayName.
Enabled, Direction, Action,

EN Administrator: Windows PowerShell

ation.
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Network Policy Server granted access to a user.
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» pktmon filter add -p 1812
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» pktmon stop
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