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CIMC MIME B 7R :

| Sys (sys)
| rack-unit-1: (sys/rack-unit-1)
|——adaptor-1: (sys/rack-unit-1/adaptor-1)
| psu-1: (sys/rack-unit-1/psu-1)
| psu-2 (sys/rack-unit-1/psu-2)
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<dn = "sys/rack-unit-1/adaptor-1/host-eth-eth2"/>

B4 XS B ARARK

topSystem MO: rn="sys"

computeRackUnit MO: rn ="rack-unit-1"
adaptorUnit MO: rn="adaptor-<id>"
adaptorHostEthIf MO: rn="host-eth-<id>"

KX HERBAPI
- B4R iF.aaalogin. FHEEFHZE. £ Haaalogink EIRENE A Cookie,
- &if) : configResolveDn, EDNEEX R,

- Bt&E:configConfMo. configConfMoFZATFEZEXNRMO)FEE—IMNHZNEM. Efi
B FIMOH ] 23 ## % #(DN) HE —FR1R,



S .
EE

T ZERFEHB I SinHierarchicalZ ¥ , ZSHIEZM/RE (truelyesHifalse/no ) » RE
Atruedt , KSHS B EZREEXREHPNAE FRAR.

WS

1. R CIMCHEE W R (MO)#y 23, DN

TiET HAPIEHEECIMC , BAHEE 5L ER B SN RMO) BN B ERR TS HEH
(DNY/EE..

1a, EAAPIZFEICIMCH FEcookielS B

FFPOSTiE R & 1% Elhttps:/{{apic cimc ip}}/nuova FHI&§Eaaalogin/k. A HF&MED,

MAPIIE 57 & Flcookie
logi g B
- [ |
Body ® t Caokies
111111 dat w1 lencod O raw binary GraphQL  JSON Beautily

& , &7 LUE A curl3RBlcookielE &,


https://%7B%7Bapic_cimc_ip%7D%7D/nuova%C2%A0

curl -k -d"

" https://apic_cimc_ip/nuova

1b.fE A API&E 1 77 7% configResolveDnie RFT B BN R(MO)E R

FconfigResolveDnSinHierarchical="true"fldn="sys/"BL & FE A , ERMCIMCRZEFIEREXN R

(MO)EE..
configResolveDn:configResolveDnJ5 & H IEEEDNKR REMEEN R,

inHierarchical=true:i8 B Atruelt , REIFFIEFH RELR. LASAFMNCIMCIRREFET SMFT

/\\\E’JMO1IZI /CN 0
dn="sys/":iX ZMITHR B .

AP 57

s get_DN
POST \ hitps] i oV
A zation He: 18] Body = Pra-requ Tests Settings
naong form-data wwww-form-urlencoded O raw binary GraphQL  JSON

zconfighesolveln

cookie="85da25dabecof2adca-5d27-bas5- a780- 933548505
3 inHierarchical='true’
4 dn="sys/' fﬁl

Body Cookies Headers (14) Test Results
Pretty Raw Praview Visualize XML
1 :cnnfir.l?t'solvcbnl c'] >
2 <outConfigs
3 ctopSystem ed Apr 10 01:20:32 2024

3 le="disabled"

and-alone”
£5536" model="APIC-SERVER-M2"
NA® wicR

localTi

“Wed Apr 10 09:28:32 2024 CST +0BEG afshanghai*

="policy® av

labls
mpanents®

crageResetstat

[ g F
cnetworkAdapterUnit slotw I 1358 1 Gbps MNetwork Controller®™ nu

8 <networkAdapterEthIf i mac="88:a3:80:e3:Ta:ed" ="gth-1" ></networkAdapterEthlfs

£l <networkAdapterEthIf na oth-2* "G00 ad;:8e Ta:e3" “gth-2° »</networkAdapterEthIf>

18 <fnetworkidapterUnit>

11 <adaptorUnit id="1" sodel="UCSC-PCIE-CSC-B2° PERSENE equipped® s "palicy®
12 <adaptorGenProfile rn="general® | nodel="UCSC-PCIE-CSC

13 emgatController rn="mgmt" model subject="adaptor” vendor="Cisco >

14 <firmwarafunning rn="fw-boot-loader® sco VIC adapter currently running boot loader firmware version® oyments"boot - Lleader”
i5 <fizmwareRunning mn="fw-system® des isco VIC adapter gurrently running firmware wersion®

16 <firmwarelpdatable r fw-updatable” C adapter backup firmware wersion” n

17 <firmmareBootDefi ioi =" fw- -de 4 or® >

8 sfirmwareBootUnit bootunit-combined” Cisco VIC adapter startup firmware wersion® adm

19 </firmmareBootDefinition>

20 </mgmtControllers

="AQ:23:9FAD:FO:4%% tran "10Ghps"
NFA" types"N/A"

"'ua(|<'||?tnl'L1'|kT1'\\1ﬂ1r'P}

physical®
"connectors 1nf0
*link-training®
"port -profi

<adaptoxExtEthlf portlde*g®
<adaptorCennectorInfo n
<adaptorLinkTraining =
<adaptorPartProfiles
</adaptorExtEthIf>
<adaptorExtEthIf portId="1" if
27 <adaptorConnec toxInfo
28 <adaptorLinkTraining rn=

Count="" po »<fadaptorPortProfiles>

10Gbpa" o
N/A" partRevision="N/A" »</adaptorConnectorInfo:

edl="10Gbps"

="AB:23:0F:AD:FB:4A" tE:
NFA® type="H/A®
»<fadaptorLinkTraining»

“physical® linkStat
connector-info®
"link-training” linkTraini

" part
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“Disabled”

Cookies

Beautify

"adaptor”
4{1g)" »</:
="Fwupdate

type

In="ext-eth-8" »
"N/A" < /adaptorConnectorInfo:

ri="gxt-gth-1" >
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LFTCIMC GUIFER B H9 Bt [X J “Asia/Shanghai’s

%y / Chassis | Summary
Server Properties Cisco Integrated Management Controller (Cisco IMC) Information
Product Name: APIC-SERVER-M2 Hostname:  dic-aci01-apict
Serial Number: _ IP Address: _
PID: APFIC-SERVER-M2 MAC Address: 00:A3BEE3TADC
UuID:  4D1851A4-8179-418B-8286-D1BF 14460873 Firmware Version:  4.1(2f)
BIOS Version:  C220M4.4.1.2¢.0.0202211907 Current Time (UTC):  Wed Apr 10 01:27:36 2024
Description: = ACI Lab - PODO01 - dic-aci1-apic1 Local Time:  Wed Apr 10 09:27:36 2024 CST +0800
Asget Tag:  Unknown Timezone:  Asia/Shanghai

MPostmanE £ B 1biR B #Y 45 R 38 3R“Asia/Shanghai”’s B X R “Asia/Shanghai” , 2517
“topSystem”, DN “sys/",

<tfroot>

<configResolveDn cookie="85da25da6c/c6f2adca-5d27-ba55-a780-9e33548f595c" response="yes" dn="sys/">
<outConfig>
<topSystem

dn="sys"

address="a.b.c.d" currentTime="Wed Apr 10 01:05:12 2024
" JocalTime="Wed Apr 10 09:05:12 2024 CST +0800"

ti meZone="Asi a/ Shanghai "

mode="stand-alone" name="dlc-aciOl-apicl" fipsEnable="disabled" ccEnable="disabled" >

R 2 ERENBRRMDN

M ETCIMC GUIF B BRI EHL B 7 “dlc-aci01-apic1”s



g MNetworking [ Network

Network Network Security NTF Setting

v NIC Properties: + Port Properties

NIC Mode: Dedicated v Port Profile;

NIC Redundancy: = Mone ¥ L
» Auto Negotiation

MAC Address:  00:A3BEE3TADC -
Auto Negotiation: [

Admin Mode Operation Mode
Network Port Speed: Metwork Port Speed: 1 Gbps
Duplex: Duplex:  Full
+ Common Properties + VLAN Properties
I Management Hostname:  dic-acili-apici I Enable VILAN:
Dynamie DNS: | VLAN ID:
Dynamic DNS Update Demain: Priority:

Dynamic DNS Refresh Interval: | 0 |0 (Disabled)- 87 36) Howr(s)

fEPostmaniR B #y 45 R A R “dlc-aci01-apic1”s EHLHE F“dlc-aci01-apic1” , R “mgmtlf’ , rnJy“if-

<tfroot>

<mgmtIf rn="if-1" description="Management Interface Network Settings" id="1" extEnabled="yes" extIp="a.
ifType="physical” mac="00:A3:8E:E3:7A:DC"

host nane="dl c-aci 01- api c1"

dhcpEnable="no" dnsUsingDhcp="no" ddnsEnable="yes" ddnsDomain=
dnsPreferred="a.b.c.z" dnsAlternate="0.0.0.0" ddnsRefreshInterval="0" nicMode="dedicated" vicSlot="0" n
vlanEnabTle="no" vlanId="1" vlanPriority="0" portProfile="" v6extEnabled="no" veextIp="::" vb6extGw="::
v6SlaacIp="::" vb6dhcpEnable="no" v6dnsUsingDhcp="no" vé6dnsPreferred="::" v6dnsAlternate="::" subject="b
adminNetSpeed="auto" adminDuplex="auto" operNetSpeed="1GCbps" operDuplex="full" >

RS , Mhttps://CIMC IP/visore.htmIZi#ICIMC visore , EH1% “dlc-aci01-apic1”xf M F
DN="sys/rack-unit-1/mgmt/if-1”,
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RackServer XML API \isore

Filter
Class or DN: | sys/rack-unit-1/mgmt/if-1 inHierarchical | false v|
Property: | Op: (== v|Vall:| Val2: | |
Display XML of last query
Total objects shown: 1
mgmtIf ?

Idn sys/rack-unit- 1 /mgmt/if-1 € 2> I

description Management Interface Network Settings

id 1

extEnabled yes

extlp L

extMask 255.255.2550

extGw L

ifType physical

mac 00:A3:8E:E3:7TA:DC

Ihostnam-: dlc-aciOl-apicl I

dhcpEnable no

dnsUsingDhcp no

ddnsEnable yes

2.JBIREST APIEECIMC
- EFR1EH , LEMREREXNR(MO)XS MK T 7 P14 #5(DN)o

o $RTLAE A Ansible community.general.imc_restiEHBHAPIEECIMC, BXEFEMAEE | iF
2 ®imc rest module3 44

E FAPIJ5 3% configResolveClasst RE &

configResolveClass: Z 5 ZRRAELXPHWIEEN R, WMRinHierarchical=true , MERITE FX.
LEREHMRA RN F |, £ FAPIS EconfigResolveClass H# 38 EMORI classID,

ARERMI AR B

<#froot>

- name: IMC login and check
community.general.imc_rest:
hostname: '{{ imc_hostname }}'
username: '{{ imc_username}}'
password: ‘{{ imc_password }}'
validate _certs: false # only do this when you trust the network!
content: |


https://docs.ansible.com/ansible/latest/collections/community/general/imc_rest_module.html
https://docs.ansible.com/ansible/latest/collections/community/general/imc_rest_module.html

<
confi gResol ved ass
inHierarchical="'false'

cl assl d='firmwar eRunni ng'

/>

{# A API 75 3% configConfMof& Bk e iE

EFHCIMC APHEIMOMIELE , i FconfigConfMok %, Itt75 3% A T ELE S 18 4 EMORYR
B, @M configConfMoht , IRUEERHMONFELIZEHDNERFEEEFTE,



compueReunt | inHiers

Display XML of last query
Total objects shown: 1
computeRackUnit 2
dn sys/rack-unit-1 € >
adminPower policy
availableMemory 65536
model APIC-SERVER-M2
memorySpeed 1600
name APIC-SERVER-M2
numOfAdaptors 2
numOfCores 12
numOfCoresEnabled 12
numOfCpus 2
numOfEthHostlifs 2
numOfFcHostlfs 2
numOfThreads 12
operPower on
originalUuid 4D1851A4-8179-418B-82B6-D1BF14460973
presence equipped
serverld 1
serial FCH2113V2WF
totalMemory 65536
IusrLbl ACI Lab — PODO1 - dic-aciO1-apic1
uuid 4D1851A4-8179-418B-82B6-D1BF14460973
QI : 0] RN RS
<#root>

- name: change CIMC description
community.general .imc_rest:
hostname: '{{ imc_hostname }}'
username: '{{ imc_username}}'

password: '{{ imc_password }}'

validate certs: false



content: |

conput eRackUnit dn="sys/rack-unit-1" usrLbl="new_| ab_Cl MC _descri pti on"

/>

examples:

3. CIMCBal{t Bl & TR iE =Bl

ERIAPICRZZEUCS C220% 5| LW BERIACHE SIS H M, ZT/EFRRULA T EFMKAPICE 4
B3R E,

1. Login to CIMC with pre-check
- Retrieve firmware version
- Retrieve faults
- Retrieve TPM status
2. Update CIMC configurations
- Update management hostname
- Update Description
- Update Timezone
- Update ntp
- Enable SOL
- Update CIMC mapping vmedia
- Update CIMC boot order to CIMC-map
- Reboot CIMC
3. Ansible run shell expect to monitor installation status and enter iso link for APIC installation speed up
4. Retrieve CIMC post installation status
- Update CIMC boot order back to HDD
- Power-on host

Ansiblef&E 3R R4

S



EE O RBIXEERAREE , full ansible module 218AnsibleE 7 MG 1Y
community.general.imc_rest module

<{froot>

- name: Login to CIMC with pre-check
content:

<
confi gResol ved ass
inHierarchical="'false'
classld

='firmwareRunning'/>

<
confi gResol ved ass

inHierarchical='false'
classld

='faultInst'/>

<
confi gResol ved ass

inHierarchical='false'
classld

="equipmentTpm'/>

- name: IMC update CIMC infra info
content: |



mgnt | f

dn="sys/rack-unit-1/ngnt/if-1"

hostname="d1c-aci0l-apicl"/>

conput eRackUni t

dn="sys/rack-unit-1"

usrLb1="ACI Lab - PODO1l - dlc-aciOl-apicl"/>



t opSyst em

dn="sys"

timeZone="Asia/Shanghai"/>

comri\t pPr ovi der

dn="sys/ svc-ext/nt p-svc"

ntpServerl="ntp.esl.cisco.com"/>



- name: Update CIMC configurations
content: |

| shoot VMedi a

dn="sys/rack-unit-1/boot - preci si on/ vm Cl MC- map"

name="CIMC-map" type="VMEDIA" subtype="cimc-mapped-dvd" order="1" state="Enabled" />

commiMedi aMap

volumeName="ACI-automation" map="www" remoteShare="http://a.b.c.d/Images/ACI/4/4.2/" remoteFile="aci-a



dn="sys/ svc- ext/vnedi a- svc/ vnmap- ACl - aut onati on"

>

conput eRackUni t

dn="sys/rack-unit-1"

adminPower="hard-reset-immediate" />

# Ansible run shell expect to monitor installation status and enter iso Tink for APIC installation spee
- name: copy apic init script to
template:
src: "init.sh"
dest: /tmp/init.sh
delegate_to: localhost

- name: Make script executable

file:

path: /tmp/init.sh

mode: "+x"
delegate_to: localhost
tags:

- render

- init

- name: Run the generated script



command: /tmp/init.sh
delegate_to: localhost
changed_when: no
tags:

- script

- name: Retrieve CIMC post installation status
content: |

| shoot VMedi a

dn="sys/rack-unit-1/boot - preci si on/ vm Cl MC- map"

name="CIMC-map" status='removed'/>

comm¥Medi aMap



dn="sys/ svc- ext/vnedi a- svc/ vnmap- ACl - aut onati on"

volumeName="ACI-automation" status='removed' >

| sboot St or age

dn="sys/rack-unit-1/boot-policy/storage-read-wite"

access="read-write" order="1" type="storage"/>



conput eRackUnit dn="sys/rack-unit-1"

adminPower="up" />

delegate_to: localhost
tags:
- retrieve_CIMC_status

EESEYS
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