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The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is



live, make sure that you understand the potential impact of any command.
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CAT6K-01 (config) #monitor session 1 type erspan-source

CAT6K-01 (config-mon-erspan-src) #source interface gil/1l

CAT6K-01 (config-mon-erspan-src) #destination

CAT6K-01 (config-mon-erspan-src-dst) #ip address 192.0.2.2
CAT6K-01 (config-mon-erspan-src-dst) #origin ip address 192.0.2.1
CAT6K-01 (config-mon-erspan-src-dst) #erspan-id 1

CAT6K-01 (config-mon-erspan-src-dst) #exit

CAT6K-01 (config-mon-erspan-src) #no shut

CAT6K-01 (config-mon-erspan-src) #end
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Connection Type
Networking hardware can be partitioned to accommodate each service that requires connectivity.

Connection Type

Network Access —Connection Types
Connection Settings & I Mackine
Summary Virtua

Add a labeled network to handle virtual machine network traffic.
" vMkernel

The VMkernel TCP/IP stack handles traffic for the following ESXi services: vSphere vMotion, iSCSI, NFS,
and host management.

Help < Back I Next > I Cancel
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Virtual Machines - Network Access
Virtual machines reach networks through uplink adapters attached to vSphere standard switches.

Connection Type Select which vSphere standard switch will handle the network traffic for this connection. You may also create a new
Network Access vSphere standard switch using the undaimed network adapters listed below.
Connection Settings
Summary (¢ Create a vSphere standard switch Speed Networks
Emulex Corporation OneConnect 10Gb NIC (be3)
v B vmnic1 10000 Ful  10.76.78.22-10.76.78.22
" Use vSwitch0 Speed
Emulex Corporation OneConnect 10Gb NIC (be3)
[~ B vmnico 10000 Full  10.76.78.22-10,76.78.22
Preview:
Virtual Machine Port Group Physical Adaprers
VM Network 2 e BB vmnict
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Virtual Machines - Connection Settings
Use network labels to identify migration compatible connections common to two or more hosts.

Connection Type — Port Group Properties
Network Access
Connection Settings Network Label: |5PAN_mmitorhg
5 .
ummary VLAN ID (Optional): [None (0) |
Al
Preview:
Virtual Machine Port Group Physical Adaptars
SPAN_monitoring g B vmnicl
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Ready to Complete

Connection Type
Network Access

Connection Settings
Summary

Verify that all new and modified vSphere standard switches are configured appropriately.

Host networking will indude the following new and modified standard switches:
Preview:

Virtual Machine Port Group Physical Adaptars
SPAN_monitoring Q.B_. E® vmnict

Help
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Standard Switch: vSwitchl Remove...

Virua| Machine Port Group

Physical Adaptars
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P T |

(B)VSwitchl Properties - i e General Security | Traffic Shaping | NIC Teaming |
Ports | Network Adapters | Policy Exceptions
Configuration | Summary | B | Promiscuous Mode:
fit vswiteh 120 Ports I MAC Address Changes:
| @ SPAN_monitoring  Virtual Machine ...| Forged Transmits:
8
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Il Hardware ]Ophors | Regoucegl Profiles I vServices | Virtual Machine Version: 8
—Device Status
™ Show All Devices Add... | Remove | W Connected
Hardware | Summary [ | ¥ Connectatpower on
Ml Memory 1024 MB Adapter Type
l ceus . Current adapter: £1000
Video card Video card rent acapier:
= VMCI device Restricted MAC Addr e
@ scslcontroller 0 LSI Logic SAS ICIIG';G'B"S;_'D —
@, co/DOVD drive 1 [150] Windows/SW_D... e
& Hard disk1 Virtual Disk * Automatic 0
& Floppy drive 1 Client Device _
'| @ WNetwork adapter 1 (edite—. SPAN_monitoring | | DrectPath /o
R Status: Not supported @
—Network Connection
Network label:
|SPAN_monitoring ~
L Port: NjA
I Switch to advanced settings
|
Help oK Cancel
A
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Standard Switch: vSwitch1 Remove... Properties...
Virtual Machine Port Group Pryzical Adapters
L1 SPAN_monitoring @_ B§ vmnicl 10000 Full G4
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CAT6K-01 (config) #monitor session 1 type erspan-source



CAT6K-01 (config-mon-erspan-src) #source interface gil/1l
CAT6K-01 (config-mon-erspan-src) #destination
CAT6K-01 (config-mon-erspan-src-dst) #ip address 192.0.2.3

)
CAT6K-01 (config-mon-erspan-src-dst) #ferspan-id 1
)

(
(
(
CAT6K-01 (config-mon-erspan-src-dst) #origin ip address 192.0.2.1
(
CAT6K-01 (config-mon-erspan-src-dst) #exit

(

CAT6K-01 (config-mon-erspan-src) #no shut
CAT6K-01 (config-mon-erspan-src) #end
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CAT6K-01 (config) #monitor session 1 source interface gigabitEthernet 1/1, gigabitEthernet 1/2
CAT6K-01 (config) #monitor session 1 destination interface gigabitEthernet 1/3
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http://kb.vmware.com/kb/1004099
/content/en/us/td/docs/switches/lan/catalyst6500/ios/12-2SX/configuration/guide/book/span.html
http://brezular.com/2015/05/03/decapsulation-erspan-traffic-with-open-source-tools/
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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