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- XEH#HKX :
- api-sse.cisco.com
mx*.sse.itd.cisco.com
- dex.sse.itd.cisco.com
- eventing-ingest.sse.itd.cisco.com
registration.us.ss e.itd.cisco.com
- defenseorchestrator.com
- edge.us.cd o.cisco.com
- BREEHIX :
- api.eu.ss e.itd.cisco.com
mx*.eu.sse.itd.cisco.com
- dex.eu.ss e.itd.cisco.com
- eventing-ingest.eu.ss e.itd.cisco.com
registration.eu.ss e.itd.cisco.com
- defenseorchestrator.eu
- edge.eu.cd o.cisco.com
« MAPJC)HX :
- api.apj.sse.itd.cisco.com
mx*.apj.sse.itd.cisco.com
- dex.apj.sse.itd.cisco.com
- eventing-ingest.apj.sse.itd.cisco.com
registration.apj.sse.itd.cisco.com
- apj.cdo.cisco.com
- edge.apj.cdo.cisco.com
« BARIL#X :
- api.aus.sse.itd.cisco.com

- mx*.aus.sse.itd.cisco.com



- dex.au.ss e.itd.cisco.com
- eventing-ingest.aus.sse.itd.cisco.com
- registration.au.ss e.itd.cisco.com
- aus.cdo.cisco.com
- HNEMKX :

- api.in.ss e.itd.cisco.com
- mx*.in.sse.itd.cisco.com
- dex.in.ss e.itd.cisco.com
- eventing-ingest.in.ss e.itd.cisco.com
- registration.in.ss e.itd.cisco.com
- in.cdo.cisco.com
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Integratinn
Clsco Security Cloud Current Cloud Reglon Tenant Cheud Onboarding Status
& Enabled eu-central-1 (EU Region) a Mone Failed to get status

Learn more

| Disable Cisco Security Cloud O

Settings
Event Configurathon

Send events to the cloud @ View your Events in Cisco Security Cloud
Intrusion events
File and malware events
Connection events
Security
e AlD



&R HRACKDELIBRERIERE,

<#root>
root@firepower:~#

netstat -anlp | grep Event Handl er _SSEConnect or. sock

unix 3 [ ] STREAM CONNECTED 133064 4159/EventHandler /ngfw/var/sf/run/EventHandler_SSEConnector.sock

<#root>
root@firepower:~#

Isof -i | grep conn

connector 5301 www 6u IPv4 471679686 0tO0 TCP f1irepower:53080->ec2-35-158-61-95.eu-central-1.compute.ama
connector 5301 www 8u IPv6 104710 O0tO TCP *:8989 (LISTEN)

St B B2 6% 1E /var/log/connector/
56 SIF 53 Aift

ERLPANEBRINEMG , T T localhost:8989/v1/contexts/default/tenantBIAPIE A |, A
REN L2 fRS RIRE~ BFAID,

<#root>
root@firepower:~#

curl | ocal host: 8989/ v1/ cont exts/default/tenant

{"registeredTenantInfo":{"companyId":"601143", "companyName":"1ab","domainName":"tac.cisco.com","id":"56
"Cisco - |ab"

,id":

"8d95246d- dc71- 47c4- 88a2- c99556245d4a"

,"spId":"AMP-EU"}]1}

2 RS IR IRIIE

ER2RSIHF , SMEGLANARS , RAEKERAFEE X (User Profile) , BIAKFIDE
ZBIE R 2P K& PIRENAYE 7 IDICEL .



Account ID

8d95246d-dc71-47c4-88a2-c99556245d4a

#£Cloud ServicesitM+m , EEF AEventing. ttJk , Cisco XDRR a4

RIT .

Cisco XDR

T7F | FReE R L ag

LDR enablement allows you to utilize supported devices in the course of a cybersecurity investigation. It also allows this platform o

to send high fidelity security events and observations to Threat

Eventing

Eventing allows you to collect and view events in the cloud.

Response.

Devicesit T+ & B X R B FIXK.
BMEBENZEETEAHIEUTEER :

« RFID — XN TREMHAE , A&

LEID | grep deviceld
« XM B
* |P Address
« SSXIERESMA
- bR

EH

I &Eflcurl -s http://localhost:8989/v1/contexts/default#k £

BRI BTN R 2B KSR IEN IR R T2 RS5Exchange A E M SRR BIEINITER

s

TREMHIIRHACEMREFILIESR

2. EREEREMRY

3. RENZE NIE R RIENES.
ERZEHAENEZERSExchangeZ BINER T , TIRFFUTEHER -

=5 3k XEFNEEERN B | K5 B EE R R B
= R MR R MR
AREH 6.4 % E S A 6.3k EEMRAE




== 4 5 7 XEFNEEERNBAE | K5 A RS SFN R
= R MR R AR

B A REESEN
- BEREMXNEESH

- EXHRBERABEaLy OOREBRE Not Supported
EEB,

« BEAREHERIEZEEHF,

XHEMEERGSH 6.5R E SR Not Supported

X RER SRS Rk P ENE4 VR ESRER

MRNRZE2HXBEEEFOPNRESH  TEFEBREEH RO EEER RS TMPLEM
ERNERE ( BEAR. XHBRERHENERSHERNRSE ) T,

B &Eifllocalhost:8989/v1/contexts/defaut BINEH EE A XTI , IUBERENEHLAET =

o

<tfroot>

root@firepower:~#

curl | ocal host:8989/vl/cont exts/default

"statistics": {
"client": [
{
"type": "Events",
"statistics": {
"ZmgStat": {
"LastCloudConnectSuccess": "2025-01-21T10:03:13.779677978Z",
"LastCloudConnectFailure": "2025-01-20T10:54:43.552112185Z2",
"LastCloudDisconnect": "2025-01-20T11:35:44.6063522717",

"Tot al Event sRecei ved": 11464,

"Total EventsSent": 11463



TotalEventsReceived PR B4 HR TER T RiEF L2 KB EN L2 RFExchangeE
%,

TotalEventsSentR KIZMEH KR RE AT BRI =HNES,

MREZELHAXEEBRPOLRINEYN  EEZERIRBEPAREASH , NWBIEIE
Ingfw/var/sf/detection_engines/<engine>//F a] A =4 A &,

ETFFEAu2dumpI R B BHERBEESHRE -

<tfroot>

root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11led-be66-77bcdf78a081/instance-1#

u2dunp unified_events-1.10g.1736964974 > ../full dunp.txt

root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11led-be66-77bcdf78a081/instance-1#

cd ../instance-2

root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11led-be66-77bcdf78a081/instance-2#

Is -alh | grep unified_events-1.10g.1736

-rw-r--r-- 1 root root 8.3K Jan 5 08:19 unified_events-1.70g.1736064964
-rw-r--r-- 1 root root 5.0K Jan 7 23:23 unified_events-1.70g.1736292107
-rw-r--r-- 1 root root 16K Jan 10 03:17 unified_events-1.70g.1736393796
-rw-r--r-- 1 root root 4.7K Jan 12 16:02 unified_events-1.10g.1736630477
-rw-r--r-- 1 root root 4.8K Jan 13 11:10 unified_events-1.10g.1736766628
-rw-r--r-- 1 root root 5.5K Jan 14 22:41 unified_events-1.70g.1736865732

-rw-r--r-- 1 root root 5.5K Jan 15 18:27 unified_events-1.10g.1736964964
root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11led-be66-77bcdf78a081/instance-2#

u2dunp unified_events-1.10g.1736964964 >> ../full dunp.txt

AREH
FIBEARSEHEESSXMXDRALEMNE R, BREFDATH , BESHEERE

<tfroot>

root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11led-be66-77bcdf78a081#

grep -i "ips event count: 1" full dunp.txt

IPS Event Count: 1

s WHEMBERGESH
BIELZLIRFExchangeFAER | M EBMEREERESH TRENEH.



<ffroot>

"FileEvent":

{

“Subtypes”:

{
“FilelLog”:
{
“Unified2ID”: 500,
“SysTogID”: 430004
1,

“Fi | eMal ware”:

{

“Unified2ID': 502,

“SyslogID”: 430005
}

Rt , XEEHD TR EREREL

<#root>
root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11led-be66-77bcdf78a081#

cat fulldunmp.txt | grep -A 11 "Type: 502"

Type: 502(0x000001f 6)

Timestamp: 0

Length: 502 bytes

Unified 2 file log event Unified2FilelLogEvent
FiTePoTlicy UUID: f19fb202-ac9e-1lef-b94a-c9dafad48lcf
Sensor ID : 0O

Connection Instance : 1

Connection Counter : 5930

Connection Time : 1736964963

File Event Timestamp : 1736964964

Initiator IP : 192.168.100.10

Responder IP : 198.51.100.10

- EESH

RATEESH  RBTRE, B2, MREESHEFLREAZER , WFEANZ2BRES
, FERERS M AP HITH — S,

- URL_SI_Category



- DNS_SI_Category

- IP_ReputationSI_Category

N MBERSBNEEERO KA BEREREEES | FEEAu2dumpfEIB R 58 —
EHATPTEERINFREISY , FEREXEREEHIFIRERERS M P HITL
BEMETR



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,
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