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Cisco Software Central > Manage Sman Account > Users @ TAC Cisco Systems, Inc

Account Properties | Vimual Accounts | Ugers | Custom Tage | Fequests | Accoun] Agreemants | EventLog

Users
Users User Groups
Add Users... Expart Selacted,
User Email Qrganization Aceount ACCuss Roke User Group Actions
daniaben] j j j
Draniel Benitez danietenicisco.com Cisco Systems, Inc All Viral Accounts Smart # A - Remave
1 Mag-AMP TAC
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SSXL##E , NEZ2RFMEHFT2ERESSXITF £,

Cloo Software Cerrel * Smart Softwans Licensing Il

Smart Software Licensing

flerts | Inwentory | Convertto SmartUcensing | Raporfs  Freferences  On-Pram Accourss | Actvty
Virtual Account: Mex-AMP TAC = Winar | Hide Alerts
Zeneral Licenses Praduct Instances Eveal Log
By Mame Hy Tag
- Manage License Tags License Reservatian... i Seach by Licenss 4
Liznsa Eulirg Furthased In Ll Halanca  Alerts Achore
FFR10M0 URL Fitering Frepaid 10 0 +10 Acfion: =
FPRA110 Threat Dafenss Malware Protecion Frepad 1 [ 1 areile -
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Smart License Status Lmop Smert Software Mangger @ 3@

Lsage Authorzaticn: -@ Autharized [Last Syrchrentzed On Jun 10 2020}

Praduct Reglstration: @ Registerad (Last Renewed On Jun 1O 20207
I-"&‘S-'Q"IEIJ Wirtual Acoount Pax-AMP TAC I

Export-Contrilled Features; Enabled

Clsco Success Wetwook: Enabled

Oisco Suppor: Dlagrastics: Dimmbled @

Smart Licenses

» [ Firepower Management Center Virtual [1)

» ] Base (1)

» [ Malware (1)

» ] Threat {1}
» JUAL Filtering {1}

» ] AnyConmect Apex (1)

e & & 6|¢g|le @

» L AnyCanmect Plus (1)

AnyConnect VEN Only (0}

Mate; Containes [nsterces of same Hade share feature icerses
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Link Smart/Virtual Accounts

Unlink Smart/\Virtual Accounts
Link CDO Account

Downloads
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* api-sse.cisco.com

* mx*.sse.itd.cisco.com

+ dex.sse.itd.cisco.com

» eventing-ingest.sse.itd.cisco.com

* registration.us.ss e.itd.cisco.com

+ defenseorchestrator.com

* edge.us.cd o.cisco.com

Bk B2 1 [X
+ api.eu.ss e.itd.cisco.com
* mx*.eu.sse.itd.cisco.com
» dex.eu.ss e.itd.cisco.com
» eventing-ingest.eu.ss e.itd.cisco.com
* registration.eu.ss e.itd.cisco.com
» defenseorchestrator.eu
» edge.eu.cd o.cisco.com
I K i (X

* api.apj.sse.itd.cisco.com

* mx*.apj.sse.itd.cisco.com

» dex.apj.sse.itd.cisco.com

» eventing-ingest.apj.sse.itd.cisco.com
* registration.apj.sse.itd.cisco.com

+ apj.cdo.cisco.com

* edge.apj.cdo.cisco.com
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* api.aus.sse.itd.cisco.com
* mx*.aus.sse.itd.cisco.com
» dex.au.ss e.itd.cisco.com
+ eventing-ingest.aus.sse.itd.cisco.com
* registration.au.ss e.itd.cisco.com
» aus.cdo.cisco.com
NE#X :
* api.in.ss e.itd.cisco.com
* mx*.in.sse.itd.cisco.com
» dex.in.ss e.itd.cisco.com
* eventing-ingest.in.ss e.itd.cisco.com
* registration.in.ss e.itd.cisco.com
* in.cdo.cisco.com

$24 - FALLURL https://admin.sse.itd.cisco.com®&ZESSX[ 17, SMEI=RSE , RSB ACisco
XDRFEventingiX AANELT , 2B Ro

Cloud Services for XDR BETA - TAC Org

Cisco XDR

DR enablement allows you to utilize supported devices in the course of a cybersecurity investigation. It also allows this platform [
to send high fidelity security events and observations to Threat Response

Eventing

Eventing allows you to colléct and view events in the cloud [

B3F  BALRIEINERE LA R ESSX LEMIRE

EventsBSecure Firewalli& & &% , S ZEISSX| T/ L#WEvents , LURIFIR & XX RISSXHWEH
, B P Ro
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Al gan, ty Services Exchange Devices  Cloud Services  Events  Audit Log
CIsco

Event Stream for Sourcefire Support
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/cisco_security_cloud/about_cisco_regional_cloud.html
http://security.cisco.com/%C2%A0

asco Security Cloud Control

Select an organization ~

&5 Organization

= d-- North | (1 Search for an organization

America

Create new organization

l:- - North America

TERIGEBREINALR , SMEBFR>pAE , RIIENREREBCEKEFE , NREE , B
Hin A% £ =12%l(Cisco Defense Orchestrator) , At , E“BEERET , B HEFFFEIRE

45 Home

Auto discover from Cisco Use Credentials
Security Cloud Onboarding a device using an IP
Auto discover and auto onboard On- addrass or host name and a username
Prem FMCs integrated with Cisco and password (Version 6.4+)

Security Cloud
Firewall Management Center

$4L  SMEEE>HAEFEEHPL , REFMETREKEISCCHFMCHIX ; MRRBIHXIFEE
Bty FEEMSER.

8415 BE |, Securefy KB EER , MRTAFESR , FERLEZRNRZ(FTD)MEH
BIREFT %,

F4.25 . ELRE18 % (Security Devices)Z7n T , REMSEIR , ERRZL LB AERZNEN G
%

Security Devices
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Onboard FTD Device

Follow the steps below

|'; T - £ Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch
i i — provisioning method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device
- manager will no longer manage the device, and all existing policy configurations on the device will be lost except for the basic interface

Firewall Threat Defense configurations. Therefore, you must configure the policies from the corresponding manager.

Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
Onboard a device using a registration Onboard a factory-shipped FTD 7.2+ environment
key generated from SCC and applied device 1o odFi 4+ On- Doploy 8 Govice 1o Supgorted &lowd
or Command Prem FMC ~towch platfore ' and Azure

Bulk Onbeard using C5V File
Use this mathod for adding multiple
devices by uploading a .csv file, with
1emplate A44ignment

IFTD 7.4+)

$PR5.4£ Security Cloud Control P& FIRE G , BAUER=PFHFEERRE,

%65 : BREWCDOAHLN B EEETEWSSXALR |, At , HSMEIZ 2 RS Exchange , #HETE
FER, RARREHEECDOKF,

CISCO

Exchar ge Dervices Clowd Services Ewents Audit Log

Devices for DR BETA - TAC Org

SRR EB X IE
M7.2.xE|7.4.x ( A Cisco XDR )

SR ELZEHNEEEFOF , SMBIEK> SecureX

Hrewall M_a I‘I:dgﬁ ment Center Overview Analysis Policies Devices Objects Integration
SecureX Setup SecureX Intelligence
Security Analytics & Logging Incidents

This feature allows Secure Firewall Management Center to integrate with other SecureX services via SecureX ribbon. | Other Integrations Sources

SE2ERIEBMNXIE , A5 R EEnable SecureX,



-~ Firewall Management Center

on | SecureX Overview Analysis Policies Devices Objects Integration
(eqrauon [ S>ecu

SecureX Integration

SecureX Setup

This feature allows Secure Firewall Management Center to integrate with other SecureX services via SecureX ribbon. Learn more [

1 Cloud Region This setting determines where events are sent to, if configured to send to the cloud, as
well as data generated by the Cisco Success Network and Cisco Support Diagnostics
tools.

Current Region us-east-1 (US Region)

2 SecureX Enablement After completing this configuration, the SecureX ribbon will show up at the bottom of
each page. Learn more [

l Enable SecureX % ]

% 34 . RihEnable SecureXf5g , BIFHEE E M E|Cisco Defense Orchestrator Authentication
Page ( RIAAZ£=EF ) , ARFEKTHContinue to Cisco SSO,
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CIsCO

Welcome to the Cisco Security Cloud

Delivered through Security Cloud Control (SCC)

Staying on top of security is easier than ever. Security Cloud Control helps
you consistently manage policies across your Cisco security products. Itis a
cloud-based application that cuts through complexity to save time and keep
your organization protected against the latest threats.

SCC complements FMC by allowing you to:
* Drive consistent policy through shared object management with FMCs
+ Enable Zero-Touch Provisioning of FTDs
* \iew events in the cloud
+ Get a centralized view of inventory across FMCs
+ Leverage cloud CSDAC and Cloud Delivered FMC
* and more

To continue with cloud registration of your FMC, you will need a Cisco
Security Cloud Sign On (SS0) user account.

If you don't already have a Cisco 5SSO account, please proceed below and
Sign Up for free. Note that you will need to restart the cloud registration from
your FMC after your new SSO account is created.

If you already have a Cisco S50 account, please proceed below to choose or
create a free SCC account to register your FMC.
Let's get started!

1 2

Sign Up/Sign In with Cisco S50 Register FMC with a SCC Tenant

Continue to Cisco SS0O

EE
M7.6. xR EGHRAEECisco XDR
SB1EENLT L AIEETER LT  SMIER > BERlRLe



~ Integration

Dynamic Attributes Connector ([[ER) Intelligence
Cisco Security Cloud Incidents
Security Analytics & Logging Sources
Orther Integrations Elements

Settings
AMP

AMP Management

Dynamic Analysis Connections

SR2EREENXE , AREEEARNRE R,
28 3% : RiEnable Cisco Security Cloud/g , B & & E M FCisco Defense Orchestrator
Authentication Page ( M &£ =& % ) , AFKETHContinue to Cisco SSO,

SRWA G LERNEZ 2 EFE/- SO EIES

554  MBEIMERS , ABREELTEPRINRBEEEFMCHRBIR ARG TE , R
B , B RERNFMC,

Grant Application Access X

Please verify the code provided by SecureX.

9C1FECS5Z




Grant Application Access

Compare the code below to the authorization code shown in the FMC tab. If
the codes match, authorize the FMC to complete the registration.
If the codes do not match, cancel registration.

9CTFECS2

FMC would like access to your SCC tenant danieben.
» Users: All internal users in FMC will have read-only access to this
SCC tenant.

« Data: FMC will be able to collect data using SCC APls.

The FMC will be registered with tenant danieben

E6L MALNRLREFZRIEHABRNER , —BEXEK , REFERBIAFMCERESUEMEI R
MZE2R

Ilir
CISCO

Welcome to Security Cloud Control

You have successfully authorized your FMC to register with Cisco Security
Cloud, you may now close this tab.

B7E  ERENE , BUUSEMEENFMC , EREREI=NEN  AETHLRES | |
®RFo

SR8 18T LLi% R /5 A SecureX Orchestration ( XDRE 311t )



895 : SMEIXDR>EE>A#IRE , BRENIRE | XERZ LB 3 EM

FE10. 5 M EIXDR > Administration > Integrations , #Af5 /3 F Secure Firewall Integration,

Secure Firewall

4 Clsco Managed

Secure Firewall (formerly Firepower) provides complete
and unified management over firewalls, application
control, intrusion prevention, URL filtering, and
advanced malware protection.

Free Trial Get Started

810.1%  NENERDERH , KiET+Addo




ADD INTEGRATION

Integration Name

Secure Firewall CDO Integration

Name Version Status Description

AMP 7.2.5-208 (%) Registered JMX2716X2M1
MexAmp-FTD .2, [¥) Registered L MexAmp-FTD (FMC managed)

mexMEX-AMP-FMCmex @ Registered A mexMEX-AMP-FMCmex

Rows per page | 30 v | 1-30f 3

Create Dashboard
Create a dashboard of the tiles associated with this integration, which can be shared by all members of your organization.

XA | BT UEXDRB £ EWETIE,
BE2 (E2EMK ) : FEXDRANEH

N orE . N TRERZLHBAE. XDR. ERBEHIERCDO). T4 MRS (SSX)MRE H 4
MERGADZ AN TRER  SETHME, HIESRERENTACURTLENRER
MY,

FTIEHNCDOMK F AMEB L2 D MISFIFAILE , FaeF B4 R FICisco XDR,
T2 B EANENT BN RESSXNR 2 2H P IEMRE.
B3 TG, FIRRTACU THIXEFMAEE , HERFZEREFI/SALEESIXDRD #.

 CDO#FID
- CDO&E#
+ XDRALID
+ SSX#F/ID
« SSXEM
-+ SCAALAID

S4B REKCDOMK - B 48 FIXDRD#]1Fo

FEFHCDOI P EEIXDROMT 2B , EMTFFIR :



— Events & Logs X
> Events
Jobs
e
Multicloud
Defense Logs
Change Lo
Monitor 8 Q
Firewall Threat Defense
Insights &
Reports
A

Events & Logs

STE |, B LA EISMEIXDRE 77 7~ &L,



Uity sCC

_— Events & Logs X
a Events
Dashboard Event Logging
Jobs
-
Multicloud Secure Cloud Analytics
Defense
Monitor Lugﬁ
Change Log
_' Firewall Threat Defense
Insights &
Reports
A

Events & Logs

58525 | FERIXDRI ATk - 8 E B2 £ =IEH[1 7 (CDO)fE |, BFEEWRXDRI T EXDRERK ,
bt , EXDRAMH , SMBIRE>EMK> XDR , EHRXDREK , ABRATEZERE , FITERE
Rig M@ EFRIXDRAL,



XDR

Integrations

~ Cisco XDR Integration

Status: Enabled

Remove

oAl

KifSecure BAXIERBEREN (BEHRUGHIAR) , ¥ TAREH , HSMZE Analysis > Files
>Malware Events , X F AREH , ESMEIAnalysis > Intrusion > Events,

BRIBRIRZIEMBISSXE 0 B4L PR , BIEESSXI]F EIEMAVSE 4.
KIHE R REBE R#ECisco XDREZHHR L , WEREAPIEE , MEER WRNAPIBERR,
RiFFrEHEFREERERE—E , MRFERE , BT ATACRAHREHUUATEHEE

- CDOFFID
« CDO&®r
- XDRALID
- SSXFFID
« SSX&W
« SCAHLID

HUEHEER

162 3 3% 43 ) 50
&7\ LA Maction_queue.logXX RN —iEE RIS, MRRXEHE , BAIUEXHFHERHEBEE

ActionQueueScrape.p1[19094]: [SF::SSE::Enrollment] canConnect: System (/usr/bin/curl -s --connect-timeo



Eiiﬂ"%?ﬁ'.'l’ BHARB28 R RZMERER |, BATLT
, X B K& FEDNSHEAT R &

DNS#Z 4T 5| 2 By E 2 0]
S|RIREEEER

N E SinternetfViERE, BEXME R HARE

BIEE I,

root@ftd0l:~# curl -v -k https://api-sse.cisco.com
* Rebuilt URL to: https://api-sse.cisco.com/

* getaddrinfo(3) failed for api-sse.cisco.com:443
* Couldn't resolve host 'api-sse.cisco.com'

* Closing connection 0

curl: (6) Couldn't resolve host 'api-sse.cisco.com'

i 8RR TS EBATURL hitps://api-sse.cisco.com , EiXFER T , RINEERIIREEERE

IFFEIDNSHRS 8 , © I LUEE T RCLIF BInslookupit 1THE

root@ftd0l:~# nslookup api-sse.cisco.com
;; connection timed out; no servers could be reached

i EE RAZEEBHDNS |, I THIADNSIRE , & Hshow networkdis 5

> show network
[ System Informat1on ]

Hostname : ftdol
DNS Servers T X.X.Xx.10
Management port : 8305
IPv4 Default route
Gateway X x.X.1
[ ethO ]
State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address ToXIX:iX:x:9D:AS
—————————————————————— [ IPv4 J--——--—————mmm—oo———
Configuration : Manual
Address TOX.X.X.27
Netmask : 255.255.255.0
Broadcast T X.X.X.255
—————————————————————— [ IPv6 J----——====————— === ——
Configuration : Disabled

State

Authentication

[ Proxy Information ]
: Disabled
: Disabled



https://api-sse.cisco.com

EARRGIF , AT HIRAIDNSES R , B UEAN T S EXNDNSIRE

> configure network dns x.x.x.11

ERBEN A EE G, XREERI.

root@ftd0l:~# curl -v -k https://api-sse.cisco.com
* Rebuilt URL to: https://api-sse.cisco.com/
Trying X.X.X.66...
Connected to api-sse.cisco.com (x.x.x.66) port 443 (#0)
* ALPN, offering http/1.1
Cipher selection: ALL:!EXPORT:!EXPORT40: !EXPORT56: !aNULL: !LOW: !RC4:@STRENGTH
successfully set certificate verify locations:
* CAfile: none
CApath /etc/ss1/certs
* TLSvl.2 (OUT), TLS header, Certificate Status (22):

* TLSv1l.2 (OUT), TLS handshake, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Server hello (2):

* TLSv1l.2 (IN), TLS handshake, Certificate (11):

* TLSv1l.2 (IN), TLS handshake, Server key exchange (12):
* TLSv1l.2 (IN), TLS handshake, Request CERT (13):

* TLSv1l.2 (IN), TLS handshake, Server finished (14):

* TLSv1l.2 (OUT), TLS handshake, Certificate (11):

* TLSv1l.2 (OUT), TLS handshake, Client key exchange (16):
* TLSv1l.2 (OUT), TLS change cipher, Client hello (1):

* TLSvl.2 (OUT), TLS handshake, Finished (20):

* TLSv1l.2 (IN), TLS change cipher, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSv1.2 / ECDHE-RSA-AES128-GCM-SHA256

* ALPN, server accepted to use http/1.1

Server certificate:

* subject: C=US; ST=California; L=San Jose; 0=Cisco Systems, Inc.; CN=api -sse.cisco.com
* start date: 2019-12-03 20:57:56 GMT

* expire date: 2021-12-03 21:07:00 GMT

* issuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID S SL ICA G2

SSL certificate verify result: self signed certificate in certificate c hain (19), continuing anyway.
GET / HTTP/1.1

Host: api-sse.cisco.com

User-Agent: curl/7.44.0

Accept: */*

HTTP/1.1 403 Forbidden

Date: Wed, 08 Apr 2020 01:27:55 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 9

Connection: keep-alive

Keep-Alive: timeout=5

ETag: "5el7b3f8-9"

Cache-Control: no-store

Pragma: no-cache

Content-Security-Policy: default-src 'self'
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=bTlock
Strict-Transport-Security: max-age=31536000; includeSubdomains;

AANAANANAAANANAANAANANAANAYVYYV YV VYV



SSXI1 77 Ky E A E] &

FMCHZR2HAIEHEEEEIHEEEED FMWSSX URL , ENiRiER , FEEERIHRINEN
Firepower CLI L AL T &< :

<ffroot>

curl -v https://api-sse.cisco.com providers/ssel/services/reqistration/api/v2/clients --cacert /ngfw etc/

curl -v https://est.sco.cisco.com--cacert /ngfw etc/ssl/connectorCA pem

curl -v https://eventing-ingest.sse.itd.cisco.com--cacert /ngfw etc/ssl/connectorCA pem

curl -v https://nmx01.sse.itd.cisco.com--cacert /ngfw etc/ssl/connectorCA pem

ALERAUTHSSETIITRERE

root@ftd0l:~# curl -v -k https://api-sse.cisco.com

* Rebuilt URL to: https://api-sse.cisco.com/

Trying X.x.x.66...

Connected to api-sse.cisco.com (x.X.x.66) port 443 (#0)

* ALPN, offering http/1.1

Cipher selection: ALL:!'EXPORT:!EXPORT40: !EXPORT56:!aNULL:!LOW:!RC4:@STRENGTH
successfully set certificate verify locations:

* CAfile: none

CApath: /etc/ssl/certs

* TLSv1l.2 (OUT), TLS header, Certificate Status (22):

* TLSv1l.2 (OUT), TLS handshake, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Server hello (2):

* TLSv1l.2 (IN), TLS handshake, Certificate (11):

* TLSv1l.2 (IN), TLS handshake, Server key exchange (12):
* TLSvl1l.2 (IN), TLS handshake, Request CERT (13):

* TLSv1l.2 (IN), TLS handshake, Server finished (14):

* TLSvl.2 (OUT), TLS handshake, Certificate (11):

* TLSvl1l.2 (OUT), TLS handshake, Client key exchange (16):
* TLSvl.2 (OUT), TLS change cipher, Client hello (1):

* TLSv1l.2 (OUT), TLS handshake, Finished (20):

* TLSvl1l.2 (IN), TLS change cipher, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSv1l.2 / ECDHE-RSA-AES128-GCM-SHA256

* ALPN, server accepted to use http/1.1

Server certificate:

* subject: C=US; ST=California; L=San Jose; 0=Cisco Systems, Inc.; CN=api -sse.cisco.com

* start date: 2019-12-03 20:57:56 GMT

* expire date: 2021-12-03 21:07:00 GMT

* jssuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID S SL ICA G2

SSL certificate verify result: self signed certificate in certificate c hain (19), continuing anyway.


https://api-sse.cisco.com/providers/sse/services/registration/api/v2/clients
https://est.sco.cisco.com
https://eventing-ingest.sse.itd.cisco.com
https://mx01.sse.itd.cisco.com

GET / HTTP/1.1

Host: api-sse.cisco.com
User-Agent: curl/7.44.0
Accept: */*

HTTP/1.1 403 Forbidden

Date: Wed, 08 Apr 2020 01:27:55 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 9

Connection: keep-alive

Keep-Alive: timeout=5

ETag: "5el7b3f8-9"

Cache-Control: no-store

Pragma: no-cache

Content-Security-Policy: default-src 'self'
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=bTlock
Strict-Transport-Security: max-age=31536000; includeSubdomains;

AAANANAANANAANAANAANAANAYVY YV V VYV

N EE  SKEI403 Forbiddeni S , A MM XX NS BT 2SSXIILEWE , BRXE
LA IFE 2,

¥ 1 SSEConnectorik 2

A ARIEEEREY TR,

# more /ngfw/etc/sf/connector.properties
registration_interval=180
connector_port=8989
connector_fqgdn=api-sse.cisco.com

A TR ESSConnectorflEventHandlerZ BIHYERE , AJUER LTS , LT REEERN R

root@firepower:/etc/sf# netstat -anlp | grep EventHandler_SSEConnector.sock
unix 2 [ ACC ] STREAM LISTENING 3022791165 11204/EventHandler /ngfw/var/sf/run/EventHandler_SSEConnecto

EEBUWERRAF | Bo]LLEBIRIRE R connected:

root@firepower:/etc/sf# netstat -anlp | grep EventHandler_SSEConnector.sock
unix 2 [ ACC ] STREAM LISTENING 382276 7741/EventHandler /ngfw/var/sf/run/EventHandler_SSEConnector.soc
unix 3 [ ] STREAM CONNECTED 378537 7741/EventHandler /ngfw/var/sf/run/EventHandler_SSEConnector.soc

WIERIEBISSXI] 7 MCTRAYE R



ENZ P RIER R ESSXKIEEH , EEMF Ahttps://eventing-ingest.sse.itd.cisco.com# 31
TCPIE$E, AT RSSXITF MZ £ Ph ik 8 RER I E BN RHI:

root@firepower:/ngfw/var/lTog/connector# 1sof -i | grep conn
connector 60815 www 10u IPv4 3022789647 0tO0 TCP Tocalhost:8989 (LISTEN)
connector 60815 www 12u IPv4 110237499 0tO TCP firepower.cisco.com:53426->ec2-100-25-93-234.compute-1.al

fEconnector.logBEH :

time="2020-04-13T14:34:02.88472046-05:00" level=error msg="[firepower.cisco.com][events.go:90 events:co
time="2020-04-13T14:38:18.244707779-05:00" level=error msg="[firepower.cisco.com][events.go:90 events:c
time="2020-04-13T14:42:42.564695622-05:00" level=error msg="[firepower.cisco.com][events.go:90 events:c
time="2020-04-13T14:47:48.484762429-05:00" level=error msg="[firepower.cisco.com][events.go:90 events:c
time="2020-04-13T14:52:38.404700083-05:00" level=error msg="[firepower.cisco.com][events.go:90 events:c

~ EE O EEE, S THIPHHEx x.x.246F11x.x.x.246/8 T https://eventing-
ingest.sse.itd.cisco.comMME N , LI A FEFURLT AR Z P 1t B B IE 7R3 ASSXI]
Fo

MBHEERET , WEHFFLKIEBSSXITF, TARZEM ANIEFSSXITF 28 B8 I ER
B =B

root@firepower:# 1sof -i | grep conn
connector 13277 www 10u 1IPv4 26077573 0t0 TCP localhost:8989 (LISTEN)
connector 13277 www 19u IPv4 26077679 0t0 TCP x.x.x.200:56495->ec2-35-172-147-246.compute-1.

R&E(FTD) LR EMBI L & =2
MRENRBEEZEIMBZ 2R , FRRE SEEIMENAICDOMAS .

ERIFIEEMURL , S M EAdministration > Firewall Management Center , #%&#Cloud Delivered
FMC , ERB A LATURIENE,

admin@exAmpFTD:~$ nc -vz XXXXXXXX.app.us.cdo.cisco.com 443
Connection to XXXXXXXX.app.us.cdo.cisco.com 443 port [tcp/https] succeeded!

MREMAEIGEZEZICDOM A |, HHRMRKO8305BITH |, XEIEEBEBH —NRA.


https://eventing-ingest.sse.itd.cisco.com
https://eventing-ingest.sse.itd.cisco.com
https://eventing-ingest.sse.itd.cisco.com

admin@AMP-DMZ-FPR:~$ sudo tail /ngfw/var/log/messages
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56
56
56
56
56
56
56
56

AMP-DMZ-FPR
AMP-DMZ-FPR
AMP-DMZ-FPR
AMP-DMZ-FPR
AMP-DMZ-FPR
AMP-DMZ-FPR
AMP-DMZ-FPR
AMP-DMZ-FPR
AMP-DMZ-FPR

SF-IMS[20448]:
SF-IMS[20448]:
SF-IMS[20448]:
SF-IMS[20448]:
SF-IMS[20448]:
SF-IMS[20448]:
SF-IMS[20448]:
SF-IMS[20448]:
SF-IMS[20448]:
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[1465]
[1465]
[1465]
[1465]
[1465]
[1465]
[1465]
[1465]
[1465]

sftunneld:
sftunneld:
sftunneld:
sftunneld:
sftunneld:
sftunneld:
sftunneld:
sftunneld:
sftunneld:

sf_peers [INFO] Peer xxXXXxxX.app.us.cdo.ci

sf_ssl
sf_ssl
sf_ssl
sf_ssl
sf_ssl
sf_ssl
sf_ssl
sf_ssl

admin@fmc0l:~$ curl localhost:8989/vl/contexts/default/tenant

{"registeredTenantInfo":{"companyId":"689Ixxxxx-eaxx-5bxx-b1lxx-a7662axxxxx

MRSSXE/FIER , EEBEEFNITESSXFIEMRZHT IR

[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]

Connect to XXXXXXXX.app.us.cd
Initiate connection using res
Initiate IPv6 type connection
Initiate IPv4 type connection
Initiate IPv4 connection from
Initiating IPv4 connection to
Wait to connect to 8305 (IPv4
Connect to x.x.x.51 failed on

", "companyName":"XDR BETA - TA

WMRSSXHE/IEH , (ECDOM 7 REEFEFIMBASSXALR , FERRTACUTHUTHARGFE
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/xdr/secure-firewall-threat-defense-and-xdr-integration-guide/send_events_to_the_cloud_directly.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/xdr/secure-firewall-threat-defense-and-xdr-integration-guide/send_events_to_the_cloud_directly.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/xdr/secure-firewall-threat-defense-and-xdr-integration-guide/send_events_to_the_cloud_directly.html
https://www.cisco.com/c/zh_cn/support/index.html
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