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Sophos, WebRootFf R AR ) HITHRE, EXMERT , SWARBEARNE,

Configuration Path Description

Applies to

Transparent
Deployment
Explicit
Deployment
Number of
Sessions

SWA routes the traffic to
GUI = Web Security Manager > Bypass Settings Bypasslogs 1 configured gateway (Layer 3

@ redirection)
E3

Bypass from SWA  HTTPS & HTTP

Bypass from Traffic Redirects to the

WCCP Router HTTPS & HTTP WCCP Router No Logs on SWA 0 Gateway from Router
Bypass from PAC HTTPS & HTTP @ From the PAC file Mo Logs on SWA 0 :’::;;GSW are not sent to the
Bipasaition HTTPS & HTTP |Z| From the Browser or Group Policy No Logs on SWA 0 I SO
Browser proxy.
SWA does not decrypt the
> >
Pass Through HTTPS & HTTP g;':: L R LA S e Accesslogs 2 traffic and sends the same
e ClientHello to the wab sarver.
./ J SWA does not Scan the traffic
Decrypted Traffic & ; : with its scanning engines, such
Allow HTTP GUI > Web Security Manager > Access Policy Accesslogs 2 as AMP, Sophos, WebRoot,
AVC and ...

B — LRE
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ERSERNRERBEATR. UATESMRENHERR
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- RRHFFLRBRFIEENTREE
REEEMIRE , TEEFAREE
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SEEAMEFNRE  KTRFFHEEN THAFEURLAWebERHEREISWA, 10 % & Fr
, BEREBEERG K ERIIAFRUETSWA ( BBEHFS2) o

% =l — O

Client Firewall Web Server

2 (2]

@ o The Traffic is explicitly redirected to the web Proxy (SWA)

Default Gateway 9 The Traffic is Bypassed from the web Proxy (SWA)

RE — P EXNFETNRE

BREENEANRERE , BUTURBRELURLEEREISWA,

ERREE E |HEBRURLIE BISWAR) £ 1§

PAC 4 & B IEEEBEPAC MM AR |, BT LE L HIAFIRH R AEIRE NDIRECT,
T B — 8 AIPHu EI3ASWAR R4

var resolved_ip = dnsResolve(host);

if (isInNet(resolved_ip, "10.0.0.0", "255.0.0.0") ||
isInNet(resolved_ip, "172.16.0.0", "255.240.0.0") ||
isInNet(resolved_ip, "192.168.0.0", "255.255.0.0") |
isInNet(resolved_ip, "127.0.0.0", "255.255.255.0")

|
)




return "DIRECT";

LA RISt www. cisco.comii B E 7E [ 2 SWA

if (localHostOrDomainIsChost, "www.cisco.com")) return "DIRECT";

I R BIfFSEE cisco.comBI FR B F I8 SR E E BISWA

if (dnsDomainIs(host, ".cisco.com")) return "DIRECT";

N % BTFPACKHTRENSR , HFHEER , RIVHTALRELMES
o yu; i "'/FTjJ‘ﬂjJ , -LEH*%ZFA#F{/\}A_%O

W ERECE

(Microsoft
Edge.
Internet
Explorer,
Google
Chrome)

SB1ETHRFEED | 8 A Internetif I H R Enteri®
HIR2. S EIConnectionsit M+ , AJ5 REHLAN Settings
S 3. mdiAdvanced

HRA T2 BIINER D R E LT URL.



http://www.cisco.com

| &) Internet Properties l 9 ? X
General Security Privacy Conten Programs Advanced

To set up an Internet connection, dick Setup
Setup.

Dial-up and Virtual Private Network settings

Add...

Add VPN...

Remove...

Choose Settings if you need to configure a proxy Settings
server for a connection.

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections.
Choose Settings above for dial-up settings.

BB — SMElLani& &




) Local Area Network (LAN) Settings X

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

] Automatically detect settings
[ use automatic configuration script

o, idress

Proxy server

EUseapmxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address: | 10.20.3.15 Port: |3128 ||| Advanced ] 9

[ ]Bypass proxy server for local addresses

OK Cancel
& Proxy Settings pod
Servers
!— . Tvpe Proxy address to use Port
WE
HTTP: 10.20.3.15 |+ [3128 |
SECUre: 10, 20, 3. 15 « | 3128
FTP: 10.20.3.15 | 3128
Socks: -

[ Use the same proxy server for all protocols

Exceptions

L B
NE]

Do not use proxy server for addresses beginning with:

You can define the URLs/IP address to bypass going to e
proxy

Use semicolons ( ; ) to separate entries.

OK Cancel

BB — & XLBI5




AR B E
(Mozila
FireFox)

STBIEALA  RE=MEEEHRERRE,
S22 EHE RE DR Aproxyo
SRIELTREAT 2 FENLFIENURL,

Connection Settings X

Configure Proxy Access to the Internet
() No proxy
(O Auto-detect proxy settings for this network
(O Use system proxy settings
® Manual proxy configuration
HTTP Proxy 10.20.3.15 Port 3128
Also use this proxy for HTTPS

HTTPS Proxy 20.3.1¢ Port

SOCKS Host Port 0
(O SOCKS v4 ® SOCKS v5

(O Automatic proxy configuration URL

No proxy for

You can define the URLs/IP address to bypass going to proxy

Example: .mozilla.org, .net.nz, 192.168.1.0/24
Connections to localhost, 127.0.0.1/8, and ::1 are never proxied.

["] Do not prompt for authentication if password is saved
‘hen us

Proxy DNS when using SOCKS v5

& 1§ — 7EFire Fox¥ & LBl

A ERELE
(Apple
Safari)

SBIEELR , RiiAppleB#rHiEIRESystem Settings.
SE2 NENERS A EINetwork , AFIERE T A InternetlI M &&3EA,
FB3. [ ifiDetailso

H R4 M E AR ik Proxies.




S PR5.7EBypass Proxy Settings ( ZHRREIRE ) 80 P EXFTENURL,

o0 e < MNetwork

Filters
a .

B wi-Fi

Bluetooth Firewall

& wiFi «
@ = | Details.. 9

® Connected

= .
MV @ Connected Auto proxy discovery
TCPIP
DNS Automatic proxy configuration

WINS
Web proxy (HTTP
802.1X obRroxy (HTTF)

0 Proxies
Secure web proxy (HTTPS)

Hardware

SOCKS proxy

Exclude simple hostnames

Bypass proxy settings for these hosts & domains: 9
You can define the URLs/IP address to bypass from going to the

proxy

Forget This Network... Cancel m

& — 7EFire Fox¥ & X B4k

AXRBEE |EUUENLHIAGR , EEBURT ENMAEEAREUEIAERE.

EEHHFEREIRE

B LAERAWCCPEE B SWAS IR IR BT ER BN RE. SWASHREEIREER , R
EREHIMUNMIATLETRE , NTIHLLLENGZ RN SE,



m 2 - @ - =
Client WCCP Router SWA

@ o

©

— D

Firewall Web Server
o The Traffic is Transparently redirected to the SWA
9 The Traffic is Redirected from the WCCP Router, to not go to the SWA

9 The Traffic is Bypassed in the SWA as a layer 3 traffic and routes to the SWA Default Gateway

MG — I BALBHRE

S REBEANETRE S REFESWARZ IR
SWASSIRiEE SB1.FEGUIF | %EEWeb Security Manager,

SE2IEFREZRIRE

$ 3. % FEdit Proxy Bypass Settings.

SIRASETT LA AURL, 1Pt it R 51 2% A 7800 B E LURL3E R
SRR HARIEHR.




Bypass Settings

Sources/Destinations to Bypass Proxy: None

Application Scanning Bypass

Cisco WebEx: Do Not Bypass Scanning

‘Custom Categories to Bypass Proxy: None Selected

) ©

Edit Proxy Bypass Settings...

Microsoft Update: Do Not Bypass Scannin 9

Edit Application Bypass Settings...

Edit Proxy Bypass

Proxy Bypass List: (2 All destinations and clients in this list will bypass web proxy policies when the appliance is in transparent
o0

10.20.3.15, 10.0.0.60

O

P
(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)
Note: Domains included in the bypass list will not support explicit requests if IP spoofing is enabled,

‘Custom URL Categories: (2. Add custom URL categories to Proxy bypass list.

None Selected

[Concel @ [Suomic |

& — EEZHIRE

p RBRR: FALRERZSHNRET21EFKEACcesslogsH , AT
#EBypass_LogsH&EE,

EHE[%BWCCP/PBREEH
BRAVRE

B LAEWCCPHE T R I HY B% HH 83 (PBR) P Bt B /R = B #RIP b it
, MERFRLEREEE[EISWA,

ESWARE EEEM AT RE

MRABREHASWA , ABHTRIMER , N TEHLISWALHNAE , ERFERLEURLKRER

SWARE , BEAUTHR.

e

e

FE1LAURLBIZEBENURLER, (8¥1.12F : MGUI , %£FWeb Security Manager , /g%

Custom and External URL Categories.
8£1.28 « RERMZEBILRMNEE LURLES,
%1.3% . 2 ELME —AYCategoryName,
B81.425 (&) RN EA




£1.5% : NIIRIRFHIEFEREENLHNE —PE.

261.6:5 : MCategory Type TH %R | i%#FLocal Custom
Category,

F1.7% BRI RMPERNURL,
$B1.8.1EXR,

Custom and External URL Categories: Add Category

Edit Custom and External URL Category

B — Bl B E X URLES

HIR2. QIR FRIREL B S LA BRXY R
BN S BRI,

%2.1% : MGUI , &8 Web Security Manager , g% &
Identification Profiles,

882.225 . KRN INED & S INEL & XX

52.34 : £ AEnable Identification Profile & & 4E /5 A Itk &
X, SRIREE A B E S T AR E M BR

882.4% . o EiME— W profileName,

582.525 (0] ) AR pnik Be o

282.6% . MInsert Above TR %R |, EF B EXHERF
MERE,

582.745 : 7EUser Identification Method3f %/ | %R Exempt
from authentication/identication.

$28% ERTNENKAH , FFEREZEUEEMEER
PPzt | BRIEFCEEEIFEIPHUTRE,

£2.9% : N\&L#H o , mEBENLURLES,




Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile

2.4 r{ Name: 2| [No Auth 1D ]

(2. my 17 Prone,

®

Description:

(Maximum allowed characters 256)

Insert Above: | 1 (Global Profile) v

User Identification Method

2.7 ‘ = i and

=)

Exempt from authentication / identification v

|

This option may not be valid if any preceding Profile requires on all
subnets.

Membership Definition
Membership s defined by any combination of the following options. Al criteria must be met for the pelicy to take effect.

Define Members by Subnet:

.
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

Define Members by Protocol: HTTR/HTTPS
29 $ ~ Advanced | Use the Advanced options to define or edit membership by proxy pert, destination (URL Category), or
User Agents

The following advanced membership criteria have been defined:

axy Ports:
URL Categories

None Selected
None Selected

User Agents: None Selected

The Advanced options may be protocol-specific. For instance, user agent strings are applicable only

for HTTP and decrypted HTTPS. Similarly, URL Categories, including Custom URL Categories are not

applicable for SOCKS transactions or transparent HTTPS (uniess decrypted). When Advanced options
that do not apply to a protocol are selected, no transactions in that protocol will match this Identity,

regardless of the protacol selection above.

[Corcer

B & — P IFRRE B 4
562.105%, HMEE 1%+ 6l Custom URL Category.
E2.11%5, BEHEZEK.

FER2.12.1XK,

SRS QIR R R LUET

3.1 : MGUI , i£##Web Security Manager , /g ¥
Decryption Policy,

$3.2.8 5 Add Policies RN 2R 5K BE .

583.3% : £ AEnable PolicyE % 4E /5 F LL SR BE o

883.4%5 ;. o ElME— B PolicyName,

FE3.55 (ATIE) AR i A .

563.625 : MInsert Above Policy THI%|&RA | B E — KA

o

23.74 : Mldentification Profiles and Users/ |, &R & SE
245 6l 2 K Identification Profileo

HI3IBER,




Decryption Policy: Add Group

Policy Settings

Enable Policy

_—.p[ Poliey Name: (21 ["5p pass Through ]

(e.g. my IT policy)

Description:

(Maximum allowed characters 256)

—  —»  Insert Above Policy:

1 (Global Policy)

? ¢

Policy Expires:
CJ set Expiration for Policy

On Date:

AL Time:

Policy Member Definition

ip is defined by the

of the following options. All criteria must be met for the policy to take effect

Identification Profiles and Users: | select One or More Identification Profiles v/

Authorized Users and Groups || agq 1dentification Profile

[ Noaan o Ima authentication required ™
Uthentication Information may not be available at HTTPS connection time. For transparent

proxy traffic, user agent information is unavailable for decryption policies.

Identification Profile

?0

b Advanced | Define additional group membership criteria.

BRI — B2 4R 2 SR B

5£3.9% | TR R KR (Decryption Policies) R HAYURLY I8
(URL Filtering) T , R th 5L #THE 28 R B S BR AV 45 5%,

Decryption Policies

Success

— The policy group "DP Pass Through" was added.

Policies
Add Policy...
Order  Group URL Filtering Web Reputation Default Action Clone Policy Delete
DP Pass Through
1 Identification Profile: No Auth 1D 1 (global policy) (global policy) [ ] @

Al identified user
Pass Through: 0

Monitor: 0
Global Policy Decrypt: 0 ’
Identification Profile: Al Drop: 0 Nt valizble Dearvit
Time-Based: 0
Quota-Based: 0
Edit Policy Order

BB — EFRURLEE

53.10% : SelectPass ThroughasfE £ %1 LB HURLEF
HER1E,

Decryption Policies: URL Filtering: DP Pass Through

Custom and External URL Category Filtering

Add, edit, reorder or defete categories in the Custom and External URL Categories list.

Use Override Global Settings
Global 5
Settings | P2ss Through Decrypt | Drop Quota-Based Time-Based
5] o (=)
Category Category Type  Selectall | Select all Select all | Select all  (Unavailable) | (Unavailable)
) No Proxy URL Custom (Local) - v - -
3.10 > ]

B — REEBEIMERE

FE3I1ER,

S84 02 R iFMicrosoft EFT R E M
5 B SR B

%414 - \GUI , #%£FEWeb Security Manager , RF %2 &
Access Policy,




4258 - 2 dHAdd Policiesi# inif 8 K8 .

5£4.3% : £AEnable Policy &% 4E /5 A HL R #K o

4.4 : 5B ME—RYPolicyName,

584.5% (RT3 ) RN EA

54.6% : MInsert Above Policy FHIFI RS | kT E— PRI

o

84.7% : Mldentification Profiles and Users¥ , &R IBEE
25 F 822 K Identification Profiles

$BABIER,

Access Policy: Add Group

Enable Policy

_,—_pl Policy Name: (7. I YT ]
(eg. my IT poley)

Description:
Vi
(Maximum allowed characters 256)
—. T OB A | ;oo o |
Policy Expires:
[ set Expiration for Policy
on Date:
At Time:
Policy Member Definition
s defined by the of the following options. All criteria must be met for the policy to take effect.
dentification Profiles and Users: | | seiect One or More Identification Profiles |
Identification Profile Authorized Users and Groups Add Identification Profile

@ hll No Auth ID v r‘aaumenumiun required 8

b Advanced | Define additional group membership criteria.

R — 6722175 7] SR A

$84.925 : £ Access PoliciesT L , f£URL Filtering~ , & i
5 377 18] 38 B < BR Y A 82

Access Policies

Success — The policy group "AP Allow” was added.

Add Policy.
Protocols and
order Group Useragents  URLFitering  Applications | Objects Anti-Malware and Reputation | HTTP Rewirite Profle | Clone Policy  Delete
AP Allow
1 | Taentieation profie: No suen 10 | (glonal aa Monitor: 1 || otobal poliy) | catabai policy) | tglabat policy) (alobal pocy) Py 8
Al identiied users
lock
Warn: 0
Monitor: 0
WobalPollcy, ___ No blocked items | Allow: 0 Not Available | No blocked ftems | Secure Endpoint: Enabled  None
Identification Profile: Al Mo o
vvvvv Based
Quota-Based: 0

BB — ERBURLEE

F410F | ERAItR A E1S P 0 ENURLES 01N
Custom URLZE B Ay 4E,

Access Policies: URL Filtering: AP Allow
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https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html
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https://www.cisco.com/c/zh_cn/support/docs/security/web-security-appliance-s690/222466-block-traffic-in-secure-web-appliance.html
https://www.cisco.com/c/zh_cn/support/docs/security/web-security-appliance-s690x/223084-block-upload-traffic-in-secure-web.html
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