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%1.1% . MGUIs | B35 Security Services , R/Fi%FWeb Proxy,
581.245, B HEdit Settings.
5£1.3% : k£ EiEMEEnable Range Request Forwarding.

$E1.4%5, BHEER.
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2.1 : \GUI , #%£FWeb Security Manager , &5 # $iCustom and
External URL Categories,

582.2 « RERINZER LUK B E X URLE S,

582.3% ;. 7Bl —#ICategoryName,

B82.455 (AIiE) A I R

8255  NIIRIGFHIERERTEEVAE—NEI
262.6% . MCategory Type TH %55k , %&$#FLocal Custom Category.
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https://learn.microsoft.com/en-us/windows-server/administration/windows-server-update-services/deploy/2-configure-wsus#211-configure-your-firewall-to-allow-your-first-wsus-server-to-connect-to-microsoft-domains-on-the-internet
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http://windowsupdate.microsoft.com ===> windowsupdate.microsoft.com
http://*.windowsupdate.microsoft.com ===> .windowsupdate.microsoft.com

58284, BHER.

Custom and External URL Categories: Add Category

Edit Custom and External URL Category
l Category Name: | [windows Update URLs

Commeni ts: (7.

25 — List Order: | [3 |
/[ Category Type: || Local Custom Category ~ ]
r—
Sites rmdowsupda[e.micmsnf[.com, .windowsupdate.microsoft.com, } Sort URLs

2.3

.update.microsoft.com, .windowsupdate.com, Click the Sort URLs button to sort
com, download.microsof ft.com,

.download .windowsupdate.com, wustat.windows.com,

all site URLs in Alpha-numerical
order.
ntservicepack.microsoft.com, go.microsoft.com,

dl.delivery.mp. micresoft.com, .delivery.mp.microsoft.com

\

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

2.7

OEOE

y
Enter one regular expression per line. Maximum allowed characters 2048.
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583.14% : \GUI , #%&$FWeb Security Manager , 5 # F1dentification
Profiles,

583.225 | ST INEL & SR INEL & XX

53.3% : BW{RiEF Enable Identification Profile Ei%4E

%#3.4% . 7 EME—HprofileName,

563.55 (AIE) AN hnik Be o

££3.6% . MInsert Above TR FIF&kH , EFMBEEXHERFHVERNUE

o

883.7% : fEUser ldentification Method# % 4 , i£3FExempt from
authentication/identication.

563.825 £ Define Members by Subnetd , MR E R FLESEAF B
Microsoft i & , M AEANIPuRFM , BNt FERE = ITIEA
HIPH#sE,



https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
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3.9 : N\ERED |, EFEEELURLESR,
583.10%5, N Microsoft E#T 812K B E L URLEH,
3115, BHETHo

SEWI12.BHER,

Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile
3.4 —{ Name: (7' [MS Update No Auth ]
TTmyITrTOE

Description:

A
‘Maximum allowed characters 256)
Insert Above: | 1 (Global Profile) ~

User Identification Method
Identification and Authentication: .7 | Exempt from authentication / identification v
LTI g T ot Tcation Profile requires authentication on all
subnets.

Membership Definition

Membership is defined by any combination of the following options. All criteria must be met for the policy to take effect.

Define Members by Subnet:

)
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

Define Members by Protocol: HTTR/HTTPS
@ =i = Advanced t:llsa the Advanced options to define or edit membership by proxy port, destination (URL Category), or
ser Agents.

The following advanced membership criteria have been defined:

Proxy Ports: Mone Selected

3.10 ‘{ URL Categories: Windows Update URLs

User Agents: None Selected

The Advanced options may be protocol-specific. For instance, user agent strings are applicable only

for HTTP and decrypted HTTPS. Similarly, URL Categories, including Custom URL Categories are not

applicable for SOCKS transactions or transparent HTTPS (unless decrypted). When Advanced options
that do not apply to a protocol are selected, no transactions in that protocol will match this Identity,

regardless of the protocol selection above.

E=3

B — tIRFRRRE X

FSWR4. (Wit ) BIE
R RRELUBES
Microsoft B ¥ &

N 5% : Microsoft
Updatesf# f
HTTP , m
HTTPSI)ILEFH T
HEOXE RS, 1t
BERNTRERD
SWA LK % 2
o

%414 - \GUI , %£FWeb Security Manager , /5% HDecryption
Policy.

$4.2 B FHAdd Policies) R INfR R KR,

%4.3% . 2 FElME—HKIPolicyName,
5445 (ATiE) NN EA
54.5% : MInsert Above Policy FTHIFIFR A | %R HE — KK,

5£4.6% : Mldentification Profiles and Users® , i£#Select One or more
Identification Profiles.

BATH, RBREEFISPRIBNIRREEXH , REREE4115,

5£4.825 : MREKRAWindowsE#T I BZEMIDEEXH , M
Advanced 34 i%## Custom URL Categories.

84945 : RINEFE 25 B A Microsoft BT BIZEK B E XL URLZE S,




584105, BEHEZEM.
BANL, BERR

Decryption Policy: Add Group

Policy Settings

Enable Policy

4.13

4.3 { Policy Name: .7 [ Bypess Ms Update oP ]
TET Ty T DOy,
Description:
L ¥
(Maximum alfowed characters 256)
4.5 2 (Global Policy) hd ]
icy Expires:
[ set Expiration for Policy
On Date
At Time:
Policy Member Definition
Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.
4.6 [ Profiles and Users: | gelect One or More Identification Profiles ]
Identification Profile Authorized Users and Groups Add Identification Profile
4 7 { MS Update No Auth v] No authentication required -1

Authentication nfarmation may not be available at HTTPS connection time. For transparent
proxy traffic, user agent information is unavailable for decryption policies.

se the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL
ategory), or User Agents.

The following advanced membership criteria have been defined:

Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available

i(see Weh Security Manager > Defined Time Ranges)

URL Categories: URL Categories Windows Update URLs in Identification Profile MS Update No Auth ]

BRG — B2 ER 2 R

584.124% . 1R KB (Decryption Policies) T HE K URLIYE (URL
Filtering) T , R 5 L3725 KBS < BR A 85 4%,

284.13% : SelectPass Throughasi&{E , A FMicrosoft B URLZE 5,

Decryption Policies

Add Policy...

Order Group URL Filtering Web Reputation Default Action Clone Policy Delete
Bypass MS Update DP
1 Identification Profile: MS Update No Auth Monitor: 1 {global policy) (global policy) G o
Tdentified users
Global Policy Monitor: 81
Identification Profile: All Decrypt: 4 =i Ll
Edit Policy Order...

Decryption Policies: URL Filtering: Bypass MS Update DP

Custom and External URL Category Filtering

These URL Categories are defined as group membership criterfa. Al other categorfes are not applicable for this policy.

Use Override Global Settings
Global
Settings

Pass Through | Monitor Decrypt = Drop (7 Quota-Based Time-Based
© &) [5) =] (=]

Category Category Type  Select all Select all Select all  Select all | Select all (Unavailable) | {Unavailable)
€ windows Update URLs Custom (Local) - V - —
Canx

Bl — NURLK 3R ERIFZE

B4128  BERX.




SSIR5. 82 5 0] KB
L 2 Microsoft E £

MESEEFRX

5.1 : \GUI , B HEWeb Security Manager , A/Fi&#Access Policy,
S R5.2. 8 tAdd Policies 7 inij &) SR B o

565.3% | o FlE—HIPolicyName,
585.4% (A% ) AN BA
585.5% : MInsert Above Policy FHIFI &R | %EFE — PR,

£65.65F : Mldentification Profiles and Users® , i£#Select One or more
Identification Profiles.

B5.7F, MBEEESISPRIBNIRREEXH , RERESES115,

5.8 : IR KRHAWindowsE Fi I ZEMIDELE X4 , i MAdvancedEB
7% Custom URL Categories.

#5948  FINEE2S B A Microsoft EFT AN B E ML URLZES,
$£5.10%, BEHZER.
FSB5.11.383%,

Access Policy: AP Windows Update

Enable Policy
5.3 | Poticy Name: (21 [ 4p windows Update ]
(e.g. my IT policy)

Description:
(Maximum allowed characters 25
5.5 {5"5‘5" Above Policy: | 4 (Giobal Policy)
Policy Expires:

Set Expiration for Policy

©On Date:
At Time:

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

fL Profiles and Users: | [ elect One or Mare Identification Profiles J
Identification Profile Authorized Users and Groups Add Identification Profile
—_—
( [ preme .

e the Advanced options to define or edit membership by protocol, proxy port, subnet, Time Range, destination (URL
ategary), or User Agents.
The following advanced membership criteria have been defined:

©]O00,

Protocols: HTTP/HTTPS/FTP over HTTP in Identification Profile MS Update No Auth
Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available
(see Web Security Manager > Defined Time BANGRS)
URL Categories: URL Categories Windows Update URLs in Identification Profile MS Update No AuLh]
User Agents: Tone Selected

MR — B2 8 SRR

565.124 . £ Access PoliciesTT £ , FEURL Filtering ™ , KT St # iG]
REERERAY 8535

$5.13% : E&FEAllowfER F Microsoft B0l Z ) B E L URLE B RV R 4E,
$5.14%5, BHIER,




Access Policies

Add Policy
Pratocols and
Order | Group User Agents URL Filtering  ppplications  Objects Anti-Malware and Reputation TP ReWrite Profile Clone Folicy | Delete
AP Windows Update g
5.12 1| Identification Profile: MS Update No uth _(glabal poiicy) | monitar: 1 BISKEE T (glonal paticy) | glabal poticy) (gisbal policy) [ ]
= KT identned users tor:
: Ve Reputation: Enabled
Gt o No blocked Rems | Monitor: BS  fyocs® o o No blocked items | Secure Endpoint: Enabled None

Anti-Malware Scanning: Enabled

Access Policies: URL Filtering: AP Windows Update

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. Ail other categories are not applicable for this policy.
Use ide Global Settings
il |
Gl Block: Redirect]  Allow 7. Manitor warn?  Quots-Based Time-Based
Settings 2 5 0 i
5.13 [3] [+] (4] =) @ [+
. >
Category Category Type | Select all | Select all  Selectall Selectall [Selectall Selectall (Unavailable)  (Unavailable)
© Windows Update URLs Custom (Local) - | v - -

& & — & EAction Allow for the URL Category

25.15% : #£Access PoliciesT L , #Applications T , RS iFRIE
B o< B B9 B 32

Access Policies

Add Policy...

Protocols and
Order  Group User Agents URL Filtering|| Applications  |ogects Anti-Malware and Reputation  HTTP Rewrite Profile  Clone Policy  Delete
AP Windows Update
5.15 1 dentification Profile; S Update No Auth | (glabal poiicy) | Atlow: 1|  monitor: 324 [(global poticy) | (globat policy) (globa! policy) [ 1
. T >

Web Reputation: Enabled
No blocked iRems | Monitor: B5 | Monitor: 324 No blocked items = Secure Endpoint: Enabled

Giobal Policy
Identification Profile: All Anti-Malware Scanning: Enabled

B — RENA RS TESE

5.1625 : TEEdit Applications SettingsZ8 %" , #%£#EDefine Applications
Custom Settings.

5% 5.17 % . 7TEApplications SettingsZ8%* , & FEdit all for Gamesk A
, FFR IR B FBlock,

585.18%, BHNMA.




Access Policies: Applications Visibility and Control: AP Windows Update

Edit Applications Settings

I

Define Applications Customn Settings

Applications Settings

| Browse Application Types | Applications Info &

To identify some applications, inspection of HTTPS content may be required. For best efficacy, enable the HTTPS Proxy, then select the option that
enables decryption for application visibility and control (see Security Services > HTTPS Proxy).

Applications Settings
% Blogging ) 22 Monitor
Edit all...
% Collaboration 8 Monitor
Edit all
aan Enterprise Applications (:’ 6 Monitor
Edit all...

& Bandwidth Limit: No Bandwidth Limit
an Facebook

) 10 Monitor

Edit all...
o File Sharing ) 39 Monitor
Edit all
a“,, Games Set action for 6 applications of type: Games

() Leave current settings

| Settings (& Monitor)
5.17 * | ® Block
Monitor
& -

- NARERENMELE

&

$1%5.19.[8 TRz FIRange Request Settings for Policy3h 4% , B{R 2i&
Forward range requests ( ¥% ZSBEEK )

Total: 324 Applications (6 Blocked, 318 Monitored)

Range Request Settings for Policy
@ Range Request Bypass: | Forward range requests o

For optimum application detection, range requests should be ignored (not forwarded to the web server)
when using AVC. However, this will result in higher bandwidth usage. Exceptions to this setting may be
specified below.

Exception list: (?

Enter a newline delimited list of clients or destinations. Regular expressions are accepted.

Cancel

FPR5.20.12 %,

565.21%5 : £ Access PoliciesT L , fEApplications T , K5 Global
Policy < BR Ay 8552,

Access Policies

Add Policy.
Protocols and
Order Group User Agents URL Filtering  Applications  Objects Anti-Malware and Reputstion  HTTP ReWrite Profile Clone Policy Delete

AP Windows Update Badkis

1 Identification Profile: MS Update No Auth | (global policy) | Allow: 1 Moo 31 | (global policy) | (global policy) (global policy) [ 1]
All identified users

Web Reputation: Enabled
f.’::f‘ B No blocked items | Monitor: 85 |Monitor: 324)| No blocked items | Secure Endpoint: Enabled Hone
L 2 Anti-Malvare Scanning; Enabled
5.21
Edi

BREG — RRINTI R SR B B AR B

HI85.22 [ TR EJRange Request Settings for PolicyZB4% , TR i% A




Do Not Forward range requests&8%" ,

HIR5.23. RRXE K,

{&eim R B &

EFFEEHET R BSHAEEER , BUURMUTEENLFE :

(& P SEE= %<sBHE : ] EREFBEROTE (2T )

[content= %>Content-Length:] |[ERTFEHHABK/N ( FT)

BXESWAKH AR MAEX FROEAES , BHANTES  £5HASHREMESK
::AIN

EALLCURLEF BRI SWARIESEEER :

curl -vvvk -H "Pragma: no-cache" -x 10.48.48.181:3128 -H 'Range: bytes=0-100' 'http://catalog.sf.dl1.del

MCURLKI I HF AT LAFERIHT TP AHTTP/1.1 206:

GET http://catalog.sf.dl.delivery.mp.microsoft.com/filestreamingservice/files/f263aa64-f367-42f0-9cad
Host: catalog.sf.dl.delivery.mp.microsoft.com

User-Agent: curl/8.7.1

Accept: */*

Proxy-Connection: Keep-Alive

Pragma: no-cache

Range: bytes=0-100

*V V V V V V VYV

Request completely sent off
< HTTP/1.1 206 Partial Content

MR BES | B LLEZEERNTCP_CLIENT REFRESH_MISS/206:

1773942471.096 14 10.190.0.206 TCP_CLIENT_REFRESH_MISS/206 860 GET http://catalog.sf.dl.delivery.mp.mic
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_cn/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_cn/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_cn/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_cn/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_cn/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
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