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125 BREGZEFXHTREEFHITENUESR
HRFo

SBR1.3. 7 Bl & X Hi%&FEEncrypt password
145 (AR )ER T E X HHN B .
#1555, BHER.

Configuration File

Current Configuration

Configuration File:
@  Download file to local computer to view or save .—{ : : J
(O save file to this appliance (sourceSWA.amojarra.amojarra)

O Email file to: I
Separate multiple addresses with commas. Maximum allowed
characters 8192.
Password Display Options
® Encrypt passwords in the Files @
O Mask he Configur:

in tt n Files
Note: Filea with mas sked passphra: s cannat be oaded ing Load Configuratio

) Use system-generated file name

L

® O

) Use user-defined file name: [Source-SWi-Before-Migrate
Note: ".xmi" will be appended to the specified file-name
automatically.

R — S HEEXH

HIR2. G HERILEH

N oxw meHTTPSREER
5595%30

, Bk

8215  EGUIH |, SinESecurity ServicesH /i
HTTPS Proxy.

8224, BHEERE

2.34 : @it mEHDownload Certificate... ™ &
HTTPSHEZIE P 851,

TP proxy settings.

i Enavie HTTPS Proxy

& — HTTPSEZIEH
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HUR3.F H B E UEERIEH

~

\/l

FERILES , BRELS R4,

5Nl %SWAJ:&’E}?\WH BEXX

#3.1F : MNGUIF | BfnEINetwork , RfF R

Certificate Management,

583.245 : fECertificate Management®3 % , &

Manage Trusted Root Certificates.

Certificate Management

Appliance Certificates

Add Certificate.

Time

Certificate Common Neme Issued By Domains | Status | Remeining Expiration Date Delete

SWA Source GUI Swh Source GUI SWA Source GUE May 1120:14:56 2028

Certficate Certificate. Certificate WA | Adive | 799 days GMT L
Export Centiicate...

Weak Signature Usage Settings
Restrict Weak Signature Usage: | Disabled

Edit Settings

Certificate FQDN Validation Settings

Certificate FQDN Validation Usage: | Disabled

Edit Settings

Last Update urrent ion New Update
Success - Fri Feb 27 20:18:56 2026
- Fri Feb 27 20:18:56 2026

Not Available

Not Availabl

Success

Trust Root Certificates:

Manage Trusted Root Certificates...

Certificate Based Authentication/RADSEC Root | 0 custom raot certificates added to Certificate Based Authentication/RADSEC root certificate list
Certificates:

Manage Certificate Based RADSEC Root Certificates... |

Blocked Certificates: | 19 certificates in Cisco blocked certificate list

View Blocked Certificates...

MG — EEZEENRILES

#3345  BEREENBENZFEERIEF(Custom
Trusted Root Certificates)# % #: 7 R tiDownload

Manage Trusted Root Certificates

Expiration Date OnCisco List | Delete
Mar 22 22:13:04 2036 GMT Yes. «

Terosoft Root Certificate Authority 2011
icrosoft Corporation

: Us

Critical

Download Certificate.

Jan 29 21:07:33 2036 GMT N ]
» DigiCert Global G2 TLS RSA SHA256 2020 CAL Mar 29 23:59:59 2031 GMT [ ]
'] Jun 3 19:32:54 2041 GMT N E]
Jun 3 19:32:54 2041 GHT N ]
3012 12:42:50 2030 GMT No []

= | Suome |

Certificate..
MG — THZEENRIIER

FRR4. S HGUIRLES

Nz

I MRERANRANEGURES

, FBEEL RS,

#4.15% : NGUIF | BfinEINetwork , RfF R

Certificate Management,

54.245 . £ Appliance CertificatesZB %
Certificate,

, RExport




Certificate Management

' A ce Certificates

Add Certificate...

Time
Certificate Commeon Name Issued By Domains | Status | Remaining Expiration Date Delete
SWA Source GUI SWA Saurce GUI SWA Source GUI May 11 20:14:56 2028
Certfcate Certincate Certircate Nik | Active | 755 days Gt e
Export Certificate.

Weak Signature Usage Settings

Restrict Weak Signature Usage: | Disabled

Edit Settings

Certificate FQDN Validation Settings
Certificate FQDN Validation Usage:  Disabled

Edit Settings

Certificate Lists
Updates
File Type Last Update Current Version New Update

Success - Fri Feb 27 20:16:56 2026 2.6 Not Available
Cisco Certificate Blocked List Success - Fri Feb 27 20:18:56 2026 13 Mot Available

No updates in progress. [ Update Now |

Certificate Management

Cisco Trusted Root Certificate Bundle

Trust Root Certificates: 246 certificates in Cisco trusted root certificate list
6 custom certificates added to trusted root certificate list

Manage Trusted Root Certificates.

Certificate Based Authentication/RADSEC Raot | 0 custom root certificates added to Certificate Based Authentication/RADSEC root certificate list
Certificates:

Manage Certificate Based RADSEC Root Certificates... |

Blocked Certificates: | 19 certificates in Cisco blocked certificate list

View Blocked Certificates... |

S HGUIEH

HPR5. 5 HISEILEH

AR MERBSWA, ISEEMK
B ELER6,

85.1F : NGUIF , SMEIML , AJ5 K dldentity

Services Engine.
565.225, B HEdit Settings.
585.3% : TEABEAAMNIES,

Edit Tdantity Services E

[ Enable 1SE Servies

Primary ISE paGrid Node: | The Web Appltance will communicate with the ISE pxGrid node to support Web Appliance data subscription (ongoing updates). A primary ISE pxGrid
node (servar) must be configured.

[[5ELamojarra.amoajira__ (Hostrame or Ipv4 address)

1SE pXGrid Node Certifcate:

i the 3¢ pxGeidnodecerticate i igned by o Cestiicate Auhorty,conim chat he Cerficate Authorty [ sted i he Tusted foot Cerdctes It

(see Networ > Centfcate the Ch-signed 1 the certiicate s selfsigned, exgort the certifcate from the
€ oG e to add below. Yo con UPasd the eIt Cham the Iciudes any Tiermedate crbhates

Certicate: Ghousa Fil | No fle chosen (upiosd e ]

Common name: ISEL smofsrra.smafarra
Organization:

Organizational Unit

Country:
Expiration Date:  Mar 3 21:00:04 2027 GHT

Basic Constrants: Mot Criical

Downlosd Certiicate.

Secondary ISE pxGri Node OBURAD: | T Wb Applarce il communicate with th ISE oG s tosuppart Web Applance data subscinton (o
ISE pxGeid rode. piiid Node

[z amaparra.ameams " (Hostname or 194 acdress)

1SE pxGrid Nod Certficate:

g cpdates). Speciting a secondary.
cormmend rom the o.

I the ISE pxGrtd node certiicate i signed by
rrcae pansgement)
elow. You can Uploa

Root Certfcates
he certicate fron

Certieate: [ Choose File | o fle chasen

Commn name:  1SE2.amajarr.amojarra
Organization:
Organizational Unit:
Country:

Expration Date:  Mar 3 21:00:05 2027 GMT

Basic Constraints: Nt Critcal

_ann\umc Certifcate.

MG — TRISEILED

HPR6.VF AT IE/ZhAE

6.1 : EGUIF , SMEIRSGERE , RERTTH
s ZhRE , EFEUR T EE MM TFAIERE

586.225 | BEVF ANE/ZhAERV B

R7. BRI E E [E

F7.1% - NGUIF | SinEINetwork , RfF R

Authentication.




587.2% . iR F A 7 Credential Encryption , i ®RE
RBEUEBMNEH.

FR7IENYAERENER.

Authentication

Authentication Realms

Add Realm....
Transparent User Base DN or
Realm Name Server Type. Scheme(s) Servers Identification NetBIOS Domain Delete
ADDS Active Directory | Kerberos, NTLMSSP, Basic | 10.48.48.17 Not Enabled AMOJARRA &/

Global Authentication Settings

Action if Authentication Service Unavailable: | Block all traffic if authentication fails

Failed Authentication Handling: = Log Guest User by: [P Address
Re-authentication: = Disabled
Basic Authentication Token TTL: | 3600

: | Enal
ire g
| edirect Hostname:
Credential Cache Options: | gyrrogate Timeout: 3600 seconds

Client IP Idle Timeout: 3600 seconds.

User Session Restricti isabled

Header Based Authenticat Disabled

Secure Authentication Certificate: Common name: SWA Source Authentication Certificate

Organization:  Cisco
Organizational Unit:  SWA
Country:  US
Expiration Date:  Mar 3 20:31:36 2027 GMT
Basic Constraints:  Not Critical

Edit Global Settings...

B& — S0RIEE+H

N B EEMGUITS S RIS,

SR8 G HF AR H

MM EEEMIPbL |, EHRELR
100

SN EE  mBUHUIN ERSWAERER | oo

%$£8.14 : EGUIF |, BfnEINetwork , RF R

Routes,

$£8.2%  NTHNMBHEEK , RGREHRER.

Routes

Save Route Table... || Load Route Table... |

All
0
Route Name Destination Gateway Qglete
10.1.1.0 10.1.1.0/24 10.62.131.1 o @
10.3.3.0 10.3.3.0/24 10.62.131.1 a
10.4.4.0 10.4.4.0/24 10.62.131.1 @]
10.2.2.0 10.2.2.0/24 10.62.131.1 @]
Default Route All Others 10.62.131.1

& — SHEHEE

$1%9. DNSIEE

N orE - mBEIYIN BRSWAERAR
HMEEBMNIPHU , FRELSR
100

589.1% : EGUIF , SMEIME , AJEKEHDNS,
FRRO.2.BHMDNSEENEHE.

k&S SWA



S10.1.3E£2ICLL

H10.2.8 Arevert , RISGIREnter,

81035, BAY , RAEEEnter@ BB ELE ?"[N]>"

581045, BAY , AGKEnter@ R EWEELE 2 [N]>"

#1055, MIIRPIEZESEERHARAAEREKANumber , AEHZEnter.

SWA_CLI> revert
This command will revert the appliance to a previous version of AsyncOS.

Warning: Reverting the appliance is extremely destructive.

The following data will be destroyed in the process and should be backed up:
B
31(10 'Iﬁ'ﬁ - current system configuration file
SWA - all log files

- all reporting data (including saved scheduled and archived reports)
- any custom end user notification pages
This command will try to preserve the current network settings.

Reverting the device will cause a reboot to take place.
After rebooting, the appliance reinitializes itself and reboots

again to the desired version, with the earlier system configuration.

Do you want to continue? [N]> Y
Are you sure you want to continue? [N]> Y

Available versions

1. 12.5.1-011
Please select an AsyncOS version: 1
You have selected "12.5.1-011".
The system will now reboot to perform the revert operation.

LBk E RISWA

F11.1%5, BXEFMER , BFHR  BEELZS
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$B13. 5 A AEN ZEFBIEH 513.1% : MGUIF , §fiZEINetwork , RIER T

Certificate Management,
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N o NERERCAEEYSEERITR
EBESE4,

$613.24% : £ Certificate Management&B% , R i

Manage Trusted Root Certificates.
FR133EHS A,
HB13.4. LE 2B RS TRIP TEAVIE S,

/N g BT RAREERHTEN |, Bk
FEBCAE ., BEXABXENE , #E
S AREHESR,

S|4 S ABEXHF

A\ BE  BRSANEESYTIEANNNEE
TH | RRES B WEE .

£14.1% : \GUIF |, & EISystem
Administration 3% Configuration File,

%1% 14.2 £ Load ConfigurationZ8 %" , i£#¥Load
a configuration file from local computer.,

$14.3%, REERENH , REEEELERAE
MR BIXMLES & XX 44

5E14.425 (ATiE) I RARE MIER 7 1Pt 1k F PR 4B L B
, it B Load Network Settings & i&4E , BN
ERBHIEDL

HER14.5. B H M.

%9 14.6.7£Confirm Load Configuration3# H & =
#Continue,

FR14.7T RRXE R,

SEB15.5 AKH

N oxE MRS ARBNMBNERE B

%1515 : EGUIF | SfinZINetwork , AR R

Routes,

SE15.2. TFTEMNEHK , £iLoad Route




N =sma7,

Table,
5615.3%, EREEESL T HAIX .
HR|15.4 RERR,

SE155. B RER,

$B16.BLEDNSIRE

N xE . mEES ARBENMSNetwork
Settings , BHELS TR,

%$£16.1% : EGUIH | BfnFINetwork , AR % T
DNS,

H¥R16.2. 8 HEdit Settings.
SHR16.3.EASWITHEE
£16.4%., BHER,
HB|16.5.BRER,

ST FFSWAA/EH A Active
Directory

$£17.15% : NGUIH | BfinFINetwork , AR #E T

Authentication.

HPRA7 2. AT H D RIE A FRRY B 5o

52 BF  MBEHSWASE T HHIPHLHE
& , BHRIEActive Directory DNSHRS
eI S EMDNSIE R,

£17.3% : REMAE | AFKIE

Add Realm

Realm Name: [apDs

thentication Server Type and Scheme(s): | Active Directory (Kerberos, NTLMSSP or Basic Authentication) v

Active Directory Server: | specify up to three Active Directory servers
[ set Source Interface

B & — i A E|Active Directory

B17.4%5, BHRER.

SEB17T5.MBRGAZIENS , FSAZELEHE
FiE$,




HER1

76.BEREEGBEN S ER,

Authentication

Transparent User Base DN
Realm Name Server Type Scheme(s) Servers Identification NetBIOS Domain Delete
ADDS Active Directory  Kerberos, NTLMSSP, Basic  10.48.48.17 Not Enabled AMOJARRA &

)

Global Authentication Settings

Action f Authentication Service Unavailable: | Block all traffic if authentication fails

Failed Authentication Handling: | Log Guest User by: IP Address
Disabled

3600

Re-authentication:
Basic Authentication Token TTL:

Credential Encryption: _ Disabled

Redirect Hostname: _ wsa-source.cisco.local

Credential Cache Options: | Surrogate Timeout: 3600 seconds.

Client Ip Idle Timeout: 3600 seconds

User Session Restrictions: | pisaled

Header Based Authentication:  Enabled

Edit Global Settings...
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