3 Internet WA O HAEEN VPN HF P Il E
O

A SR AR R B b e Uk B R ES LAIT 220 IPSec BiER. WIRBER THHAN (ERBHAS
ZIRERER T ) MBZHAF (Cisco VPN Client) I BUEN A R 35 RUBE 8315 1 Internet X fh45 E
B NTXIX—BHW , HHEAFIHNN KBRS EE N FERE VPN BIER (Cisco VPN Client)
ERREEO, XATERMAKERSEZMNGD i (PATed)XN SR,

BHS R PIX/IASA 7.x AR AT # Internet VPN BY#30 VPN Client BY L & 7= 5 L& 58 5K P Rk
B PIX PR EEHI KB E,

AEE: AEBENEFN IPi#iEE  HNELTEMN IP #thutith5 B 2 VPN Client ( 420
, 10.x.x.X, 172.16.x.x H 192.168.x.x ) o It |P 4t 5 3 AT &S BHHERR P 4B # B

FEREH
EX
AXESFEEAREHER,

{E A
AXEPHEEETUTREME AR
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ANHEPHNEEHRETREXRERNEFHNRFEEN, AXEFEANARRZRAERAR
(BN BE. MREEANREXING , BTHALELTHMAGSHEERE,
)

BRXEANFMES , HSH Cisco FARERAN,

B

EB 7 R A KX W EL B A AL PR Zh RE RV 1 BLo

AR FADTERTIE (REIMAF, ) IRBEXABSFAERAGTHEHAEE
M

ARHEERBLTMEIRE

Mobile usar — VPN

IPSec Tunnel Client

K T T 1000024

[ !i 10.10.10.0/2 .
A 2
A 172.18.1.0 I‘-
, b ——, o
Central Site L
Router

Internet traffic

AR HERERERAN IP RIS RE Internet LR AIEERE, XL it 27K TR P EA
iy REC 1918 #biito

[T
AXREERAATEE :

. BRHES
. Cisco VPN &/ i

B8R

VPN#show run Buil ding configuration... Current
configuration : 2170 bytes ! version 12.4 service

ti mest anps debug datetine nsec service tinmestanps |og
dateti me msec no service password-encryption ! hostnane
VPN | boot-start-marker boot-end-marker ! | I--- Enable
aut hentication, authorization and accounting (AAA) !---
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for user authentication and group authorization. aaa
newnodel ! !'--- In order to enable Xauth for user

aut hentication, !--- enable the aaa authentication
conmands. aaa authentication |ogin userauthen |local !---
In order to enable group authorization, enable !--- the
aaa aut horizati on conmands. aaa authorization network
groupaut hor local ! aaa session-id common ! resource
policy ! ! I--- For local authentication of the |Psec
user, !--- create the user with a password. usernane
user password O cisco! I I 1--- Create an Internet
Security Association and !--- Key Managenent Protoco

(1 SAKMP) policy for Phase 1 negotiations. crypto isaknp
policy 3 encr 3des authentication pre-share group 2 !---
Create a group that is used to specify the !'--- WNS and
DNS server addresses to the VPN Client, !--- along with
the pre-shared key for authentication. crypto isaknp
client configuration group vpnclient key ciscol23 dns
10. 10. 10. 10 wi ns 10. 10. 10. 20 donai n ci sco. com poo

ippool ! !--- Create the Phase 2 Policy for actual data
encryption. crypto ipsec transformset nyset esp-3des
esp-nmd5-hmac ! !--- Create a dynanmic map and apply !---

the transformset that was created earlier. crypto
dynam c-map dynmap 10 set transformset nyset reverse-
route ! !--- Create the actual crypto map, !--- and
apply the AAA lists that were created earlier. crypto
map clientnmap client authentication |ist userauthen
crypto map clientmap i saknp authorization Iist
groupaut hor crypto map clientrmap client configuration
address respond crypto nmap clientmap 10 i psec-i saknp

dynamic dynmap ! ! I I I--- Create the | oopback
interface for the VPN user traffic . interface LoopbackO
ip address 10.11.0.1 255.255.255.0 ip nat inside ip
virtual -reassenbly ! interface Ethernet0/0 ip address

10. 10. 10.1 255.255.255.0 hal f-duplex ip nat inside !---
Apply the crypto map on the interface. interface
FastEthernet1/0 ip address 172.16.1.1 255.255.255.0 ip
nat outside ip virtual-reassenbly ip policy route-nap
VPN-Cl i ent duplex auto speed auto crypto map clientnap !
interface Serial2/0 no ip address ! interface Serial2/1
no i p address shutdown ! interface Serial2/2 no ip
address shutdown ! interface Serial2/3 no ip address
shutdown !--- Create a pool of addresses to be !---
assigned to the VPN Cients. ! ip local pool ippool
192.168.1.1 192.168.1.2 ip http server no ip http
secure-server ! ip route 10.0.0.0 255.255.255.0
172.16.1.2 !--- Enables Network Address Translation
(NAT) !--- of the inside source address that matches
access list 101 !--- and gets PATed with the
Fast Et hernet | P address. ip nat inside source list 101
interface FastEthernet1l/0 overload ! !--- The access
list is used to specify which traffic is to be
translated for the !--- outside Internet. access-list
101 pernmit ip any any !--- Interesting traffic used for
policy route. access-list 144 permt ip 192.168.1.0
0.0.0.255 any !--- Configures the route map to match the
interesting traffic (access list 144) !--- and routes
the traffic to next hop address 10.11.0.2. ! route-nmap
VPN-Client permit 10 match ip address 144 set ip next-
hop 10.11.0.2 ! ! control-plane ! line con O line aux O
line vty 0 4! end

VPN & /i 4.8 BB




AT T S EREABLE VPN Client 4.8 :

1. kB FF 3k > B > Cisco Systems VPN & > VPN &,
2. . New LLS3) Create New VPN Connection Entry & M,

# status: Disconnected | ¥PM Client - Yersion 4.8.01.0300 ‘_I_njﬁl
Connection Entries _Status Certificates Log Options Help
el £ e W Cisco Systews
3 (M) & a1 A
Connect M e Impot B oy [elete
Connection Entries | Cerificates I Log I
Connection Enty  © Host Transport
4| i
| Mot cornected, | Y

3. # A Connection Entry BB #5488 , £ Host i AR HERAVSNEB IP thak , H4 A VPN

Group BIEMMOT, 2 Save,



# ¥PN Client | Properties for "vpn" x|

Connection Entry: [

Description: | vphclient

Host: |172.16.1.1

Authentication ITranspDrt Backup Servers | Dial-p I

f* Group Authentication 7 Mutual Group Authentication
M arne: wphclient
Pazzword: B

HEHMEENEE

Canfirmn Password:

™ Certificate Authentication

N amme: I ;I

[T Send C& Certificate Chair

Erase Uzer Fassword | Save Cancel

4. BEEFERANERE , ABM VPN 2P B O 5% 35 Connect.

# status: Disconnected | YPN Client - Yersion 4.8.01.0300 e
Connection Entries  Status  Certificates Log Cptions Help

>, @ £3 B ﬁ

3 k =] Ln__é‘]

Lornect e | gt b odify Dalete
Connection Eniries I Cetificates | Lowg I

=101 x|

Cisco Svstems

T

Connection Entry

172.16.1.1

Tranzport
IPSecsUDP

- —_———
EED': Enme:t_sln:d_.') |

5. HHIRRE , WA Xauth WAFBMOGEERE , AGEE OK UERZEME.




# ¥PNClient | User Authentication for “¥pn™ x|

The zerver has requested the following information bo complete the user
authentication,

Cisco SYSTEMS  |nrame:

LIzl

. Password: [

Ok Cancel

6. VPNE /= i 5 F /0 U |2 Y B8 FH 255 452

Conneckion Entries  Status  Certificates Log  Options  Help

Dizconnect Few Imgort b oy Delete
Caonnectian Entries IEertiic:ates | Log I

# status: Connected | YPN Client - Yersion 4.8.01,0300 =10] x|

é‘ ;@ = ~
{ﬁ ﬁl 5 B4 Cisco Svsrems

Connection Entry

: 2 " "1"_1"

Tranzport

1721611

~ IPSec/UDP

=}

E;:Eﬂed to "v:"b Connected Time: 0 day(s), 00:01.36

K.

7. %1% Status > Statistics LA 2 VPN Client BIB2E S 11 2k3E,



# ¥PN Client | Statistics x|

?TunneIDetalls IFI::.ute Details I Firewall |

Address Information Connection Information

Clignt; 192.168.1.2 E ntry: aly

Server 1721611 Tirne: 0 day[=). 00:01.43
Bytes Crypto

Recerved: 2016 E ncryption: 163-bit 3-DES

Sent: 137 By thentication: HMALC-MD5
Packets Tranzport

Encrypted: 71 Tranzparent Tunneling:Inactive

Decrypted: 36 Local LAM: Dizabled

Dizcarded: 21 Comprezsion: Hone

Bypazzed: 37

Reszet |
Cloze I

Wi

FE D RENEEAHBYEBNENEERE A ERET,

oA EHBRER (XREMAF ) (OIT) XFHEL show ti . A OIT AIEEFEX show T
8 9 4o

- show crypto isakmp sa — & RA Z& FHIFTE X80 IKE R4k (SA)o VPN#show crypto i psec
sa interface: FastEthernetl/0 Crypto map tag: clientmap, |ocal addr 172.16.1.1 protected
vrf: (none) local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0) renote ident
(addr/ mask/ prot/port): (192.168.1.1/255. 255. 255. 255/ 0/0) current_peer 10.0.0.2 port 500
PERM T, flags={} #pkts encaps: 270, #pkts encrypt: 270, #pkts digest: 270 #pkts decaps: 270,
#pkts decrypt: 270, #pkts verify: 270 #pkts conpressed: 0, #pkts deconpressed: O #pkts not
conpressed: 0, #pkts conpr. failed: O #pkts not deconpressed: 0, #pkts deconpress failed: 0
#send errors 0, #recv errors O |local crypto endpt.: 172.16.1.1, renmote crypto endpt.:
10.0.0.2 path ntu 1500, ip nmtu 1500, ip ntu idb FastEthernetl/0 current outbound spi:
OXEF7C20EA(4017889514) inbound esp sas: spi: Ox17EOCBEC(400608236) transform esp-3des esp-
md5- hmac , in use settings ={Tunnel, } conn id: 2001, flow.id: SW1, crypto map: clientmap
sa timng: remaining key lifetime (k/sec): (4530341/3288) |V size: 8 bytes replay detection
support: Y Status: ACTIVE inbound ah sas: inbound pcp sas: outbound esp sas: spi:
OXEF7C20EA(4017889514) transform esp-3des esp-nmd5-hmac , in use settings ={Tunnel, } conn
id: 2002, flow.id: SW2, crypto map: clientmap sa timng: remaining key lifetime (k/sec):
(4530354/3287) 1V size: 8 bytes replay detection support: Y Status: ACTIVE outbound ah sas:
out bound pcp sas:

- show crypto ipsec sa — &R 8 SA FEAMIZIE. VvPNgshow crypto isaknp sa dst src state
conn-id slot status 172.16.1.1 10.0.0.2 QVLIDLE 15 0 ACTIVE

PR HERR
RS S



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

o AHBRER (MXRIFMAF ) (OIT) ZXEFFEL show 5. M OIT AIEEX show an S
HE 2o

AR : £/ debug B8 T 2HT , HZ AKX Debug B THEEEER.

- debug crypto ipsec - £ R5E 2 B BHY IPsec 7,
- debug crypto isakmp - £/R5 1 B ER#Y ISAKMP 1,

HXER

. |Psec HE8/IKE

. Cisco VPN & i - = i 73

. Cisco R - ¥ &

- HEARFZ R - Cisco Systems
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