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1. IR EEREEHMNETS

a. §fnE|Configuration > Device Management > Certificate Management > Identity
Certificates.

File View Tools Wiasrds Window _Help o

illlillli
@) rome |0 Configuraton DMWIID!H; Lgsee@reeﬁm cseck O romrd | P rep cisco
Device Management &t # poura o Manans ertificate Management > Identity Certificates a

4 8B Licensing Issued To ~1 TssuedBy Expiry Date Assodiated Trustpoints Usage Publc Key Type
4188 System Imaoe Configuration Junstructuredhiame masa. example.com, L=San Jos... |unstructurediame =asa.example... 15:09:09 CEDT 3l 1. TP 43 bits) =

@ dhiame masa. example.com, L =5an Jos... | i el . T General Purpose  RSA (2043 bits)
+-gggf Hgh Avadabiity and Scalabiity

#+-{1] Logang

{H] Smart Call-+ome

¥ g Users/asa
Certificate Management
M ey Ceruicaes |
= Sy CA Certificates

b. £ Add,
c. EXFEERBM.



Configuration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type Add
Add Identity Certificate x Show Detais
Trustpoint Name: ESCTrustooint peee
(C) Import the identity certificate from a file (PKICS 12 format with Certificate(s)+Private Key): Expart
Decryption Passphrase: Install
File to Import From: Browse... Re-Enrol

I@ Add a new identity certificate: I

Key Pair: <Default-RSA-Key = ~ Show... New...
Certificate Subject DN: | CN=asavpn,example. com Select...

[] Generate self-signed certificate

Act a5 local certificate authority and issue dynamic certificates to TLS-Proxy b

Advanced...

[] Enable CA flag in basic constraints extension

Wt Add Certificate Cancel Help

LI T N REEe A

d. # Add a new identity certificate # 1% %4,

2. (Wit ) SIEHFEHAX

SEE  BIAMBRT , AR M N Default-RSA-Key B K/NA2048HIRSARR4E ; BER |, &
WHEBNFMIEBERAE T AN RZHAX,

a. B EHENewE T Z4AX .

ration > Device Ma > Certificate Ma > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type | Add
Add Identity Certficate W | GeneralPupose [RSA (4095 bts) Show Detals
General Purpose  RSA (2048 bits)

= = Delete

Trustpoint Name: S5L-Trustpoint
O Import the identity certificate from a file (PKCS12 format with Certificate(s)+Private Key): Export
Decryption Passphrase: Install
File to Import From: Browse... Re-Enrol

(® Add a new identity certificate:

Key Pair: <Default-RSAKey> ~ Show...

Certificate Subject DN: | CN=asavpn.example.com Select...

[[] Generate self-signed certificats

Act as local certificate authority and issue dynamic certificates to TLSProxy =

Advanced...

wy Cancel Help -

el s e e e

b. EF I AT ZEANBHREI , REWAFTBANNER.

c. EEHAXA - RSAZECDSA,

d. %&#EKey Size ; X FRSA , i&##General purpose for Usage.
e. # Generate Now, ZfAXIMEBIE,



ration > Device Mal > Certificate > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints Pubiic Key TVDe | Add
@ Add dentity Certificas , - Show Detais
. B Gewral Purpose  RSA (2043 bits)
Delete
Trustpoint Name: |55L-Trustpoint |
5 Export
O Impor [F) Add Key Pair X
Decry| Install
Key Type: (8) RSA (C)EcDsA (O EDDSA
File to Re-Enrof
® Adda Name: () Use default key pair name
keyl I@ Enter new key pair name: |5SL-Keypar I
Certifi size:
06 ysage: (®) General purpose () Speaal [>
i
onc =
Oen
e Add Certificate Cancel Help
L o e e e e e e g
3. EBREANAEWN
% 1% 2 A FREFEHHE
R FANULBCSRATSINEBYE,
ration > Device Ma > Certificate > Certificates
Issued To Issued By Expiry Date Assodated Trustpoints Public Key Type | Add
Add ldentity Certificate b - e Show Details
General Purpose  RSA (2048 bits)
. = Delete
Trustpoint Name: 55L-Trustpoint
O Import the identity certificate from a file (PKCS12 format with Certificate(s)-+Private Key): Export
Decryption Passphrase: Install
File to Import From: Browse... Re-Enrof

(®) Add & new identity certificate:

Key Pair: I New...

Certificate Subject DN: | CN=asavpn.example, com Select...

[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS<Proxy =

Advanced...

[[]Enable CA flag in basic constraints extension

¥ o b

el s e L S

4. BELHTHEMNELREEHE(FQDN)

SEE FODNS MM E F4EP A THASAZ OWFQDNSIPH#b 1L ITE,, kSR 515
EBREBFERNETZHBH(SAN)T B, SSL/TLS/IKEV2E P iw{E FISANT B R IE
P RESHIEZWNFQDNITE,
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lxsmedm Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type | Agd ]

[E) Add Identity Certificate X

Trspantime: —
() Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): | |
Decryption . |
T N | Remnl

(®) Add a new identity certificate:

Key Pair: | S5LKeypair
Certificate Subject DN: |m=asavpn.exan|)le.m
[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[[] Enable CA fiag in basic constraints extension

v | Addcertficate | | Cancel | [ Help |

b. % Certificate Subject DNE O H , BEEIEBEYS — N THRIIRFPIEEREEMYE , AR, A
& R Add.

llssued'lo Issued By [Expiry Date Assodated Trustpoints ~1 Usage PPublic Key Type | Add I
métldld&nt-t}'Certif\cale = | Show Detals |
Delete
Trustpoint Mame: S5L-Trustpoint Z
o Export
O tmport the ientity o= 1y Corificate Subject DN X |
Decryption Passphras( [ wsal
File to Import From: Atirbute Value I— Refmol
(® Add 3 new identity ca DN Attribute to be Added
gy e
Certificate Subect DN Value: |asa.vpn.example.com | Delete
[[] Generate self-sign
Act as local cef
[[] Enable cA fiagin
" [Addcerticate || cancel | Help |

lhsued'lo Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type | Add I
B Add Identity Certificate * | SEnEEEs
Delete
Trustpoint Name: S5L-Trustpoint | :
. Export
O Import the identity &2 (7 cortificate Subject DN X :
Decryption Passphrast [ msa ]
File to Import From: Attribute value I— Re-Enrol
(®) Add a new identity ce DN Attribute to be Added
Key Pair: Attribute: |Country (€) v| [ Add>> |
= |Comman Mame (CN)
Certificate Subject DN Vahie: Department (OU)
[] Generate self-sign L y Name (O)
Act as local ca) mbutsnt)(l)
Address (EA) E
[ o || cnal | nep |
[ Enable CA fiagin
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Oou BAREFERRIN A
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AINEFERMRE , £EHO0K,
. Bt iEi& % FQDN — & fAdvanced,

Col ration > Device Mana: > Certificate Management > Identity Certificates
. Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage . Public Key Type . Add
[ﬁ Add Idéntib_.f Certificate - - - - -X
Trustpoint Mame: SSL-Trustpoint

() Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):
Decryption Passphrase:
File to Import From:

(®) Add a new identity certificate:
Key Pair: S5L-Keypair w Show... New...
Certificate Subject DN: | CN=asa.vpn.example.com Select...
[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[[] Enable CA fiag in basic constraints extension

W Add Certificate Cancel Help

. EFQDNZEAH M AMNEENIHRREHNTERETH B, Click OK.

o] ration > Device Mana > Certificate Management > Identity Certificates
Issued To R PR PISEESFRT S R Public Key Type Add
1 - | [ Advanced Options X B - —
£=]

Enrolment mode parameters and SCEP challenge password are not available for self-signed certificates.

Trustpoint Name: S Certificate Parameters EnrolmentMode SCEP Challenge Password
() Import the identity certifica

Decryption Passphrase: || FQON:

File to Import From: | E-mai:

IP Address:

(®) Add a new identity certifica
[] Include serial number of the device
Key Pair:
Certificate SubjectDN: | C
[] Generate self-signed ce

t as local certifica

[ Enable cA fiag in basicy

" 0K Cancel Help



5. £ K HRFCSR

a. RTEARIES,

Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type
L - - - -
[E) Add Identity Certificate b7
Trustpoint Name: S5L-Trustpoint
() Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):
Decryption Passphrase:
File to Import From: Browse. ..
(®) Add a new identity certificate:
Key Pair: S5L-Keypair ~ Show... Mew...
Certificate Subject DN: | Chi=asa.vpn.example.com Select...
[[] Generate self-signed certificate
Act as local certificate authority and issue dynamic certificates to TLS-Proxy | —
Advanced... E
[[] Enable CA fiag in basic constraints extension
' == = !
—RR , BF R 172 A 1T B A AY S 4 R
b. REER—NIRR , S CSR REFRIA& b It EH LR ST,
ra > Ma > >
Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type
Trustpoint Name: SSL-Trustpoint|
() Impoert the identity certificate from a file (PKC512 format with Certificate(s) +Private Key):
Decryption Passphrase: 1
i b Tnpart From: : [ \dentity Certificate Request X
Add identi tificate: To complete the enrolinent process, please save the PKCS10 enrollment
® . ty cer | request {C5R) and send it to the CA.
Key Pair: SsLKeypa

Certificate SubjectDN: | Ch=asa.vg

[[] Generate self-sioned certificate Save CSR to File:

Act as local certificate author

| Advanced...

[[] Enable cA flag in basic constraints extension

W Add Certificate Cancel

&8 5 Browse , %&£# TR %F CSR L

ru\

PKCS#1 01E R,

FEEKE R APendingiR 7.

c. IfE |

You will then need to install the certificate that is returned from the CA by
dlicking the Install button in the Identity Certificates panel.

Help

Help

B, AEFEA T BEREXMH.

Issued To Issued By Expiry Date

Assodated Trustpoints

Not Avalable [Pendng..._________[sSLTrusipont| _

Pubkic Key Type

Add
Show Details
Delete
Export
Install

Re-Enrol

Add
Show Details
Delete
Export
Install

ReEnrol

ER .Y BBREXGE |, AIEAXARERR (MIEER ) TFANESR

Add
Show Detais
Delete
Export
Install

Re-Enrol



FEFAASDMEZEPEMIR X B 5iE
ZERLBRIZECATCSRE R , HIRMHPEMEIE(.pem, .cer, .crt) BMHEBFCAILEHHL S,
1. RELBCSRICAIEH

a. SMIIRE>IRBEESTIPBEE> | ARIERCAILEP, BF Add.

ration > Remote Access VPN > Certificate Ma > CA Certificates

Issued To Issued By Expiry Date Associated Trustpoints ~1 Usage Active Iml
IdenTrust Commerdal Root.., CM=IdenTrust Commerdial ... 19:12:23 CEST Jan 16 2034 _SmartCalHome_ServerCA General Purpose No Eds
QuoVadis Root CA 2 CN=QuoVadis Root CA 2, ... 19:23:33 CEST Nov 24 2031 _SmartCalHome _ServerCAZ General Purpose Mo

b. IAGERBMARBENHLRER , KRENRRE , REEFEFEILEFS. HE , F
PEMZmH5 B CALE F5 M XA ST AU B LA F B

Issued To Issued By Expiry Date Assocated Trustpoints Usage Active Add
IdenTrust Commercial Root... CN=IdenTrust Commercial ... 19:12:23 CEST Jan 16 2034 _SmartCalHome _ServerCA Genetal Purpose Edit
Goovots Raot AT [ON-Guoroca ot A2 . | 250 oo o 24 o i ome, v (e
Show Detais
Install Certificate x
Request CRL
Trustpoint Name: e
(@) Install from & fle: Browse...

() Paste certificate in PEM format:

N4

IR RELFCSRMNCAILS , HEREF ML HHERNEEREH. PKIER
ZHPRENEMCAILES UL EEEMNEERF,

c. B Install Certificateo



Issued To Issued By Expiry Date Associated Trustpaints ~1 Usage Active | Add |

IdenTrust Commercial Root... CN=IdenTrust Commerdal ... 19:12:23 CEST Jan 16 2034 _SmartCallHome _ServerCA General Purpose No Edit
QuoVadis Reot CA 2 CN=QuoVadis Root CA 2, ... 19:23:33CESTNov 242031  _SmartCallHome_ServerCA2 General Purpose Mo
@ Install Certificate % | Show Details
Request CRL
Trustpoint Name: 5SL-Trustpoint
- Delete
() Instal from a file: Browse...
(@) Paste certificate in PEM format:

gTeBnHqToLRNQoBS 1QIXEA45ArL 2G98aewSBMDOBGNkxWay forwL ABUSWZVTZSVN A
noWaXH 1boGED7+5vkDes IRl 2B7pERGodLh 76k 1T9KogL IDMILGkzOCtZKC T 7F

SkxvFik 1Z 1cZEGNSb 2umnlqavZs 1ewluTHOX 45l 3uxTPHB +85QG0 +d twalsbCwk

oK SSEPpHZIIQUVXGiinp,/zmomzxl 4G tel6e yMOpjprVtDYJQEHNKQAQT SLKmR SX

Cj9RKNYCbPFig3p2FdH 7w Ih 1K 3prAGMEAAGIUDBOMAWGA IUdERQFMAMBAFSWHQYD

VROOBE shragbOt FVS2L) WdIwQ 55kZsbrath

SHLFVS2U47emBuXaMADGCSAGSTh 3DQEBCWUAASIBAQA sSXIFwK 3iNBwOs YhSmaT

cGgeyDMRhs 3RS /wD25M 2wiAF4AY ZHGNSGKIVCK +ModkMQZy4X juhj6 SNDUToF faf

5 ijs: 15, vrl\ﬂ_' mms‘r-h’&:;—-wﬂ'uﬁdlﬂhwlmw
R yjalHSEEFlackNe AR Aty B3sEbFhl [ Plesse wait.. X
GWBYAHOVMOBSVYTXSLIIFOLCAMAY +GQ -
deVeovOi/PAXNrALI+Ng 2ir WENIMXWZOH [ Information X
weeesEND CERTIFICATE - Please wait while ASDM is delive
device
(O Use EST: E @ INFO: Certificate has the following attributes:
Specify source Interface: |~ None — i Fingerprint: eSad 165¢ 2673424¢ fie7e0c5f h30b4a02
EST URL: hitps: // |
Certificate SubjectDN: | Ch=risavpn31 Trustpoint CA certificate accepted.
alow-untrusted-connection
O use sce -
Specify source Interface: |~ None — =
SCEP URL: htp:/f [ |
Retry Period: | 1 minutes

Retry Count: 0 (Use 0 to indicate unimited retries)
Instal Certficate | | Cancel | [ Help |

2. REGMHIEH

a. LR Z B ECSRERIARICIEHN BAIER, 2 Install,

Issved To ~1 Issued By Expiry Date Associated Trustpoints Usage Publi Key Type Add

Mot Available 'ﬂSl_-TruSDt:ul\( { Unkniown

AE . BMEBMIssued ByF BRI A , Expiry DateF B 7] A ¥EPending.

b. iEF T EMCAEIMPEMEE &ML B A XM |, E XA BRI T PEMGRRIIES
, RERCARMN S MIEBEF AU I XAFEH,

Usage Public Key Type Acd

T N ... |
General Purpose RSA (2048 bits) —

tpoint General Purpose RSA (2048 bits) Delete

[ Install Identity centificate x

Identity Certificate Export

@ Install from a fie: | Browse
: e ] [ wew ]

() Paste the certificate data in base-64 format:
Re-Enrol

Install Certificate | Cancel | Help |




i BEB LA A .pem, .cer. .crtiERXNHITRE,

c. B Install Certificateo

Issued To ~1 IssuedBy Expiry Date Assocated Trustpoints

Public Key Type
T e
L . General Purpose RSA (2048 bits)
@ ; tpaint General Purpose  RSA (2048 bits)
Identity Certificate -1 . )
O Install from a fie: | )
1 [ Information X
(@) Paste the certificate datain be Please wait while ASDM is delivering th
[ANBTZERgDMVICFEEMVATR @ penc
Gyer 3x 2GXML MAHBptyMcHD @ Certificate impert succeeded.
T8yIYia IpoqMnamClkapcCAf
KdNQFbUrVWSNTUF 2DawH3 L
-—END CERTIFICATE——
< |

== = '

3. E FAASDM¥FHTE B E 23

FERNASAEE N fEAFTH F0EH

, MEEEEEDO L IEAIWebVPNLERERA,

a. §finFConfiguration > Remote Access VPN > Advanced > SSL Settings.

Add
Show Details
Delete
Export
Instal

Re-Enroll

b. BUEH T , FEA TiwiE WebVPN 2ENED, EAGH , FANRIAEER,

& &5 Edit,

c. BER THRER , EEMLZRNIER,

VPN > > SSL Settings

[ Select SSL Certificate

Specdify enrolled trustpaints to be used for SSL authentication and VPN load balancing on the
OUTSIDE-direct interface. To enroll a trustpoint, go to Device Management > Certificate

Certificates ~
Specify which certificates, if an

Interface

inside
inside-vian
management

Mar > Identity Certificates.

Interface: OUTSIDE-direct
Primary Enrolled Certificate: S5L-Trustpoint:unstructurediame =asavpn.exampl...
Load Balandng Enrolled Certificate: |-- MNone -

I

1es not assodated with a certificate of their own.

w

Key-Type

<

Fallback Certificate:

- None —

Forced Certification Authentication Timeout: 2| minutes

Edit

Delete

Edit

d. Click OK.

e. £ Apply.




Certificates

Specify which certificates, if any, should be used for S5L authentication on each interface. The falback cerfificate will be used on interfaces not assodated with a certificate of their own.

DUAERTEY & LB EEEM.

FEFAASDMZZELUPKCS12/ UK B K & 1PiE B

Interface Primary Ceriificate Load Balandng Certificate Key-Type | Edit
OLI'IS]:DE direct SSL-TrustpointunstructuredName=...|  [Primary: RSA (2048 bits), Load Balancing: ...

inside

nside -vian

management

PKCS12X 4 ( .p128.pix#E ) BEFMEH. BN MCAILEH, ©HCABIE , flufERBERF

S, FEMNEMRZSH, ERSHEIXG , TREANKRERES.
1. A\PKCS12 XXt % 3% & 13 MICAIEF
SIS, CAEBMBRANFTERAINENPKCS123X 4 H,

a. 3fnZConfiguration > Device Management > Certificate Management , SA/3i%#

Identity Certificates.,
b. 8 Add,
c. BEEGEREBM.

nent > Identity Certificates o
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
Show Details
Add Identity Certificate X Delete
Trustpoint Name: I S5L-Trustpoint-PKC512 I Bxpart
Install

(®) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key):
Decryption Passphrase:
File to Import From: Erowse...
() Add & new identity certificate:
Key Pair: <Default-RSA-Key> Show...
Certificate Subject DN:  |CN=risavpn31

Generate self-si

Add Certificate Cancel Help

d. ##HImport The Identity Certificate from a File#i£ &,




Tssued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
|
@B Add Identity Certificate N | [ odee |
Import ID certificate file x
Tusteatne:
Look in: ~ T
(®) Import the identity certificate from a flle (PKCS 12 format with Certificata(s) +Private Key): [E] | & E

I — e (o=

Fie to Import From: | | [ eromse... | Recent Items
() Add a new identity certificate:
Ky Pair: [<DefauitRsakey> O] [ show. | [New.. |
Certficate Subject DN: | Ch=risavpn31 || select... |
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Flename: |von.examole.com.pfx | | tmportID certificate fle |
@ ‘ Fiesoftype: | all Fles - ’T‘

[[] Enable CA fiag in basic constraints extension

| AddCertificate | | Cancel | [ Help |

e. W AR TOIE PKCS12 XHHEE,

Issued To Issued By Expiry Date Assodated Trustponts Usage Puble Key Type Add

[E) Add Identity Certificate X Delete
Trstoont Name: [ ewon |

(@ Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): el
Decryption Passphrase: [ ssove 1 | Renrol
Fie to Import From: | Ci\Jsers|cisco.DESKTOP-R2CHBG| | Browse... |

(O Add a new identity certificate:

Key Pair: | <pefauitrsa+ey> O [ stow.. | [IREREN
Certficate Subject DN: | Ch=risavon31 | [ Select.. |
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[7] Enable CA fiag in basic constraints extension

[ add Certificate | | Cancel | Help |

f. REARNINES,



nagement > Identity Certificates a

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
| Show Details
\ Delete
Export
Trustpoint Name: S5L-Trustpoint-PKC512
Install

(®) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key):

Decryption Passphrase: esses Re-Er
File to Import From: |Ci\serslcisco.DESKTOP-R2CHBE| | Browse... |
Add 'E L
. B nformation *
Kexl Please wait while ASDM is delivering the command(s) to the
Cert CiEe
@ ‘ Created trustpoints for CAs higher in the hierarchy as the CA certificate was not self-signed.
1

WARNING: CA certificates can be used to validate VPN connections, by default. Please adjust
the validation-usage of this trustpoint to limit the validation scope, if necessary

[[] Enable CA fiag in basic constraints extension EprERAGEE 12 operation compieled succecsTully:

Wi

Add Certificate Cancel Help |

EE S AHCAIEPEMPKCS128t , ASDM2 BB tIEHARINT — number/g
BB LBECAGSES,

ration > Remote Access VPN > Certificate ment > CA Certificates
Issued To ~1 Issued By Expiry Date Assodated Trustpoints Usage Active
KrakowCA-sub1-1 CN=KrakowCA-subl 12:16:00 CEDT Oct 19 20258 SSL-PKCS12 Signature Yes
KrakowCA-sub1 CN=KrakowCA 12:15:00 CEDT Oct 19 2023 S5L-PKCS12-1 Signature fes
KrakowCA CN=KrakowCA 12:16:00 CEDT Oct 19 2028 SSL-PKCS12-2 Signature fes

2. £ FAASDMFHHTIE B 48 E 242 0
FEFASARBENEAFNESMIES , AEEEEEQ LLIEHWebVPNLEE M.
a. 3 ZlConfiguration > Remote Access VPN > Advanced > SSL Settings,
b. BUEH"T |, EFEATiwE WebVPN 2 FENED, EXRGH , FANRASED,
& Edit,
c. BUER " THXRER , BREFLENIEF,



Configuration > Remote Access VPN > Advanced > SSL Settings

Edit
Delete
() Select SSL Certificate *
Spedify enrolled trustpaints to be used for 551 authentication and VPN load balancng on the
OUTSIDE -direct interface. To enroll a trustpoint, go to Device Management > Certificate
Mar > Identity Certificates,
Certificates - 3
Specify which certificates, if an Interface: QUTSIDE-drrect s not assodated with a certificate of their own.
Primary Enrolled Certificate: SSL-Trustpoint-PKCS12:unstructuredName =FTD72-ek, u... - -
Interface Key-Type Edit |
o Reaa el caticye [ tore - v
inside
e R
management
Fallback Certificate: —None - o
Forced Certification Authentication Timeout: 2 | minutes
Apply Resat
d. Click OK.
e. £ Apply.
Certificates
Specify which certificates, if any, should be used for SSL authentication on each interface. The fallback certificate wil be used on interfaces not associated with a certificate of their own.
Interface Primary Certificate Load Balanding Certificate Key-Type | Edit
OUTSIDE-drect SSL-Trustpoint-PKCS 12unstructuredame=F... | |primary: RSA (2048 bits), Load Balan...

MEFNE IR IEEFER,
UEP LT
£ FAASDMEZE 1] ff Al P X R B K (CSR)F M HYUEH

CSREMMEFMIEBEITFZ RN EMFNEER. EREEERTENER (HlW , EREMF
BERWIBEN ) ., CAMEASIBIEBHARNSHNEZAX , LA EATRNSEMNZAN.

£ HASDM4 K CSR
1. QIEEERERHUFETS,

a. $fiElConfiguration > Device Management > Certificate Management > Identity
Certificateso

File View Toaols Wizards Window Help

1 _ : Type topic to search Go lIIllII'l
@) rome | Configuraton LJ moritaring | |l save QU Retresh | () sack () Forward ? Help cisco
Device Management o 8 Configuration > Device Managemen! ertificate Managem =]

ent > Identity Certificates

4 88 Licensing Tssued To ~1 IssuedBy

oy b SSfcnE s g LA eV TVRE
++- 88 System Inage [Configuration Junstructuredhiame =asa. example. com, L=5an Jos... |unstructurediame =asa.example. .. 15:09:09 CEDT L. T°

+1- g Hgh Avalabiity and Scalabiity
+-{l] Logang

General Purpose  RSA (2048 bits) Show Detais




b. #& Add,
c. EXFEERBEM.

unstructurediame=asa.example.com, L=5an Jos... unstructur example... 15:09:09 CEDT Jul L... TP

Issued To 1 Issued By Expiry Date Associated Trustpoints Usage Public Key Type

General Purpose  RSA (2048 bits)

Add

Show Details

(5 Add |dentity Certificate

|mmmm; |
(@) Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):
Decryption Passphrase:
File to Import From: Browse...

() Add a new identity certificate:
Key Pair: <Default-RSA-Key > Show... New...
Certificate Subject DN:  |CN=risavpn3l Select...
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Praxy

Advanced...

Enable CA flag in basic constraints extension

Add Certificate Cancel Help

[ Sy —

d. B Add a new identity certificate #i%£3%4H,

2. (Wit ) BIE#FEEXS

Delete

Export

Install

Re-Enrol

SEE  BRIAMBRT , AR M N Default-RSA-Key B K/NA2048HIRSARR4A ; BER |, &

WHEN S DIEBEAE-NTRLNHEBRAN,

a. B NewE BHT B ZHXT

ra > Device Ma > Certificate Ma > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
unstructurediame=. .. |CN=ca.example.com, OU... | 15: 10:00 CEST Feb & 2024 RS54 (2048 bits) Tou Do
Add Identity Certificate X Delete
Export
Trustpoint Name: S5L-Trustpoint-2023
O Impart the identity certificate from a fie (PKCS12 format with Certificate (s) +Private Key): Install
Decryption Passphrase: Re-Enral
File to Import From: Browse. ..

(@ Add a new identity certificate:

Key Pair: <Default-RSAKey> ~ Show...

Certificate Subject DN:  CN=asavpn.example.com Select...

[[] Generate self-signed certificate =
Act as local certificate authority and issue dynamic certificates to TLS-Proxy 1

Advanced...

[[] Enable CA flag in basic constraints extension

Add Certificate Cancel Help

b. EFETEnter new Key Pair name 3 il A $T & 4A X4 B9 & o
c. %&£ #Key Type - RSATECDSA,

d. &#Key Size ; X FRSA , i&£#FGeneral purpose for Usage.
e. B Generate Now, ZfAXIMEBIE,



ration > Device Ma > Ma > Identity Certificates

Issued To Issued By Expiry Date Assodated Trusmownts Usage Public Key Type Add
unstructirediame-=... 15:10:00 CEST Feb 6 2024 RSA (2048 bits) Show Detais
[ Add Identity Certificate Delete

Export
Trustooint Name: |S5L-Trustpoint-2023
q Add Key Pair X ke Install
Re-Enrol
Key Type: (@) RSA () ECDSA () EDDSA

@  Mame: (0) Use default key pair name

(®) Enter new key pair name: 55L-I(eyPaif-2023|I Ew...

Size: 4096 w

Usage: (@) General purpose () Spedal E

I‘Iﬁ_'

Generate Now Cancel Help
[_ceneratenion |

L LT S Ty AL A S B s AT T

o = I

3. BEEHAXN B

R ZANULBCSRAFSMIEBYHE,

ration > Device Ma > Mal > Identity Certificates
Issued To Issued By Expiry Date Assodated Tmsmmnks Usage Public Key Type Add
unstructurediame=.. 15: 10:00 CEST Feb 6 2024 RSA (2048 bits) Show Detals
[E) Add Identity Certificate X Delete
Export
Trustpoint Name: S5L-Trustpoint-2023
Install
O Impart the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key): i
Decryption Passphrase: ReEnrol
File to Import From: Browse...

(®) Add a new identity certificate:

Key Pair: |55t teypar-2023 v || show...
Certificate Subject DN: | CN=asavpn.example.com Select...
[[] Generate self-signed certificate —

Act as local certificate aut t& ity and issue dynamic certificates to TLS-Proxy

Advanced...

[[] Enable CA flag in basic constraints extension

Add Certificate Cancel Help

4. BEBIEHEBMNTLREE A (FQDN)

/u\

E’Jaz

: FQDNS A SiE$ A ASARE O FQDNSR P 1t FUEE, SHIRE B
@%)ﬂ%%(SAN) SSL/TLS/IKEV2E i {E ASANFERBIFIF P 2B 5EHIEEN

FQDN AL,

)=5\
o

- CATEXEBCSRHACIELZ B ENIEIPREREELTENNFQDNMETBZ#S

a. ia-:lii?¥o



ra > Device Ma > Certificate Ma > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
unstructuredName-=... [CN=ca.example.com, OU... | 15: 10:00 CEST Feb 6 2024 RSA (2048 bits) =
Add Identity Certificate X Delete
Export
Trustpoint Name: 55L-Trustpoint-2023
Install
Re-Enrcl

(C) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key)

Decryption Passphrase:
File to Import From: Browse. ..
(@ Add a new identity certificate:
v Show. New

Key Pair: 551 -KeyPair-2023
Certificate Subject DN:  CN=asavpn.example.com |

[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLSProxy

)
Advanced...

[[] Enable CA flag in basic constraints extension

b Add Certiicate Cancel Help

b. #E Certificate Subject DNEOH , BEBIEBEY — NTHRIIKRFPIEREMYE , WAE , R

fa REAdd,
> ldentity Certificates O

ra > Device Ma > Certificate Ma
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type
unstructuredName=.,.. [CN=ca.example.com, OU... | 15: 10:00 CEST Feb 6 2024 RSA (2048 bits) P
: Delete
Export
Trustpoint Name: S5L-Trustpaint-2023 |
X Install
Re-Enrcd

[E) Certificate Subject DN

Attribute Value
Common Name (CN) asavpn.example.com

DN Attribute to be Added - e =
ompany Name
Attribute: | Country (C) - Add=> b L

Value:  us] Delete

e
T

1] Enable CA TEg T DEsic Constraints exXtension

w Add Certificate Cancel Help

B

RTHRBXENEHREENTLREES , SN

CN
vpn.example.com),

ou B L REFTEEBI B

BALRI NAINEEITME R

E R/ XA ( FHRR/W 2 L F A )




J& DU

ST IERALFRERIM

L AT R

Al A (EA) B8 F R b 31t

X ENAEFREBTERELAN ARG, MK, TRSHSHILERR

EEE, A, EEEXFTAEDNEM.

AMEFERM®RE , £H0K,
c. EfERZFQDN , % $HAdvanced,

ration > Device Ma = Certificate Mai > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type
Add Identity Certificate X
Trustpoint Name: S5L-Trustpoint-2023

() Import the identity certificate from a file (PKECS 12 format with Certificate(s) +Frivate Key):
Decryption Passphrase:
File to Import From:

(®) Add a new identity certificate:
Key Pair: SSL-KeyPair-2023 w Show... New...

Certificate Subject DN:  /pn.example.com,O=example inc Select...

[[] Generate self-signed certificate |

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[[] Enable CA flag in basic constraints extension

Add Certificate Cancel Help

d. EFQDNFE&H , M ANEEMILEIRENTLREHEB. Click OK.

Add

Show Detais

Delate




Issued To Issued By Associated Trustpoints

General Purpose

B Advanced Options X
Enrolment mode parameters and SCEP challenge password are not available for self-signed certificates.
Certificate Parameters  Enrolment Mode  SCEP Challenge Password
FQDN: |asavpn.uanplg.cnm| |
E-mai: | |
IP Address: | |
[ Indude serial number of the device
N
T ok || cacel || rep |

5 £ HHRECSR
a. RERIE$,

[E) Add Identity Certificate *

Trustpoint Name: |S5L Trustpoint-2023 |
(C) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):

Decryption Passphrase:
File to Import From: | Bromse... |

(®) Add a new identity certificate:
Key Par: | SSL-KeyPair-2023 || show. | | new..
Certificate Subject DN: im.exarmle.m,bwanple inc | | Select... |
] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

—

b [ addcerthcote | Concd || web |

b. REER—NRTR , UK CSR REFRIA T EH LAY X4,



Confiquration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Associated Trustpoints Usage Public Key Type Add
unstructurediame=. ., |CN=ca.example.com, OU... | 15: 10:00 CEST Feb 6 2024 RS54 (2048 bits) e
dd Id Delate
Export
Trustpoint Name: 55L-Trustpoint-2023
—
(C) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): s
£ - 8 Re-Enrol
[E) Identity Certificate Request X
F

To complete the enrollment process, please save the PKCS 10 enrollment
® 1  request (CSR) and send it to the CA.

‘fou will then need to install the certificate that is returned from the CA by
dicking the Install button in the Identity Certificates panel.

| Save CSR toFie: |C:\Usersiisco.DESKTOP-R2CHSGS Docun i

OK Cancel Help
| Advanced...
[[] Enable CA flag in basic constraints extension
" Add Certificate Cancel Help Lt

BERE, BEBRFCSRNMLE , AREFF BA N xR X4,

33 =z

AR ERA XY BBREREXGN |, AIERAX A RERR (MNICEX ) TFANES
PKCS#10i5 K,

c. IfE , MEERE R HAPendinglh%S,

ration > Device Ma > Certificate Ma > Identity Certificates

Issued To Issued By Expiry Date Assocated Trustpoints Usage Public Key Type Add

unstructuredMame=... CN=ca.example.com, OU... 15:10:00 CEST Feb 6 2024 SSL-Trustpoint General Purpose RSA (2048 bits) Show Detalls

]
Delete
Export
Install

Re-Enrol

EHAASDMEZEPEMERK FHiEP

ZRIBBRIZECAFTCSRFITZER , HIEMHPEMEE(.pem. .cer, .crt)B9¥H & P FCAIEH HHLH
a

o

1. REZLECSRHCAILLH

EESOEPHNCALEBAUAREENFHIERENEERP. MRFMIEHHTECAZSR
, M CAEP A UZREFBIUEREERP. BREWP LENAMBECAILEB T UARERE LM
HICABIERFo

a. 2fnZElConfiguration > Device Management > Certificate Management > , AAFi£ZCA
Certificates, #7 Addo



Issued To Issued By 1 Expiry Date Assocated Trustpoints Usage Active I Add I

ca.example.com CM=ca.example.com, OU=l,.. 15:10:00 CEST Feb & 2030 SSL-Trustpoint General Purpose Yes Edit
QuoVadis Root CA 2 CM=QuoVadis Root CA 2, ... 19:23:33 CEST Mov 24 2031 _SmartCalHome _ServerCAZ General Purpose No
IdenTrust Commercial Root... CM=IdenTrust Commercial ... 19:12:23 CEST Jan 16 2034 _SmartCalHome_ServerCA General Purpose Mo ‘ Show Details
Request CRL
Delete

b. AGERBMHARBEMIHRE , TR ERE , AREEDELES. HE , &
PEM%73 B CATE F5 M ST AR ST #5 U B ST F B

> CA Certificates o
Issued To Issued By A1 Expiry Date Assodiated Trustpaints Usage Active Add
ca.example.com CN=ca.example.com, OU=l... 15:10:00 CEST Feb 6 2030 SSL-Trustpoint General Purpose Yes Eat
[ Install Certificate X T
Trustpoint Name: ISSQ. Trustpoint-2023 I Request CRL

(®) Install from a file:

Delete
(") Paste certificate in PEM format:

AR WREMEPHPRCALPEE  FREGERENSHDIEBEERSA
FrA8 B BY R EE

c. B Install Certificateo

=
Issued To Issued By 1 Expiry Date Associated Trustpoints Usage Active Add
ca.example.com CM=ca.example.com, QU=l... 15:10:00 CEST Feb & 2030 SSL-Trustpoint General Purpose Yes Edit
Trustpoint Name: S5L-Trustpoint-2023 Request CRL
(O Install from a file: Browse... Delate
(®) Paste certificate in PEM format:
gTeBnHaToLRNQoBS 1QIXEASS AL 2698aewBEMDOSGKlndWay forwL ASUSWIVTZSWN ~

4no\WaXH 1boGGD 7+5vkDes L 28 FpEhGodL h 76k 1T 4oqL AOMILokzOCtZkCT 7
SkxvFik 12 1cZEGnSb 2umniqaVZa 1ewIuTHOX 48ls 3uxTPHS +B 5QG0+d 1waOsbCWk
0K SSEPPHZ JIQuVGiirp/zmomzxd4G ftelse yMOpipnV D YiQSHNKQAQT SLEWRSX
0j9xKnYChPfg 3p2FdHTw h 1K 3pr AgMBAAGIUDBOMAWGA 1IEwQFMAMBAFSWHGQYD
VROOBSYEFES SkZsbradb Ot FV 52U47emauxaMBEaG A 1dIwg YMBaAFE S5kZsbrash
SLFV52U47emSuXaMADGCSqGSTb IDQEBCWUAAMIBAQArsXIFWKiNEwOsYh SmaT.
cGaeyDMRsIRs/wD2SM2KAFAYZHONSGK oy

29kqaRijsx 153V YLkBESoATanAFQEY +h 7

OjRyjalH 56BFlackMc TKRddE xYBSsfEbFhMNEog E
QWBYnHOVMOBsvyTXSLIJ0UCAmAY -HGOaah

devieovOiPAxnrAl]+Ng ZjrWFN 3MXWZ0453¢ @ INFO: Certificate has the following attributes:

weenEND CERTIFICATE wees

Fingerprint: e%ad 165¢ 2673424 62 7e0c5f b30b4a02
() Use EST:

Spedfy source Interface: | flore — | Trustpoint CA cerfificate accepted.
ESTURL: https:// |
Certificate Subject DN: | CN=risavpn21
allow-untrusted-connection
() Use SCEP:
Specify source Interface: | —None —
SCEP URL: http:/f
Retry Period: 1 minutes
Retry Count: 0 (Use 0 to indicate unlimited retries)

Install Certificate Cancel Help

EARGIF , FEBEASRERHERNCALEREE, A—INCALEBAEERMEER
xExo



Issued To Issued By ! Expiry Date Associated Trustpoints Usage Active \ Add
ca.example.com CN=ca.example.com, OU=I... [ 15:10:00 CEST Feb 6 2030 |SSL-Trustpoint-2023, S5L-Trustpoint |Generalpurpose ~ [ves | i
QuoVadis Root CA 2 CM=QuoVadis Root CA 2, ... 19:23:33 CEST MNov 24 2031 _SmartCalHome _ServerCAZ General Furpose o
IdenTrust Commercial Root... CMsldenTrust Commercial ... 19:12:23CEST Jan 16 2034 _SmartCalHome_ServerCA General Purpose Mo Show Detais
Request CRL
Delete
T HNEH
2. B uf
) R WERN N, ~3 ~
a. EFEZHBECSRERVIENFMIEH. £E Install,
o
Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type Add
unstructurediame=,.. CH=ca.example.com, OU... 15:10:00 CEST Feb 6 2024 S5L-Trustpoint General Purpose RSA (2048 bits) Show Details
Not Available S5L-Trustpoint-2023
Delete
Export
Re-Enroll

EE . BEPMIssued ByF B A FNot available , MExpiry DateFE 7
Pending.

b. IR EE MCAZWKIPEM S ME B XM | HE XA BRI T PEMETEIEH
, RIEFCAREN S MERER A BRI XARFRF,

{m}
Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type Add
unstructureddames.., CN=ca.example.com, OU.., 15:10:00 CEST Feb & 2024 SSL-Trustpoint General Purpose REA (2048 bits) Show Details
Delete
Export
[ Install Identity certificate x
Identity Certificate ReEnrol

(®) Install from a file:  Browse |

(C) Paste the certificate data in base-64 format:

Install Certificate Cancel Help

——p—

¥ BHOEBAILAE A .pem, .cer, .crtiEXNHITRE,

c. B Install Certificateo



Issued To Issued By Expiry Date Associated Trustpoints ~1 Usage Public Key Type ‘ Add
unstructurediames=... CN=ca.example.com, OU... 15:10:00 CEST Feb 6 2024 SSL-Trustpoint General Purpose RSA (2048 bits)

Show Details
‘ Delete
Export
!
Identity Certificate Re-Enrol
Om & Ple - '}

[ Information x

Please wait wh

device... " :
@ @ Certificate import succeeded.

|
=
TR LT unae T ey T ISRy T r |
ZxJE , FEIB S 5B M S DU
Tx| , 71 UEF5 A W,
onfiguration > Device Management > Certificate Management >
Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type Add
unstructuredame=,.. CN=ca.example.com, OU... 16:10:00 CEDT Apr 6 2024 SSL-Trustpoint-2023 General Purpose RSA (40965 bits) Show Detals
et chciName=. - |ch-ca.exanpie.co, ... |I5:10:00 GESTFeb6 2024 [ssLTruspomt | GeneralPupose [R5 (2048 i)
Delete
Export
Install
Re-Enrol

. FERASDMFFFTIEH 4 E IR

FEFASABRENERFHNSMIES , LEEREEED LKL IENWebVPNLEERA,
a. $MiElConfiguration > Remote Access VPN > Advanced > SSL Settings,
b. HUEH"T , LFR Tk WebVPN KRN, EAGIF , ERANRASED,
# i Edito
c. HUER THRER  EEFLTENIES,

= VPN > > 551 Settings
Edit
Delete
(B Select S5L Certificate X
Spedfy enrolled trustpoints to be used for SSL authentication and VPN load balanding on the
QUTSIDE-direct interface. To enroll 3 trustpaint, go to Device Management > Certificate
Management > Identity Certificates.
Certificates - | —
Specify which certificates, if an Interface: OUTSIDE-direct tes not assodiated with a certificate of their own.
- Primary Enrolled Certificate: SSL-Trustpoint-2023:wunstructurediame =asavpn.exampl... ~ | 1
Interface ) ) Key-Type ELE
pesdbachiExaediRiniad] = None = RAl  |prinary: RSA (2048 bits), Load Balanging: ... |
inside
inside-an el i3
management

d. Click OK.

e. B Apply. TIERTH S MIEH EEFEM.




Configuration > Remote Access VPN > Advanced > SSL Settings

Certificates
Specify which certificates, if any, should be used for SSL authentication on each interface. The falback certificate will be used on interfaces not assodated with a certificate of their own,

Interface Primary Certificate Load Balandng Certificate Key-Type
OUTSIDE-direct SSL-Trustpeint-2023:unstructure. . Primary: RSA (4096 bits), Load Balandng: ...

inside
inside-vlan
management

E FIASDMZE 1T i FIPKCS123 45 A A9 UE P

PKCS12EAHEBMIE BRI FEQZAEIMFNEER. EREERTRANEN (HU, BFE
MELGERNVIBER ) o

PKCS123XfF ( .p128.pix1E ) BEFMEH. FEAXNMCAILEH, Fltn , BE AP HCARE
, BNEMRRSH, ER-HEIXMG , THEBEIXARERES.

1. M\PKCS12X R = EHTHY & 43U B MCAIEPH

FHIEH. CALEBRMEZAXFEEBH R £ NPKCS12XHF,
a. S E|Configuration > Device Management > Certificate Management , SR/
Identity Certificates,
b. B Add.
c. EEFNEEREN.

nent > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustponts Usage Puble Key Type Add
[T show Details
Add Identity Certificate x Delete
Export
Trustpoint Name: I S5L-Trustpoint-PKC512 I

(®) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):
Decryption Passphrase:
File to Import From: Erowse...

() Add a new identity certificate:
Key Pair: <Default-RSA-Key> Show...

Certificate Subject DN:  |CN=risavpn3l

Add Certificate Cancel Help

d. #FHImport The Identity Certificate from a File# £ %4,



Tssued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
|
@B Add Identity Certificate N | [ odee |
Import ID certificate file x
Tusteatne:
Look in: ~ T
(®) Import the identity certificate from a flle (PKCS 12 format with Certificata(s) +Private Key): [E] | & E

I — e (o=

Fie to Import From: | | [ eromse... | Recent Items
() Add a new identity certificate:
Ky Pair: [<DefauitRsakey> O] [ show. | [New.. |
Certficate Subject DN: | Ch=risavpn31 || select... |
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Flename: |von.examole.com.pfx | | tmportID certificate fle |
@ ‘ Fiesoftype: | all Fles - ’T‘

[[] Enable CA fiag in basic constraints extension

| AddCertificate | | Cancel | [ Help |

e. W AR TOIE PKCS12 XHHEE,

Issued To Issued By Expiry Date Assodated Trustponts Usage Puble Key Type Add

[E) Add Identity Certificate X Delete
Trstoont Name: [ ewon |

(@ Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): el
Decryption Passphrase: [ ssove 1 | Renrol
Fie to Import From: | Ci\Jsers|cisco.DESKTOP-R2CHBG| | Browse... |

(O Add a new identity certificate:

Key Pair: | <pefauitrsa+ey> O [ stow.. | [IREREN
Certficate Subject DN: | Ch=risavon31 | [ Select.. |
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[7] Enable CA fiag in basic constraints extension

[ add Certificate | | Cancel | Help |

f. REARNINES,



nagement > Identity Certificates

Issued To Issued By Expiry Date
\
Trustpoint Name: S5L-Trustpoint-PKC512

Decryption Passphrase:

-----
File to Import From: |C:\Jsers\cisco, DESKTOP-R2CHBE | |
Ond B

Kexl Please wait while ASDM is delivering the command(s) to the

Certl @ device...

[[] Enable CA fiag in basic constraints extension

Wi
Cancel

Add Certificate

(®) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key):

Browse... |

Assodated Trustpoints Usage Public Key Type Add
| Show Details
Delete
Export
Install
Re-Er
B nformation X

Created trustpeints for CAs higher in the hierarchy as the CA certificate was not selfsigned.

WARNING: CA certificates can be used to validate VPN connections, by default. Please adjust
the validation-usage of this trustpoint to limit the validation scope, if necessary

Import PKCS12 operation completed successfully.

EE S AWCAILLBHEMPKCS128t , ASDM2 BB IETH ARG BN Z N

LHFCABER,

ration > Remote Access VPN > Certificate ment > CA Certificates
Issued To ~1 Issued By Expiry Date Assodated Trustpoints Usage Active
KrakowCA-sub1-1 CN=KrakowCA-subl 12:16:00 CEDT Oct 19 20258 SSL-PKCS12 Signature Yes
KrakowCA-sub1 CN=KrakowCA 12:15:00 CEDT Oct 19 2023 S5L-PKCS12-1 Signature fes
KrakowCA CN=KrakowCA 12:16:00 CEDT Oct 19 2028 SSL-PKCS12-2 Signature fes

2. (£ FHASDMFFETUE B 48 E 4% 0

FEHASAREN EAFNSHES | SAEEREED LI HWebVPNREEA,

a. $ME|Configuration > Remote Access VPN > Advanced > SSL Settings,

b. BUEH"T , FEA TiwiE WebVPN 2FENED, EAGIH , FANRNEERD,

f 7 Edite

c. BUEH THRER , EFEFLENIES,



Edit
Delete
[ Select SSL Certificate *
Spedify enrolled trustpaints to be used for 551 authentication and VPN load balancng on the
OUTSIDE-direct interface. To enrol a tri int, go to Device 1t > Certificate
> Identity Certificates.
Certificates = P
Specify which certificates, if an Interface: QUTSIDE-drrect ‘es not assodated with a certificate of their own.
Primary Enrolled Certificate: SSL-Tr int-PKCS 12:unstructured FTD72-ek, u... ~ -
Interface ) Key-Type Edit
toud el Evoled Certce: |-tone - v
inside
side-vien [ ]I conel b
management
Fallback Certificate: —None - o
Forced Certification Authentication Timeout: 2 | minutes
Apply Resat

d. Click OK.

e. £ Apply,

Certificates

Specify which certificates, if any, should be used for SSL authentication on each interface. The fallback certificate will be used on interfaces not associated with a certificate of ther own.
Interface Lead Balanding Certificate
QUTSIDE-direct 5

Key-Type | P Edt 1
SSL-Trustpoint-PKCS 12unstructuredame=F... | |primary: RSA (2048 bits), Load Balan...

Primary Certificate

DEFHN S OB EEER
U
ERUTESRBIEE=FHEBIIPNLERERIIURRE M TSSL VPNEH,
B ASDM EE ERERVUEH
1. SMEERE > ZEEA VPN > EFHEE | HEFFHIEH,
2. RS ERE=HHNEMA FHIES,

Certificates

Spedfy which certificates, if any, should be used for SSL authentication on each interface. The fallback certificate will be used on interfaces not assocated with a certificate of ther own.

Interface Primary Certificate Load Balandng Certificate Key-Type
OUTSIDE-direct

HEHEER

551 TSNt PR 12unsucurediame = | rmary:RsA (asbi) LosdBan..

IMRSSLIEPRHE XM , NFHECLI LY EE it debugin o

* debug crypto ca 14

LR B R A



@] : FARPKCS12?
AFEMES , PKCS1I2EXL T —MNMeEXHER |, QB ZEALLRS M MBEN REFMEN BN
CEEATRALASEXSONEHHESAE—E , NEATHRSEEENTERR.

| : fFARCSR?

AFENAEMRBPKNRSEF , EBLRER (BHHICSRHJIEFHFER ) RABBFAREE VAR
MEHRUEMI LR ERF S MIERNEE. EREESUNEMRIEBNAH. ATHRAREX
RIEPNER (HINEZFHER ) ARTEEERYT (HOBFESR )

@ : PKCS12H9 B IE M E 2
A YIERRZAX S HEIPKCS1230 40T |, fEexport@ THAHEOT. NTF S Apkes123X# , 5
FEHRMEE. MNEMRIZSHPKCS12MCARS SR A R RM,

| BB zBBEFLXE ?

2 ENBNITEY L2 , BRIEPRFMRBIEPMEVECANLNMALER, BRIIPREZEN

(HEBEBAUESANEERER , SINEPREHRIXZIZNBRME ) , HFHERETX5098 247
ERAEEPKNNWEM, NMAED , OB BRFIEPREMIED , R—MA T IR MAMENNEF
X, EPBREEXRFHANERS. BXEMEE (HMHEE ) HRRNEEURERIEIERAETH
S (MAMEE ) WBFER, IRSEZEN , HARBIUIPHWHHEENLE , MLEHRTIU
FERZBRASITEPNERERITRLBE,

| WBZETIUES , AMTLEFRIHE?
AXTEEETZIRER |, Hi -

1.ERBERBNEER , EERAGEHAETINFERAZIEBMEETRNHE, N, EFEANEER
FEHEERIL IEAnyconnectE P isHI SN SR O,

2.BEREPKCS12X 4 | BEHTPKCS12X AR P ECAIEH T HIE R, MREF imHY FE
CALEBAZEEN , BRCALERAIRZEEN , WEEZRIERMEBEFTFRS RS MILEBRE
NAEEE

SEATEHNEMEXRNIERAEASEEZEANIEFHIEIR, AN, REEME TEFHER
IR HITRE, Z—NERREMIEPBROEBRZAZH(SAN) , RER FIHRRS[HEB K
BENSANHI,

Ml . REFNIBREFELET EONSBEAE ?
ARRIMES ( BHHCA ) FLHERTH , FTRSBENIFELPEQD, ERERAMEIBUATIH
BNRS  FEERHBEURFEEIER/EFECD.

8] : AN ESEBEER R EZNA, ?
Z .7, HaNEENAFPRIEGEE, TPATEEEY., BREMEER , MERFIES,

&) g fE B E RF Bl CSR?H X% F B #R(SAN)?
A.BHl , ASAFTDEAEABEMNLIECSR ; B2 , WIEAUBEIOpenSSLIEK. BEERK
CSRMIDZ4 , AILLUEITUA T @6

openssl genrsa -out id.key 2048



openssl req -out id.csr -key id.key -new
FEATEREESA(FQDN)EHEESESN , ASAFTDRIEZNCSREEEFZEMNSAN, HCAZ
ECSRAE , AILURIMEZSANE MY , B A LAEAOpenSSLEIECSR

B EREHRIEEIENER?
AFTRESERSMIEBNATHER, MIEPUEERELEFER |, BXFREATHERE,

@] : ﬂﬂﬁﬁﬁf%% SEM?
A R TRIEACLI T : show crypto ca cert <trustpointname>

B : A FHHER. CAIEHMFALR EKPKCS12?
A.PKCS127 ] LA i3 OpenSSLER L T8I
openssl pkcs12 -export -out p12.pfx -inkey id.key -in id.crt -certfile ca.crt

@ g S HIEP SO LR EFHASAH ?

A.
- EACLI : A d S crypto ca export <trustpointname> pkcs12 <password>
- EAASDM:

a. §fnEConfiguration > Device Management > Certificate Management > Identity
Certificates , fRfEi£$EIdentity Certificate, 2 FHExport,

File View Teols Wizards Windew Help

pe topic to se ® ,
@ Home ¢ Q&nﬁwﬂhﬂUMuﬂvm () save QU Refresh | () sack () or cisco
Bookmarks a B ox C > Device > Certificate > Identity Certificates =]
o bookmark a page, right-dick on a
::: ;Jse M\wq;?on tree and select Issued To Issued By Expiry Date Associated Trustpoints Public Key Type Add
) ' 16:10:00 CEDT Apr 6 2024 _[SSLTrustpont-2023 m RSA (4096 bitz) Show DEB

© o [ Delete unstruchur cdme-em N -rolcmm OU... 15:10:00 CESTFeb6 2024 S5l Trustpant General Purpose  RISA (2048 bits)

unstructurediame =FTD7.. CN KrakowCA-sub -1 04:44:00 CEST Dec 21 2024 S5L-Trustpoint-PKCS12 General Purpose RSA (2048 bits) Delete

[z, vpn example. com] Mot Availsble Panding. .. SSL-Trustpaint] Uniknawn

Device Management & 8
©-fff Management Accass

-8B Licensing

+- 88 System Image/Configuration
- g High Avalability and Scalabiity

#-{] Logging :
{7 smart CallHome Pic [ JMakhi Cace
Cloud Web Security Certificate Expration Alerts
g LSJ:‘:f:Lwe Setngs Send the first alertbefore : 60 | (days) | SetDefault
= [ Certificate Management Repeat Alert Intarval : 7 (days)
:
g CA Certificates Wieak Crypto Configurations

b. RS HXHWNE , EESHEE , ARG R dHExport Certificate,



Confiquration > Device Management > Certificate Management > Identity Certificates ]

Issued To Issued By Expiry Date Associated Trustpeints Usage Public Key Type Add
——
unstructureddame=risav... CMN=ta.example.com, OU... 15:10:00 CEST Feb & 2024 SSL-Trustpoint General Purpase RSA (2048 bits)
unstructuredName=FTD7... CN=KrakowCA-subl-1 04:44:00 CEST Dec 21 2024 S5L-Trustpoint-PKCS12 General Purpose RSA (2048 bits) Delete
[asa.vpn.example.com] Not Available Pending... SSL-Trustpoint| Unkrown

Export

Find: @ [ Match Case

Certificate Expiration Alerts
Send the first alert before : |60 | (days) Set Default

Repeat Alert Interval : 7 | (days)
Weak Crypto Configurations 4 Export cerificate XL
Permit Weakkey sizesandFa ¢ ort to File: C:\Usersigisco DESKTOP-R2CHSGS Documentslce | | Browse. .
Public CA Enrollment + Certificate Format:
f;tﬁyrzljn Cisco ASA security appli (®) FKCS12 Format (Certificate(s) + Private Key) stomers a spedial promotional price for certificates and trial certificates for
() PEM Format (Certificate Only) [}

Using & previously saved certifica Configuration Enaryption Passphrase

Encryption Passphrase: eses
ASDM Identity Certificate Wizard — = DY

The Cisco ASDM Identity Certifics  Confirm passphrase: | eees| E

Export Certificate Cancel Help

SHNIEBARETEN#ME L, FEERLNENAT , EUXHFRELZRAL.

[ : NREMECDSARH , NSSLUEBERTERE TR ?
Z HRENE-XIIRBAXNEXRSR , EZTRHPATLEKECDSARHAN , MARRSAEHAN, H
REBERIFFRE,

0 REHRKEEERTNZEX 2
Z BEANERTREAEN, TUAERIENZAXN , IRIEPKCS12 , NZAXHEIEH —iE
S A, BEXRZBENIMEF EIMEE  HSHAEBRZHANBI I

B AN S DIERERFNBANRELZS?
E  REEAFNEZRANER , ZIERREREN. AEXMBERT , BEANFTRER.

] . EEERPFAER (WRMA ) |, EEFEBREREH ?

AR K EEEIR TR B BB K3 EREFRHAN

ETEENZEHTEEEAX,

EAASDMER M T2 &M AT BB HHAN,

AUESERRERE 2H , BTASDMECLINASAS H & iEH.

MR HIMBE RIS |, WA write standby S T RHEBMBAXNELS B BRE. MRBRTHE
TN FAH—AITR , WEEERAHERANEEEEIFTRZEREB T,
MRRBEXRTERAXN , FRREERD , WEBEANKRE LEENEAXNREFMMLES.



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



