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<#root>
ASAv (config)#
crypto key generate rsa | abel

SELF-SIGNED-KEYPAIR

nodul us

2048
INFO: The name for the keys will be: SELF-SIGNED-KEYPAIR
Keypair generation process begin. Please wait...

et ﬁ%ﬂﬁ%iﬁiﬂ"] BZEAXY show crypto key mypubkey rsa.

<#froot>

ASAv#

show crypto key nypubkey rsa

...
Key pair was generated at: 14:52:49 CEDT Jul 15 2022



Key nane:

SELF-SIGNED-KEYPAIR
Usage: General Purpose Key

Key Size

(bits): 2048
Storage: config
Key Data:
30820122 300d0609 2a864886 f70d0101 01050003 82010f00 3082010a 02820101

59dcd7d7 c3ee77f5 bbd0988d 515e390e b8d95177 dfaf6b94 addf474b lec3b4a4d
af020301 0001

. HERARERNUERGER. BEEEIMRESAS

<#froot>

ASAv(config)#

crypto ca trustpoint

SELF-SIGNED
ASAv (config-ca-trustpoint)#

enrol | nent self



o EBREZT2RESES(FODN)MEBRE o

/N % FODNS B S B MR HASAE O WFQDNSRIPH A ICE., BB HH TR E EME BB HH(SAN).

<#root>

ASAv (config-ca-trustpoint)#

fqdn

asavpn.example.com
ASAv (config-ca-trustpoint)#

subj ect - nanme

asavpn.example.com,O0=Example Inc,C=US,St=California,L=San Jose

c (W) BEEESRIFUERNBAXN R, IREARAZAX , WAFEZRRI

<#froot>

ASAv(config-ca-trustpoint)#

keypair

SELF-SIGNED-KEYPAIR
ASAv(config-ca-trustpoint)# exit



o EMMEESFERIES.

<#froot>

ASAv (config)#

crypto ca enrol

SELF-SIGNED
WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.

Would you Tike to continue with this enrollment? [yes/no]:

yes

% The fully-qualified domain name in the certificate will be: asa.example.com
% Include the device serial number in the subject name? [yes/no]:

no

Generate Self-Signed Certificate? [yes/no]:

yes

ASAv (config)#

exit



o WS, AEMAE S show crypto cacertificates <truspoint name>E & #HH BRI+,

ASAv# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16084
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Validity Date:

start date: 15:00:58 CEDT Jul 15 2022
end date: 15:00:58 CEDT Jul 12 2032
Storage: config

Associated Trustpoints: SELF-SIGNED

BB E R ER(CSR)BITIEM

o (TR tIREARERAXDNGEBAX.

% AR RIMBRAT , EEBADefault-RSA-Key B KN H2048IRSAZR4A ; B2 , B EMIBFERAE—HNEH
, MECNFERAHERN T B/ARBEAR,

<#root>

ASAv (config)#

crypto key generate rsa | abel

CA-SIGNED-KEYPAIR

nodul us



2048
INFO: The name for the keys will be: CA-SIGNED-KEYPAIR
Keypair generation process begin. Please wait...

FERADSTEE LRI show crypto key mypubkey rsa

<#froot>

ASAv#

show crypto key nypubkey rsa

...
Key pair was generated at: 14:52:49 CEDT Jul 15 2022

Key nane:

CA-SIGNED-KEYPAIR
Usage: General Purpose Key

Key Size

(bits): 2048
Storage: config
Key Data:
30820122 300d0609 2a864886 f70d0101 01050003 82010f00 3082010a 02820101

59dcd7d7 c3ee77f5 bbd0988d 515e390e b8d95177 dfaf6b94 addf474b lec3b4a4d
af020301 0001

- HEARERMUEREER. EEEIMEEterminal,

ASAv(config)# crypto ca trustpoint CA-SIGNED



ASAv(config-ca-trustpoint)# enrollment terminal

¢ BEZLREESZNEITEH. FODNEBECNSHUSMEE FUEH YIRS FIFQDN S| Pi 1t PTER,

ASAv (config-ca-trustpoint)# fqdn asavpn.example.com
ASAv (config-ca-trustpoint)# subject-name CN=asavpn.example.com,0=Example Inc,C=US,St=California,L=

(W) BEEESRITURNBANER.

ASAv (config-ca-trustpoint)# keypair CA-SIGNED-KEYPAIR

o (TR ) EAEBHESRCRLFELIEFRSP(OCP BEEILEHHMERLES E. MANERAT , ZRIEHBERLE.

ASAv (config-ca-trustpoint)# revocation-check ocsp

o (W) REFERHLZEFENIEBERNZFENCALS., NRELUSRPRLZECAILS , BEATRIDIER—E

ot
o

ASAv(config)# crypto ca authenticate CA-SIGNED
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

ASAv(config)# crypto ca authenticate CA-SIGNED
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIDXDCCAkSgAwWIBAgIIDM/QY/h29+kwDQYJKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAOTBnd3LXZwbjEMMA0OGALUECXMDbGFiMRcwFQYDVQQDEwWS5 j
YS51eGFtcGxTLmNvbTAe FWOXNTAYMDYXNDEwMDBaFw0zMDAYyMDYXNDEwMDBaMEUXx
CzAJBgNVBAYTA1BMMQ8wDQYDVQQKEwZ3dy12cG4xDDAKBgNVBASTA2xhYjEXMBUG
ALUEAXMOY2EuZXhhbXBsZS5jb20wggE iMAOGCSGGSIb3DQEBAQUAA4IBDWAWGGEK /wD25M2wkAF4AYZHgN9gK9VCK+ModKMQZy4X/uhj65NDU70Ff6f
z9kgaRijsx153jV/YLk8E9oAIatnA/fQfX6V+h74yqucfF1ljs3d1FjyV140dRPwM
0jRyjalH56BFlackNc7KRddtVxYB9sfEbFhN8od1BvnUedxGAJFHgxEQKMBE+h4w
gW8YnHOVMO8svyTXSL1IfOUCAmAY+1G0gghUTSTkFBtLRt6Z2uCotOONOMHIOhhS
dcVcovOi /PAxnrA1J+Ng2j rWFN3MXWZ04S3CHYMGkWgHkaHChT1qDOx9badgfsyzz
————— END CERTIFICATE-----



INFO: Certificate has the following attributes:

Fingerprint: e9adl65c 2673424c 6e7e0c5f b30b4a02

Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported

o OIHERHERTEHHKEFICAHTEEMNCSR, CSREBFFEAREANEBANFHLH. ESRUEPREHEFTEZE
ANIIREER.

% AR SECSRMYEXE B HEHA , CATUEREFERFELHFODNMERE KRS H,

ASAv(config)# crypto ca enroll CA-SIGNED

WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.

Would you like to continue with this enrollment? [yes/no]: yes
% Start certificate enrollment ..
% The subject name in the certificate will be: CN=asavpn.example.com,O=Example Inc,C=US,St=Califor

% The fully-qualified domain name in the certificate will be: asavpn.example.com
% Include the device serial number in the subject name? [yes/no]: no

Display Certificate Request to terminal? [yes/no]: yes
Certificate Request follows:

MIIDHzCCAgcCAQAwWgYsxGzAZBgNVBAMMEmMFzYXZwbi51eGFtcGx1LmNvbTEUMBIG
ALUECgwWLRXhhbXBsZSBJIbmMxCzAJBgNVBAYTATVTMRMWEQYDVQQIDApDYWxpZm9y
bm1ThMREwDwWYDVQQHDAhTYW4gSm9zZTEhRMB8GCSqGSIb3DQEJAgwSYXNhdnBuLmv4
YW1lwbGUuY29tMIIBIjANBgkghkiG9wOBAQEFAAOCAQSAMIIBCgKCAQEAS5cvVZVrlj
Me8Mz4T3vgT1Z8DAAROavs/TBdYiqGdjyiV/3K92IIT/0r8cuAlUe5rR4sjTvaXyYC
SycSbwKc4kZbr3x120ss81td5g4kBdrUSCpr1+VMiTphQgBTAqRPkOVFX4rC8k/T
OPFDE+2gjT1wMn9reb92jYrol1GK4MWZdCzqowLPjE]j5cCwu8Pv5h4hgqTpudms+v4
g3R100DmeyVv4uEMYLS/noPxZXZ8YiQMiG2EP2BgOKOT3Fzx0mVuekonQtRhiZt+c
zyyfSRoqyBSakEZBwABod8qlEg5]/pH130]11tOUJEYITFoVHqv3jL7zfA9i1Inu
NaHk1ir062VQNXwIDAQABOE4wDwYJKoZIhvcNAQkHMQITADA7BgkghkiG9wOBCQ4x
LjAsMAsGA1UdDWQEAwWIFoDAdBgNVHREEFjAUghJhc2F2cG4uZXhhbXBsZS5jb20w
DQYJKoZIhvcNAQELBQADggEBAM3Q3zvp9G3MWP7R4wkpnBOH2CNUMPENIhHNjQjH
YhO8EOVWyoo9FaL fHKVDLVFXhOvn50sXBmPLuVps6Ta4sBRUNicRoAmmAOpDWL9Z
Duu8BQnBGUNO8T/H3ydjaNoP]/f6EZ8gXY29NXEKb/+A2Tt0OVVUTsYreGS+84Gqo
ixFOtW8R50IXg+afAVOAh81xVUFOvVuUAi9DsiuvufMb4wdngQSOel/B9Zgp/BfGM1
T10ApgejACoJAGmyrn9Tj6Z/6/1bpKBKpf4VESUXdj7WLAjw5IF/X2NrH3/cQsczi
G2Yg2dr3wWpkTIY2W/kVohTiohVRkgXOMCecUaM1YxJyLTRQ=

————— END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]: no



. SASHIEH. XFBCSRE , RELRMUFMIES,

ASAv(config)# crypto ca import CA-SIGNED certificate

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.

Would you 1like to continue with this enrollment? [yes/no]: yes
% The fully-qualified domain name in the certificate will be: asavpn.example.com

Enter the base 64 encoded certificate.
End with the word "quit" on a line by itself

MIIDoTCCAomgAwIBAgIIKbLY8Qt8N5gwDQYIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEWS j
...
kzAihRuFqmYYUeQP2Byp/S5fNqUcyZfAczIHt8BcPmV09161iSF/ULGTzXMSOUX6N
d/LHXwrcTpclzU+7qx3TpVDZbJ TwwF+BWTB1xgMOBosJIx65u/n75KnbBhGUE7575V
HX2eRzuhnnSVExCoeyed7DL1iezD8

————— END CERTIFICATE-----

quit

INFO: Certificate successfully imported

o WFIFF4E, TRE , IR show crypto ca certificates <trustpoint name>& & ¥ # & i B FCAIE B,

ASAv# show crypto ca certificates CA-SIGNED
CA Certificate

Status: Available

Certificate Serial Number: 0ccfd063f876f7e9
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tlab

O=ww-vpn

C=PL

Subject Name:

CN=ca.example.com

OU=Tlab

O=ww-vpn

C=PL

Validity Date:

start date: 15:10:00 CEST Feb 6 2015
end date: 15:10:00 CEST Feb 6 2030
Storage: config

Associated Trustpoints: CA-SIGNED

Certificate

Status: Available

Certificate Serial Number: 29b2d8f10b7c3798
Certificate Usage: General Purpose

PubTlic Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name:

CN=ca.example.com



OU=lab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=US

O=ExampTle Inc

CN=asavpn.example.com

Validity Date:

start date: 15:33:00 CEDT Jul 15 2022
end date: 15:33:00 CEDT Jul 15 2023
Storage: config

Associated Trustpoints: CA-SIGNED

PK CS12;E

ERAIENEHCARREINZAX . S MEF M AT IECALE 88 HIPK CS123 # fifto

- ERBEIRNLIEREES.

ASAv(config)# crypto ca trustpoint Trustpoint-PKCS12
ASAv(config-ca-trustpoint)# exit

N EE SANBENUEEAEHEE.

o (W% ) ERAEBHMSESIRCRLBELIEFRSH(OCSP B EILEHMHERES E. MABRLT , ERILERRHERE.,

ASAv (config-ca-trustpoint)# revocation-check ocsp

o MPKCS123 & AEH,
% AR . PKCS2XHFEE X fbase64imil. MREXNFEBEFITF MBI TITENFR |, NiZ 34 Rbasec4dm iz iy
o BEFTHAIN RN basetdmIB I | T LEFopenss.

openss1 enc -base64 -in asavpnpkcsl2chain.example.com.pfx -out asavpnpkcsl2chain.example.com.

DA,
mw.

crypto ca import trustpoint pkcsl?2 passphrase [ nointeractive ]



https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/crypto-a-to-crypto-ir-commands.html#wp6071255000

ASAv(config)# crypto ca import TP-PKCS12 pkcsl2 ciscol23

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:
MIIN4gIBAzCCDawGCSqGSIb3DQEHAACCDZOEgg2ZMIINTTCCCBcGCSqGSIb3DQEH
BqCCCAgwgggEAgEAMIIH/QYJKoZIhvcNAQcBMBwWGCigGSIb3DQEMAQMWDgQIiKO0C
wqE3TmOCAggAgITIHONjxmJBuoPRuY11VxTiawHzsL8kIT0310j7tcWmECBwzsKKq
...
PXowMwYJKoZIhvcNAQkUMSYeJABhAHMAYQB2AHAAbgAUuAGUAeABhAGOACABSAGUA
LgBjAG8AbTAtMCEWCQYFKw4DAhoFAAQUPXZZtBeq1h98wQ1jHW7J/hqoKcwECDO5
dnxCNJIx6

quit

Trustpoint CA certificate accepted.

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to 1limit the validation scope, if necessary.

INFO: Import PKCS12 operation completed successfully.

o WIFEREMIED,
ASAv# show crypto ca certificates TP-PKCS12

Certificate

Status: Available

Certificate Serial Number: 2b368f75e1770fd0
Certificate Usage: General Purpose
PubTic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
CN=asavpnpkcsl2chain.example.com
O=Example Inc

L=San Jose

ST=California

C=US

Validity Date:

start date: 15:33:00 CEDT Jul 15 2022
end date: 15:33:00 CEDT Jul 15 2023
Storage: config

Associated Trustpoints: TP-PKCS12

CA Certificate

Status: Available

Certificate Serial Number: 0ccfd063f876f7e9
Certificate Usage: General Purpose

PubTic Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name:

CN=ca.example.com



OU=lab

O=ww-vpn

C=PL

Subject Name:

CN=ca.example.com

OU=lab

O=ww-vpn

C=PL

Validity Date:

start date: 15:10:00 CEST Feb 6 2015
end date: 15:10:00 CEST Feb 6 2030
Storage: config

Associated Trustpoints: TP-PKCS12

ELE—ATRHIF | PKCS12B8E BB HFCAILEB-FANFB-ERFCAILEH, BN , RIFEILES.

o (WHE ) BIEEES
MRPKCSI2TAZECAIEF |, H ECAIEPEUPEME N B INIREY , WAL F R %%,

ASAv(config)# crypto ca authenticate TP-PKCS12
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIDXDCCAkSgAwWIBAgGIIDM/QY/h29+kwDQYJIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEwWS j
...
gW8YnHOVMO08svyTXSL1JfOUCdmAY+1G0gghUTSTkFBtLRt6Z2uCotO0ONOMHIOhKS
dcVcov0i/PAxnrA1J+Ng2j rWFN3MXWZ04S3CHYMGkWgHkaHCh1gDOXx9badgfsyzz
————— END CERTIFICATE-----

INFO: Certificate has the following attributes:

Fingerprint: e9adl65c 2673424c 6e7e0c5f b30b4a02

Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported

EHERIT

ZITALRIEH



s RELFHEHIHAH.

<#root>

# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16084
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Validity Date:

start date: 15:00:58 CEDT Jul 15 2022

end date: 15:00:58 CEDT Jul 12 2032

Storage: config
Associated Trustpoints: SELF-SIGNED

o EMERIEB.

ASAv# conf t

ASAv(config)# crypto ca enroll SELF-SIGNED

WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you Tike to continue with this enrollment? [yes/no]: yes

WARNING: Trustpoint TP has already enrolled and has
a device cert issued to it.



If you successfully re-enroll this trustpoint,

the current certificate will be replaced.

Do you want to continue with re-enrollment? [yes/no]: yes

% The fully-qualified domain name in the certificate will be: asa.example.com
% Include the device serial number in the subject name? [yes/no]: no

Generate Self-Signed Certificate? [yes/no]: yes

ASAv(config)# exit

- BUFFTIES,

<#root>

ASAv# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16085
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Validity Date:

start date: 15:09:09 CEDT Jul 20 2022

end date: 15:09:09 CEDT Jul 17 2032

Storage: config
Associated Trustpoints: SELF-SIGNED



ERIEHEE FER(CSREMLITIES

% IR IRFENFLEBESEMFNER TR ( subject/fadn, HAX ) , BRIBRFIEH, FSRERLEBERFERCSRHET
AMERD . T—NMERERZRRBFIES A H.

c REIFIEHIHAEH.

<#root>

ASAv# show crypto ca certificates CA-SIGNED

Certificate

Status: Available

Certificate Serial Number: 29b2d8f10b7c3798
Certificate Usage: General Purpose
PubTic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asavpn.example.com

Validity Date:

start date: 15:33:00 CEDT Jul 15 2022

end date: 15:33:00 CEDT Jul 15 2023

Storage: config
Associated Trustpoints: CA-SIGNED

Certificate

Subject Name:

Status: Pending terminal enrollment

Key Usage: General Purpose

Fingerprint: 790aa617 c30c6894 0bdc0327 0d60b032
Associated Trustpoint: CA-SIGNED



o EMHEFR. ERAUEFHARERCARHITEEMNCSR, CSREFBEEREANBZANFHNAB-REEFZEAXNNRE
FREERLEBMIED,

Q& AR XECSRMGIEZZ EMIEFN , CATUEREEAFELHFQDNMEZZHSH.

% AR NTRA-FER , EFTEXEE/fqdnMZANEENTERT , FEEMEHREXHKIEMEEHCSR.

ASAv# conf t
ASAv(config)# crypto ca enroll CA-SIGNED

WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you Tike to continue with this enrollment? [yes/no]: yes

% Start certificate enrollment ..

6 The subject name in the certificate will be: CN=asavpn.example.com,O=Example Inc,C=US,St=Califor
6 The fully-qualified domain name in the certificate will be: asavpn.example.com

% Include the device serial number in the subject name? [yes/no]: no

Display Certificate Request to terminal? [yes/no]: yes

Certificate Request follows:

R XN X

MIIDHzCCAgcCAQAwWgYsxGzAZBgNVBAMMEmMFzYXZwbi51eGFtcGx1LmNvbTEUMBIG
ALUECgwWLRXhhbXBsZSBJIbmMxCzAJBgNVBAYTATVTMRMWEQYDVQQIDApDYWxpZm9y
bmThMREwDwWYDVQQHDAhTYW4gSm9zZTEhMB8GCSqGSIb3DQEJAgwSYXNhdnBuLmv4
YW1lwbGUuY29tMIIBIjANBgkghkiG9wOBAQEFAAOCAQSAMIIBCgKCAQEAS5cvVZVrlj
Me8Mz4T3vgT1Z8DAAROavs/TBdAYiqGdjyiV/3K92IIT/0r8cuAlUe5rR4sjTvaXyYC
SycSbwKc4kZbr3x120ss8Itd5g4kBdrUSCpr1+VMiTphQgBTAqRPkOVFX4rC8k/T
OPFDE+2gjT1wMn9reb92jYrol1GK4MWZdCzqowLPjE]j5cCwu8Pv5h4hgqTpudms+v4
g3R100Dmeyv4uEMYLS/noPxZXZ8Y1iQMiG2EP2BgOKOT3Fzx0mVuekonQtRhiZt+c
zyyfSRoqyBSakEZBwABod8q1lEg5]/pH130J1itOUJEYyI1FoVHqv3jL7zfA9i1Inu
NaHk1ir062VQNXwIDAQABOE4wDwYJKoZIhvcNAQkHMQITADA7BgkghkiG9wOBCQ4x
LjAsMAsGA1UdDWQEAwWIFoDAdBgNVHREEFjAUghJhc2F2cG4uZXhhbXBsZS5jb20w
DQYJKoZIhvcNAQELBQADGGEBAM3Q3zvp9G3MWP7RAwkpnBOH2CNUMPENIhHNGQjH
YhO8EOVWyoo9FaL fHKVDLVFXhOvn50sXBmPLuVps6Ta4sBRUN1cRoAmmAQpDWL9z
Duu8BQnBGUNO8T/H3ydjaNoP]/f6EZ8gXY29NXEKb/+A2Tt0OVVUTsYreGS+84Gqo
ixFOtW8R50IXg+afAVOAh81xVUFOvuAi9DsiuvufMb4wdngQSOel/B9Zgp/BfGM1
T10ApgejACoJAGmyrn9Tj6Z/6/1bpKBKpf4VESUXdj7WLAjw5IF/X2NrH3/cQsczi
G2Yg2dr3wWpkTIY2W/kVohTiohVRkgXOMCecUaM1YxJyLTRQ=

————— END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]: no

« BABMBIEH. XBCSRE , RELREFHIUES.

ASAv(config)# crypto ca import CA-SIGNED certificate

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be



used for VPN authentication this may cause connection problems.
Would you 1like to continue with this enrollment? [yes/no]: yes

% The fully-qualified domain name in the certificate will be: asavpn.example.com

Enter the base 64 encoded certificate.
End with the word "quit" on a line by itself

MIIDgTCCAmmgAwIBAgIIMA+aIxCtNtMwDQYJIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEWS j
YS51eGFtcGx1LmNvbTAeFwOyMjA3MjAxXNDASMDBaFwOyMzA3MjAXNDASMDBaMIGL
MRswGQYDVQQDDBJIhc2F2cG4uZXhhbXBsZS5jb20xFDASBgNVBAoMCOV4YW1wbGUg
SW53MQswCQYDVQQGEwIVUzETMBEGALUECAWKQ2FsaWZvem5pYTERMAS8GALUEBwwI
U2FuIEpvc2UxITAfBgkghkiGOwOBCQIMEmMFzYXZwbi51eGFtcGx1LmNvbTCCASIw
DQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAOXL2Va9YzHvDM+E974E9WFAWAEd
Gr7POwXWIghnY801f9yvdiCE/9K/HLgFHUua0eLI07212AksnEm8Cn0IGW698ddtL
LPCLXeY0JAXalEgqa5f1TIk6YUIAUWKKTSNLXV+KwvIP09DxQxPtoI09cD]/a3m/
do2K6JRiuDFmXQs6qMCz4xI+XAsLvD7+YeIak6bnZrPr+INOdTjg5nsr+LhDGCOV
56D8WV2fGIKkDIhthDIgYNCjk9xc8dITbnpKIOLUYYmbfnM8snOkaKsgUmpBGQCcAA
aHfKtRIOST6RIdICZYrT1CRMiJRaFR6r94y+83wPYpS]7jWh5Iq90t1UDV8CAWEA
AaMuMCwwCwYDVROPBAQDAgWgMBOGA1UdEQQWMBSCEmMFzYXZwb1i5TeGFtcGx1LmNv
bTANBgkghkiG9w0OBAQs FAAOCAQEATQUchY4UjhjkySMIAh7NT3TT5]J4NzgW8gHa
WNg+YYHR+sQ6G3vn+6cYCU87tgW1Y3fXC27TwweREWMbq8NsJIrr80hsChYby8kwE
LnTkrN7dJB17u50VQ3DRjfmFrJ9LEUaYZx1HYvcS1kAeEeVB4VIwVzeujWepcmEM
p7cB6veTcFIrulDVRIMdOKYEOX+HYav2INT2udcOGlyDwm1,/mqdf0/ON2SpBBpnE
gtiKshtsST/NAw25WjkrDIfN8uR2z5xpzxnEDUBOHO1 pG1gb1I6GIARXWO+LwfB1
n1QD5b/RdAQOUbLCpfKNPAE/9wWNNoXGD117qfZxr04T71d2Idug==

————— END CERTIFICATE-----

INFO: Certificate successfully imported

- RUFTERIE A,

<#root>

ASAv# show crypto ca certificates CA-SIGNED
Certificate

Status: Available

Certificate Serial Number: 300f9a2310ad36d3
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tlab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asavpn.example.com

Validity Date:

start date: 16:09:00 CEDT Jul 20 2022



end date: 16:09:00 CEDT Jul 20 2023

Storage: config
Associated Trustpoints: CA-SIGNED

PKCS12£E1iT

TEEERAPKCSRY MM EERFEMIESR, EREFMILES , FEUEBFNEER.

- HERABERNUEEES.

ASAv(config)# crypto ca trustpoint Trustpoint-PKCS12-2022
ASAv(config-ca-trustpoint)# exit

o (TiE ) ERAIEBHSESIRCRLBELIEFTRSH(OCSP BEILEHHMHERLES E. MANBERLT , ERILEHBERE.,

ASAv (config-ca-trustpoint)# revocation-check ocsp

o MPKCS12X S AFEH,

% IR PKCSI2X#H FE R Mbase64dmiB. MRENAYImIERR DI XA B AT ENZRF |, W% Rbase644mid By
o B BN T ISR 9 basebAm BB LR |, AT BAfE A opensslo

openssl enc -base64 -in asavpnpkcsl2chai n. exanpl e.com pfx -out asavpnpkcsl2chai n. exanpl e.com

ASAv(config)# crypto ca inport TP-PKCS12-2022 pkcsl12 ciscol23

Enter the base 64 encoded pkcsi2.

End with the word "quit" on a line by itself:

M | N4gl BAz CCDawGCSqGSI h3DQEHAaCCDZ0Egg2ZM | Nl TCCCBc GCSqGS| b3DQEH
BgCCCAgwWgggEAgEAM | H QYJKoZIl hve NAQe BMBWGCH qGSI b3DQEMAQMAMDgQ i KOC
WJE3TnDCAggAg! | HONj xmJBuoPRuY!l 1VxTi awHzsL8kI | 031 G 7t cWrECBwz sKKq
(...)

PXowMAYJKoZI hvc NAQK UMBYe J ABhAHVAYQB2 AHAAbgAUAGUAe ABhAGD Ac ABs AGUA
LgBj AGBAbTAt MCEWCQYFKw4DAhoFAAQUPXZZt Beql h98wQ j HWJ/ hqoKcwECDO5
dnxCNIx6



qui t

Trustpoint CA certificate accepted.

WARNI NG CA certificates can be used to validate VPN connecti ons,
by default. Please adjust the validation-usage of this

trustpoint to linmt the validation scope, if necessary.

INFO I nport PKCS12 operation conpl eted successfully.

% R MREFPKCSR2NHEEEE5RIES—BEANEBZRANNEMIES , WHEETSSIAIERATEH.
M

<#froot>

ASAv(config)# crypto ca import

TP- PKCS12- 2022

pkcsl2 ciscol23
Enter the base 64 encoded pkcsl2. End with the word "quit" on a Tine by itself:
MIIN4gIBAzCCDawGCSqGSIb3DQEHAaCCDZ0Egg2ZMIINTTCCCBcGCSqGSIb3DQEH
dnxCNIx6
quit

WARNI NG | dentical public key already exists as TP- PKCS12

ASAv(config)# show run crypto ca trustpoint

TP- PKCS12- 2022

crypto ca trustpoint TP-PK(CS12-2022



keypai r TP- PKCS12

no validation-usage crl configure

- RIFEREMIEH,

<#root>

ASAv# show crypto ca certificates TP-PKCS12-2022

Certificate

Status: Available

Certificate Serial Number: 2b368f75e1770fd0
Certificate Usage: General Purpose

PubTlic Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name: CN=ca.example.com OU=lab O=ww-vpn C=PL
Subject Name: unstructuredName=asavpn.example.com CN=asavpnpkcsl2chain.example.com O=Example Inc
Validity Date:

start date: 15:33:00 CEDT Jul 15 2022

end date: 15:33:00 CEDT Jul 15 2023

Storage: config

Associated Trustpoints: TP-PKCS12-2022

CA Certificate

Status: Available

Certificate Serial Number: 0ccfd063f876f7e9
Certificate Usage: General Purpose

PubTlic Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name: CN=ca.example.com OU=lab O=ww-vpn C=PL
Subject Name: CN=ca.example.com OU=Tlab O=ww-vpn C=PL
Validity Date:

start date: 15:10:00 CEST Feb 6 2015

end date: 15:10:00 CEST Feb 6 2030

Storage: config

Associated Trustpoints: TP-PKCS12-2022



ELE-NREIF , PKCSI2BE BMEBMCAILES , At , ERABLETHANRKE  IEBMCAILEH. BN , REEILEBF
B

o (Wik) BIEEES.
WMRPKCSI2AZECAIES |, HEACAIEP ZUAPEMIE R B IRIREH |, WAL Fsh R %,

ASAv(config)# crypto ca authenticate TP-PKCS12-2022
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIDXDCCAkSgAwWIBAGIIDM/QY/h29+kwDQYJKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAoTBNnd3LXZwbjEMMA0GAIUECXMDbGFiMRcwFQYDVQQDEWS j

...
gW8YNHOVMO8svyTXSL1IfOUCAmAY+1G0gghUTSTkFBtLRt6Z2uCotOONOMHIOhhS
dcVcov0i /PAxnrA1J+Ng2j rWFN3MXWZ04S3CHYMGkWgHkaHChTqDOx9badgfsyzz
————— END CERTIFICATE-----

INFO: Certificate has the following attributes:
Fingerprint: e9adl65c 2673424c 6e7e0c5f b30b4a02
Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported

- ENEBASALERMEESMARIBEER.

T~

ASAV# show running-config ssl trust-point sdl trust-point TP-PKCS12 ASAV# conf t ASAv(config)#ssl trust-point TP-PK CS12-2022 A SAv(config)#exit

% AR FERTATAENKRE LR, REFRIBEERNEE.

BEXES

AR EASA EHERIRE,
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
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