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A Web policy is made up of rulesets and rulesets are made up of rules. A rule determines how Umbrella's various securities protect your organization’s identities. This seeurity proteetion includes
configurations that control access to intemet destinations. A rule can then be applied to a subset of those ruleset identities. A rulesat can include all or a subset of all of your organization's identities.
are evaluated in descending order and apply their action when the identity and destination match, and when any rule conditions, such as time of day or week, are met. Click Add to add and configure

Management new rubiset to your organization’s Web policy, For mone infarmation about Web policies, nillesets, and rules, see Umbrelias Help,

Block Threats and Social

Addarule g

Click “..." to
expand rule setting

y Components

Edit a rule
1 Marketing Access o Socia o Allow 1 AD Group, 2 Applications Any Day, Any Tirme
Al AD Groups
2 Block Games/Social © Block N Nﬂww: 2 Categories Mon-Fri 08:00-17:00

DELETE RULE

& Ruleset Settings

Fuieset settings affect the nies within the rueset and are not applied globally throughout your Wb policy, Various settings listed must be configured through their respective

3. ETHFEESD | FHBERERAIow, Warn, BlocksIsolateso

Ruleset Rules

Priority Rule Name Rula Action Identities Destinations Rule Configuration
Any Day, Any Time
[ | Mo Selections No Selections Change Schedule
Rule 1 @ Block o ) o 9 n ) ) CANCEL
Add Identity Add Destination Mo additional configuration
= applied
@ Allow - Security Enforced
Allows selected ruleset identities access to
d i | Umbrell I fetect Any Day, Any Time
va n jestinations unless Umbrella detects a . 9 .
| Content Warn Sites ) Mo additional configuration R
security issue. "
applied
Warn ;
. N Any Day, Any Time
H2 Allowed Sites Wame sslsctac rulesat idenifiles befors ied .. Mo additional configuration .
allowing access to destinations. applied
@ Block Any Day, Any Time
3 Security Block Blocks selected ruleset identitias from Mo additional configuration .
accessing destinations. applied
O Isolate Any Day, Any Time
4 ${3c|_|ri[y Block - Apps Isolates salected rulesat identities' web plied ... Mo additional cunfigura‘tinn :

requasts in a virtual cloud-based browser.

applied
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1ADG 2 Applicati Any Day, Any Ti -
roup pplications ny Day, Any Time canceL swe i

I Marketing Ac to So... O Allow ~
: b e Edit Identity Edit Destination Change Schedule
Owvemride Security
All AD Groups
¥ lock Gam ial lock res ... Mon-Fri 09:00-17:
2 Block Games/Socia @ Bloc Al iiatainiics 2 Categories o 09:00 00

4 Ruleset Settings
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https://community.cisco.com/t5/security-videos/bg-p/4561-videos-security
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