?\;‘ﬁ
X
[

T #ECSCHIDNSHISWGIE
B =%

kN
RREH

=R

R %
Bk
HFLEDNSER IR E S S HSWGEIE ?
FFLEDNSERIREL £ S HSWGEIE ?
M7 SWGEHRIEE

&g

RXENEBRNLLEFIH(CSC)HIDNSH L2 MEM KX (SWG)EIRIRE .,

TR

=R
RNHERBEARENER,
ERNAL

R EFPHESE T CiscoR £ & i,

AXNHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZHEVNERAR
w(RIA) BRE. MRENMELTEIRS , FHRETHRAERSHBERNE,

Bhin

E320245F4 8258 £ , ERR 2B IRASWGIERERIT T x4l , MITIEDNSERIRES
] |, F#BEURFDNSERIREXRE A/ZASWGRYF . 7 THERZXNEB , Umbrellat FFDNSHE
RIMSWGHERNITALDE , NTMBRBEEELIINIEE, 5.1.3.62M & E & R4 L Cisco Secure
Clients AT LAE AL ThaEE , EAUmbrellaf¥DNSHISWGERIRE 2 & , LESSIERNBMAES, |17
MR L& P im AR IEE R IR SWGHERER,

LS ADNSIRE G Z £ MXIBEIIEER , CSCHSWGERR FEJDNSERNIT N, BR , HIFEMm

EDNSERREHBLREXMER. ET—HoH , FHANASWCERMITHAMITAIDNSEIR
RiE

BRLEDNSEIR IR E & S HSWGHEIE ?



LA DNSEEBRESSHSWCHIR :

« BEFEEMLE : Z£DNSEIR IR E Fi% & Customer Trusted NetworkiBi R B2 HEZ2 —. B
S EE N ARFC19181t 1 YA EF1E , DNSHISWGH AR A EIR, Umbrellaf) & 7 ik 4 4w 55
NEWZE . MEAINCEEBET AT P, NSFERFRAIAMNTFREZRIFPPINE L

, M\ S HDNSHERIR H , WebiEHR 1 BEXTNELIEHLE , ZHDNSIERLIHFEMNTEART , BE#
A BASE A X fh EHR HLH
+ AnyConnectZ S EM &N
« AnyConnect VPN# I

% : DNSERREBHEZETRET5.1.3.620R AN Ciscok2EFFin LMAAR , ANERE
DNSHISWGEIR IR E 77 & 2 Bl K HERY -



Backoff Settings

DNS Backoff Settings

Backoff Behind Virtual Appliance
Enabies the reuting of DNS tratfic through the 1ozl netwerk if 2 vimual appiancs s detected. When csabled and 3 virual apaliance i$ detectsd, DNG traffic is routed theough Urnlesia and web trafic is not

Digabled

Customer Trusted Network

Enables the addiion of a subdomain, which when detected results in all traffic to and from it bypassing Umbrella. Subdomain must retum an [P address in the RFC- 1918 local range.
@) Eravied

Subdomiain

Protected Network Detection
Enables the detection by endpoints of Umbrella registered networks. When detected,

Disabied

I AnyConnect Trusted Network Detection I

Enables the detecton by endpoims of usted networks, When detected, Umbrelia s bypassed and the trusted network |5 relied on Instead. Excludes dynamic sgilt unneling

@) Enabled

I AnyConnect VPN Detection I

Enables: the detection by endpoints that a full-tunnel VPN session is active. When detected, DNS traffic forwarding to Umbrella is disabled. Cisco WVPMs cnly

@) Enabled

Secure Web Gateway Backoff Settings

Secure Web Gateway backoff follows DNS backoff

WWhen enabled, the endpoint Secure Web Gateway module will follow DNS backoff behavior
VWhen disablad, the endpoint Sacure Web Gateway module can be configured with the following backeff sattings indepandent of DNS backoff sattings
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AnyConnect VPN Detection

Secure Web Gateway Backoff Semings

backoff follows DNS backotf
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« AnyConnectZ S EM LN
« AnyConnect VPN#&

Secure Web Gateway Backoff Sentings

Securs Web Gateway backoff follows DNS backaff

When enabled, the endpoint Securs Web G vay maodule will follow DNS backoff bahavi

iy adule a0 be ¢dﬂ‘l$.’i¢i with the ol

wing backet setings indepandent of DNS backs¥ sattngs

Customer Trusted Network
Ensblse the detsetion by sndpoints of trusted netwarks. When detsetsd, Umbrslls iz bypaesed and the trustsd nstwerk i3 relisd on inzsad. Speaific 1o Clace Sseure Clant only snd sueludss dynsmic 3

«0

|ADD

AnyConnect Trusted Network Detection

Enablee the detsction by endpointe of trusted netwarke. When detected, Umbrslle i bypeesed and the trustsd netwerk is refisd on ingtesd. Excludse dynsmic =gl

L (@)

it tunneling.

Enablad

AnyConnect VPN Detsction

Enables the detection by endpcinia that & tunnel 8 dissbied. Ciaco VI

L@

M s#8aicn is astive. When detected, Web traffic forwarding 1o Umbrel
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