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1. MUmbrellai% & E#xIKEUERIAPIEE : Admin > APl Keys > ( 812 ) Legacy Network
Devices,

2. ERAUTE—F% , BECLIFCAIEH S A9800:
MURLE A
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crypto pki trustpool import url http://www.cisco.com/security/pki/trs/ios.p7b
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crypto pki trustpool import terminal

3. AT AP 5 A Z|9800 CLI:

parameter-map type umbrella global
token XXX XXXXX

I$F Cisco Umbrellafit &


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-4/configuration_guide/sec/b_174_sec_9300_cg/configuring_cisco_umbrella_integration.html

EEECisco Umbrellafl EFAEE , BERALTS :

Device# show umbrella config

Umbrella Configuration

Token: SXXXXXXABXXXXXFXXXXXXXXXDXXXXXXXXXXXABXX

API-KEY: NONE
OrganizationID: XXXXXXX

Local Domain Regex parameter-map name: dns_bypass

DNSCrypt:Enabled

PubTic-key: B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79

UDP Timeout: 5 seconds
Resolver address:

1. 208.67.220.220

2. 208.67.222.222

3. 2620:119:53::53

4. 2620:119:35::35

ewcl#show umbrella deviceid detailed

Device registration details
1.global
Tag : global

Device-id : 0l0a2ed75e520fda
Description : Device Id recieved successfully

WAN interface : None

ewcl#show umbrella dnscrypt
DNSCrypt: Enabled

PubTlic-key: B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79

Certificate Update Status:

Last Successfull Attempt: 10:40:58 UTC Apr 8 2020

Certificate Details:
Certificate Magic
Major Version
Minor Version
Query Magic
Serial Number
Start Time
End Time
Server Public Key

Client Secret Key Hash:
Client Public key

NM key Hash

: DNSC

: 0x0001

: 0x0000

: 0x7163373861576F6F

: 1574811744

: 1574811744 (23:42:24 UTC
: 1606347744 (23:42:24 UTC
: 88B4:E44B:35E9:64B4:90BD:

E323:7E82:C0OC2:1F0C:55AE

: FAAD:4C16:6DA3:D6F3:655D

Nov 26 2019)
Nov 25 2020)
DABA:E825:A24B:0415:A08B:E19D:7DDB:87A3:3CD7:7E

:1473:862D:6D26:9607:B41D:3F51:F587:9482:8709:40
: 8D52:4D73:CF69:4890:F130:

2845:4CBE:A9CA:87AF:4CDA:FE17:C626:2F8A:1780:CD

:FF98:36B7:73E7:9D1C:21F5:AOE3:A083:17D7:C308:52
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EZHDNSCrypt , HEALHS :

parameter-map type umbrella global > no dnscrypt

BB IUTHIR | "TEFEAURLS ALER"

crypto pki trustpool import urlhttp://www.cisco.com/security/pki/trs/ios.p7b
% Error: failed to open file.

% No certificates imported fromhttp://www.cisco.com/security/pki/trs/ios.p7b.

BARBE
ML B F 3h & H MR NEPEMAE NI CAIE .
BTk, BARKZIMAREE :

debug umbrella dnscrypt

debug umbrella device-registration
debug umbrella config

term monitor


https://www.digicert.com/CACerts/DigiCertTLSRSASHA2562020CA1.crt
https://www.digicert.com/CACerts/DigiCertTLSRSASHA2562020CA1.crt

AR MRS HIIZN9800R LA ELMEERZIDRISEHI, X FEEHI9800 ( BRA KLz
#R[WC]) , 2HIXHER,

FrEREEWCH EBEMHENEHRIBMACHE : “CC46D6CCCCCC,

Central:
Central:
Central:
Central:
Central:
Central:
Central:
Central:
Central:
Central:

MeWC AR R
<#root>

Nov 2 19:21:18.903
Nov 2 19:21:18.915
Nov 2 19:21:18.915
Nov 2 19:21:18.915
Nov 2 19:21:18.915
Nov 2 19:21:18.915
Nov 2 19:21:18.915
Nov 2 19:21:18.915
Nov 2 19:21:18.915
Nov 2 19:21:18.915
Nov 2 19:21:18.915

Central:

UMBRELLA-DEV-REG:Device registration process start: umbrella parameter-map
UMBRELLA-DEV-REG:Socket O event handler: event type = WRITE EVENT
UMBRELLA-DEV-REG:Send POST request invoked

UMBRELLA-DEV-REG:Get registration request info invoked

UMBRELLA-DEV-REG:Get registration request info: Found new queued request fo
UMBRELLA-DEV-REG:Send POST request for umbrella parameter-map global (tag:
UMBRELLA-DEV-REG:Send POST request for umbrella parameter-map global (tag:
UMBRELLA-DEV-REG:Send POST request for umbrella parameter-map global (tag:
UMBRELLA-DEV-REG:

Dev reg json buffer :{"model":"B77A8731C7F4D6E92C07D7DCB68961470000A553", " m
UMBRELLA-DEV-REG:



Nov 2 19:21:18.915 Central: umbrella parameter-map name :global macAddr :cc46.d6cc.cccc

Nov 2 19:21:18.915 Central: UMBRELLA-DEV-REG:Build POST request invoked: post size = 238, size = 141
Nov 2 19:21:18.915 Central: UMBRELLA-DEV-REG:Build POST request: hostname = api.opendns.com

Nov 2 19:21:18.915 Central: UMBRELLA-DEV-REG:Build POST request: URI = /v3/networkdevices

Nov 2 19:21:18.916 Central: UMBRELLA-DEV-REG:Build POST request done

Nov 2 19:21:18.916 Central: UMBRELLA-DEV-REG:Send POST request for umbrella parameter-map global (tag:
Nov 2 19:21:18.916 Central: UMBRELLA-DEV-REG:Send POST request for umbrella parameter-map global (tag:

Host: api.opendns.com

Authorization:0penDNS,api_key="BOE16D19C32D42EC996B635X4X9005B9" ,token="B77A8731C7F4D6E92C07D7DCB689614
Content-Type: application/json

Content-Length: 141

{"mode1":"B77A7561C7F4ABC92C07D7DCB68961470000A553", "macAddress" : "CC46D6CCCCCC","1abel":"global", "tag":

Nov 2 19:21:23.553 Central: UMBRELLA-DEV-REG:Registration response: msg_part = 3, bytes = 256, resp: co
X-envoy-upstream-service-time: 1462

X-Xss-protection: 1; mode=block

x-ingress-point: mill

{ll
devi cel d":"010a7859d0d39393"

, "deviceKey":"B77A8731C7F4D6E92C07D7DCB68961470000A553-CC46D6CCCCCC-gTlobal", "Tabel":"global","seria
Nov 2 19:21:23.553 Central: UMBRELLA-DEV-REG:Registration response: msg_part = 4, bytes = 1

78, resp: TNumber":"9KZNYRIFPPQ","phishing":1,"createdAt":1635877282,"originId" : xxxxxxxx, "
apiKey":"b0el16d19c32d42ec996b635x4x9005b9" , "deviceTypeld":1,"vendorId":51,"organizationId" :xxxxx}

MeWC Bifgid ;R :

<#root>

Nov 2 19:21:41.909 Central: UMBRELLA-DEV-REG:Device registration process start: umbrella parameter-map
Nov 2 19:21:41.919 Central: UMBRELLA-DEV-REG:Socket 0 event handler: event type = WRITE EVENT

Nov 2 19:21:41.919 Central: UMBRELLA-DEV-REG:Send POST request invoked

Nov 2 19:21:41.919 Central: UMBRELLA-DEV-REG:Get registration request info invoked

Nov 2 19:21:41.919 Central: UMBRELLA-DEV-REG:Get registration request info: Found new queued request fo
Nov 2 19:21:41.919 Central: UMBRELLA-DEV-REG:Send POST request for umbrella parameter-map global (tag:
Nov 2 19:21:41.919 Central: UMBRELLA-DEV-REG:Send POST request for umbrella parameter-map global (tag:
Nov 2 19:21:41.919 Central: UMBRELLA-DEV-REG:Send POST request for umbrella parameter-map global (tag:
Nov 2 19:21:41.919 Central: UMBRELLA-DEV-REG:

Nov 2 19:21:41.919 Central: Dev reg json buffer :{"model":"B77A7561C7F4ABC92C07D7DCB68961470000A553","m
Nov 2 19:21:41.919 Central: UMBRELLA-DEV-REG:

Nov 2 19:21:41.919 Central: umbrella parameter-map name :global macAddr :cc46.d6cc.cccc

Nov 2 19:21:41.919 Central: UMBRELLA-DEV-REG:Build POST request invoked: post size = 238, size = 141
Nov 2 19:21:41.919 Central: UMBRELLA-DEV-REG:Build POST request: hostname = api.opendns.com

Nov 2 19:21:41.919 Central: UMBRELLA-DEV-REG:Build POST request: URI = /v3/networkdevices

Nov 2 19:21:41.919 Central: UMBRELLA-DEV-REG:Build POST request done

Nov 2 19:21:41.919 Central: UMBRELLA-DEV-REG:Send POST request for umbrella parameter-map global (tag:
Nov 2 19:21:41.919 Central: UMBRELLA-DEV-REG:Send POST request for umbrella parameter-map global (tag:

Host: api.opendns.com
Authorization:0penDNS,api_key="BOE16D19C32D42EC996B635X4X9005B9" , token="B77A8731C7F4D6E92C07D7DCB689614
Content-Type: application/json

Content-Length: 141

{"model1":"B77A8731C7F4D6E92C07D7DCB68961470000A553", "macAddress" :"CC46D6CCCCCC", "1abel":"global","tag":

Nov 2 19:21:41.919 Central: UMBRELLA-DEV-REG:Registration response: msg_part = 3, bytes = 256, resp: co



X-envoy-upstream-service-time: 1462
X-Xss-protection: 1; mode=block
x-ingress-point: mill

{ll
devi cel d":"010a7859d0d39393"

, "deviceKey":"B77A8731C7F4D6E92C07D7DCB68961470000A553-CC46D6CCCCCC-gTlobal", "Tabel":"global", "serialNum
Nov 2 19:21:41.919 Central: UMBRELLA-DEV-REG:Registration response: msg_part = 4, bytes = 1

78, resp: TNumber":"9KZNYRIFPPQ","phishing":1,"createdAt":1635877282,"originId":573529511,"
apikKey":"b0el6d19c32d42ec996b635x4x9005b9", "deviceTypeld":1,"vendorId":51,"organizationId" : xxxxx}
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parameter-map type umbrella <custom name>

BEGEBTE s xepit “cpn” , BAVHQIE—NHRIE , ZAREH~EF R IRZID (deviceld)o

<ttroot>

{

"devi cel d": " 010a30f 6275c92ce"

, "deviceKey" :"ODCDA24CDD6A92D714FE357539FDCAE80051BA0A-DD46D6BBCCCC-gTlobal”, "Tabel":"global", "serialNum
{

"devicel d":"010a341b037ea6b9"

, "deviceKey" :"ODCDA24CDD6A92D714FE357539FDCAE80051BA0A-DD46D6BBCCCC-cpm", "T1abel" :"global", "serialNumber
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